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Assessment instructions
Table 1 Assessment instructions
	Assessment details
	Instructions

	Instructions for the teacher and assessor
	This is a clustered skill based assessment and will be assessing the student on their ability to demonstrate skills required in the following units: 
· ICTNWK401 Install and manage a server
· ICTTEN416 Install, configure and test an internet protocol network
This assessment is in eight parts:
1) Role play scenario – obtain information from internal client
2) Role play scenarios – obtain specifications from external personnel
3) Role play scenario – obtain approval from internal personnel
4) Practical – install and configure network operating systems
5) Practical – configure and administer servers
6) Practical – implement and test disaster recovery methods
7) Role play scenario – notify client of network status
8) Practical – clean up and restore worksite to client’s satisfaction
The assessment also contains:
1) An Observation Checklist
Model answers, sample responses or a criteria for each task or activity is provided below. 
Use these to support your judgement when determining a satisfactory result.
The student’s response to each question must contain the information indicated in this marking guide in order for their response to be correct. However, if a student provides information other than indicated below, the assessor may ask the student to clarify or resubmit their response if it does not reflect the evidence required by the unit of competency (refer to mapping if needed to confirm sufficiency of response).
Complete the Observation Checklist for each task and activity and the Assessment Feedback to the student. Ensure you have taken a copy of the assessment prior to it being returned to the student.
The Assessment Feedback page must be signed by both the student and the assessor so the student displays that they have received, understood and accepted the feedback.
Ensure the students name appears on the bottom of each page of the submitted assessment.

	About this marking guide
	The student’s response to each task or activity must contain the criteria indicated in this marking guide in order for their response to be correct. 
All tasks and activities must be completed correctly in order to satisfactorily complete this assessment event.
Assessors will need to make a judgement call as to whether each response meets the criteria based upon the:
· Rules of Evidence:
· Validity – does the answer address the skill required and does the evidence reflect the four dimensions of competency? 
· Sufficiency – is the task or activity sufficient in terms of length and depth?
· Currency – has the work been done so recently as to be current?
· Authenticity – is this work the student’s own authentic work?
· Principles of Assessment 
· Fairness – individual student’s needs are considered in the assessment process
· Flexibility – assessment is flexible to the individual student 
· Validity – any assessment decision is justified, based on the evidence of performance of the student
· Reliability – evidence presented for assessment is consistently interpreted and assessment results are comparable irrespective of the assessor conducting the assessment
· Dimensions of competency
· Task skills
· Task Management Skills
· Contingency Planning Skills
· Job Role Environment Skills

	Student must provide
	Portable hard drive or USB with sufficient space, to save work to.

	Assessor must provide
	Access to the Learning Management System (Moodle)
Access to scenario documents as listed in the assessment
Access to software installation components and guides
Access to a computer having all necessary software pre-installed

	Due date/time allowed/venue/location
	Due date: Refer to the Unit Assessment Guide for the due dates
Venue: In-class 
Time allowed: The estimated time for a student to complete this assessment is approximately four hours. 
Note for Assessors: This assessment can be done Part by Part allowing the students the flexibility to do the demonstrations at their own pace and when they are ready. Assessors should plan how and when instructions for demonstrating each Part of this assessment should be provided to the students and when the demonstrations will be assessed.



Specific task instructions
The instructions and the criteria in the tasks and activities below will be used by the assessor to determine whether the tasks and activities have been satisfactorily completed. Use these instructions and criteria to ensure you demonstrate the required skills and knowledge in all the units listed in this assessment.
If this assessment requires you to record information, your assessor will provide you with an appropriate document/template.
Your assessor will provide you access to a folder called Assessment Supporting Documents, which should contain the following;
1. ROI_Scenario (PDF file)
2. ROI_Org_chart (PDF file)
3. ROI_Network_Architecture_Diagram (PNG file)
4. ROI_ServerRoom_Policy (PDF file)
5. ROI_WHS_Policy (PDF file)
6. ROI_ServerRoomAccess_Procedure (PDF file)
7. ROI_ServerRoomAccess_RequestForm (PDF file)
8. Snipping_Tool_Instructions.pdf – instructions on how to use the Snipping Tool to capture virtual machine windows for assessment tasks. 
9. ROI_Server_Client_Specifications (PDF file)
10. ROI_Network_Specifications (PDF file)
11. Cl_IPNetSVR_AE_Sk_1of2_AB1 (MS Word Document)– answer booklet for Part 4
12. Cl_IPNetSVR_AE_Sk_1of2_AB2 (MS Word Document)– answer booklet for Part 5
13. Cl_IPNetSVR_AE_Sk_1of2_AB3 (MS Word Document)– answer booklet for Part 6
14. ROI_Network_Directory_Specifications.pdf – detailed specifications for configuring the network directory services.
Instructions for role plays
· You should refer to the list of criteria provided in the Observation Checklist to understand what skills you need to demonstrate in all role plays (Part 1, 2, 3 and 7) of this assessment. This Checklist outlines the Performance Criteria, Performance Evidence and Assessment Conditions your assessor will be marking you on.
· Your demonstration of role plays will be used as part of the overall evidence requirements of the unit.
· All role-plays in this assessment will be observed by your assessor.
· Limit each of your role plays to no more than three minutes.
Instructions for practical demonstrations
· Where relevant you must replace the XXXXXXXXX with your TAFE student number. 
Note: Your student number should be visible on all the screenshots submitted as evidence of performing the practical tasks.
· Just two X’s (XX) would refer to the unique two-digit number allocated to you by your assessor. Make a note of this number below, which will be used throughout the practical tasks.
The unique number allocated to you by your assessor is: __________________
Note: You must use this unique number when performing server configurations according to the specifications provided.
Note for Assessors: The assessors need to allocate a unique number for each student, by which they can be identified. This unique number needs to be visible in each of the screenshots that the students will provide so that the authenticity of their work can be checked.
· Use the following answer booklets when documenting your evidence for Part 4, 5 and 6. 
· Cl_IPNetSVR_AE_Sk_1of2_AB1.docx 
· Cl_IPNetSVR_AE_Sk_1of2_AB2.docx 
· Cl_IPNetSVR_AE_Sk_1of2_AB3.docx 
· The virtual machines, you are creating in Part 4 need to be used again for completing Parts 5 and Part 6 of this Skills Assessment. Therefore, you are advised to keep copies of your virtual machines in a portable hard drive. 
Instructions for answer booklet submissions
Ensure you do the following before submission of your answer booklet:
1. Rename your answer booklets in the following format:
· Firstname_Lastname_Cl_IPNetSVR_AE_Sk_1of2_AB1.docx
· Firstname_Lastname_Cl_IPNetSVR_AE_Sk_1of2_AB2.docx
· Firstname_Lastname_Cl_IPNetSVR_AE_Sk_1of2_AB3.docx
2. Include the following on the title page:
· your full name 
· submission date.
3. If applicable, complete the Introduction and Conclusion sections and update the Table of Contents, Bibliography sections.
4. Delete any instruction text in red.
5. Submit your report to your assessor for marking via email or through the submission link in the Learning Management System (LMS), as instructed by your Assessor.



Part 1: Role play scenario – obtain information from internal client
To complete this part of the assessment, you will be required to participate in a role-play with the aid of a group member/s. 
As preparation for this task, you have been provided with the following documents related to a fictitious organisation called Red Opal Innovations (ROI). 
· ROI_Scenario (PDF file)
· ROI_Org_chart (PDF file)
· ROI_Network_Architecture_Diagram (PNG file)
Note: Prepare yourself to play both the roles of the internal client and the Network Analyst. When you are playing the role of the internal client your Assessor will provide you with a scenario document for further reference.
Notes for Assessors: Refer to the Cl_IPNetSVR_AE_Sk_1of2_SR1 document and provide the relevant scenario details to the student who is acting as the client. This supporting document is restricted for teacher access only. Therefore, this should only be given to the student at the time of roleplay demonstration and must be collected back once the demonstration is complete.
Role play scenario:
You are a Network Analyst working for the Information Technology (IT) department at Red Opal Innovations (ROI). You have been allocated to work on a new project which concerns the expansion of IT services in your organisation.
You have organised a meeting with an internal client of ROI to further discuss and obtain more specific information related to the new project. 
1. Prepare a set of questions you want to ask from the internal client, based on the following criteria.
a. Initiate conversation with the appropriate person to discuss project-related matters.
b. Obtain server applications and features.
c. Ensure if the existing network design is current and complete.
2. Demonstrate the discussion between yourself and the internal client.
a. Use specific and relevant language suitable to the audience to convey information.
b. Clearly communicate and interact with internal personnel on technical, operational and business-related matters.
c. Use listening and questioning techniques to confirm understanding of requirements.


Part 2: Role play scenarios – obtain specifications from external personnel
To complete this part of the assessment, you will be required to participate in a role-play with the aid of a group member/s. 
Note: Prepare yourself to play both the roles of the external personnel (vendor and service provider) and the Network Analyst. When you are playing the role of the external personnel your Assessor will provide you with a scenario document for further reference.
Notes for Assessors: Refer to the Cl_IPNetSVR_AE_Sk_1of2_SR1 document and provide the relevant scenario details to the student who is acting as the client. This supporting document is restricted for teacher access only. Therefore, this should only be given to the student at the time of roleplay demonstration and must be collected back once the demonstration is complete.
As a follow up to the conversation you had with the client in the previous role play, do the following:
Role play scenario 1:
Contact two network hardware vendors to obtain specifications and availability of the identified components and network elements that are required to be installed to meet the technical requirements of the project.
1. Prepare a set of questions you want to ask from the vendors based on the following criteria.
a. Obtain product specifications.
b. Obtain information about product availability.
c. Obtain information on product support and warranty.
2. Demonstrate the discussion between yourself and two different vendors. 
a. Clearly communicate and interact with external personnel on technical, operational and business-related matters.
b. Use listening and questioning techniques to confirm understanding of requirements.
Role play scenario 2:
Contact two network service providers (e.g. network data cabling services) to obtain specifications and availability of their services.
1. Prepare a set of questions you want to ask from the service providers based on the following criteria.
a. Obtain product specifications and service details.
b. Obtain information about product and service availability.
c. Obtain information on other support services offered.
2. Demonstrate the discussion between yourself and the two different service providers. 
a. Clearly communicate and interact with external personnel on technical, operational and business-related matters.
b. Use listening and questioning techniques to confirm understanding of requirements.

Part 3: Role play scenario – obtain approval from internal personnel
To complete this part of the assessment, you will be required to participate in a role-play with the aid of a group member/s. 
[bookmark: _Hlk24716663]Note: Prepare yourself to play both the roles of the internal client and the Network Analyst. When you are playing the role of the internal client your Assessor will provide you with a scenario document for further reference.
Notes for Assessors: Refer to the Cl_IPNetSVR_AE_Sk_1of2_SR1 document and provide the relevant scenario details to the student who is acting as the client. This supporting document is restricted for teacher access only. Therefore, this should only be given to the student at the time of the roleplay demonstration and must be collected back once the demonstration is complete.
Roleplay scenario:
You have developed plans for the actual network implementation which now requires approval from management before proceeding further with the installation.
You have organised a meeting with an internal client of ROI to obtain approval for the installation plans, including security clearance and timing of installation to be carried out.
1. Prepare a set of questions you want to ask from the internal client, based on the following criteria.
a. Initiate conversation with the appropriate person to obtain approval for the plans.
b. Discuss plans for deployment (including task priorities, potential risks and contingency arrangements).
c. Discuss the appropriate timing for installation and potential downtime.
d. Discuss and arrange access to the worksite. (e.g. server room or data centre facility) including requirements for obtaining security clearance. Note: You will also need to get the Security Clearance Approval Form signed by the internal client during your demonstration.
2. Demonstrate the discussion between yourself and the internal client.
a. Use specific and relevant language suitable to the audience to convey information.
b. Clearly communicate and interact with internal personnel on technical, operational and business-related matters.
c. Use listening and questioning techniques to confirm understanding of requirements.

Part 4 Practical 
To complete this part of the assessment, you will be required to install and perform basic configurations according to organisational and industry standards. 
Read the specific task instructions and the scenario given below before proceeding with the demonstration tasks.
[bookmark: _Hlk24728725]Use the Cl_IPNetSVR_AE_Sk_1of2_AB1 (MS Word Document) answer booklet to write your answers.
Scenario
The network administrators of ROI have formulated a plan to set up and configure the network and servers to meet the requirements of the organisation. You are responsible for testing the configuration plan by setting it up in a virtual environment. Refer to the following recommended resources when performing the tasks.
· Organisational standards (access via LMS)
· ROI_Server_Client_Specifications (PDF file)
· ROI_Network_Specifications (PDF file)
Note for Assessors: The above document should be made available to the student via the online Learning Management System (LMS) or by providing access to a shared drive in the lab environment or by providing the students with a printed (hard) copy.
· Vendor documentation on installation procedures (online)
· Microsoft Windows documents, Technet Articles
· Red Hat Enterprise Linux Installation guides
· Operating system installation (ISO) files (access via shared drive in the lab environment or download from vendor website)
· rhel-8.0-x86_64-dvd
· WindowsServer2016_EVALUATION_x64FRE_EN-US
· WindowsServer2019_EVALUATION_x64FRE_EN-US
· Windows10_EVALUATION_x64FRE_EN-US
Note for Assessors: The above installation files can be made available to the students by copying them to a shared folder location in the lab room environment. 
Demonstration tasks:
1. Create a disk partitioning scheme for Red Hat Enterprise Linux 8 (RHEL 8) and decide on the capacity of the hard disk and virtual memory allocation for your server machine. Use Part 1 of the answer booklet to record your answer.
Notes for Assessor: Refer to the sample answer given below. The students should allocate sufficient amounts for partition size and as virtual memory (swap space) according to their analysis of the system.
[image: ]
2. Install and configure Red Hat Enterprise Linux 8 (RHEL 8) according to the specifications provided. During your installation, you must capture evidence (in the form of screenshots) for the following configuration procedures from your virtual server machine. Use Part 2 of the answer booklet to include your screenshots, make notes of configuration details and procedures you have followed.
a) Hard disk partitioning scheme – as planned in task 1
b) Software selection
c) Network and hostname settings
d) Security policy selection
e) Installation summary
f) Administrative user account setting
g) Evidence of successful installation after initial system boot-up (include any relevant screenshots)
Notes for Assessor: Refer to the sample screenshots given below of typical configurations for section A - G. 
A) [bookmark: _Toc24440854]File systems and virtual memory
[image: D:\RHEL8\2.PNG]
B) [bookmark: _Toc24440855]Software selection
[image: ]

C) [bookmark: _Toc24440856]Network and hostname settings
[image: ]
D) [bookmark: _Toc24440857]Security policy selection
[image: ]
The following changes to have been recorded due to the above security policy selection:
· Package 1 - aide
· Package 2 - opensc
· Package 3 – libreswan
E) [bookmark: _Toc24440858]Installation summary
[image: ]
F) [bookmark: _Toc24440859]Administrative user account setting
[image: ]

G) [bookmark: _Toc24440860]Successful RHEL 8 installation after initial boot-up
[image: D:\RHEL8\3.PNG]

3. Install and configure the Windows-based network operating systems according to the specifications provided in ROI_Server_and_Client_Specifications.pdf. You must capture evidence (in the form of screenshots) for the following configuration details from each of your virtual Windows server machines. Include your screenshots in Part 3 of the answer booklet for both servers and make notes of any procedures you have followed.
a. Windows Server Properties (ensure all details in this configuration window are visible in the screenshot).
Notes for Assessor: Refer to the sample screenshot given below after main server had been installed and configured with initial settings. 
MainSVRXX Server Properties
[image: ]
BackupSVRXX Server Properties
[image: ]

b. Test installed hardware.
i. Perform a Windows Memory Diagnostic test
· Include a screenshot showing the test results from system logs.
· Write your interpretation of the test result by making the required calculations.
· Evaluate the performance of the hardware component from the test performed.
ii. Use the Windows Troubleshooting tools to check the functionality of the server network adapter (show the test results from system logs).
· Include a screenshot showing the test results from system logs.
· Write your interpretation of the test result by making the required calculations.
· Write your evaluation of the hardware component’s performance from the test result.
· Write your evaluation of the network interoperability based on the test result.
Notes for Assessor: Refer to the sample table given below.
A) Test installed hardware
	#
	MainSVRXX
	BackupSVRXX

	i
	[image: ]
[image: ]
[image: ]
	[image: ]
[image: ]
[image: ]

	
	Note to Assessors: The students should write here an interpretation of the test result by making the required calculations.
	Note to Assessors: The students should write here an interpretation of the test result by making the required calculations.

	
	Note to Assessors: The students should write here evaluation of the hardware component’s performance from the test result.
	Note to Assessors: The students should write here evaluation of the hardware component’s performance from the test result.

	ii
	[image: ]
	[image: ]

	
	Note to Assessors: The students should write here an interpretation of the test result by making the required calculations.
	Note to Assessors: The students should write here an interpretation of the test result by making the required calculations.

	
	Note to Assessors: The students should write here an evaluation of the hardware component’s performance from the test result.
	Note to Assessors: The students should write here an evaluation of the hardware component’s performance from the test result.

	
	Note to Assessors: The students should write here an evaluation of the network interoperability based on the test result.
	Note to Assessors: The students should write here an evaluation of the network interoperability based on the test result.



4. Install and configure Windows updates and relevant applications on Windows-based servers according to the specifications provided. You must capture evidence (in the form of screenshots) for the following configuration details from each of your virtual Windows server machines. Include your screenshots in Part 4 of the answer booklet for both servers (Main server and Backup server).
a. Connect servers to the Internet (You need to configure the correct network setting to connect with the WAN point of presence in your lab environment).
b. Windows Update settings - (show that automatic updates are received for the system as well as for other Microsoft products/applications.)
c. Patch the operating system and applications.
d. Windows Defender/Security settings (show configurations as per the specification document.)
e. Download and install SQL Server 2017 Express edition in the main server virtual machine (Windows Server 2016). Provide evidence of successfully installing this application software.
f. Test installed software.
i. Open SQL Server Installation Center and launch the System Configuration Checker tool to check successful installation and configuration of SQL Server.
· Record the details and results of the above test in table 1  given in the answer booklet.
· Include screenshots of the rule/status summary and of the detailed report of the test result in the answer booklet.
· Write your interpretation of the results and evaluation of the program performance in the appropriate sections given in table 1.
ii. Use the Windows Troubleshooting tool to check for program compatibility of SQL Server 2017 Error and Usage Reporting program. 
· Perform a test run of the program using recommended compatibility settings. 
· Record the details and results of the above test in table 2 given in the answer booklet.
· Generate a Troubleshooting Report of the above test and include a screenshot of this under the Detailed report section of Table 2.
· View detailed information about the above test using the Event Viewer tool. Include a screenshot of the numerical results shown for this event under the Results section of Table 2.
· Write your interpretation of the results and evaluation of the program performance in the appropriate sections given in table 1.
Notes for Assessor: Refer to the sample answers given below for sections A to F in the answer booklet.
A) Connection to the Internet (WAN point of presence)
Briefly mention the settings configured for Windows Updates here.
	MainSVRXX
	BackupSVRXX

	Include a screenshot of configuration settings and  evidence below
[image: ]

	Similar screenshot as for MainSVR, but taken from BackupSVR and should be included here.




B) Windows Update Settings
Briefly mention the settings configured for Windows Updates here.
	MainSVRXX
	BackupSVRXX

	Windows Update Advanced Options configuration
The Windows OS (Windows 2016 Server Desktop Experience) was updated. The screenshot reflects that if there are any further updates it will be automatically updated.
[image: ]
	Windows Update Advanced Options configuration
The Windows OS (Windows 2019 Server Desktop Experience) was updated (software wise). The screenshot below shows that if there are any further updates (regardless if it’s over a metered connection) it will update to the latest version.
[image: ]


C) Patch operating system and applications
	MainSVRXX
	BackupSVRXX

	Windows Update/Patch install status
[image: ]
	Windows Update/Patch install status
[image: C:\Users\UMGB15.student\Pictures\Snaps for Assessment\Windows 19\Update in Progress1.PNG]




D) Windows Defender/Security Settings
	#
	MainSVRXX
	BackupSVRXX

	1
	Windows Defender configuration
The software settings and virus signatures were updated to keep the MainSVR secure from attacks.
The Windows Defender application shows that the virus and spyware definitions are up to date and that the ‘PC’ is being monitored.
[image: ]
	Windows Security configuration
The software settings and virus signatures were updated to keep the BackupSVR secure from attacks.
A scan was conducted to show that the server is protected.
[image: ]
[image: C:\Users\UMGB15.student\Pictures\Snaps for Assessment\Windows 19\WIN19 Windows Security.PNG]



E) Successful application installation on the main server
Include details of the application installed in the Main Server.

Name of installed application: SQL Server 2017
Version/Edition installed: Basic/Express edition
[image: ]
F) Test installed software
Table 1 - i
	Software test Criteria
	Details

	Name of Software component:
	SQL Server Installation Center

	Tool/s used:
	System configuration checker 

	Results: 

	Include any numerical details of the results generated
Passed: 8
Failed: 0
Warning: 0
Skipped: 0

	Test results interpretation
	Note to Assessors: The students should write here an interpretation of the test result by making the required calculations.

	Rules and Status report
	[image: ]

	Detailed report
	[image: ]

	Evaluation of results
	Note to Assessors: The students should write here an evaluation of the software component’s performance from the test results.



Table 2 - ii
	Software test Criteria
	Details

	Name of Software component:
	SQL Server 2017 Error and Usage Reporting

	Tool/s used:

	Windows Troubleshooting Tool – Program Compatibility Checker
Event Viewer

	Results: 

	[image: ]

	Test results interpretation
	Note to Assessors: The students should write here an interpretation of the test result by making the required calculations.

	Detailed report
	[image: ]

	Evaluation of results
	Note to Assessors: The students should write here an evaluation of the software component’s performance from the test results



5. Install and configure a client computer according to the hardware and software specifications provided. Include relevant screenshots in Part 5 of the answer booklet.
Notes for Assessor: Refer to the sample answer given below.
A) Evidence of installing correct hardware components for the client machine
[image: ]
B) Evidence of successful installation of client operating system software
[image: ]

6. Install, test and configure the network according to the specifications provided in ROI_Network_Configuration_Details.pdf.
a. Reconnect and reconfigure the connectivity devices (network adapters of all devices, internal LAN switch).
b. Configure the network adapters of all devices with the correct network protocol and logical addresses. 
c. Use network troubleshooting and testing tools to test network connectivity between all the above-configured devices. 
d. Document details of how you fixed/resolved any issues encountered during your configuration and testing process. Include screenshots of tests performed in Part 6 of the answer booklet.
Notes for Assessor: Refer to the sample answer given below for a single test result row. The students should demonstrate the use of command-line tools such as ping and ipconfig to obtain test results for all six tests given in the answer booklet
	Test #
	Source device
	Destination device
	Test result
(Successful/Unsuccessful)

	1
	MainSVRXX

	BackupSVRXX
	☒ Successful 
☐ Unsuccessful 
Details of fix applied if unsuccessful: N/A
Students should record here if there was an error during testing.
Final Result: 
[image: ]



7. Make a list of all the hardware and assets in the current network that you have installed and configured. Allocate an asset number for each item and make notes of any other details and specifications. Use the table given under Part 7 of the answer booklet to record your answers.
Notes for Assessor: Refer to the sample answer given below.
	Asset Number
	Hardware and Assets 
	Details and Specifications

	1
	MAINSVR16
	Processor: 1
Memory: 4GB
Hard Disk: 50GB
Disks: 5 (3 into a RAID-5 configuration each 10GB) 2 Back up Hard Disks 50GB each.
Windows Server 2016

	2
	BACKUPSVR19
	Memory: 4GB
Hard Disk: 50GB
Processor: 1
Disks: 5 (3 into a RAID-5 configuration each 10GB) 2 Back up Hard Disks 50GB each.
Windows Server 2019

	3
	Printer
	Printer Model : HP Color LaserJet 2500 PS Class Driver.

	4
	Client10
	Memory: 4GB
Windows 10 OS
Hard Disk: 50GB
Processor: 1

	5
	Red Hat Server
	Red Hat Enterprise Linux Version 8





Part 5: Practical -  Configure and administer servers
To complete this part of the assessment, you will be required to configure and administer servers according to organisational and industry standards. 
Read the specific task instructions on Page 7- 8 and the scenario given below before proceeding with the demonstration tasks.
Use the Cl_IPNetSVR_AE_Sk_1of2_AB2 (MS Word Document) answer booklet to write your answers.
Scenario:
You have previously installed and configured server and client machines with the appropriate operating systems, applications and network configuration. You still need to perform some advanced network service configurations including setting up domains, user accounts, groups, print services and security access in the main server machine (MainSVRXX) and test the functionality. 
Refer to the following recommended resources when performing the tasks.
· Organisational standards (access via LMS)
· ROI_Network_Directory_Specifications.pdf
· Vendor documentation on installation procedures (online)
· Microsoft Windows documents, Technet Articles
Demonstration tasks:
1. Install and configure network directory services in WinSVR16 (MainSVRXX) according to the specifications provided.
2. Use the correct tool provided by the network directory services in Windows, to configure the following within the ROIXX.local domain.
a. Create a new user account for yourself with administrative settings. Refer to the User Account Specifications provided and set the password for your account as the example given in the guidelines.
b. Create a new organisational unit and do the following according to the  Organisational Unit Specifications provided.
i. Create a new group.
ii. Create a user account.
iii. Add the user to the new group.
c. Document evidence of the above configurations with screenshots under section 1. User Account configuration of the answer booklet provided.
A) [bookmark: _Toc24739346]Administrator account configuration
User logon name: student.name
[image: ]
B) [bookmark: _Toc24739347]Organisational unit configuration
Include screenshots below of how to set up the following:
i. Create a new group 
ii. Create a user account
iii. Add the user to the new group
[image: ]

3. Configure shared print services according to the Print service specifications provided. Document evidence of your configurations with screenshots under section 2. Print services configuration; of the answer booklet provided.
A) [bookmark: _Toc24739349]Printer 1 and 2 configurations
Note for Assessors: Only the screenshot for printer 1 is provided above. Printer 2 should also be configured and the screenshot should reflect the configurations.
[image: ]
B) [bookmark: _Toc24739350]Printer permission assignment 
[image: ]
C) [bookmark: _Toc24739351]Shared Printer properties
[image: ]
D) [bookmark: _Toc24739352]Printer pooling
[image: ]
4. Configure WinSVR16 (MainSVRXX) for hard drive redundancy according to the specifications provided. 
a. Connect the required number of hard drives to the server.
b. Configure disk partitioning scheme and file systems.
c. Allocate the recommended amount from the new volume for virtual memory.
d. Document evidence of your configurations with screenshots under section 3. Hard drive redundancy configuration; of the answer booklet provided.
[bookmark: _Toc24739354]A) Additional hard-drives connected to server
[image: ]
[bookmark: _Toc24739355]B) RAID-5 configuration
[image: ]





[bookmark: _Toc24739356]

C) Virtual Memory allocation
[image: ]

5. Create directory structure and disk quotas on the new volume (which was configured for redundancy in the previous task) according to the specification provided. Follow the sequence of tasks given below.
a. Configure disk quotas.
i. Enable disk quota management.
ii. Configure quota limitations.
iii. Configure quota logging.
iv. Add a disk quota entry for the test user.
b. Create a directory structure.
i. Create the main directories in the correct volume.
ii. Share the folders with the correct group and permissions.
iii. Install the DFS Namespaces role.
iv. Create a directory structure using DFS Management, where the namespaces are associated with the correct folder targets.  
c. Document evidence of your configurations with screenshots under section 4. Disk quota management and DFS configuration; of the answer booklet provided
A) [bookmark: _Toc24739358]Disk quota configuration
[image: ][image: ]
B) [bookmark: _Toc24739359]Directory structure configuration
[image: ]
Note for Assessors: There can be other screenshots provided of folder structure. The above is just an example only from DFS Management.
6. Read carefully the information given under the heading; System policies and scripts for configuring user environment, in the specifications document provided to you. Create and set up the following policies and scripts in WinSVR16 (MainSVRXX) in order to configure other hardware and software on the user environment (Win10Client).
a. Policy for folder redirection.
b. Policy for preventing unauthorised access to the system.
c. Policy for network drive mapping.
d. Policy for network printer mapping.
e. Script for installing Google Chrome on staff computers automatically through the network.
f. Document evidence of your configurations with screenshots under section 5. Procedure for configuring system policies and scripts; of the answer booklet provided.
A) [bookmark: _Toc24739361]Folder redirection settings
[image: C:\SKILLSPOINT-Shevorne\Cert4-ICT40115-IT-MTP\Operating System Fundamentals\Cl_IPNetwork&Server\19-06-2019\Server snips\folder redirection.PNG]
B) [bookmark: _Toc24739362]Unauthorised access prevention
[bookmark: _Toc24739363][image: ]
C) Other GPO configurations
Note for Assessors: Student should include relevant screenshots below of other configured group policies.
7. Your client had provided a test plan, against which you must test the system’s functionality. To perform the test you need to log in to the Win10Client (ClientXX) virtual machine as a test user. While performing the tests, you must document your test results under section 6. User environment testing; of the answer booklet. 
Note: If you identify any problems/errors while testing the system’s functionality, do not correct them at this stage. 
	The test plan provided to you includes the following criteria:
a. User is able to login to the client computer using domain user account credentials.
b. The user is able to access the shared network drive.
c. The user is able to create sample data in the shared drive.
d. The user is able to access shared printing services.
e. Google Chrome software is installed on the client computer via a network script.
f. Sample data created on the user’s Documents folder is visible in the Documents_Backup folder in ROIXX-R5Vol1.
	Test details

	Test performed by:
	Student name

	Date and time of test:
	19/11/2019 at 10:00 AM

	Test environment description:
	Test performed in virtual machines configured with the settings of the actual server. 

	#
	Test criteria
	Test outcome / results

	a
	User is able to login to the client computer using domain user account credentials.
	YES  ☒   NO  ☐
Comments:	
Note for Assessors: The student should provide a  relevant screenshot as evidence below

	b
	The user is able to access the shared network drive.
	YES  ☒   NO  ☐
Comments:
[image: ]

	c
	The user is able to create sample data in the shared drive. 
	YES  ☒   NO  ☐
Comments:
Note for Assessors: The student should provide a  relevant screenshot as evidence below 

	d
	The user is able to access shared printing services.
	YES  ☒   NO  ☐
Comments:
[image: ]

	e
	Google Chrome software is installed on the client computer via network script.
	YES  ☒   NO  ☐
Comments:
[image: ]

	f
	Sample data created on user’s Documents folder is visible in the Documents_Backup folder in ROIXX-R5Vol1
	YES  ☒   NO  ☐
Comments:
Note for Assessors: The student should provide a  relevant screenshot as evidence below

	
Overall test result: 
	Successful ☒   Unsuccessful ☐
Summary of test outcomes and comments:
· Test user is able to access the system and shared drive with appropriate access
· Software installed on user computer automatically via network script.
· Print services are accessible
· User’s Document’s folder is redirected to Documents_Backup target folder.



8. Use appropriate troubleshooting tools and techniques to diagnose and correct at least two or more server problems (e.g. disk failures, hostname resolution issues, misconfigured networking) identified during the testing process. Document evidence of your configurations with screenshots under section 7. Diagnose and correct server problems; of the answer booklet provided.
	Problem/issue description
	Server Name
	Tools used
	Fixes applied/ changes made
	Result

	Compliance error: Set Minimum password length to 14 or more characters
	MainSVRXX
	Group Policy Object Editor
	Within Group Policy > Default Domain Policy>Computer Configuration>Policies>Windows Settings>Security Settings>Account Policies>Account Password 
	Minimum password is set to a length to 14 or more characters


Note for Assessors: There can be other server problems that students can fix and document. One example is given as a guideline.
9. Analyse the WinSVR16 (MainSVRXX) you have configured above for data migration requirements. Document your analysis of the information gathered from the server system and complete the table given under section 8. Data migration requirements analysis; of the answer booklet provided. You must include details of your calculations and evidence of obtaining the correct information for the analysis.
	Analysis criteria
	Details

	Analysis performed by:
	Student name

	Analysis performed on:
	Server Name: MainSVRXX 
Operating System: Windows Server 2016
Other specifications: include other relevant details here

	List of locations/drives/shared volumes of where shared data is held:
	ROIXX-Backup 1 (B: Drive)
ROIXX-R5Vol1 (R: Drive)
Local Drive (C: Drive)
RAID- Volume (\\?\Volume{b94b5d73-455b-4e30-aee4-35f6e3683501}\

	Total amount of data to be migrated from each location?

	A total of 169.86 GB of data is to be migrated from the MainSVRXX to the BackupSVRXX

	Other requirements for data migratrion:
	There should be enough space within the backup server for the migration. It is recommended to add more hard disks.
Appropriate roles and services should be installed in the BackupSVR before performing the migration.






Part 6: Practical – implement and test disaster recovery methods 
To complete this part of the assessment, you will be required to perform backups and test the implementation of the disaster recovery methods outlined by your organisation.
Read the specific task instructions on Page 7- 8 and the scenario given below before proceeding with the demonstration tasks.
Use the Cl_IPNetSVR_AE_Sk_1of2_AB3 (MS Word Document) answer booklet to write your answers.
Scenario:
You have previously installed and configured the main server with domains, user accounts, groups, print services, and security access and have tested the main server machine (MainSVRXX) for correct functionality. Now, you are required to configure a backup domain controller as part of implementing disaster recovery for the networked system.
Refer to the following recommended resources when performing the tasks.
· Organisational standards (access via LMS)
· ROI_NetworkDirectory_Specifications.pdf
· Vendor documentation on installation procedures (online)
· Microsoft Windows documents, Technet Articles
Demonstration tasks:
1. Perform a full backup and configure future backups in WinSVR16 (MainSVRXX). Document evidence of your configurations with screenshots under section 1. Server backup procedures; of the answer booklet provided.
[image: ]
2. Configure WinSVR19 (BackupSVRXX) as a backup domain controller according to the organisational guidelines and specifications provided. 
3. Include relevant screenshots as evidence of restoring main server data to backup server under section 2. Restore main server data to backup server; of the answer booklet provided.
[image: ]
4. Test the functionality of the modified system according for a simulated disaster scenario following the test plan given under section 3. Testing network functionality in a simulated disaster scenario. The summary of the test plan is given below:
· Test condition: MainSVR goes down (not operational) due to an unknown issue.
· Required test outcomes:
· BackupSVR should be operational and provide access to essential network services.
· Any user who belongs to the Staff group should still be able to log in as domain users, and access network resources without any disruption.
Note: If some tests do not provide the desired result, document your comments on possible reasons for such an outcome/result.
	Test details

	Test performed by:
	Student name

	Date and time of test:
	dd/mm/yy at xx time.

	Test environment and conditions:
	Test performed in a virtual environment in order to simulate the disaster scenario.

	#
	Test criteria
	Test outcome / results

	a
	User is able to login to the client computer using domain user account credentials.
	YES  ☒   NO  ☐
Comments:	
Note for Assessors: The student should provide a  relevant screenshot as evidence below

	b
	The user is able to access the shared network drive.
	YES  ☒   NO  ☐
Comments:
[image: ]

	c
	The user is able to create sample data in the shared drive. 
	YES  ☐   NO  ☐
Comments:
Note for Assessors: The student should provide a  relevant screenshot as evidence below, even if the test criteria are not met. The student should then provide appropriate comments.

	d
	The user is able to access shared printing services.
	YES  ☐   NO  ☒
Comments:
Note for Assessors: The student should provide a  relevant screenshot as evidence below, even if the test criteria are not met. The student should then provide appropriate comments.

	e
	Google Chrome software is installed on the client computer via network script.
	YES  ☐   NO  ☐
Comments:
Note for Assessors: The student should provide a  relevant screenshot as evidence below, even if the test criteria are not met. The student should then provide appropriate comments.

	f
	Sample data created on user’s Documents folder is visible in the Documents_Backup folder in ROIXX-R5Vol1
	YES  ☐   NO  ☐
Comments:
Note for Assessors: The student should provide a  relevant screenshot as evidence below, even if the test criteria are not met. The student should then provide appropriate comments.

	
Overall test result: 
	Percentage successful  - Note for Assessors: Out of 6 tests, how many were successful? This should be given as percentage by the student.
Percentage unsuccessful - Note for Assessors: Out of 6 tests, how many were unsuccessful? This should be given as percentage by the student.
Summary of test outcomes and comments:
Note for Assessors: The student should provide an appropriate summary of the test results according to their actual observations from the system they have configured. 




5. Make changes/additions to the backup server configuration to meet the desired results from the above test plan. Validate these changes against the specifications provided in the original test plan. 
6. Document your server configuration changes under section 4. Server configuration and operational changes; in the answer booklet provided.  
	Configuration/operational Changes
	Client Requirement

	Backup printer is added to BackupSVR
	Printing services should be accessible by the test user.


Note for Assessors: There can be other configuration changes that students can make and document above. One example is given as a guideline.
7. Make a list of the network elements and servers, their status and functionality under section 5. Network and server status; in the answer booklet provided.  
	Network elements and servers
	Status
	Comments on functionality

	MainSVR08
	Running 
	Functional

	BackupSVR08
	Running
	Functional

	Client08
	Running
	Functional

	LAN Switch and Router
	Running
	Functional

	Communications link between MainSVR08 and Client08
	Operational
	Can communicate between the two

	Communications link between MainSVR08 and Backup08
	Operational
	Can communicate between the two

	Communications link between BackupSVR08 and Client08
	Operational
	Can communicate between the two


Note for Assessors: there can be other possible network elements that the student can mention. The above is just a guideline only.
8. Complete the client report according to the organisation’s documentation standard; according to which, you must complete the introduction, conclusion, bibliography sections, remove guide text in red and update the Table of Contents section of the report.
Introduction 
This report outlines the migration and back up of the domain controller for roixx.local domain, diagnostics and benchmarking of the servers. The report also tests the set up of the backup domain controller in a simulated disaster scenario.
Document approval 

	
	Document Approval

	
	The above data migration analysis and test results were reviewed and approved by:

	Name:
	John Doe

	Designation:
	J.D

	Signature:
	J.D

	Date:
	6/12/2019 



Conclusion
The report reflects the tests and establishment of both the Main and Backup servers. This work was conducted over 2 days and has finally been finished and signed-off on 6/12/2019. The report also shows what needs to be done with Screenshots being shown as evidence, there are numerous sources shown. There are screenshots from a test user, to show what the end-user would see vs what the Domain Administrator would see.
Bibliography
Note for Assessors: This section should list any relevant sources of information referred to by the student.



Part 7: Role play scenario – notify client of network status
To complete this part of the assessment, you will be required to participate in a role-play with the aid of a group member/s. 
As preparation for this task, go through the network and server status report you completed in Part 6 of this assessment. 
Note: You need to be prepared to play both the roles of an internal client and the Network Analyst. When you are playing the role of the internal client your Assessor will provide you with a scenario document for further reference.
Notes for Assessors: Refer to the Cl_IPNetSVR_AE_Sk_1of2_SR1 document and provide the relevant scenario details to the student who is acting as the client. This supporting document is restricted for teacher access only. Therefore, this should only be given to the student at the time of roleplay demonstration and must be collected back once the demonstration is complete.
Role play scenario:
You are the Lead Network Engineer working for the Information Technology (IT) Networking department at Red Opal Innovations (ROI). You have completed the installation, configuration and testing procedures of the servers and network elements. You have prepared a report based on the configuration changes, validation of requirements, disaster recovery methods implemented and the overall status of the network.
You have organised a meeting with an internal client of ROI to further discuss your report and to obtain sign-off for the completed network and server status report. 
1. Prepare a set of questions you want to ask from the internal client, based on the following criteria.
a. Initiate conversation with the appropriate person to discuss the report.
b. Notify client of network status.
c. Discuss responsibilities to clean up and restore worksite to client’s satisfaction.
d. Secure sign-off from the appropriate person.
2. Demonstrate the discussion between yourself and the internal client.
a. Use specific and relevant language suitable to the audience to convey information.
b. Clearly communicate and interact with internal personnel on technical, operational and business-related matters.
c. Use listening and questioning techniques to confirm understanding of requirements.
Note for Assessors: Please see the guidelines listed in the Observation Checklist for this Part of the Assessment.


Part 8: Practical – clean up and restore worksite to client’s satisfaction
Once you have documented the server configurations and have completed the practical activity, you need to clean up and restore the work site according to the client’s satisfaction.
To demonstrate this, pretend that you have been working in a server room environment when performing the above practical. Demonstrate to your assessor what you would do to clean up and restore the site.
Note: Once client sign-off had been received, you may clean up all the virtual machines you have created on your lab computer, restoring it to its original state. Also, ensure that the surrounding of your workstation is kept neat and tidy according to the rules of the lab room environment.
Note for Assessors: Please see the guidelines listed in the Observation Checklist for this Part of the Assessment.



Task/Activity and Observation Checklists
The Task/Activity and Observation Checklist will be used by you to mark the student’s performance in any of the previous two event types. Use this Checklist to understand what skills the student is required to demonstrate in the role play scenario, and practical demonstrations and what the student is required to complete as part of the evidence for these units. The Checklist outlines the Performance Criteria, Performance Evidence and Assessment Conditions you will be marking the student on.  All the criteria must be met for all the units listed in this clustered assessment. The student’s demonstration will be used as part of the overall evidence requirements of the unit. You may ask questions while the demonstration is taking place or if appropriate directly after the task/activity has been completed.
If the student is required to demonstrate the task and be observed by you, the checklist below will have a tick near the criteria in the Observation column.  If the student is required to gather and submit evidence to complete the task, the checklist below will have a tick near the criteria in the Evidence column.


Part 1: Role play scenario – obtain information from internal client
	Task #
	Task/Activity Performed
	OBSERVATION
	EVIDENCE
	S – DATE
Date
	U/S - Date
	S - Date
	U/S - Date
	Assessor Comments
(Describe the student’s ability in demonstrating the required skills and knowledge)
	Unit nbr and criteria

	1
	Obtained server applications and features from the appropriate person
	☐	
	
	
	
	
	Date of Observation: 
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the student’s performance against the criteria required.
· Initiated conversation with the appropriate internal client; the Chief Information Officer (CIO) of Red Opal Innovations.
· Obtained information related to server applications and features
	ICTNWK401 (1.2)

	2
	Ensured that the existing network design is current and complete.
	☐	
	
	
	
	
	· Asked relevant questions about the existing network design.
· Confirmed with client if the documentation is current and complete.
	ICTTEN416 (1.3, FS1, PE1)

	3
	Used listening skills to respond appropriately.
	☐	
	
	
	
	
	· Eye contact
· Note taking
· Non-verbal responses
· Verbal clarification (sounds)
· Asking for clarification
· Responding with relevant information
	ICTNWK401 (1.2, FS4)

	4
	Used questioning techniques to confirm understanding of requirements.
	☐	
	
	
	
	
	· Used open questions to elicit information from the client
· Used closed questions to confirm client understanding and authorisation
· Recognises and interprets specifications provided to determine requirements.
	ICTNWK401 (1.2, FS4)

	5
	Responded to client questions using suitable language.
	☐	
	
	
	
	
	· The terminology used is correct and relevant to task
· Terminology is explained when requested
· Responds with appropriate and relevant information
	ICTNWK401 (1.2, FS3)





Part 2: Role play scenarios – obtain specifications from external personnel

	Task #
	Task/Activity Performed
	OBSERVATION
	EVIDENCE
	S – DATE
Date
	U/S - Date
	S - Date
	U/S - Date
	Assessor Comments
(Describe the student’s ability in demonstrating the required skills and knowledge)
	Unit nbr and criteria

	1
	Contacted two vendors to obtain product specifications and availability information.
	☐	
	
	
	
	
	Date of Observation: 
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the student’s performance against the criteria required.
· Initiated conversation with the vendors.
· Obtained specifications related to the selected network hardware components required for installation.
· Obtained availability information of the identified components.
	ICTTEN416 (1.4, 1.5, FS9, FS10, FS11, PE2)

	2
	Contacted two service suppliers to obtain specifications and availability information.
	☐	
	
	
	
	
	· Initiated conversation with the service suppliers.
· Obtained specifications related to the selected network elements required for installation.
· Obtained availability information of the identified components/services.
	ICTTEN416 (1.4, 1.5, FS9, FS10, FS11, PE2)

	3
	Used listening skills to respond appropriately.
	☐	
	
	
	
	
	· Eye contact
· Note-taking
· Non-verbal responses
· Verbal clarification (sounds)
· Asking for clarification
· Responding with relevant information
	ICTTEN416 (1.5, FS4)

	4
	Clearly communicated technical, operational and business related matters.
	☐	
	
	
	
	
	· Terminology used is correct and relevant to task
· Terminology is explained when requested
· Responds with appropriate and relevant information
	ICTTEN416 (1.5, FS3)

	5
	Used questioning techniques to confirm understanding of requirements.
	☐	
	
	
	
	
	· Used open questions to elicit information from client
· Used closed questions to confirm client understanding and authorisation
	ICTTEN416 (1.5, FS4)





Part 3: Role play scenario – obtain approval from internal personnel
	Task #
	Task/Activity Performed
	OBSERVATION
	EVIDENCE
	S – DATE
Date
	U/S - Date
	S - Date
	U/S - Date
	Assessor Comments
(Describe the student’s ability in demonstrating the required skills and knowledge)
	Unit nbr and criteria

	1
	Liaised with the internal client to obtain approval for installation plans. 
	☐	
	
	
	
	
	Date of Observation: 
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the student’s performance against the criteria required.
· Initiated conversation with the appropriate internal client; IT Security Manager of Red Opal Innovations.
· Obtained approval for installation plans
	ICTTEN416 (1.7, FS3, PE1)


	2
	Arranged access to the site and security clearance.
	☐	
	
	
	
	
	Q1 Did the student discuss access requirements for the installation site and security clearance?
Comments/responses
Q2 Did the student obtain the signature from the internal client as part of the Server Room Access Procedure?
Comments/responses
Q3 Did the student read the relevant technical documentation to determine site access requirements?
	ICTTEN416 (1.2, 1.7, FS1, FS3)
ICTNWK401 (1.7)

	3
	Advised client of deployment and potential downtime.
	☐	
	
	
	
	
	Q3 Did the student advise the client of deployment and potential downtime?
The student should demonstrate the following:
· Determines job priorities.
· Takes appropriate actions according standard procedure
· Takes into consideration operational contingencies, risk situations and environments when making decisions.
	ICTTEN416 (1.7)
ICTNWK401 (1.7, FS9, FS10, FS11, FS12, FS13)

	4
	Clearly communicated technical, operational and business-related matters.
	☐	
	
	
	
	
	· The terminology used is correct and relevant to task
· Terminology is explained when requested
· Responds with appropriate and relevant information
	ICTTEN416 (1.7, FS3)

	5
	Used listening skills to respond appropriately.
	☐	
	
	
	
	
	· Eye contact
· Note taking
· Non-verbal responses
· Verbal clarification (sounds)
· Asking for clarification
· Responding with relevant information
	ICTNWK401 (1.7, FS4)
ICTTEN416 (1.7, FS4)

	6
	Responded to client questions using suitable language.
	☐	
	
	
	
	
	· Terminology used is correct and relevant to task
· Terminology is explained when requested
· Responds with appropriate and relevant information
	ICTNWK401 (1.7, FS3)

	7
	Used questioning techniques to confirm understanding of requirements.
	☐	
	
	
	
	
	· Used open questions to elicit information from client
· Used closed questions to confirm client understanding and authorisation
	ICTNWK401 (1.7, FS4)
ICTTEN416 (1.7, FS4)



Part 4: Practical – install and configure network operating systems
Note for Assessors: Relevant evidence for this Practical is captured in the Cl_IPNetSVR_AE_Sk_1of2_AB1 answer booklet submitted by the student. The numbering under the Evidence column refers to the section numbers in the answer booklet.
	Task #
	Task/Activity Performed
	OBSERVATION
	EVIDENCE
	S – DATE
Date
	U/S - Date
	S - Date
	U/S - Date
	Assessor Comments
(Describe the student’s ability in demonstrating the required skills and knowledge)
	Unit nbr and criteria

	1
	Created a disk partitioning scheme for Linux Server.
	
	☐
1
☐
2A
	
	
	
	
	Date of Observation: 
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the student’s performance against the criteria required.
· Determined sufficient disk capacity required and partition size allocations.
· Attached sufficient size hard-disk to the system.
· Created file systems and virtual memory during Linux server installation.
	ICTNWK401 (2.1, 2.2, FS9-13)
ICTTEN416 (2.1, 4.2 FS1-2, FS9, FS12)

	2
	Installed and configured server application
software
	
	☐
2B
☐
4D
☐
4E
	
	
	
	
	· Installed server software according to specifications in a Linux server operating system.
· Installed SQL Server 2017 in Windows Server 2016
· Configured server application (Windows Defender/Security) settings.
	ICTNWK401 (2.4, FS9-13, PE1)
ICTTEN416 (2.1, 4.2, FS1-2, FS9-13)

	3
	Installed and configured network services and connectivity
	
	☐
2C
☐
6
	
	
	
	
	· Installed and configured network services in a Linux and Windows server operating systems
· Used troubleshooting tools diagnose problems
· Analysed error report and made changes
· Tested required changes and additions
· Takes test measurements, interprets results and evaluates performance of the network
· Documented test results in the format given
	ICTNWK401 (2.4, 2.5, 4.2, 4.3, 4.4, FS1-2, FS5, FS9-13, PE2, PE3, PE4, PE7, PE8)
ICTTEN416 (2.3, 3.2, 3.3, 4.2, 4.3, FS1-2, FS5, FS9-13, PE3)

	4
	Implemented security policy
	
	☐
2D
	
	
	
	
	· Configured security policy according to specification given in a Linux server.
	ICTNWK401 (3.7, FS12, FS13)


	5
	Configured Linux server
	
	☐ 2E
	
	
	
	
	· Time and Date settings (Australia/Sydney timezone)
· Software selection: Server with GUI
· Custom Partitioning selected
· Network and Hostname (Wired connected)
· Security Policy (Everything Okay)
· System purpose has been set
	ICTNWK401 (PE1, PE2)
ICTTEN416 (PE3)

	6
	Create and manage user accounts to facilitate security and network access
	
	☐
2F
	
	
	
	
	· User account created for student’s name in the Linux server having administrative access
	ICTNWK401 (3.2, FS9-13, PE3)

	7
	Installed Windows-based and Linux-based network operating systems 
	☐	☐
2G
☐
3A
	
	
	
	
	The student should have demonstrated the following:
· Created the virtual server machines according to given hardware specifications.
· Installed two different types of network operating systems successfully
· Followed specifications and plans given for implementation (making slight adjustments if required)
· Performed the tasks logically and systematically
	ICTNWK401 (2.3, FS9-13, PE1, PE8)
ICTTEN416 (2.1, 4.2, FS1-2, FS9-11, PE3)

	8
	Tested installed hardware
	
	☐
3B
	
	
	
	
	· Performed Windows Memory Diagnostic test
· Used Windows Troubleshooting tools
· Made sure all components are functioning as expected
· Takes test measurements, interprets results and evaluates performance
· Documented test results in the format given
	ICTNWK401 (4.2, 4.3, FS1-2, FS5, FS9-13, PE6)
ICTTEN416 (3.1, 4.3, FS2, FS5, PE3)

	9
	Reconnected and reconfigured the network adapter
	
	☐
4A
	
	
	
	
	· Connected the servers to the correct network adapter setting for internet connectivity. 
	ICTNWK401 (2.5, FS9-13)
ICTTEN416 (PE3)

	10
	Configured update services for automatic updates for OS and applications
	
	☐ 4B
	
	
	
	
	· Update services are configured for automatic updates for operating system and applications
	ICTNWK401 (3.9, FS9-13)

	11
	Patched the operating system and applications
	
	☐
4C
	
	
	
	
	· Screenshot shows that the operating system and application updates have been installed (or in progress of being installed)
	ICTNWK401 (2.6. FS9-13, PE5)

	12
	Test installed software
	
	☐
4F
	
	
	
	
	· Filled the two tables given with software test results
· Takes test measurements, interprets results and evaluates performance
	ICTNWK401 (PE6)
ICTTEN416 (3.1, 4.3 FS2, FS5,  FS9-13)

	13
	Install and configure computer hardware and software
	☐	☐
5
	
	
	
	
	· Created the client computer with appropriate hardware devices with sufficient capacity
· Installed the desktop operating system successfully 
· Configured basic settings such as the computer name, description, date/time zone settings
	ICTTEN416 (2.2, 4.2, FS1-2)

	14
	Completed hardware and asset recording document
	
	☐
7
	
	
	
	
	· Recorded all relevant hardware and assets in the document template provided with sufficient details.
	ICTTEN416 (4.1, FS1-2)




Part 5: Practical – configure and administer servers
Note for Assessors: Relevant evidence for this Practical is captured in the Cl_IPNetSVR_AE_Sk_1of2_AB2 answer booklet submitted by the student. The numbering under the Evidence column refers to the section numbers in the answer booklet.
	Task #
	Task/Activity Performed
	OBSERVATION
	EVIDENCE
	S – DATE
Date
	U/S - Date
	S - Date
	U/S - Date
	Assessor Comments
(Describe the student’s ability in demonstrating the required skills and knowledge)
	Unit nbr and criteria

	1
	Configured network directory service
	☐	
	
	
	
	
	Date of Observation: 
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the student’s performance against the criteria required.
· ADDS and DNS roles installed
· roixx.local domain is configured and operational in Windows Server.
	ICTNWK401 (2.4, 3.1, FS9-13)


	2
	Configured and managed accounts for security and network access
	
	☐
1
	
	
	
	
	· created a user account in student’s own name.
· followed user account specifications given
· created organisational units, regular user accounts and groups
	ICTNWK401 (3.2, FS1, FS9-13)
ICTTEN416 (4.2, FS1, FS2)

	3
	Configured and managed print services
	
	☐
2
	
	
	
	
	· Installed print services
· Configured print services according to specifications
· Configured security and sharing of print services
	ICTNWK401 (2.4, 3.5, 3.6, FS9-13)
ICTTEN416 (4.2, FS1, FS2)

	4
	Configured disk partitioning scheme and created file systems
	
	☐
3
	
	
	
	
	· Attached at least 3 hard drives of 10 GB each to the Main server
· Configured RAID-5 volume according to the specifications given.
· Created file system according to the specifications given.
	ICTNWK401 (2.1, 2.2, FS9-13, PE3)
ICTTEN416 (4.2, FS1, FS2)

	5
	Created directory structure and quotas to meet client requirements
	
	☐
4
	
	
	
	
	· Configured disk quotas in the new volume
· Configured quota limitations
· Configured quota logging
· Added a disk quota entry for the test user
· Created a directory structure according to specifications
· Shared the folders according to specified groups and permissions
· Installed DFS Namespaces role
· Created directory structure within DFS Management associating with correct folder targets.
	ICTNWK401 (2.4, 3.4, 3.6, FS9-13, PE3)

ICTTEN416 (4.2, FS1, FS2)

	6
	Configured user environment using operating system policies and scripts
	☐	☐
5

	
	
	
	
	· Configured a policy for folder redirection
· Configured a policy for preventing unauthorized access 
· Configured a policy for network drive mapping
· Configured a policy for network printer mapping
· Configured a policy for installing software on staff computers.
	ICTNWK401 (3.3, 3.4, 3.5, 3.6, FS1, FS9-13)
ICTTEN416 (2.2, 4.2, FS1, FS2)

	7
	Test server for benchmarking against client specification and requirements
	
	☐
6
	
	
	
	
	· Performed user environment testing according to plan
· Recorded test results
	ICTNWK401 (3.3, 3.4, 3.5, 3.6, 4.1, FS1-2, FS9-13)
ICTTEN416 (4.3, FS1, FS2, PE3, PE4)


	8
	Used troubleshooting tools to diagnose and correct server problems
	
	☐
7
	
	
	
	
	· Used troubleshooting tools to take test measurements
· Diagnosed server problems
· Analysed error reports
· Interpreted test results
· Corrected server problems and made changes as required
· Documented changes made in the answer booklet
	ICTNWK401 (4.2, 4.3, FS1-2, FS5, FS9-FS13, PE7)
ICTTEN416 (PE3, PE5)

	9
	Analyse data migration requirements
	
	☐
8
	
	
	
	
	· Performed analysis on data migration requirements
· Documented analysis in the given format
	ICTNWK401 (1.5, FS5)





Part 6: Practical – implement and test disaster recovery methods
Note for Assessors: Relevant evidence for this Practical is captured in the Cl_IPNetSVR_AE_Sk_1of2_AB3 answer booklet submitted by the student. The numbering under the Evidence column refers to the section numbers in the answer booklet.
	Task #
	Task/Activity Performed
	OBSERVATION
	EVIDENCE
	S – DATE
Date
	U/S - Date
	S - Date
	U/S - Date
	Assessor Comments
(Describe the student’s ability in demonstrating the required skills and knowledge)
	Unit nbr and criteria

	1
	Backup local data in preparation for installation
	
	☐
1
	
	
	
	
	Date of Observation: 
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the student’s performance against the criteria required.
· Performed full backup of WinSVR16
· Scheduled for future backups of WinSVR16 data according to specifications
· Documented evidence of the above configurations
	ICTNWK401 (1.6, 3.8, FS9 -13, PE4)


	2
	Restore local data to new server
	☐	☐
2
	
	
	
	
	· WinSVR19 is configured as a backup domain controller
· All ADDS data including group policies have been copied to new server
· All user data is synchronised between the new RAID-5 volume.
	ICTNWK401 (2.7, 3.8, FS9 -13, PE4)

	3
	Test the required changes or additions
	☐	☐
3
	
	
	
	
	· Tested the functionality of the system in a simulated disaster scenario
· Documented results of the test performed
	ICTNWK401 (4.4, FS9 -13, PE4, PE6)
ICTTEN416 (4.3, FS2, PE5)

	4
	Document changes against specifications
	
	☐
4
	
	
	
	
	· Validated the changes or additions against specifications.
· Made and documented server configuration and operational changes.
	ICTNWK401 (4.5, 5.1, FS2, FS9 -13)
ICTTEN416 (4.3, FS2, PE5)

	5
	Provided notification of network and server status
	
	☐
5
	
	
	
	
	· Made a list of network elements and servers
· Recorded the current functionality and status of the network and servers
	ICTNWK401 (5.2, FS2)
ICTTEN416 (4.3, 4.4, FS2)

	6
	Completed client report
	
	☐
All
	
	
	
	
	· Completed client report according to guidelines provided in the template
	ICTNWK401 (5.2)
ICTTEN416 (4.4, FS2)





Part 7: Role play scenario – notify client of network status
	Task #
	Task/Activity Performed
	OBSERVATION
	EVIDENCE
	S – DATE
Date
	U/S - Date
	S - Date
	U/S - Date
	Assessor Comments
(Describe the student’s ability in demonstrating the required skills and knowledge)
	Unit nbr and criteria

	1
	Notified client of network status
	☐	
	
	
	
	
	Date of Observation: 
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the student’s performance against the criteria required.
· Initiated conversation with the appropriate internal client; IT/Network Manager of Red Opal Innovations.
· Provided information about the current network status.
	ICTTEN416 (4.4, FS3)

	2
	Discussed responsibilities to clean up and restore worksite to client’s satisfaction
	
	
	
	
	
	
	· Discussed responsibilities for cleaning up worksite
· Obtained information about client’s expectations on the restored worksite
	ICTNWK401 (5.3, FS6, FS7)
ICTTEN416 (4.5, FS6, FS8)

	3
	Secured sign-off from the appropriate person
	
	
	
	
	
	
	Q1 Did the student obtain sign-off from the supervisor/manager for the report?
· Client signature on the Document Approval section of the client report
	ICTNWK401 (5.4, FS8)
ICTTEN416 (4.6, FS8)

	4
	Clearly communicated technical, operational and business-related matters.
	☐	
	
	
	
	
	· The terminology used is correct and relevant to task
· Terminology is explained when requested
· Responds with appropriate and relevant information
	ICTTEN416 (4.4, FS3)

	5
	Used listening skills to respond appropriately.
	☐	
	
	
	
	
	· Eye contact
· Note-taking
· Non-verbal responses
· Verbal clarification (sounds)
· Asking for clarification
· Responding with relevant information
	ICTTEN416 (4.4, FS4)

	6
	Used questioning techniques to confirm understanding of requirements.
	☐	
	
	
	
	
	· Used open questions to elicit information from the client
· Used closed questions to confirm client understanding and authorisation
	ICTTEN416 (4.4, FS4)





Part 8: Practical – clean up and restore worksite to client’s satisfaction

	Task #
	Task/Activity Performed
	OBSERVATION
	EVIDENCE
	S – DATE
Date
	U/S - Date
	S - Date
	U/S - Date
	Assessor Comments
(Describe the student’s ability in demonstrating the required skills and knowledge)
	Unit nbr and criteria

	1
	Cleaned up worksite and restored to client’s satisfaction
	☐	
	
	
	
	
	Date of Observation: 
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the student’s performance against the criteria required.
· Demonstrates cleaning up worksite (cleaning up the VM’s, workstation area, removing any clutter and unnecessary items).
· Understands nature and purpose of own role and associated responsibilities
· Recognises and follows explicit and implicit protocols
· Meets expectations associated with own role
· Cooperates with others as part of routine activities
· Shows joint responsibility and accountability
	ICTNWK401 (5.3, FS7)
ICTTEN416 (4.5, FS7, FS8)




	Additional Questions

	Assessors may ask additional questions to clarify student understanding. List here any additional questions that were asked during this assessment event.
Record all additional questions that were asked of the student during the assessment event.




	Student Reponses to Additional Questions

	List here the student responses to any additional questions that were asked during this assessment event. 
Record the student responses to any additional questions that were asked during this assessment event.







Table 3 Additional Questions
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