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	Practice activity 
Learning activities are the tasks and exercises that assist you in gaining a clear understanding of the content in this workbook.  It is important for you to undertake these activities, as they will enhance your learning.
Activities can be used to prepare you for assessments.  Refer to the assessments before you commence so that you are aware which activities will assist you in completing your assessments.
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	Collaboration 
Whether you discuss your learning in an online forum or in a face-to-face environment discussions allow you to create and consolidate new meaningful knowledge.
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	Self-check
A self-check is an activity that allows you to assess your own learning progress. It is an opportunity to determine the levels of your learning and to identify areas for improvement.
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	Readings (Required and suggested)
The required reading is referred to throughout this Student workbook. You will need the required text for readings and activities. 
The suggested reading is quoted in the Student workbook, however, you do not need a copy of this text to complete the learning. The suggested reading provides supplementary information that may assist you in completing the unit.





[bookmark: _Toc518632722][bookmark: _Toc5620171][bookmark: _Toc19613956]Getting started 
[bookmark: _Toc515373031][bookmark: _Toc515373874][bookmark: _Toc518632723][bookmark: _Toc5620172][bookmark: _Toc19613957]What will I learn by completing this workbook? 
This workbook provides explanations of basic concepts and skills required when providing support in an Information and Communications Technology (ICT) environment. 
You are required to read through the topic contents and complete all activities provided. Some activities will refer to additional reading material, in order to help you find answers to the questions given as part of these activities. This is a method of learning which will enhance and further your knowledge on the specific topics.
Each topic area will have a practical activity to be performed in class (computer lab), where you will be putting into practice what you have learnt from the topic contents in the workbook. 
These activities will prepare you and provide you with the necessary skills and knowledge to carry out the assessment events for the units covered for the subject Operating Systems Support.
There are five main topics to complete within this Student Workbook.
· Topic 1: Understanding service desk operations
· Topic 2: Collecting and analysing system performance data
· Topic 3: Optimising operating systems
· Topic 4: Conducting software pre-installation audits
· Topic 5: Upgrading and maintaining operating systems



Topic 1
Understanding service desk operations


[bookmark: _Toc19613958]Topic 1 overview: Understanding service desk operations 
This topic will provide you with a basic understanding of what is involved in the operation of a service desk. This includes having the knowledge required to record and prioritise client support activities, determine the required resources, solve client problems related to information and communications technology (ICT) or escalate as necessary.
The following sub-topics will be discussed:
1.1 The role of service desk operator
1.2 Communicating with different stakeholders
1.3 Service desk terminology
1.4 Basic operations in a service desk
1.5 Putting it all together  - a discussion of scenarios
[bookmark: _Toc518632727][bookmark: _Toc19613959]Your learning
In this topic you need to:
· Identify the responsibilities and skills of a service desk operator
· Identify the processes involved in information technology (IT) incident management
· Identify the skills and techniques required to communicate effectively with different stakeholders
· Understand commonly used terminology in a service desk
· Understand the basic operations of a service desk including incident management, problem management, change management, configuration management database and release management
· Understand and identify ICT sustainability best practices
[bookmark: _Toc19613960]Additional resources
Following is a list of additional resources that may support you in completing this workbook. 
· Mobile device/tablet, laptop, headphones 
· Pens/pencils, USB drive, notebook 
· Additional resource files including the import files required for the practical activity is accessible via the Learning Management System (TAFE Moodle)
[bookmark: _Toc518632729][bookmark: _Toc19613961]Learning content: Understanding service desk operations
1.1 [bookmark: _Toc19613962]The role of a service desk operator
To work in a service desk you need to have a mix of skills including business skills, technical skills, soft skills and self-management skills. 
Business skills – the skills required to work in the business world. This includes the ability to speak the language of the business and also a good understanding of:
the organisation’s business (knowing what they do and the specific industry focus)
the organisation’s hierarchical structure 
the organisation’s policies, procedures and reporting structure
the importance of meeting customer’s needs and knowing how to manage their expectations. 
Technical skills – the skills required to use and support specific products and technologies the service desk supports. This includes basic computer and software literacy skills.
Soft skills – the qualities required to deliver great service. This includes:
Listening skills
Verbal communication
Customer service
Problem-solving
Good attitude and patience when dealing with different clients
Teamwork
Writing skills
Self-management skills – the skills required to complete work effectively, feel job satisfaction and avoid frustration and burnout. This includes the ability to:
handle stress 
manage time effectively
be organised
continuously learn new skills
It is always a challenge for service desk managers to employ people with the right mix of these skills. 
Perform the activity below to better understand the role and its responsibilities required to work in service desk operations.
	[image: ]
	[bookmark: _Toc525149978][bookmark: _Toc19613963]Practice activities


Note: All supporting documents referred in the activities below are located in the Workbook Supporting Documents folder which is accessible via the Student Learning Management System (Moodle)
[bookmark: _Toc19613964]Activity 1.1: Understanding an Organisation’s business
Assume that you are working for an organisation called Red Opal Innovations (ROI) as a Technical Support Officer (TSO). Refer to the document called ROI_Scenario and read the information carefully. Answer the following questions based on the information you have obtained.
a) What is the business focus of ROI? Briefly explain what they do and name some of the services they offer. 
	
	
	
	

b) List the key responsibilities of the IT support department.
	
	
	
	
	
	
	
[bookmark: _Toc19613965]Activity 1.2: Document an Organisation’s hierarchical structure
Refer to the document called ROI_Org_chart. Answer the following questions based on the information you have obtained.
a) Who is the Director or CEO of your organisation?
	
b) How many departments does ROI currently have?
	
c) Which department of ROI are you working for?
	
d) Who is your manager?
	
[bookmark: _Toc19613966]Activity 1.3: Perform a job search
Research and find the responsibilities of a typical Technical Support Officer (TSO) or a Service Desk Officer (SDO). 
Use a popular job advertising website such as seek.com or indeed.com to find relevant information on the above job roles. 
a) Write down the primary responsibilities that relate to the topic we’ve discussed previously. 
									
b) Identify and list the skills required for the above job roles as mentioned in the job advertisements below.
						
c) Identify and list some of the specific software systems experience required for the above job role.
						
1.2 [bookmark: _Toc19613967]Principles of equal employment opportunity (EEO) and anti-discrimination
When employing people as part of an organisation’s ICT department, employers need to ensure principles such as equal employment and anti-discrimination have been applied. In Australia, these principles are covered by national and state laws. So, how does this impact you as an employee of an organisation? 
As an employee, you need to be aware of these laws and perform your duties in a manner that will not breach any anti-discrimination or equal employment opportunity laws.
These principles and laws are often mentioned in the Organisation’s policy documents.
For example, if you are working as a Technical Support Officer, you are obliged to provide a service to your customers without discrimination. You also need to be aware that your peers and new employees joining the company have equal rights according to the principles of equal employment opportunity (EEO).
Perform the activity below to better understand the principles of equal employment opportunity and anti-discrimination in the workplace.
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	[bookmark: _Toc19613968]Practice activities


[bookmark: _Toc19613969]Activity 1.4: Investigate principles of equal employment opportunity and anti-discrimination
Read through the following resource provided and answer the questions given below. 
https://www.business.gov.au/people/hiring/equal-opportunity-and-diversity
1. Name the two board of authorities who are involved in preparing guidelines for EEO and anti-discrimination laws in New South Wales.
		
2. List seven (7) characteristics of employees/customers that is unlawful to discriminate against.
								
3. Briefly mention the advantage of having diversity in the workplace.
							
4. Find out more about the advantages of employing apprentices and trainees. Mention your findings below.
								
5. Investigate and outline five (5) the benefits of following anti-discrimination law and providing equal opportunity in the workplace.
http://www.antidiscrimination.justice.nsw.gov.au/Pages/adb1_employers_managers/law_employment.aspx
							
6. Investigate and outline five (5) costs of NOT following anti-discrimination law or providing equal opportunity in the workplace.
								

1.3 [bookmark: _Toc19613970]Communicating with different stakeholders
1.3.1 [bookmark: _Toc19613971]Types of stakeholders
Stakeholders in an organisation can be internal or external.
· Internal stakeholders - includes customers, co-workers (peers), managers
· External stakeholders - include other service providers such as third-party support groups, suppliers and vendors
Communicating with different types of stakeholders is a necessary skill required to work in service desk operations. Communication involves skills such as listening, speaking and writing. 
1.3.2 [bookmark: _Toc19613972]Communication skills
Listening
Requires thought and can be hard work
Can be improved with practice
Need to pay attention to what is being said and how it is being said 
Need to make an effort to hear what is being communicated
Need to listen actively so the other person knows that you are listening
· Passive listening – simply taking information and showing little regard for the speaker. 
· Active listening – participating in a conversation and giving the speaker a sense of confidence that he/she is being heard. When active listening, you can use techniques such as the following:
· Ask appropriate and relevant questions 
· respond to the speaker
· verify understanding
· Listen to how the customers use jargon and acronyms to determine their skill level. 
Jargon is a specialised or technical language used by industry, trade or profession.
Acronyms are abbreviations formed from the first letters of a series of words.
Good listening skills will enable you to:
· learn the language/jargon used in the business that customers are using to describe their work
· understand the impact on business processes when the technology is failing
· understand and adjust to the client’s needs, regardless of their skill level.
Verify understanding
Asking questions is the only way to determine the actual source of the incident. Remember to choose your questions carefully and actively listen to determine your client’s needs. 
Use the following points as a guideline to verify your understanding when communicating with different stakeholders.
· Verify that:
· you understand what the client said 
· the client understands your reply
· Look and listen for signs of understanding
· Ask questions to determine the client’s level of understanding: 
“Would you like me to repeat that?”
 “How does that sound?”
· Paraphrase - to restate the information given by the client using slightly different words
Know what to listen for
When you are communicating with a client, listen carefully and make notes of the key points the client is making:
· Who is reporting the incident or service request?
· How is the incident affecting the client?
· What device, software product or service is involved?
· When and where is the incident occurring?
· How severe or widespread is the incident?
· 

1.4 [bookmark: _Toc19613973]Service desk terminology
1.4.1 [bookmark: _Toc19613974]Help desk vs. service desk
You may wonder what the difference is between the terms help desk and service desk. Have a look at the definitions for both terms given below.
Help desk and service desk both provide a single point of contact for customers.
IT help desk is more focussed on providing support for technology-related questions and fixing problems.
IT service desk is based on Information Technology Service Management (ITSM) best practice framework ITIL (Information Technology Infrastructure Library). The main concept behind the IT service desk is to manage IT as a service.
Definition
[footnoteRef:1]The help desk is a single point of contact within a company for technology-related questions and incidents. [1:  (Knapp, 2015)] 

The service desk is a single point of contact within a company for managing customer incidents and service requests.
Therefore, we can say that service desks provide a broader scope of responsibilities than help desks. 
1.4.2 [bookmark: _Toc19613975]Information Technology Service Management (ITSM)
In order to understand what ITSM is, first we need to understand the following:
What is an IT service?
How can ITSM help service providers deliver and manage these services?
IT service
Definition
[footnoteRef:2]An IT service is a service provided by an IT service provider. An IT service is made up of a combination of information technology, people and processes. [2:  (AXELOS Limited, 2012)] 

IT service types
IT services can be broadly categorised as customer-facing services and other supporting services. Read through the definitions given below.
Definition
[footnoteRef:3]A customer-facing service directly supports the business processes of one or more customers and its service level agreement. [3:  (AXELOS Limited, 2012)] 

Other IT services, called supporting services, are not directly used by the business but are required by the service provider to deliver customer-facing services. 
IT service management
Definition
[footnoteRef:4]Information Technology Service Management (ITSM) is the implementation and management of quality IT services that meet the needs of the business. IT service management is performed by IT service providers through an appropriate mix of people, process and information technology. [4:  (AXELOS Limited, 2012)] 

1.4.3 [bookmark: _Toc19613976]Service desk or help desk software
There are various types of software systems available in today’s market that are designed to manage service desk operations. It is important that organisations choose the correct IT service desk software product that adheres to best practices of ITSM.
	[image: E:\TAFE Digital\Projects\Accessibility Project - 03.04.2018\Template - SkillsPoint\Template - Icons\Reading AZURE BLUE.png]
	[bookmark: _Toc525149993][bookmark: _Toc19613977]Reading list


Read through the information provided on the following website for a basic understanding of IT service desk or help desk software. 
· https://www.manageengine.com.au/products/service-desk/help-desk-software-guide/?source=IcM#definition
· https://www.softwareadvice.com/au/help-desk/
· https://www.capterra.com/help-desk-software/
· https://au.pcmag.com/cloud-services-1/36293/the-best-helpdesk-software
1.4.4 [bookmark: _Toc19613978]Quality assurance practices in the Service Desk
Quality assurance in a service desk can be measured by using different methods. These methods can cover a wide variety of processes that would include, call monitoring, ticket monitoring, feedback and coaching.
Organisations may run Service Desk audit programs to periodically check the performance and ensure quality assurance of the service desk procedures.
	[image: E:\TAFE Digital\Projects\Accessibility Project - 03.04.2018\Template - SkillsPoint\Template - Icons\Reading AZURE BLUE.png]
	[bookmark: _Toc19613979]Reading list


Read through the following resources to understand the importance of implementing quality assurance practices when operating service desks.
· https://www.thinkhdi.com/~/media/HDICorp/Files/White-Papers/promo/whtppr-0615-quality-assurance.pdf
· http://www.icorp.com.mx/blog/quality-assurance-in-a-service-desk/
· https://buildahelpdesk.com/help-desk-audit-program/
1.4.5 [bookmark: _Toc19613980]Risk management practices in the Service Desk
Risks in Information Technology (IT) can occur during service delivery where it may involve operational, legal and financial risks. Organisations have risk management policies and response plans in order to control risks that could occur in a typical IT environment. 
Risk management is considered as a systematic approach that is used to understand, evaluate and address risks in order to keep the organisation’s business running smoothly.
Often Service Desk software can have features to automatically monitor and detect potential risks that can affect the organisation’s operations. 
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	[bookmark: _Toc19613981]Reading list


Read through the following resources to understand the importance of implementing risk management practices when operating service desks.
· https://www.itiltraining.com/blog/2019/05/30/risk-management/
· https://www.cherwell.com/library/blog/it-risk-management/
· https://www.sunviewsoftware.com/blog/learn/blog/it-service-desk-functions-can-promote-risk-management
· https://blog.samanage.com/help-desk-software/why-your-help-desk-software-should-include-risk-management-features/
· https://www.bmc.com/blogs/risk-management-framework-process-itsm-environments/
1.5 [bookmark: _Toc19613982]Basic operations of a service desk
1.5.1 [bookmark: _Toc19613983]Overview of basic tasks
Operations in a service desk environment would involve a mix of the following basic tasks: 
Communicate – this can be either verbally or through other forms of communication, such as email, web portal comments, etc. At various stages of IT service management, service desk operators need to interact with different stakeholders to clarify requirements, obtain information, gain approval for tasks, make service or change requests and so on.
Document – everything related to incidents, problems, changes in the systems, releases, IT assets and so on need to be documented in the service desk system.  The communication that occurs when obtaining information from stakeholders, any configuration changes done in systems, solutions and workarounds for problems and so on, need to be documented and recorded in sufficient detail.
Operate service desk software – service desk operators need to be trained on how to use the service desk software used in the organisation. They need to be familiar with the basic operations, follow the correct process and record information in the service desk system accurately and efficiently. 
Understand policies, procedures used in the organisation and best practices of the specific industry.
· Policies: Service Level Agreements, Warranties, Standard Operating Environment, security policy, IT equipment procurement, Work Health and Safety, e-waste disposal policy and so on.
· Procedures/Guidelines: Software installation procedures, software upgrade procedures, specific system configuration procedures, network guidelines, security guidelines and so on.  
· Industry best practices: ICT sustainability, IT Service delivery, ITSM best practice framework and so on.
Understand and follow the reporting structure of the organisation – you need to know and be familiar with the organisational hierarchical structure. In some situations, service desk staff or technical support staff need to obtain approval from management before proceeding any further. In this case, the correct reporting structure should be followed. 
Awareness of resources available – service desk operators need to know and be aware of all resources in the organisation that are involved with IT services. This would include IT assets both hardware and software, (such as computers, peripherals, printers, servers, operating system software, application software and so on). This also would include the involvement, allocation and availability of staff members who, request, provide or authorise services (such as, technicians, users, management and so on).
1.5.2 [bookmark: _Toc19613984]Understanding service desk processes
There are various types of processes involved in ITSM. We will be focusing on the following main processes of service desk that relate to information technology.
Incident management 
Problem management 
Change management 
Release management 
Configuration Management Database (CMDB) 
Service desk operators need to be familiar with the above service desk process and their workflows.
The following activities (Activity 1.5 to 1.11), will help you understand the above-mentioned service desk processes in detail.
	[image: ]
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[bookmark: _Toc19613986]Activity 1.5: Investigating the difference between policies, procedures and guidelines
1. Refer to the following article by FRSECURE and fill in the table given below with the information you obtained.
https://frsecure.com/blog/differentiating-between-policies-standards-procedures-and-guidelines/
	Questions
	Policies
	Procedures
	Guidelines

	What does it contain?
	





	
	

	Who is it for?
	


	
	

	What kind of information does it cover?
	






	
	

	How often is it reviewed and changed?
	

	
	



2. Refer to the Australian Government Information Security Manual: Guidelines for Network Management and answer the following questions.
a. List some of the areas related to network and security for which the above document provides guidelines.
										



[bookmark: _Toc19613987]Activity 1.6: Understanding ICT sustainability
There are ICT sustainability best practices that organisations are required to follow. In order to get an idea about these concepts, read through the following resources provided and answer the questions given below.
https://research.qut.edu.au/tnep/curriculum/sustainable-information-technology/
1. Read Sustainable IT: Lecture 1 document and outline two drivers and two benefits of sustainable IT.
							
2. Read Sustainable IT: Lecture 3 document and answer the questions below.

a. What are the three factors to consider in reducing the energy consumption of client equipment?
				
b. Outline some important features that could reduce the energy consumption of computers and printers at no cost.
					


[bookmark: _Toc19613988]Activity 1.7: Understanding incident management
1. Go to the following website and read through the information on ITIL incident management and answer the following questions.
https://www.manageengine.com.au/products/service-desk/itil-incident-management-guide.html#identification
a) What is an IT incident?
				
b) What is IT incident management?
					
c) What are the two factors that influence how IT incidents are categorised? 
		
d) Why do we need to classify and categorise IT incidents? 
			
e) What happens when you don’t have IT incident management in place? 
							
f) What are the stages of IT incident management lifecycle? 
									
g) In addition to the basic stages of the IT incident management lifecycle, there can be additional tasks involved when handling an incident. If there is a Service Level Agreement involved when handling the incident, what are the things that technicians need to ensure? 
									
h) When would an incident be considered as resolved? 
				
i) When can an incident be closed? 
				
j) What are the responsibilities of an end-user, user or requester role in the incident management process?
					
k) What are the responsibilities of a Tier 1 help desk role in the incident management process?
									
l) What are the responsibilities of Tier 2 and 3 service desk roles in the incident management process?
									
m) As part of the incident management process, it is important to collect feedback from the end users affected by the incident. What are the key areas that you may be able to gain insight, by using end user survey?
						
2. Read through Chapter 2 of the following white paper called ITIL Heros’ Handbook, in addition to the website reference provided in Question 1. Write answers to the following questions based on your references.
https://download.manageengine.com/products/service-desk/itil-whitepaper.pdf
a) What would you do as a service desk analyst if a customer is asking for a new service?
						
b) What would you do as a service desk analyst if a customer is reporting a service outage or disruption?
						
c) Use the space below to note down the incident management workflow.



3. When solving an ICT related incident there is a chance that you may face a work-related injury, illness or dangerous incident under the Work Health and Safety Act (WHS).  Refer to the Incident notification fact sheet from Safe Work Australia and answer the following questions.
https://www.safeworkaustralia.gov.au/doc/incident-notification-fact-sheet 
a) What is considered a notifiable incident?
				
b) Who is responsible for notifying?
				
c) When and how should the incident be notified?
				
d) List some information that will be requested when reporting a WHS incident.
							
[bookmark: _Toc19613989]
Activity 1.8: Understanding problem management
Read through Chapter 3 of the following white paper called ITIL Heros’ Handbook, and make notes related to the above processes.
https://download.manageengine.com/products/service-desk/itil-whitepaper.pdf
a) What is the goal of problem management?
			
b) What do you need to do in the problem identification stage?
		
c) What are the three things you need to do in the problem analysis stage?
			
d) How would you handle a problem that has a known error?
				
e) What are the criteria used to classify a problem and determine the right priority?
				

f) What are the responsibilities of the support staff, when closing a problem?
			
g) Use the space below to note down the problem management workflow.




[bookmark: _Toc19613990]Activity 1.9: Understanding change management
Read through Chapter 4 of the following white paper called ITIL Heros’ Handbook, and make notes related to the above processes.
https://download.manageengine.com/products/service-desk/itil-whitepaper.pdf
Refer the following for additional information:
https://www.manageengine.com.au/products/service-desk/change-management-implementation.html
a) What is the goal of change management?
			
b) Write down the stages of a simple change management process below.
																
c) Use the space below to note down the change management workflow for a standard change.




d) Use the space below to note down the change management workflow for a significant or major change.



[bookmark: _Toc19613991]Activity 1.10: Understanding release management
Read through Chapter 5 of the following white paper called ITIL Heros’ Handbook, and make notes related to the above processes.
https://download.manageengine.com/products/service-desk/itil-whitepaper.pdf
a) What is the goal of release management?
			
b) What is another ITSM process that release management is closely working with?
	
c) Write down tasks involved in release management below.
						


[bookmark: _Toc19613992]Activity 1.11: Understanding the configuration management database (CMDB)
Read through Chapter 6 of the following white paper called ITIL Heros’ Handbook, and make notes related to the above processes.
https://download.manageengine.com/products/service-desk/itil-whitepaper.pdf
a) What is the goal of CMDB?
				
b) What information should a CMDB contain?
					
a) When planning for a CMDB, what are the things you need to have a clear idea of?
				
b) What is a Baseline Configuration?
				

1.6 [bookmark: _Toc19613993]Putting it all together
This section will help you understand how the overall service desk process would function in real-world scenarios.
[bookmark: _Toc19613994]1.6.1 Scenario 1 – handling an incident
A client (Jane) is making a phone call to report an incident. A level 1 service desk operator (Bob) answers the call.
Bob answers the call professionally, using the organisation’s standard script:
Level 1 Operator: “Thank you for calling the ABC help desk. This is Bob speaking. How can I help you today?”
Jane briefly reports the incident. 
Client: “Hi Bob. I’m calling to report that my printer is not working”
While listening to what the client is saying, Bob had opened a new incident record in the help desk system and records the customer’s problem. Bob now needs to verify who the caller is by asking their full name so that he can locate the caller’s information from the system. 
Level 1 Operator: “Can I have your full name please?”
Client: “Yes. My name is Jane Smith”
Since the organisation has many departments and locations, Bob would ask another question to verify details of the client’s department and location (verification details would also include the workstation number, employee number and so on).
Level 1 Operator: “Which department location are you calling from Jane?”
Client: “I’m calling from the Accounts department in Level 5”
Bob listens carefully to the client’s responses and records this information accurately in the help desk system. Now, that the initial details had been recorded, Bob now focuses more on the incident. Since the client is located in Level 5, Bob checks from the help desk system, the names of printers available on that level and also does a quick search for any printer problems already recorded in the known problems database.
Bob would ask a series of questions to determine the client’s requirement. Following are some sample questions Bob would ask:
What is the name of the printer you are trying to print from?
When was the last time you printed?
Can others in your department print from this printer? 
How urgently do you need to print?
Bob listens carefully to the responses provided by the client for all the above questions and records it in the incident record. 
At this stage, Bob would also classify and categorise the incident record in the system. Bob is familiar with the organisation’s SLAs and would refer to the problem impact analysis matrix to determine the correct impact and priority level.
	Problem Impact Analysis Matrix
	The problem affects the whole organisation
	The problem affects the whole department
	Problem effects only individual user
	The client is a VIP user (Department Manager, General Manager, Director)

	Can the user still perform daily tasks without significant effect from the problem?
	Medium
	Normal
	Low
	Normal

	Can the user still perform daily tasks, but has significant effects from the problem? (Example: Delay in performance)
	High
	Medium
	Normal
	Medium

	Does the problem prevent a user from doing day to day work?
	Critical
	High
	Medium
	High



Here’s Bob’s thought process when deciding the priority of the problem:
· Is the client a VIP user? No. Jane is an accounts clerk.
· Can the user perform normal day to day tasks? Yes. Only printing is a problem.
· Does the problem affect only the individual user? 
The answer can be yes if determined that the problem something other than the actual printer itself and impacts only the user. Then this would be classified as a normal priority, with normal impact. If the client is a VIP user, this should be classified as medium.
The answer can be no if determined that the problem is actually with the operation of the printer which is used by the whole department. Then, this would be classified as medium priority, with medium impact. This can be classified as a high priority depending on the urgency of the situation.
If there was a problem previously identified with the same printer (Printer-A), Bob would follow the correct procedure and would associate the new incident record with the existing problem record in the service desk system. If this was the case, Bob would inform the client that this problem had been identified and is being looked into. 
Bob would further read through the problem record in the system, to see if there is a workaround or resolution identified.
Assume that this particular printer problem was already reported by another client half an hour ago and is recorded in the system by another technician. This technician had already performed diagnostics on Printer-A. The problem record in the system states that the printer had malfunctioned, therefore cannot be fixed immediately. A workaround is recorded for this problem to inform all staff in Level 5 who would normally use Printer-A, to use Printer-B in Level 4, until Printer-A is fixed.
After reading through the workaround for the reported printer problem, Bob would inform the client of the temporary solution for the problem. 
In summary, here’s what Bob would have to say:
Level 1 Operator: “I’ve just checked our system, and the printer that you’ve mentioned seem to have malfunctioned. The problem is being looked into by our technicians and unfortunately, it will take some time to get it fixed. As a temporary solution, I suggest that you use Printer B in Level 4.”
Bob would end the call professionally and would provide the user with an incident number for future reference.
Level 1 Operator: “Thank you for calling ABC help desk. I have recorded your issue into our system. Please make a note of the issue number 14526, if you need to report any other information the same issue. Have a nice day!”
[bookmark: _Toc19613995]1.6.2 Scenario 2 – making a service request to a third party/ vendor support
This is a continuation of the previous scenario. Assume that the Printer-A problem is now escalated to a level 2 service desk operator (Pat) for further investigation of the problem.
Pat would first try to familiarise with the problem by looking at the following:
Problem details (what is the problem, priority, impact, assets involved and so on)
Notes from other service desk operators 
Diagnostic tests performed by other technicians
Other incidents reported by clients on the same problem
After going through the details of the problem, Pat realises that the main issue here is with the Printer-A and it needs to be fixed. In this case, Pat checks the details of Printer-A from the assets listed in the service desk system to find the following:
Printer name and model
Vendor support and warranty details
Maintenance log
Pat identifies that Printer-A is still under warranty. Pat is aware of the organisation’s Service Level Agreement and realises that Printer-A problem can only be fixed by contacting vendor support so that the printer’s Warranty terms have not been breached. 
Pat is now preparing to contact vendor support to solve the printer problem. Before making the call, Pat takes some time to gather all the necessary information related to the printer.
Printer model and serial number 
Date of purchase
Details of warranty terms and conditions
Contact details of vendor support
Pat is now ready to communicate with the vendor support. Pat makes the call and communicates professionally.
Vendor Support: “Thank you for calling XYZ support. This is Mary speaking. How can I help you today?”
Pat: “Hi Mary, I’m Pat calling from ABC Company. I would like to report that one of our XYZ printers which are still under warranty have malfunctioned.”
At this stage, the vendor support would ask for specific details about the product. Such as the serial number, product model, date of purchase and so on, in order to locate and access information related to the service request. A sample question is shown below:
Vendor Support: “Can you tell me the model and the serial number of the printer please?”
After getting the necessary details, the vendor support staff would inform the process of handling the service request. 
At this stage, Pat would record all the information provided by the vendor support staff in the problem record. 
Pat would also ask questions from the vendor support for clarification and to obtain more information about the process.
For example:
How long will it take for the printer to be repaired? 
Will a replacement printer be provided by the vendor while the specific printer is being fixed? 
Will the printer be picked up from the organisation’s premises by vendor support or be delivered to the vendor’s support centre?
	[image: ]
	[bookmark: _Toc525149991][bookmark: _Toc19613996]Collaboration


[bookmark: _Toc19613997]Activity 1.12: Understanding incident management scenarios
· Download the Implementation Kit from the website link given below:
https://www.manageengine.com.au/products/service-desk/itil-incident-management-guide.html#kit
· Inside the implementation kit, you will find two PowerPoint files (repeated incident management.pptx and major incident management.pptx).
· Form groups of three/four in class and discuss the differences when handling repeated and major incidents. (10 minutes)
· Share your ideas among the other groups. (10 minutes)
	[image: ]
	[bookmark: _Toc19613998]Practice activities


[bookmark: _Toc19613999]Activity 1.13: Practical activity 1
Perform the tasks given in Practical activity 1 – Accessing and configuring a service desk system (Cl_SysSupport_Prac_1of5.pdf)
The import files required when performing this practical activity will be accessible via the Learning Management System (TAFE Moodle)
This practical activity takes you through the actual configuration of the service desk, which simulates the operation of the processes discussed in the previous activities (Activity 1.7 to Activity 1.11), using a sample help desk system.

Topic 2
Collecting and analysing system performance data


[bookmark: _Toc16518839][bookmark: _Toc19614000]Topic 2 overview: Collecting and analysing system performance data
This topic will provide you with a basic understanding of system performance testing. 
The practical activity in this topic will provide you with the necessary skills to collect system performance data from client computers and analyse the collected data in order to identify performance-related issues. 
The following sub-topics will be discussed:
2.1 Understanding system performance
2.2 Collecting system performance data
2.3 Analysing system performance data
2.4 Software used to benchmark system performance
[bookmark: _Toc16518840][bookmark: _Toc19614001]Your learning
In this topic you need to:
Use performance monitoring tools
Install performance toolkits
Collect performance data from client systems
Identify and use software for performance benchmarking
Check the performance index scores of client systems
[bookmark: _Toc16518841][bookmark: _Toc19614002]Additional resources
Following is a list of additional resources that may support you in completing this workbook. 
· Laptop with a virtualisation software installed (For example Virtual Box.) 
· Pens/pencils, USB drive, notebook etc.


[bookmark: _Toc16518842][bookmark: _Toc19614003]Learning content: Collecting and analysing system performance data
2.1 [bookmark: _Toc16518843][bookmark: _Toc19614004]Understanding system performance 
[bookmark: _Toc16518844][bookmark: _Toc19614005]What is system performance?
The performance of a computer system measures the efficiency of the system when performing the required level of work.
Performance is often measured in terms of accuracy, efficiency, speed of executing computer program instructions and so on. 
In any computer system, there are four main resources that need to be monitored for performance.
Processor (CPU)
Memory (RAM)
Disk
Network
2.2 [bookmark: _Toc16518845][bookmark: _Toc19614006]Collecting system performance data
[bookmark: _Toc16518846][bookmark: _Toc19614007]Performance monitoring tools
There are many built-in tools in Windows operating systems that can be used to collect system performance data. 
Read through the following article from Microsoft’s official website for more information.
https://docs.microsoft.com/en-us/windows-hardware/test/weg/performance-tools
[bookmark: _Toc518632735][bookmark: _Toc525149995][bookmark: _Toc16518847][bookmark: _Toc19614008]Activity 2.1: Windows 10 performance monitoring tools
Read the following e-book on Windows 10 tools called: MICROSOFT_PRESS_EBOOK_WINDOWS_TOOLS_8.5X11
Download link: 
https://download.microsoft.com/DOWNLOAD/7/3/8/7381E0E8-CE72-4366-9849-13B2BAFBBA3C/MICROSOFT_PRESS_EBOOK_WINDOWS_10_TOOLS_8.5X11.PDF 
1. List some of the performance monitoring tools available in Windows 10
					
2.3 [bookmark: _Toc16518848][bookmark: _Toc19614009]Analysing system performance data
Microsoft provides a special toolkit called Windows Performance Toolkit which provides the necessary performance monitoring tools to produce in-depth performance analysis.
[bookmark: _Toc16518849][bookmark: _Toc19614010]Activity 2.2: Windows Performance Toolkit
Refer to the following article from Microsoft’s official website on the Windows Performance Toolkit and answer the following questions.
https://docs.microsoft.com/en-us/windows-hardware/test/wpt/
1. What are the two independent tools included in the Windows Performance Toolkit?
		
2. Explain what the above two independent tools are used for?
								
2.4 [bookmark: _Toc16518850][bookmark: _Toc19614011]Software used to benchmark system performance
Organisations have specific performance benchmarks for their systems. These benchmarks are in place to ensure if the system is performing up to the satisfactory level and to determine if maintenance activities should be commenced.
These performance benchmarks need to be assessed and reviewed regularly with the system support team in order to enable timely optimisation and updates to the systems.
Performance benchmarking tools can be used to check the level of performance in a computer system.
[bookmark: _Toc16518851][bookmark: _Toc19614012]2.4.1 Benchmarking tools
There are a variety of tools available to benchmark a computer’s performance.
You can also use Windows Performance Toolkit for benchmarking purposes. Refer to the following for more information. 
https://www.olenick.com/olenick-blog/383-using-microsoft-s-performance-toolkit-for-benchmarking-part-3.html
[bookmark: _Toc16518852][bookmark: _Toc19614013]Activity 2.3: Performance benchmarking tools
Refer to the following websites that provide details of popular benchmarking tools.
https://www.techrepublic.com/blog/five-apps/five-benchmarking-tools-to-diagnose-or-compare-pc-performance/
https://www.freewarefiles.com/news/top-5-software/top-5-free-benchmark-tools-for-windows/
https://www.nextofwindows.com/6-great-benchmark-tools-for-windows

1. List some of the benchmarking tools you have identified by referring to the websites above?
								


[bookmark: _Toc16518853][bookmark: _Toc19614014]2.4.2 Identifying poor areas of system performance
Also, you can use the Windows System Assessment Tool to get a base score of the computer’s resource performance. 
This tool can be run as a simple PowerShell command on Windows operating systems to check for its performance index score. 
The command is: Get-WmiObject  –Class  Win32_WinSAT
There are other system performance tools that generate reports such as Windows Performance Analyser and also provide recommendations where optimisations should be done. These detailed reports help to identify peak periods of resource utilisations and possible performance problems. 
[bookmark: _Toc16518854][bookmark: _Toc19614015]Activity 2.4: Windows performance index scores
Refer to the following article from Microsoft’s official website Windows System Assessment Tool
https://docs.microsoft.com/en-us/windows/desktop/winsat/using-winsat
https://docs.microsoft.com/en-us/windows/desktop/winsat/win32-winsat
1. What are the subcomponents of a computer that are being assessed by the WinSAT tool?
				
2. What type of scores do the properties of Win32_WinSAT refer to?
		
2.4.3 [bookmark: _Toc16518855][bookmark: _Toc19614016]Options to improve system performance
In order to identify options to improve the performance of the system the following methods can be used.
· Research on common causes for poor system performance and options to improve performance
· Discuss and share ideas among technical support team members on various options
· Access technical resources from the vendor or other approved source and consider options for performance tuning.
For example, refer to the following document published by Microsoft’s official Windows Support website on how to improve Windows 10 performance.
https://support.microsoft.com/en-us/help/4002019/windows-10-improve-pc-performance
2.4.4 [bookmark: _Toc19614017]Create a performance analysis report
It is important to report to management of the performance issues in the current system. This should be done in the form of a structured report. The report should include:
· Findings of the current performance issues in the system. This should include accurate records of the current system which may include numerical data. This information should be prepared using clear and accurate language so that it conveys the information correctly.
· Analysis of the possible causes of the above issues
· Recommendations on how to eliminate or control each of the above performance issues.
· Analysis of the changes in the system that could occur due to performance tuning. This includes a list of hardware, software, procedure updates that need to be considered.
· Planned and prioritised a set of tasks that outlines how performance tuning can be done. System optimisation tasks should be scheduled in such a way that it causes minimal disturbance for the day to day operations of the business.
· Cost analysis of the performance tuning process including software, hardware, labour costs and so on
· Staff availability to perform the planned performance optimisation tasks.
The above is just a guideline only. There can be other criteria that can be included in a performance analysis report. 
Once the report had been completed, this needs to be sent to the right person for further approval and further amendments before proceeding with the actual performance optimisation tasks.


2.4.5 [bookmark: _Toc19614018]Update appropriate documentation 
Once the system optimisation tasks have been performed, relevant documentation needs to be updated to reflect the changes in the system. Following are some of the documents that you will need to update after performance tuning:
· Standard Operating Environment documents
· Procedure documents
· System maintenance logs
The above are some examples only. There can be various other documents that need to be updated depending on the type of optimisation tasks performed.
2.4.6 [bookmark: _Toc19614019]Implement and maintain a performance register
In order to keep track of the performance optimisation tasks that had been done to the system, they need to be documented in a performance register.
A performance register will keep track of the level of performance maintained and any changes made to improve the performance in the system. This can also be used to schedule future performance tests in order to check the level of performance at certain time intervals.
[bookmark: _Toc16518856][bookmark: _Toc19614020]Activity 2.5: Practical activity 2 
Perform the tasks given in Practical activity 2 – Collecting and analysing system performance data (Cl_SysSupport_Prac_2of5.pdf)
This practical activity will help you experience the use of a variety of performance monitoring tools, a sample benchmarking tool and command-line tools to check for performance index scores. 



Topic 3
Optimising the system


[bookmark: _Toc8937937][bookmark: _Toc19614021]Topic 3 overview: Optimising the system
This topic will provide you with a basic understanding of system optimising tasks. 
The practical activity in this topic will provide you with the necessary skills to perform Windows operating system optimisation tasks. 
The following sub-topics will be discussed:
3.1 Taking precautions 
3.2 Checking for latest updates
3.3 Optimising hard disks
3.4 Performing diagnostic tasks
[bookmark: _Toc8937938][bookmark: _Toc19614022]Your learning
In this topic you need to:
Investigate how to perform system image backups
Investigate how to restore a system using system image backups
Check for virus signature updates
Perform hard disk optimisation tasks
Use system diagnostic tools
Perform system restores
[bookmark: _Toc8937939][bookmark: _Toc19614023]Additional resources
Following is a list of additional resources that may support you in completing this workbook. 
· Laptop with a virtualisation software installed (For example Virtual Box.) 
· Pens/pencils, USB drive, notebook etc.


[bookmark: _Toc8937940][bookmark: _Toc19614024]Learning content: Optimising the system
3.1 [bookmark: _Toc5620218][bookmark: _Toc8937941][bookmark: _Toc19614025]Taking precautions 
[bookmark: _Toc8937942][bookmark: _Toc19614026][bookmark: _Toc5620219]System image backup
A system image backup creates an image of your full Windows installation. Therefore, in a situation where your hard drive crashes, you can replace the hard drive and restore your entire operating system using the image backup. 
A system image backup can be only made to an external storage device. Such as a USB, external hard drive, CDs or DVDs. This type of backup takes a longer time to complete and would take a considerable amount of storage space depending on how many applications and data it holds. Taking a system image backup once is sufficient. 
Following are some example scenarios when you would consider taking system image backups:
· when you have purchased a new laptop and have done the initial configuration of the Windows operating system. 
· before performing a major system upgrade. 
[bookmark: _Toc8937943][bookmark: _Toc19614027]Activity 3.1: Investigate system image backups
Read through the following articles to find out about how to perform system image backups and answer the following questions.
https://www.windowscentral.com/how-make-full-backup-windows-10
https://answers.microsoft.com/en-us/windows/forum/windows_10/how-to-create-a-system-image-in-windows-10/84fa6683-e3ac-4e93-9139-368af9267869
1. List the steps for performing a system image backup in Windows 10?
							
2. List the steps for restoring a system using a Windows 10 system image backup
						
[bookmark: _Toc8937944][bookmark: _Toc19614028]Data backups
Taking regular backups of the data on your computer is important. In situations where your hard drive fails or your data files have been corrupted, you can recover your data using your backup. However, if your data backup was not kept up-to-date, you will not be able to recover all your data. 
File history is a built-in tool in Windows 10, which can be used to back up your personal files easily. You can use File History to back up your data to an external drive or to OneDrive cloud storage.
https://support.microsoft.com/en-au/help/4027408/windows-10-backup-and-restore
[bookmark: _Toc8937945][bookmark: _Toc19614029]System Restore
Before performing any major system modifications it is a good practice to create a system restore point just in case something goes wrong when performing new configurations. System restores will allow you to revert the system back to its previous working condition, without having to reinstall the operating system. However, this will not affect any personal data files saved on the computer. 
Read through the following articles about System Restore for more information.
https://support.microsoft.com/en-us/help/959063/what-is-system-restore
https://www.windowscentral.com/how-use-system-restore-windows-10
[bookmark: _Toc8937946][bookmark: _Toc19614030]Recovery options
In situations where you are having problems with your computer, you would need to consider options for recovering your operating system, programs, settings and data. 
Read through the following Microsoft document which provides some options for common problems and details about the Windows Recovery Environment (Windows RE).
https://support.microsoft.com/en-au/help/12415
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/windows-recovery-environment--windows-re--technical-reference
3.2 [bookmark: _Toc5620220][bookmark: _Toc8937947][bookmark: _Toc19614031]Check for latest updates
[bookmark: _Toc5620221][bookmark: _Toc8937948][bookmark: _Toc19614032]3.2.1 Operating System updates
In order to keep the operating system of a computer running smoothly and securely, it is vital to install the latest updates and security features. 
An Operating system update would typically include, latest bug fixes or patches to fix identified issues and latest security updates. After the installation of an update, the device would usually require a restart for the update to take effect. It is also important to ensure that the device is plugged in for power, during an update install. 
Read through the following guidelines by Microsoft about updating Windows 10.
https://support.microsoft.com/en-au/help/4027667/windows-10-update
[bookmark: _Toc5620222][bookmark: _Toc8937949][bookmark: _Toc19614033]3.2.2 Virus signature updates
It is important to have an antivirus program installed in computers. Windows 10 has a built-in antivirus program called Windows Defender. These antivirus programs need to be frequently updated with the latest virus signatures in order for them to accurately identify threats. You can configure the antivirus program to update automatically or you can choose to do this manually.
Read through the following guidelines by Microsoft about updating Windows Security signatures
https://support.microsoft.com/en-us/help/4027712/windows-10-update-windows-security-signatures
https://www.microsoft.com/en-us/wdsi/definitions
[bookmark: _Toc5620223][bookmark: _Toc8937950][bookmark: _Toc19614034]3.2.3 Software application updates
Software applications need to be updated to the newer version of releases. Software updates often include critical patches for security vulnerabilities and bug fixes. Failing to update application software makes your computer vulnerable for security risks and may also cause poor performance. 
Majority of applications nowadays would have built-in features to check for updates. Some applications would automatically update themselves in the background. Some other applications would check for new version updates and would alert the user to install the update.
In an enterprise environment, system administrators are responsible for maintaining a record of software installed on the client computers and ensuring that the applications are kept up-to-date. 
3.3 [bookmark: _Toc5620224][bookmark: _Toc8937951][bookmark: _Toc19614035]Hard disk optimisation
A hard disk can be optimised using the following methods in Windows 10:
· Perform disk clean-up
· Perform hard disk error check 
· Perform disk defragmentation – if you have solid-state drives installed, this option is not applicable.
Read through the following resources from Microsoft on how to perform Windows 10 hard disk optimisation tasks:
1. https://support.microsoft.com/en-au/help/4026616/windows-10-disk-cleanup
2. https://support.microsoft.com/en-au/help/4026701/windows-defragment-your-windows-10-pc
3.4 [bookmark: _Toc5620225][bookmark: _Toc8937952][bookmark: _Toc19614036]Performing diagnostic tasks
There are many built-in tools available in Windows 10 for diagnosing performance issues. Such as:
· Windows Memory Diagnostics
· Windows Network Diagnostics
· Event Viewer – keeps track of hardware and software issues and helps to track down the cause of problems. 
· Performance Monitor: System Diagnostic Report tool – can be used to gather performance information for troubleshooting.
· Reliability Monitor – shows the history of your computer and timeline of events and errors that occurred during a given time. 
Windows 10 uses troubleshooters to help solve problems with the computer. Read through the following document from Microsoft to find more about these troubleshooting tools. 
https://support.microsoft.com/en-au/help/4028430/windows-10-use-a-fix-it-tool


[bookmark: _Toc8937953][bookmark: _Toc19614037]Activity 3.2: Explore troubleshooting tools in Windows 10
Explore a computer with Windows 10 installed and find out ten names and functions of troubleshooters available. The first one is done for you.
	Windows 10 troubleshooter name
	A brief outline of what the program does.

	1. Windows Update Troubleshooter
	Resolves problems that prevent Windows from updating.

	2. 

	

	3. 

	

	4. 

	

	5.

	

	6.

	

	7. 

	

	8. 

	


[bookmark: _Toc5620226]
[bookmark: _Toc8937954][bookmark: _Toc19614038]Activity 3.3: Practical activity 3
Perform the tasks given in Practical activity 3 – Optimising Windows 10 (Cl_SysSupport_Prac_3of5.pdf)
This practical activity will help you experience the use of a variety of system diagnostic tasks and system optimisation tools.



Topic 4
Conducting software pre-installation audits


[bookmark: _Toc6316670][bookmark: _Toc19614039]Topic 4 overview: Conducting software pre-installation audits
This topic will provide you with a basic understanding of how software pre-installation audit is performed.  
The practical activity in this topic will provide you with the necessary skills to perform operating system assessments prior to installing new software.
The following sub-topics will be discussed:
4.1 Understanding software pre-installation audits
4.2 Assess the compatibility of existing software
4.3 Confirm interoperability of software with the environment
4.4 Assess system capacity to install ordered software
4.5 Prepare and distribute audit report
[bookmark: _Toc6316671][bookmark: _Toc19614040]Your learning
In this topic you need to:
Investigate how pre-installation audit tools work
Find system requirements for installing new software
Understand levels of information system interoperability
Assess the existing system hardware capacity
Examine the system for compatibility issues
Confirm interoperability of new software and existing system
Prepare and distribute audit reports
[bookmark: _Toc6316672][bookmark: _Toc19614041]Additional resources
Following is a list of additional resources that may support you in completing this workbook. 
· Laptop with a virtualisation software installed (For example Virtual Box.) 
· Pens/pencils, USB drive, notebook etc.


[bookmark: _Toc6316673][bookmark: _Toc19614042]Learning content: Conducting software pre-installation audits
4.1 [bookmark: _Toc6316674][bookmark: _Toc19614043]Understanding software pre-installation audits
[bookmark: _Toc6316675][bookmark: _Toc19614044]4.1.1 What is a software pre-installation audit?
Installing software is a common requirement in any organisations computer system. However, before installing any new software in enterprise computer systems it is recommended that a software pre-installation audit is performed first.
A software pre-installation audit would generally involve tasks such as:
· Assessing the compatibility of existing software
· Confirming interoperability of software with the existing environment
· Assessing system capacity to install ordered software
· Preparing and distributing the audit analysis report
The list of criteria in a pre-installation audit may vary depending on the complexity of the existing systems or the new software.
[bookmark: _Toc19614045][bookmark: _Toc6316676]4.1.2 Software pre-installation audit tools
Often the pre-installation audit checks are performed manually by examining the system specification documents and by testing the installation and its functionality afterwards.
For popular software products, often there are tools to perform these pre-installation audits. Take a look at the following examples of application software pre-installation audit tools from McAfee and Oracle. 
https://docs.mcafee.com/bundle/epolicy-orchestrator-5.9.0-installation-guide/page/GUID-A68B60A2-FB66-43BC-91F4-70E719E951C1.html
https://docs.oracle.com/cd/E14472_01/doc.102/e14457/avgnt_preinstall.htm#AVGNT109
Conducting a pre-installation audit is an essential task especially when operating system upgrades are concerned. Major Operating system manufacturers such as Microsoft would provide tools to perform some of the criteria checks that are essential for a typical pre-installation audit. These tools would often generate reports that provide vital information about the system and would often outline what needs to be done before the system can be upgraded in terms of hardware capacity and software inconsistencies. 


[bookmark: _Toc6316677][bookmark: _Toc19614046]Activity 4.1: Investigate the MAP Toolkit 
Read through the list of Microsoft documentation given below, on the MAP Toolkit and answer the following questions.
https://www.microsoft.com/en-us/download/details.aspx?id=7826
https://blogs.technet.microsoft.com/mapblog/
1. What are the tasks that can be performed using the MAP Toolkit?
					
4.2 [bookmark: _Toc6316678][bookmark: _Toc19614047]Assess the compatibility of existing software
There are some general steps that need to be performed when conducting a software pre-installation audit. 
[bookmark: _Toc6316679][bookmark: _Toc19614048]4.2.1 Confirm details of installed software
This would involve performing a complete software and hardware inventory of the existing environment. This can be done manually by looking at the installed programs in a stand-alone computer.
However, in enterprise computer systems where different operating environments exist, this can be a difficult task. There are tools available that can perform this task without much hassle. 
These inventory tools are able to capture a list of software and hardware installed on networked computers. There are a variety of hardware and software inventory tools available. Have a look at the following examples of software and hardware inventory tools.
https://www.network-inventory-advisor.com/best-software-inventory-tools.html
https://www.solarwinds.com/topics/it-inventory-management
https://www.softinventive.com/hardware-inventory/


[bookmark: _Toc6316680][bookmark: _Toc19614049]4.2.2 Identify software pre-requisites for new software
For any software application to function efficiently, they need certain hardware components or other software resources to be present on a computer. These requirements are often known as software pre-requisites or system requirements. 
System requirements are used often as a guideline and not as an absolute rule. System administrators are required to look at the system requirement of software as a guideline and make decisions whether they can install the software in their existing computer system or not. 
[bookmark: _Toc6316681][bookmark: _Toc19614050]Activity 4.2: System requirements for installing MAP Toolkit 
Go to Microsoft’s official website and find out information related to the following software and answer the questions given below.
· MAP Toolkit 
· Windows 10

1. What are the system requirements for installing the MAP Toolkit?
						
2. What are the system requirements for installing Windows 10?
						


[bookmark: _Toc6316682][bookmark: _Toc19614051]4.2.3 Assess compatibility issues against installation plans and cost constraints
The software installation needs to be assessed against normal operational procedures of the organisation. Administrators need to identify issues against installation plans and other cost constraints. 
Following are a set of questions that can be used as a guideline:
· How many technicians need to work on the installation process?
· How long will the installation take?
· Will the installation cause any disruption to the normal operation of the business?
· How much will the total installation operation cost?
· When can the installation be scheduled, so that disruptions to the users will be minimal?
· What other resources will be required for the installation?
· What is the budget available for the software installation?
· What other costs are involved?
· Licensing
· Additional hardware or software upgrade costs (if any)
· Cost of the technicians working on the installation (no of technicians x hourly rate x pay rate, working after hours may require additional payment)

4.3 [bookmark: _Toc6316683][bookmark: _Toc19614052]Confirm interoperability of software with the environment
If the minimum system requirements of the new software have been satisfied by the existing system, then the new software has the potential to go ahead with an installation. However, the functionality cannot be guaranteed until it is checked for interoperability with existing software in the system. 
[bookmark: _Toc6316684][bookmark: _Toc19614053]4.3.1 What is interoperability?
In this context, interoperability refers to the ability of software or a computer system to work with other software applications, hardware or systems without generating any errors or access restrictions.
In order to check for software interoperability, you need to test the software and the end-to-end functionality of it with other software applications, hardware and network systems and services in the existing environment.
Sometimes it is important to measure the level of interoperability between systems. There is a model called Levels of Information System Interoperability (LISI) which is used to measure the level of interoperability, especially in complicated systems.
[bookmark: _Toc6316685][bookmark: _Toc19614054]Activity 4.3: Levels of Information System Interoperability 
Refer to the following document to understand different levels of interoperability and answer the following questions.
http://web.cse.msstate.edu/~hamilton/C4ISR/LISI.pdf 
1. What are the different levels of information system interoperability according to the LISI model?
					
2. What are the four attributes of the factors that influence the ability of system interoperability in each level of LISI model? (refer to page 4-4 in pdf document)?
					
[bookmark: _Toc6316686][bookmark: _Toc19614055]4.3.2 Confirming interoperability
It is important to test the software in a test environment that simulates the interoperability level in order to check for any operational issues that the new software may cause.
Depending on the level of interoperability, the testing process can be complicated or simple. 
For example, if the new software is required to be installed in an isolated computer, the testing can be done easily. If the new software is required to operate through the computer network, this would then add more complexity to the testing process.
As an alternative to manual testing, you can use tools provided by vendors to check for interoperability issues. 
Read through the following article by Microsoft which provides a list of interoperability test tools. (Note: these tools are recommended for developers implementing Microsoft Open Specifications)
https://docs.microsoft.com/en-us/openspecs/dev_center/ms-devcentlp/a859bab5-e1b5-481c-9b73-4ce93efc0a06	
In summary, the following are some methods you can use to confirm the interoperability of new software with the existing environment:
· Use vendor-provided assessment tools
· Perform a test install in a simulated environment
· Read through vendor documentation, product manuals, guidelines and support information from forums to gather information about software interoperability.
4.4 [bookmark: _Toc6316687][bookmark: _Toc19614056]Assess system capacity to install ordered software
Once basic system requirements are gathered, constraints evaluated and interoperability is confirmed, you need to assess if the existing system has the necessary capacity to install the new software.
This process can be done as follows:
· First, refer to the details of current system memory, disk, available disk storage and other hardware specifications
· Compare the new software specifications with the existing specifications to ensure pre-requisites for the new software can be met.
· If there’s insufficient system capacity, make a note of any options available to increase/upgrade capacity and other constraints. (such as additional costs involved, installation time, resources required etc.)
For example: if the system does not have sufficient memory, a memory upgrade can be recommended. However, this recommendation would involve additional costs such as the following:
· hardware component purchase costs, 
· installation costs, 
· schedule a time for the memory upgrade (with minimal disruption to business operation)
· technician support, standard operating environment documents need to be updated with the new hardware specification details. 
· If the computer is under warranty:
· ask the vendor for a quote for upgrading memory
· inquire about the time it would take for the upgrade to complete
The above are just some examples only. There are many other factors that need to be thought of when dealing with capacity issues. Recommendations may vary depending on the type of resource, the amount of capacity required, budget available, warranty concerns, staff availability and so on.
4.5 [bookmark: _Toc6316688][bookmark: _Toc19614057]Prepare and distribute audit report
This is the final stage of the software preinstallation audit and it involves preparing and presenting the report and finally distributing the report to the target audience appropriately.
[bookmark: _Toc6316689][bookmark: _Toc19614058]4.5.1 Preparing the audit analysis report
All the information gathered and analysis performed related to the new software installation will be compiled into this audit analysis report. Some of the things that you may want to include in an audit analysis report are as follows:
· screen captures of system configurations or settings
· sections of reports generated by audit analysis tools 
· summarised information from the information gathered from research and analysis of the new software
· other information such as cost constraints, recommendations, resolutions for issues etc.
[bookmark: _Toc6316690][bookmark: _Toc19614059]4.5.2 Presenting the audit analysis report
Organisations would often have their own recommended reporting templates. Therefore it is important to consider the organisation’s standards when preparing these reports. 
The information in the report should be structured appropriately and summarised further in order to clearly communicate the important facts regarding the software installation. 
It is important to bear in mind the audience when writing the report. Often it is the supervisor or management who will be reading this kind of reports and they are required to make decisions based on the information provided in the report. 
Therefore it is vital that these reports are structured and written in such a way that helps management to read through the facts and enable them to see the broader view of the software installation.
[bookmark: _Toc6316691][bookmark: _Toc19614060]4.5.3 Distributing the audit analysis report
Distributing the audit analysis report can be done through an appropriate communication method. Following are some ways you can distribute the analysis report:
· Present at a meeting and distribute a hard copy of the report while explaining and highlighting the important facts to the management.
· Email the report to supervisor/management 
· Share the report in an appropriate network location, where management would have access to. 
Whatever method is used to share and make available the audit analysis report, it is important to officially inform the supervisor/management how the report is made available to them.  This can be done by using an appropriate communication method such as phone call, email etc.
[bookmark: _Toc5620232][bookmark: _Toc6316692][bookmark: _Toc19614061]Activity 4.4: Practical activity 4 
Perform the tasks given in Practical activity 4 – Performing a software pre-installation audit (Cl_SysSupport_Prac_4of5.pdf)




Topic 5
Upgrade and maintain operating systems


[bookmark: _Toc6389065][bookmark: _Toc19614062]Topic 5 overview: Upgrade and maintain operating systems
This topic will provide you with a basic understanding of how to perform system upgrade tasks and maintenance. 
The practical activity in this topic will provide you with the necessary skills to perform a Windows operating system upgrade and maintenance tasks. 
The following sub-topics will be discussed:
5.1 Prepare for an operating system upgrade
5.2 Perform operating system installation
5.3 System maintenance tasks
[bookmark: _Toc6389066][bookmark: _Toc19614063]Your learning
In this topic you need to:
Understand how to obtain installation components and licenses
Ensure software pre-requisites are met
Take a backup of the system according to organisational guidelines
Install the operating system
Understand system maintenance tasks
Use system tools to perform maintenance tasks
Use appropriate tools to schedule system maintenance tasks
[bookmark: _Toc6389067][bookmark: _Toc19614064]Additional resources
Following is a list of additional resources that may support you in completing this workbook. 
· Laptop with a virtualisation software installed (For example Virtual Box.) 
· Pens/pencils, USB drive, notebook etc.
· Headphones


[bookmark: _Toc6389068][bookmark: _Toc19614065]Learning content: Upgrade and maintain operating systems
5.1 [bookmark: _Toc6389069][bookmark: _Toc19614066]Prepare for an operating system upgrade
Before performing an operating system upgrade, there are some preparation tasks that need to be done.
· Ensure all hardware, software and licensing requirements are met
· Ensure installation components are available along with valid license keys
· Be aware and take note of vendor product development trends
· Create a backup of all relevant data – this includes configuration settings, user data, system image, software applications and settings etc.
[bookmark: _Toc6389070][bookmark: _Toc19614067]5.1.1 Obtain installation components and licenses
Installation components for Windows operating systems can be downloaded from Microsoft’s official website.
Vendor websites often provide instructions on how to prepare installation media and also provides instructions on how to use them.
Refer to the following information from Microsoft on how to download and create Windows 10 installation media.
https://www.microsoft.com/en-au/software-download/windows10
[bookmark: _Toc19614068]5.1.2 Identify trends in vendor product development
When performing an operating system upgrade, it is important to be aware of the trends in vendor product development. 
To obtain information on Microsoft’s trends in Windows 10 development, you can take a look at the Windows lifecycle factsheet 
https://support.microsoft.com/en-us/help/13853/windows-lifecycle-fact-sheet
The above fact sheet will show information about when a product is released and ends when It’s no longer supported by the vendor. Knowing these key dates helps administrators make informed decisions about when to update, upgrade or make other changes to the software products.

[bookmark: _Toc6389071][bookmark: _Toc19614069]5.1.3 Ensure software pre-requisites are met
Operating systems come with system specifications that need to be taken into consideration. As part of preparation tasks, you will need to ensure your computer system meets the required system specification. To do this, you will need to perform tasks such as the following:
· Check CPU architecture compatibility (32-bit or 64-bit)
· Check system memory – if this is insufficient a memory upgrade will be required
· Check hard disk free space – if this is insufficient, upgrade hard disk – or free up disk space
· Check operating system upgrade paths as recommended by the vendor 
Refer to the following document from Microsoft that specifies Windows 10 upgrade paths.
https://docs.microsoft.com/en-us/windows/deployment/upgrade/windows-10-upgrade-paths
[bookmark: _Toc6389072][bookmark: _Toc19614070]5.1.4 Backup system according to the organisation’s disaster recovery policy
Just in case you encounter issues with the system upgrade, you will need to have a method to revert your system back to its original system. 
For full system recovery, full system image backups and data backups are required. In a previous topic, we have discussed how to perform system image backups and also data backups using the File History feature.
When taking backups in an enterprise environment you need to ensure the disaster recovery procedures are followed. 
Disaster recovery policy
Organisations have their own disaster recovery policies in place, in order to make sure that the business can be recovered in the event of a disaster. Businesses need their information systems to function and data to be accessible in order to perform normal business functions.
Backup and recovery procedures are an important part of any information technology disaster recovery policy. 
A typical backup and recovery policy would include the following types of information.
· When to take backups – usually backups are scheduled data at off-peak hours to avoid performance delays during normal business hours
· What backup media should be used – tape drives, hard drives, network attached storage etc.
· What should be backed up and how often - employee work folders can be scheduled to be backed up every day.
· Where the backup should be located – it is recommended to store backups off-site, in a secure remote location. Often organisations use cloud storage services to store backups.
· Who has access to backups – only a small number of trusted employees should have access to backups.
· Ensure security of backups – backups can be encrypted to provide an additional measure of security
· Test backup and restore procedure to ensure there are no issues with the backup.
· A procedure to document backup and restore tasks
Therefore backups should be planned, scheduled and performed according to the guidelines given in the organisation’s disaster recovery policy. 
5.2 [bookmark: _Toc6389073][bookmark: _Toc19614071]Perform operating system installation
Once all necessary preparation has been done, the installation process is somewhat straight forward. 
Refer to the following Lynda.com tutorial called Upgrading to Windows 10 to understand different methods of installing Windows 10.
https://www.lynda.com/Windows-tutorials/Welcome/421801/449458-4.html?srchtrk=index%3a1%0alinktypeid%3a2%0aq%3awindows+10+upgrade%0apage%3a1%0as%3arelevance%0asa%3atrue%0aproducttypeid%3a2
5.3 [bookmark: _Toc6389074][bookmark: _Toc19614072]System maintenance tasks
Following are some of the operating system maintenance tasks that you should perform regularly.
· Install Windows updates
· Delete unwanted files
· Optimise hard disk drives
· Backup data files
· Update virus definitions of the anti-virus software
In an enterprise environment, it is important that these tasks are scheduled to run automatically.
Refer to the following Microsoft’s document on how to schedule Windows 10 maintenance tasks using Task Scheduler and Automatic Maintenance feature.
https://docs.microsoft.com/en-us/windows/desktop/taskschd/task-scheduler-start-page
https://docs.microsoft.com/en-us/windows/desktop/TaskSchd/task-maintenence
[bookmark: _Toc6389075][bookmark: _Toc19614073]Activity 5.1: Practical activity 5 
Perform the tasks given in Practical activity 5 – Upgrading an Operating System (Cl_SysSupport_Prac_5of5.pdf)


References
AXELOS Limited. (2012). ITIL Foundation Handbook (3rd ed.). Norwich: The Stationery Office (TSO).
Beisse, F. (2015). A Guide to Computer User Support for Help Desk and Support Specialists (6th ed.). Cengage Learning US.
Knapp, D. (2015). A Guide to Customer Service Skills for the Service Desk Professional (4th ed.). Cengage Learning.
Oxford University Press. (2019). Oxford Advanced Learner's Dictionary. (O. U. Press, Producer) Retrieved 04 01, 2019, from https://www.oxfordlearnersdictionaries.com: https://www.oxfordlearnersdictionaries.com/definition/english/help-desk



Document title	Version 1.0	Page 1 of 30
Disclaimer:  Printed copies of this document are regarded as uncontrolled. Please check http://sitwww.tafensw.edu.au to ensure this is the latest version.


1/30


© 2011 Department of Education and Communities, TAFE NSW eLearning Hub | Version: 0.0  | Created: dd/mm/2011


Resource ID: TBS_19_002_Cl_SysSupport_SW_1of1		Page 7 of 74
© NSW TAFE Commission
image1.jpg




image2.jpeg




image2.jpg




image3.png
Tiése.
N TAFE:




image5.png




image6.png




image7.png




image8.png
I





image4.jpeg




