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	Icon
	Description
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	Practice activity
Learning activities help you to gain a clear understanding of the content in this resource.  It is important for you to complete these activities, as they will enhance your learning. The activities will prepare you for assessments.
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	Collaboration
You will have opportunities to collaborate with others during your study. This could involve group activities such as mini projects or discussions that will enable you to explore and expand your understanding of the content.  
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	Self-check
An activity that allows you to check your learning progress. The self-check activity gives you the opportunity to identify areas of learning where you could improve. If you identify these, you could review the relevant content or activities.
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	Resources (required and suggested)
Additional resources throughout this workbook such as chapters from textbooks, online articles, videos etc. These are supplementary resources, which will enhance your learning experience and may help you complete the unit.

	[image: ]
	Assessment task
At different stages throughout the workbook, after you have completed the readings and activities, you may be prompted to complete one or more of your assessment tasks.
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	Video
Videos will give you a deeper insight into the content covered in this workbook. If you are working from a printed version, you will need to look these up using the URL provided.



[bookmark: _Toc22290965]Getting started 
[bookmark: _Toc22290966]What will I learn by completing this workbook? 
This workbook has been developed for the unit of competency ICTNWK401 Install and manage a server and ICTTEN416 Install, configure and test an internet protocol network. 
Successfully completing these units of competency will give you the skills and knowledge to select network elements to meet client business specifications, perform initial server configuration, testing and ongoing administration, perform software distribution and updates, monitor and profile servers, apply network topologies, protocols and security issues, ensure interoperability within the network and troubleshoot when required. 
In this workbook, you will learn:
how to prepare to install an Internet Protocol (IP) network and server
how to install an IP network and server as required by the specification
how to configure and administer the IP network and server
how to monitor, test and reconfigure the IP network and server
how to complete documentation and clean-up worksite.
Each topic includes opportunities to check your progress and understanding as well as activities that will help you to complete the formal assessments.
Note: In order to demonstrate competence in the unit ICTNWK401 – Install and manage a server you will need to perform tasks associated with the installation and management of two different server operating systems. Therefore the contents of this topic are related to both Windows and Linux operating systems.
Each topic will also have a practical activity to be performed in class (computer lab), where you will be putting into practice what you have learnt from the topic contents.
[bookmark: _Hlk10115583]There are four topics to complete within this workbook. They are: 
Prepare for IP network and server installations
Install the IP network and server as required by the specification
Configure and administer IP network and server
Monitor, test, reconfigure, complete documentation and clean up the worksite
Alright, let’s get started!
[bookmark: _Toc518640492]
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[bookmark: _Toc11228363][bookmark: _Toc22290968]Overview
This topic will provide you with a basic understanding of the tasks performed in preparation for an IP network and server installation.
The practical activity in this topic will provide you with the necessary skills to actually follow through the tasks learned in this topic and perform IP network and server installations.
In this topic you will learn about:
· how to prepare for work, according to relevant legislation, site-specific safety requirements, enterprise workplace health and safety (WHS) regulations, codes, standards, processes and procedures
· how to obtain server applications and features from an appropriate person
· how to review existing network design documentation 
· how to choose the most suitable operating system features and network services
· how to review the required installation options
· how to analyse data migration requirements
· how to back up local data in preparation for installation
· how to arrange site access 
· how to select components and network elements
· how to contact vendors and service suppliers to obtain product specifications
· how to develop plans, with prioritised tasks and contingency arrangements
· how to liaise with the appropriate person to obtain approval for the plans
· how to advise the client of deployment and potential downtime.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment. However, they will contribute to your understanding of the topic area.
The following sub-topics will be discussed:
1.1 Understanding IP networks and servers
1.2 Preparing for work according to regulations, standards and procedures
1.3 Obtaining network and server requirements
1.4 Selecting the most suitable equipment to meet technical requirements
1.5 Developing plans in preparation for installations
1.6 Liaising to obtain approval for plans
1.7 Advising client of deployment and potential downtime
1.1 [bookmark: _Toc22290969]Understanding IP networks and servers
1.1.1 [bookmark: _Toc22290970]Understanding IP networks and data transmission
What is a network?
A computer network is formed when two or more devices are connected to each other using a wired or wireless medium.
[image: C:\SKILLSPOINT-Shevorne\Cert4-ICT40115-IT-MTP\Operating System Fundamentals\Cl_IPNetSVR_V0.3\30-09-2019 - QA Amendments - Final check before upload\Learning Resources\Picture Edits\Two Devices connected through medium.jpg]
[bookmark: _Toc20929622]Figure 1 - Two devices connected via network media to form a small network
Networks are made up of three components:
· End-user devices (PCs, laptops, mobile devices and so on. Sometimes known as hosts)
· Intermediate devices (Routers, switches, bridges, wireless access points and so on.)
· Network media (Wireless, wired; copper cables, fibre-optic cables and so on.)
	[image: ]	Watch
Video: Understanding networking basics
Watch the following video from LinkedIn Learning, to understand the fundamentals of networks. This video tutorial will introduce you to network topologies, common network implementations and models.
Networking Basics (duration 1:48:00): https://www.linkedin.com/learning/networking-foundations-networking-basics/welcome?u=57684225 


What is Internet Protocol (IP)?
Internet Protocol (IP) is the most commonly used network communication protocol. IP networks are implemented in all types of networks. Such as Local Area Networks (LANs), Wide Area Networks (WANs) and the Internet. 
For an IP network to operate, all hosts in a network need to be configured with a unique IP address. These logically assigned addresses help to identify where devices in a network are located. 
A typical example of an IP address is 192.168.1.1. All IP addresses have another type of address called a Subnet Mask. An example of an IP address and subnet mask is given below.
Table 1 Four octets and Subnet mask of an IPv4 address
	Type of Address
	First Octet
	Second Octet
	Third Octet
	Fourth Octet

	IP Address
	192
	168
	1
	1

	Subnet Mask
	255
	255
	255
	0


Every IP address is broken down into two parts by using the subnet mask. These two parts are known as:
· network portion (identified by 255s in the subnet mask) 
· host portion (identified by the 0s in the subnet mask)
According to the example given above, we can identify these two parts as follows:
· Network portion: 192.168.1
· Host portion: 1
What is the significance of the network portion?
If hosts are configured to have the same network portion, that means they belong to a single network. Therefore these devices will be able to communicate with each other. 
If hosts are configured to have a different network portion, that means the devices are in different networks. In this case, they will not be able to communicate with each other. If these devices need to communicate with each other, we need to connect these devices using an intermediate device such as a router (which can allow communications between different networks).
Basic commands used to find out IP configuration details
· ipconfig command shows a summary of IP configuration details
· ipconfig /all command shows additional information such as the physical address, DNS server addresses, DHCP server addresses and so on.
· ping command is used to test network connectivity between two hosts.
	[image: ]	Watch
[bookmark: _Toc11228379]Video: Learning IP addressing
Watch the following video to learn the fundamentals of IP addressing exploring both IPv4 and IPv6 used in today’s networks.
Learning IP addressing (duration 36:32): https://www.linkedin.com/learning/learning-ip-addressing-2/ip-addressing-for-internet-communications?u=57684225 
1.1.2 [bookmark: _Toc22290971]What is a server? 
Servers are complex computers that are designed to support and provide services to many users. Servers are installed with special software called network or server operating systems. Following is a comparison of desktop and server operating system characteristics.
Table 2 - Client and Server operating systems comparison
	Client/Desktop Operating Systems
	Network/Server Operating Systems

	Supports a single user
	Supports multiple users

	Runs single-user applications
	Runs multi-user applications or services

	Shares files and folders on a small network with limited security
	Provides increased security compared to desktop Operating systems

	Examples: Windows 10, Apple Mac OS, Linux (Ubuntu, Debian, Open SUSE)
	Examples: Windows Server versions (2016, 2019), Red Hat Linux, Mac OS X



1.1.3 [bookmark: _Toc22290972]Network data transmission
A series of video tutorials have been provided below which would further explain how data transmission works in different types of networks over different network media to transmit different types of data including voice.
	[image: ]	Watch
Video: Data transmission in LANs
Watch the following video to understand what data transmission technologies and protocols are used in today’s Local Area Networks (LANs)
Network Media (LANs) (duration 01:09:00): https://www.linkedin.com/learning/networking-foundations-network-media-lans/welcome?u=57684225 
Video: Router-based network architectures
Watch the following video to understand what data transmission technologies and protocols are used in today’s Wide Area Networks (WANs) where router-based network architectures are used.
WANs and Routers (duration 09:08): https://www.linkedin.com/learning/comptia-a-plus-220-1001-cert-prep-6-physical-networking/wans-and-routers?u=57684225
Video: Voice transmission technologies
Watch the following video to understand what voice communication technologies and protocols are available in today’s networks.
Voice over IP (duration 03:59): https://www.linkedin.com/learning/search?difficultyLevel=BEGINNER&keywords=VOIP&u=57684225 


1.2 [bookmark: _Toc22290973]Preparing for work according to regulations, standards and procedures
When installing a server or setting up a network, this needs to be done in a suitable place. This place also should be easily accessible by a technician who visits the site. A server will typically be housed in a secure room so that it is physically secured.
Therefore, when having to set up network and server equipment, you will be required to work in a server room. 
1.2.1 [bookmark: _Toc20749407][bookmark: _Toc22290974]What is a server room? 
A server room is used to store, power and operate servers, network equipment and their associated components. A typical server room contains multiple physical servers which are mounted on racks or put in blade enclosures. Network devices and components such as switches, routers, patch panels and UPS devices are also rack-mounted to provide a safe and secure environment and to reduce hazards associated with cables and power supplies.
When talking about server rooms, you also need to be aware of the term data centre.  A data centre is a large facility that houses networked computers, equipment and storage to organise, process and store large amounts of data. This is a much larger and complicated facility that can be used by multiple organisations to store their data. 
	[image: ] 	Practice activity
[bookmark: _Toc20395721]Activity 1.1: Understanding server room specifications
Refer to the following article Checklist for Designing a new Server Room to get an idea about server room specifications and set up requirements. Then complete Activity 1.1 in Topic 1 – Student Worksheet handout.
Long URL: https://itpeernetwork.intel.com/checklist-for-designing-a-new-server-room/#gs.pnnuvl



1.2.2 [bookmark: _Toc20749410][bookmark: _Toc22290975]Hazards in a server room
Some of the hazards that can cause potential danger to users and network equipment in a server room may include:
· Extreme temperature
· Extreme humidity
· Dust
· Electrical overload
· Cabling/tripping hazards
· Water leakages/spills
1.2.3 [bookmark: _Toc20749411][bookmark: _Toc22290976]Site-specific safety regulations
Provision of a new server or a business network brings responsibility to both the network installer and the business owner. All parties are bound by the Work Health and Safety (WHS) Act 2011 and the WHS Regulation 2017, which sets out the legal obligations that must be considered to provide for the health and safety of workers.
The Act consists of legislation including the Duty of Care of the Persons Conducting a Business or Undertaking (PBCU) as well as the responsibilities of the worker. 
The WHS Regulation 2017 expands on the requirements of the WHS Act by providing further details on how the Act is to be compiled with.
Since all types of workplaces are covered by the above WHS Act and WHS Regulations, it is also applicable for persons conducting work in a server room or data centre environment.
	[image: ]	Resources
[bookmark: _Toc11228378][bookmark: _Toc22290977]Additional resources
Read the following WHS legislation for more information about business obligations on the WHS Act and Regulations.
· SafeWork NSW – Legislation (Long URL: https://www.safework.nsw.gov.au/legal-obligations/legislation)
· Work Health and Safety Act 2011 (Long URL: https://www.legislation.nsw.gov.au/#/view/act/2011/10/part8/div1)
· Work Health and Safety Regulation 2017 (Long URL: https://www.legislation.nsw.gov.au/#/view/regulation/2017/404)
	[image: ] 	Practice activity
Activity 1.2: Understanding server room safety regulations
Complete Activity 1.2 in Topic 1 – Student Worksheet handout
1.2.4 [bookmark: _Toc20749415][bookmark: _Toc22290978]Site-specific codes and standards
Specific codes and standards must also be followed when designing, building and operating a server room or data centre. 
A code can be considered as a minimum performance requirement which would ensure safety and energy efficiency in the facility. However, having the minimum specification required by code may not be the best practice. 
There are several data centre design and infrastructure standards developed for the industry that organisations need to follow. 
	[image: ] 	Practice activity
Activity 1.3: Understanding server room standards
Complete Activity 1.3 in Topic 1 – Student Worksheet handout
Activity 1.4: Understanding server room codes and standards
Complete Activity 1.4 in Topic 1 – Student Worksheet handout.


1.2.5 [bookmark: _Toc20749419][bookmark: _Toc22290979]Arranging site access according to required procedures
The installation would usually take place in a server room. This is a restricted environment that is only accessible by authorised users. If there are technicians other than the authorised administrators who would be involved in the installation, they would need to be provided with access to the site.
You may need to access the server room or data centre site to:
· observe the operation of the existing network
· determine what present network features can be used in the new project
· establish constraints in the development of the network
· collect requirements for the network.
Organisations have specific access procedures and policies in place to ensure no unauthorised person would access their server rooms or data centre facilities. Data centre access procedures are much more complicated than the procedures for accessing a single server room.
The required site access needs to be arranged prior to the proposed installation dates. Therefore, you will need to liaise with the appropriate person to arrange for site access. The person who will grant approval would be outlined in the company policy document for server room access.
As part of good business practice, you need to obtain permission from the appropriate person to attend the site on a prearranged date and time. When requesting a site visit you must clearly state:
· the date/time of the visit
· the purpose of the visit
· planned activities to be undertaken
· who will be visiting
· a signature of the contact person.

	[image: ]	Resources
Additional resources
Read through the following IT Server Rooms policy document to get an idea of the structure and contents of a typical server room access policy.
(Long URL:http://www.wales.nhs.uk/sites3/documents/49/13ITServerR.pdf)
	[image: ] 	Practice activity
Activity 1.5: Understanding server room access procedures
Complete Activity 1.5 in Topic 1 – Student Worksheet handout.
[bookmark: _Toc20749422]

1.3 [bookmark: _Toc22290980]Obtaining network and server requirements
When preparing for IP network and server installations, it is important to, obtain the Organisation’s specific network and server requirements. 
Following is a checklist of questions that would help gather important information related to planning and installing new network and server infrastructure. 
· Personnel
· Who will use the network?
· What are their skill levels?
· What is their role in business?
· Who will play the role of a network administrator? 
· Physical connectivity requirements
· How many devices will be used?
· What devices will be shared?
· How will users access the network?
· What volumes of data is expected?
· Network usage requirements
· How many people will use the network?
· How many people are local or on-site?
· How many users are remote or off-site and would require access to the network?
· How do you want remote users to access the network?
· Performance requirements
· How much data needs to be processed in a given time?
· Are there any time-critical/ real-time applications that need to be run?
· Server-specific requirements
· What services and operations are required?
· What server-based applications (e.g. web, database, email) are planned to be run on the network?
· What are the minimum hardware requirements of the server-based applications specified previously?
· What are the specifications of the servers that need to be installed on the network (e.g. amount of memory, storage, processor speed)
· Software requirements
· Are any new software versions need to be installed?
· Has the organisation already purchased sufficient licenses to run all the software on servers and client machines?
· Security requirements
· What user rights will secure the network?
· What software will secure the network?
· What security features on the server are required?
· Are any application restrictions need to be implemented?
· What sensitive data is available to which restricted users?
· Does sensitive data need to be encrypted?
Note: The checklist above is just a guide only. There can be more questions that you can ask depending on the level of complexity of the Organisation’s network and its business functions.
1.3.1 [bookmark: _Toc20749424][bookmark: _Toc22290981]Gather network and server requirements from the appropriate person
If you are an administrator who is responsible for gathering the above-mentioned information you may need to speak to appropriate people in your organisation.
So, who are the stakeholders that can provide this information? The following list mentions some stakeholders. However, there can be other types of stakeholders who can provide useful information depending on the type and complexity of your Organisation.
· Employees – can specify their functional requirements and operational needs
· Management – can specify high-level business needs and other operational needs to satisfy management and administrative functions.
· System/Database/Network Administrators – can specify the technology required and technical details of infrastructure, network layout considerations, usage requirements and server application-related information.
When gathering requirements you can use the following methods or tools
· One-on-one interviews
· An interview will often be with management or with specific employees who perform specialised operations.
· This session will help to gain information about outcomes for a future network.
· Analysing existing documents or work samples
· Samples of business operation will help to show what is currently undertaken. 
· These may help to highlight deficiencies in the current network.
· User observations
· Seeing the business operation first hand is a valuable exercise in gaining information about the network. There may be examples of what currently works well, and what needs to be improved. 
· There may be issues with applications that can be demonstrated as well.
· Questionnaires/ Surveys
· A survey of a large number of employees is a useful tool in collecting a lot of information quickly. 
· The ideal survey of employees should:
· be anonymous
· have a clearly defined scope
· use a mixture of both closed and open-ended questions
· be brief
1.3.2 [bookmark: _Toc20749425][bookmark: _Toc22290982]Review existing documentation to ensure it is current and complete
Once the requirements for server and network installation have been gathered, and site visits have been done, the information collected needs to be further analysed to ensure it is current and complete. 
The above analysis would involve reviewing network-related documentation such as the following:
· Network design documents - These type of documents include information such as:
· The number and type of devices on each LAN segment
· An indication of device names and IP addresses
· Network devices connecting the LAN segments
· The physical layout of the equipment
· Network diagrams
· Network inventory documentation
· Details of devices and their installed software
· Number of devices and components in the network
· Licensing information 
· Network-related policy and procedures documents
· Business continuity and disaster recovery plans
· IT security policies and procedures
Note: The checklist above is just a guide only. There can be more types of network-related documentation that you can review depending on the level of complexity of the Organisation’s network.
It is likely, that these documents have not been updated to reflect previous changes or upgrades done to the existing network. Therefore, these documents should be reviewed along with the existing implementation in order to ensure it is current and complete.
The above types of documentation would generally include information such as the following:
· Administrative details – such as version control and the date of the latest update of the documentation.

· Network purpose – this may be in the form of a simple statement. However, it is important to understand why the original network was developed. The purpose may be stated as a list of functions to be available to users. The purpose of the network may change over time and perhaps drive the need to develop a new network.

· Network components – A computer network is made up of many different types of components. All such components should be documented. Some components such as cabling may only be identified on the diagram of the premises. All nodes will need to be identified by their network name and their specifications. Such as:
· routers
· modems
· switches
· end-user devices (desktops, laptops, tablet, phones)
· printers
· external storage devices
· cabling
· access points
· network ports.

· Configuration – all settings of the network is documented as part of the configuration. This information is important for disaster recovery so that the network can be rebuilt exactly as it was before the disaster event. Items to be listed here includes:
· how devices are connected to the network
· workstation settings such as IP addresses
· router settings – IP ranges and pools
· internet connection details
· folder and file permissions
· application settings.

· Network diagrams – this shows the logical connection of devices in a network. This includes information such as the type of connection and the assigned IP address.

· Maintenance schedules – all networks need to have a regular maintenance schedule in order to maintain network connectivity and functionality. This schedule needs to address how maintenance is to be done and each item for maintenance should have its own frequency assigned. The table below shows a sample maintenance schedule.
Table 3 - Maintenance Schedule Summary
	Item
	How managed
	Frequency

	Windows updates
	Automated
	As released by Microsoft

	Anti-virus updates
	Automated on release by vendor
	Daily

	Change internet password
	Administrator
	Monthly



· Change control notices – this is a document that is used as a record when a network or server requires maintenance. Often this is used to authorise a change and it is used as a record of the current network status. Changes can be major or minor. A major change to equipment would result in a new release of the documentation of the network. These change control notices are referenced as a history of the network status. They may be in paper form or more commonly be in electronic form (e.g. change management system)

· Policies – A range of policies might apply relating to the use and management of a network. The most fundamental policy is the acceptable use policy. An acceptable use policy outlines network users what the network may and may not be used for. Often it addresses issues such as the use of resources, internet browsing, social media access, network monitoring and inappropriate content. A policy statement can help prevent misuse by outlining expectations and most importantly what the consequences are for breaching the policy. For example loss of privileges or dismissal.
	[image: ]	Resources
[bookmark: _Toc22290983]Additional resources
Read the following article for more information about network planning (Long URL: https://www.connectingup.org/learn/articles/planning-network-installation)
Read the following examples of acceptable use policies.
· TAFE NSW – Use of TAFE NSW internet and intranet services (Long URL: https://www.tafensw.edu.au/use-of-services)
· UNSW – Acceptable Use of UNSW ICT Resources Policy (Long URL: https://my.unsw.edu.au/student/resources/ComputingCommunicationRule.html)
[bookmark: _Toc20749427]

1.4 [bookmark: _Toc22290984]Selecting the most suitable equipment to meet technical requirements
Once all the requirements have been gathered, you need to select the most suitable server and network equipment that meets the technical requirements. 
There is a variety of server and network equipment available in the market today. You will need to contact a number of vendors and service suppliers in order to obtain technical specifications of the equipment. 
The following components may be required for the new network. The selection of these items will depend on the network requirements as well as other factors important to the client such as cost and availability. 
· Router – these devices connect networks together, such as a local network with the internet. More specifically a router:
· A router has a special communications link to the Internet 
· A router is placed at the edge of the LAN and they act as a gateway to other networks.
· A router allows communication (by sending/receiving IP packets) between hosts on different networks.
· Accommodates services such as Dynamic Host Configuration Protocol (DHCP) so that it assigns IP addresses to network nodes when they connect to the network.
· A router with wireless capability allows wireless devices to connect to the network.
· Switch – this the most commonly used intermediary device used in networks. More specifically,
· A switch can connect multiple computers together
· A switch uses MAC addresses to establish point-to-point connections between devices
· A switch allows communication (by sending/receiving frames) between hosts in the same network.
· Printer – a network printer can be connected to a switch or a router and can be allocated an IP address. When there are multiple network printers in a network, they can be configured to share printing workload and act as a backup in case if one printer fails.  
· Computers – this is an end-user device that is connected to the network. The definition of a computer is broad because it can refer to desktops, laptops, tablets and smartphones. Computers need to have the appropriate hardware specification,  operating system and application software installed in order for the staff to do their day-to-day business functions. 
· Cabling – many network solutions will require many meters of cabling. This is one of the cheaper components and can be used installed within walls and conduit pipes for a neat solution.
· Server – the choice of a server depends on the roles and services required to perform business functions. The current and anticipated size of the network, the number of users, existing data and future upgrades must also be considered. The physical size and power consumption may also be a requirement. A rack-mounted server may be a consideration if a rack is already installed. Some of the services that can be configured in a server are as follows:
· Intranet services – this is an internal website where company information can be published and made available for employees to access within the company’s internal network. The information on the intranet site can be configured to suit the local user needs.
· File services – in a client-server network, the structure of the file shares can be tailored to suit the needs of the business. Files can be stored in a central location so that all employees can access it easily. However, this creates further issues with the reliability of business data. Centrally stored data can become vulnerable to data loss or corruption. Taking regular backups of the centrally stored data can mitigate this problem.
· Data security – centrally stored data is also easier to secure with passwords and file permissions. Folders can be secured to address the business requirements of users. This prevents users from accessing files to which they need not have access.
· Database applications – server-based databases allow users to access the same data from any device in the network. Data access rules can be set up to manage multiple users accessing the same records.
Therefore, in order to find the most suitable products, you will need to go through the various product specifications comparing and contrasting the product features, capabilities, price and also their availability.
1.4.1 [bookmark: _Toc20749428][bookmark: _Toc22290985]Contact vendors and suppliers
When you intend to purchase some hardware to meet your networking needs you will need to make contact with a vendor or supplier. Vendors are the organisations that produce the goods or services you wish to acquire. Alternatively, you may be dealing with a third party that sells the goods although they did not manufacture them. These third parties are known as suppliers. With hardware for networking it is more likely that you will be communicating with suppliers than with manufacturers. 
You may obtain details for your potential purchase in a number of ways. These include:
· Attending the premises (e.g. shop) of the supplier
· Calling with an enquiry
· Viewing details on a website
· Submit a purchase/sales order
You can consider the option of liaising with a salesperson to get the information. It is also beneficial to talk to a range of suppliers to gain knowledge that is less biased. Typically suppliers would have one or more preferred products that meet the requirement. You need to ask questions to obtain specifications of the products, considering a range of options that are generally preferable. It is also important to take into consideration the country of origin, manufacturer, features, limitations, availability and price of a range of products in order to make informed decisions. 
During your communication with the vendor/supplier you will need to determine the following:
· Product specifications
· Availability of products and their quantities
· Suitability of the shipping method
· Likelihood of the delivery date
· Current pricing
	[image: ] 	Practice activity
Activity 1.6: Contacting vendors and service suppliers to obtain specifications
Complete Activity 1.6 in Topic 1 – Student Worksheet handout.
[bookmark: _Toc20749431]

1.5 [bookmark: _Toc22290986]Developing plans in preparation for installations
At this stage, you need to explore options of how you can perform network/server related installations and plan for deployment by taking into consideration the following:
· review options/methods of installation
· analyse data migration requirements
· backup local data in preparation for installation
· develop a plan with prioritise tasks and contingency arrangements
1.5.1 [bookmark: _Toc20749432][bookmark: _Toc22290987]Review installation options/methods
The network installations may involve:
· component upgrades to existing equipment (For example, memory and storage upgrade of an existing server machine)
· upgrades to existing software (For example, upgrading an operating system or application software to the latest version)
· fresh installations of new equipment
· fresh installations of new software.
Depending on what installation options are chosen, further planning and preparation tasks would need to be carried out.
For example, there are different server operating system installation methods available. However, some methods of installation require in-depth technical knowledge and expertise. Do the activity below in order to further explore server operating system installation methods
	[image: ] 	Practice activity
Activity 1.7: Exploring server operating system installation methods
Complete Activity 1.7 in Topic 1 – Student Worksheet handout.
1.5.2 [bookmark: _Toc20749435][bookmark: _Toc22290988]Analyse data migration requirements
Data migration is required when a new system is introduced and the old data needs to be migrated to the new system. This is a task that needs to be planned properly so that all business-critical data and systems will work without any issues in the new networked system.
When a new server is deployed, there will be a requirement to migrate the existing data to the new machine. Data should always be backed up first to avoid disaster in the event of data corruption during the transition.
Installation of a new server is a suitable time to consider exactly what data should be migrated, the size of both the current and future data as well as what data. If any data could be archived and removed from the network, those options should be taken into consideration as well.
1.5.3 [bookmark: _Toc22290989]Backup local data in preparation for installations
As part preparing for installations, the required system data and system settings need to be backed up prior to data migrations and new server/network installations. 
This is done to ensure that in case of an installation failure or data corruption during the migration or installation process, it will not affect the critical data and functionality of the business.
Testing the integrity of the backup should also occur prior to migration. There is no point in relying on a backup that had been damaged or corrupted during the backup process.
Offsite and multiple backups are always encouraged to avoid the potential of a disaster.
1.5.4 [bookmark: _Toc22290990]Develop plans with prioritised tasks and contingency arrangements
Once the installation options and data migration requirements have been analysed, a plan should be developed that contains prioritised tasks and contingency arrangements.
This installation plan needs to outline all the tasks that need to be carried out in the network and server installation process. These tasks should:
· be sequenced  - so that the tasks can be done in the proper order
· be prioritised  - so that the importance of completing the task successfully can be taken into consideration
· cause only minimal disruption to clients – installation tasks need to be planned in such a way that it does not disrupt or inconvenience clients when performing critical business functions and day to day operations.
Following are some general tasks around which you need to plan the installation:
· Preparation
· Design documentation should be prepared including network diagrams and cable layouts. However, at this point, there are resources in the plan that is yet to be purchased.
· Decide on what hardware equipment and software applications to purchase in order to set up the network. For contingency purposes, you will need to decide on alternative suppliers from whom hardware and software can be purchased.
· Order hardware and software. As a contingency, plan to keep all warranty details safe, in case purchases needs to be returned or replaced due to manufacturer errors.
· Plan to secure access to the site. 
· Install hardware
· Once the preparation is complete, the job on the appointed day can begin.
· Hardware such as switches, routers, workstations, printers and servers can be physically put in place. Power points and network ports are also required here. Cabling can then be connected. 
· Install software
· Operating systems need to be installed first on servers and workstations. For workstations, this can be done using a prepared image.
· Once the operating systems are installed, application software needs to be installed. This can be done by automatically to all workstations by deploying software using a deployment server.
· Configure network
· Setting the network features such as security and user access is part of the network and server configuration.
· Setting up network software and applications on workstations is also completed here.
· This is the stage that makes each network implementation unique as they generally require settings that are unique to some devices or applications.
· Connect the workstations/nodes
· This is the stage that involves the placement and connection of network cabling. This may be cat5 or cat6 cables. It is also common to use fibre optics for larger network installations. 
· The connection of a workstation generally involves a short patch cable connected to a network port. Ports allow access to cables within walls, where cabling is neatly out of the way.
· In the case of a wireless connection, workstations would need to have a wireless adapter available. The connection is likely to be the subject of the testing stage.
· Network testing
· Network testing needs to refer directly to the requirements of the network. For each requirement, there should be a network test to determine whether it has been met.
· Some requirements such as security settings may require that a test should fail. For example, when testing for unauthorised access to restricted data, the result should be that the function is disallowed by the system.
· Complete work and clean up
· Often in the installation of a computer network, there can be elements that do not form part of the communications network. There may be new structures put in place to support components such as a shelf for a router.
· The cleaning up of used equipment and infrastructure is also done at this stage. For example, there will be holes in plaster walls where network ports are added. This excess plaster will need to be removed.

[bookmark: _Toc20749436]

1.6 [bookmark: _Toc22290991]Liaising to obtain approval for plans
It is also important to obtain approval for the installation plans, security clearance and also for the timing of the installation from the management.
Approval for a network to proceed is provided in the form of an accepted network proposal. This document should include the following information contact details of the parties involved.
Table 4 - Elements of a network proposal
	Elements of the network proposal
	Description and purpose

	Background statement of the client’s business operation and problem (the reason why a new network solution is required).
	This statement helps the developer of the network to identify the requirements from a business perspective and also to identify the roles and services are required. This section will also reveal the business hierarchy.

	A re-statement of the network requirements
	The network requirements may have been collected from a variety of sources. In particular, this section collates all the information gained. 

	One or more options of a solution to the network requirements
	The options for a solution need to be clearly stated although technical details are not required. The importance here is what the solution is, not how the solution will be achieved. 
For example proposing to implement a wireless network, a cabled network or possibly a combination of two.

	A statement as to which option is the preferred solution
	The client may have several ideas in mind as to what is the ideal solution. Ultimately, only one solution must be chosen by the client.

	A sign-off area
	This allows the client to accept the proposal. The developer will then proceed to a design of the solution.



[bookmark: _Toc20749437]

1.7 [bookmark: _Toc22290992]Advising client of deployment and potential downtime
The client needs to be properly notified about the deployment of the new network and potential downtime well in advance so that if they have any issues with the proposed timing, it can be postponed to another suitable time and date. 
It is important that the notification of downtime is clear and is communicated to all who are affected by it. The notification of potential downtime is mostly done via email notifications. 
The notice should include information such as;
· an overview of the deployment
· what customers or users are affected?
· what services are affected?
· What services are not affected?
· what users can/cannot do during this time?
· what will happen if they attempt something that doesn’t work?

	[image: ] 	Practice activity
Activity 1.8: Practical activity 1
Perform the tasks given in Practical activity 1 – Installing Server Operating Systems
This practical activity will help you experience the basic installation of both Windows and Linux based server operating systems.


[bookmark: _Toc877355]	[image: ]	Self-check
[bookmark: _Toc11228369][bookmark: _Toc22290993]How did you go?
You have completed the topic on Prepare for IP network and server installations. Check the boxes for the tasks you feel confident you can complete. 
☐	I understand the basic concepts of IP networks, servers, data communication technologies and protocols
☐	I can prepare for work according to relevant legislation, site-specific requirements and WHS regulations, codes standards, processes and procedures.
☐	I can obtain server applications and features from an appropriate person
☐	I can select the most appropriate equipment to meet technical requirements
☐	I can develop plans in preparation for installations
☐	I can liaise with appropriate people to obtain approval for installation plans
☐	I can advise a client of deployment and potential downtime
	[image: ]	Assessment
[bookmark: _Toc11228370]Assessment activity: Project – Part 1.1, 1.2, 1.3, 1.5, Part 5 (6, 7, 8), Part 6 (3, 4)
After completing this section of the resource, you should be ready to further investigate and complete journal entries on:
· specific safety requirements that need to be followed when working in a site where a server and other network components will be installed. Cl_IPNetSVR_AE_Pro_1of2, Part 1 (1)
· find out about current industry-accepted server applications, features and desktop applications. Cl_IPNetSVR_AE_Pro_1of2, Part 1 (2)
· the process involved when arranging access to a site where the network and server installation would take place. Cl_IPNetSVR_AE_Pro_1of2, Part 1 (3), Part 5 (7)
· the process involved when obtaining approval and sign-off for a network and server installation task. Cl_IPNetSVR_AE_Pro_1of2, Part 1 (5)
· understand and apply the process of developing a plan with prioritised tasks and contingency arrangements for server installation. Cl_IPNetSVR_AE_Pro_1of2, Part 5 (6)
· demonstrate your ability to contact a vendor or service supplier to obtain hardware or software product specifications. Cl_IPNetSVR_AE_Pro_1of2, Part 5 (8)
· describe data transmission technologies. Cl_IPNetSVR_AE_Pro_1of2, Part 6 (3, 4)

Before you begin you should review: 
ICTNWK401 Unit Assessment Guide
ICTTEN416 Unit Assessment Guide
Cl_IPNetSVR_AE_Pro_1of2
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[bookmark: _Toc22290994]Topic 2: Prepare for IP network and server installations
 


[bookmark: _Toc22290995]Overview
This topic will provide you with a basic understanding of the tasks performed when installing an Internet Protocol (IP) network and server.
The practical activity in this topic will provide you with the necessary skills to actually follow through the tasks learned in this topic and perform IP network and server installations.
In this topic you will learn about:
how to create a disk partitioning scheme
how to reate file systems and virtual memory
how to install a network operating system
how to install and configure server applications and network services
how to reconnect and reconfigure, connectivity devices
how to patch the operating system and applications to ensure maximum security and reliability
how to restore local data to a new server
how to install and configure server hardware and software according to organisational and industry standards, following plans.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.
The following sub-topics will be discussed:
2.1 Understanding server operating systems
2.2 Installing and configuring server hardware
2.3 Understanding file systems
2.4 Understanding server installation options and methods
2.5 Network connectivity in servers
2.6 Understanding server applications and network services
2.7 Ensuring the security and reliability of networked systems
2.8 Restoring local data to a new server
2.1 [bookmark: _Toc22290996]Understanding server operating systems
2.1.1 [bookmark: _Toc16183526][bookmark: _Toc20749445][bookmark: _Toc22290997]Server operating system editions and release cycles
First, it is important to note that there are different vendors and versions of server operating systems available, which have different hardware requirements. In this topic, we will be discussing server operating system versions developed by Microsoft and Red Hat Inc.
You also need to be aware of the level of ongoing support provided by the vendors and how they plan to release the latest versions of their server operating systems. 
Perform the activities below to better understand server operating system editions and their release cycles.
	[image: ] 	Practice activity
Activity 2.1: Exploring Windows Server editions and release cycles
Complete Activity 2.1 in Topic 2 – Student Worksheet handout.
Activity 2.2: Exploring Red Hat Enterprise Linux Server editions and release cycles
Complete Activity 2.2 in Topic 2 – Student Worksheet handout.
[bookmark: _Toc20749449]

2.1.2 [bookmark: _Toc22290998]Server hardware requirements
When you want to install a particular Operating System and version, you need to find out what are the minimum hardware requirements for it.
To do this, you would have to go to the vendor’s website and go through the documentation provided.
	[image: ] 	Practice activity
Activity 2.3: Exploring Windows Server hardware requirements
Complete Activity 2.3 in Topic 2 – Student Worksheet handout.
Activity 2.4: Exploring Red Hat Enterprise Linux Server hardware requirements
Complete Activity 2.4 in Topic 2 – Student Worksheet handout.
2.1.3 [bookmark: _Toc22290999]Server operating system help utilities
Help utilities in Linux
There are a variety of in-built help utilities in both graphical user interface (GUI) and command-line interface (CLI) of Linux systems. 
	[image: ]	Watch
Video: Exploring help utilities in Linux
Watch the following video from LinkedIn Learning, to understand how to WSUS to keep Windows servers and clients in a network up to date with the latest updates from Microsoft. Go through the following topics to understand this concept.
Get help on the CLI (05:16): https://www.linkedin.com/learning/search?keywords=Windows%20help%20utilities%20server&u=57684225
Get help on the GUI (03:53): https://www.linkedin.com/learning/linux-system-information-and-directory-structure-tools/get-help-on-the-gui?u=57684225
Find help online (03:55): https://www.linkedin.com/learning/linux-system-information-and-directory-structure-tools/find-help-online?u=57684225
Help utilities in Windows
There are help sections available for many in-built tools in Windows server operating systems. Most of these help sections would refer to Microsoft’s Windows support website.
[image: ]
[bookmark: _Toc20929623]Figure 2 - Microsoft Windows server documentation: URL: https://docs.microsoft.com/en-au/windows-server/




2.2 [bookmark: _Toc22291000]Installing and configuring server hardware
2.2.1 [bookmark: _Toc16183533][bookmark: _Toc20749454][bookmark: _Toc22291001]Disk technology
Disk technology can be categories by how it is connected to the computer or how it is presented to the operating system.
When reviewing disk technology for use with operating systems, the following can be considered.
· Internal disks
· External disks
· Virtual hard disks (VHDs)
· Multiple disks as one logical disk - Here, a logical disk can appear to the operating system as if it is one disk drive. Operating systems can combine multiple disks as one logical disk using software built into the operating system.
Understanding RAID technology
RAID (Redundant Array of Independent Disks) technology comes in a range of different levels and is commonly deployed to server disk volumes. The purpose of RAID is to join a number of disks together in an array.
RAID 1 and 5 are the most commonly used RAID levels. 
Perform the research activity below to better understand RAID levels and the advantages and disadvantages of each level.
	[image: ]	Watch
[bookmark: _Toc22291002]Video: Fault tolerance and capacity planning
Watch the following videos from LinkedIn Learning, to understand more about RAID technology and how it affects fault tolerance and capacity planning.
Fault tolerance and capacity planning (11:12): https://www.linkedin.com/learning/networking-foundations-servers/fault-tolerance-and-capacity-planning?u=57684225

	[image: ] 	Practice activity
Activity 2.5: Understanding RAID levels
Complete Activity 2.5 in Topic 2 – Student Worksheet handout.
2.2.2 [bookmark: _Toc20749457][bookmark: _Toc22291003]Managing disks in Windows Servers
Empty space on the drive can be organized using three different methods in servers:
· Basic disk storage
· Dynamic disk storage
· Storage spaces
Windows operating systems support the Storage Spaces feature which can combine multiple disks as one logical disk using technology similar to that of RAID, implemented in software.
	[image: ] 	Practice activity
Activity 2.6: Understanding Storage Spaces
Complete Activity 2.6 in Topic 2 – Student Worksheet handout.


2.2.3 [bookmark: _Toc16183537][bookmark: _Toc20749460][bookmark: _Toc22291004]Reconnecting and reconfiguring storage devices
When reconnecting new storage devices, they must be prepared to work with the computer before data can be stored on them. This can be ensured by performing three tasks:
1. Scan for new hardware changes
a. The hardware used to connect the hard disk to the computer may consist of many individual components
b. Device Manager utility detects device driver issues
c. Triggers a manual scan for hardware changes if the Plug and Play system did not detect the change
2. Scan for Disks 
a. OS may not see the new disks immediately
b. Windows operating systems can be forced to manually recheck all of the connected hardware
3. Initialising new disks
a. The disk cannot be used until it is initialized as an MBR or GPT disk
b. This process is called disk initialization and is triggered by Windows operating systems when it sees a blank new hard disk for the first time
c. In Windows, the Disk Management console can trigger this process manually
2.2.4 [bookmark: _Toc16183538][bookmark: _Toc20749461][bookmark: _Toc22291005]Virtual disk management in Windows
· Virtual Hard Disks (VHDs) in Windows operating systems are created as a single file on an attached physical disk drive
· The Disk Management snap-in or the DiskPart command-line utility can be used to manage these VHD files.
Creating VHDs
· To create a VHD, in Windows you must specify the following information:
1. Location
2. Virtual Hard Disk Size
3. Virtual Hard Disk Format
4. Virtual Hard Disk Type
Attaching VHDs
· VHD must be attached or mounted, to be available to the operating system and the user
· Use the Disk Management snap-in or the DiskPart command-line utility
· The only time a VHD automatically mounts as the computer starts-  Special case where Windows operating system can be configured to boot from a VHD file
Detaching VHDs
· VHD must be detached, or dismounted, to make it unavailable to the operating system and the user
· Use the Disk Management snap-in or the DiskPart command-line utility
2.2.5 [bookmark: _Toc16183539][bookmark: _Toc20749462][bookmark: _Toc22291006]Creating disk partitions
It may be required to create more than one disk partition on the server for the purpose of separating operating system files and user data. This will prevent loss of data if the server partition fails.
Partitioning can also make it much easier to backup critical data or restore the operating system without the risk of deleting data. 
Performance of the server can also be increased if the operating system, user data and even virtual memory are allocated to different partitions.
	[image: ] 	Practice activity
Activity 2.7: Understanding disk management in Windows Servers
Complete Activity 2.7 in Topic 2 – Student Worksheet handout.
	[image: ]	Resources
[bookmark: _Toc22291007]Additional resources
Refer to the following articles from Red Hat’s official RHEL 8 related documentation for further information on Linux partitions.
· Introduction to partitions in Linux 
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/installation_guide/sect-disk-partitioning-setup-x86#sect-custom-partitioning-x86
· Getting Started with Partitions in Linux
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_storage_devices/assembly_getting-started-with-partitions_managing-storage-devices#ref_comparison-of-partition-table-types_assembly_creating-a-partition-table-on-a-disk
2.2.6 [bookmark: _Toc16183542][bookmark: _Toc20749466][bookmark: _Toc22291008]Decide on a suitable disk partition size
At the time of installation, you need to assign a suitable size for the partition when the drive chosen for the installation is selected. Keep in mind the following when figuring out the size of the system partition:
· size of the operating system
· any updates and service packs to be installed
· applications to be installed 
· services to be added
It is better to have a partition that is a little larger than one that will be too small and will need to be changed later. Changing the size of the primary partition can be a complicated exercise and may require a complete reinstall. Therefore you need to plan well before you start the installation.
Data partitions are not as difficult to upgrade. However, if there are large amounts of data on these partitions, moving the data onto a new drive can be a time-consuming task. Imaging software can significantly reduce the time to transfer data onto a new drive or partition.
2.2.7 [bookmark: _Toc16183543][bookmark: _Toc20749467][bookmark: _Toc22291009]Consider virtual memory requirements
Virtual memory is a memory management technique used by the operating system. 
If the computer does not have enough Random Access Memory (RAM) needed to run a program or perform an operation, the Operating System uses virtual memory to compensate. 
Here, the operating system looks at RAM for programs or processes that have not been used recently and copies them onto the hard disk. This frees up space in the RAM to load the new application. Therefore, processes which are open but are not currently being run are stored on the hard drive in the virtual memory addresses.
When RAM runs low, virtual memory in operating systems moves data from RAM to the hard drive using a file called a paging file. When a program/process in virtual memory needs to be accessed, the paging file moves it back into RAM.
However, when processes are accessed from the virtual memory on disk, it is much slower than when accessing it directly from RAM. 
Virtual memory allocation in Linux operating systems
In Linux operating systems virtual memory is normally configured on a dedicated partition called swap. The swap partition stores memory instead of files and is used to extend the amount of effective RAM on a system as virtual memory for currently running programs. 
General recommendations to assign swap space, according to Red Hat are as follows:
[image: ]
[bookmark: _Toc20929624]Figure 3 - Recommendations on virtual memory as mentioned in Red Hat official documentation. https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/ch-swapspace#tb-recommended-system-swap-space
	[image: ] 	Practice activity
Activity 2.8: Understanding virtual memory in Windows
Complete Activity 2.8 in Topic 2 – Student Worksheet handout.

2.3 [bookmark: _Toc22291010]Understanding file systems
Once disk partition size has been decided and partition style have been configured, they need to be formatted with a suitable file system type. 
2.3.1 [bookmark: _Toc16183546][bookmark: _Toc20749471][bookmark: _Toc22291011]Understanding file system types
These file system types differ according to the operating system vendor. The following activities will help you understand more details about the different file system types available in Windows as well as Linux operating systems.
	[image: ] 	Practice activity
Activity 2.9: Understanding Windows file system types
Complete Activity 2.9 in Topic 2 – Student Worksheet handout.
Activity 2.10: Understanding Linux file system types
Complete Activity 2.10 in Topic 2 – Student Worksheet handout.
2.3.2 [bookmark: _Toc22291012]Understanding the File System Hierarchical Structure (FHS)
A hierarchical file system defines how drives, folders and files are displayed in an operating system. 
The contents of a hierarchical file system are grouped according to a standardised method. However, this method and grouping of contents are completely different in both Windows and Linux operating systems, which we will be exploring next.
FHS in Windows
In a graphical environment, the user can expand the drive or folder by double-clicking the icon. In a non-graphical environment, such as the command-line, the drive and directories are listed as text. The file/folder names are separated by the ‘\’ character. 
An example file path in Windows would look like the following:
C:\Windows\System32\Spool
The main directory structure is common in any Windows operating system. Do the following activity to explore the Windows file system structure.
	[image: ] 	Practice activity
Activity 2.11: Exploring Windows FHS
Complete Activity 2.11 in Topic 2 – Student Worksheet handout.
FHS in Linux
Linux systems store their important files according to a different standard layout than in Windows.
You can look up the original source documents on the Linux Foundation website from the link http://refspecs.linuxfoundation.org/fhs.shtml
This standard ensures that users can move between distributions without having to re-learn how the system is organized
Linux uses ‘/’ character to separate paths (unlike Windows, which uses ‘\’).
The main directory structure is common in any Linux distribution. Do the following activity to explore the Linux file system structure.
	[image: ] 	Practice activity
Activity 2.12: Exploring Linux FHS 
Complete Activity 2.12 in Topic 2 – Student Worksheet handout.


2.4 [bookmark: _Toc16183552][bookmark: _Toc20749480][bookmark: _Toc22291013]Understanding server installation options and methods
[bookmark: _Toc16183553][bookmark: _Toc20749481][bookmark: _Toc22291014]2.4.1 Exploring server installation options
Server installations can be done in different ways using different options made available by operating system vendors.
	[image: ] 	Practice activity
Activity 2.13: Windows installation options
Complete Activity 2.13 in Topic 2 – Student Worksheet handout.
[bookmark: _Toc16183555][bookmark: _Toc20749484][bookmark: _Toc22291015]2.4.2 Exploring server installation boot methods
For both Windows and Linux operating systems there are boot methods that can be used to initialise the operating system installation.
Refer to the following article from Microsoft’s official website. It outlines methods to boot and install Windows operating systems.
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/boot-and-install-windows 
Also, refer to the following article from Red Hat which further outlines installation boot methods.
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/performing_a_standard_rhel_installation/preparing-for-your-installation_installing-RHEL


[bookmark: _Toc22291016]2.4.3 Exploring server installation process
The step-by-step process of Windows Server 2016 installation is outlined in Microsoft’s TechNet article below:
https://social.technet.microsoft.com/wiki/contents/articles/37890.windows-server-2016-installation.aspx
To understand Red Hat Enterprise Linux 8 installation workflow refer to the product documentation from Red Hat’s official website via the link provided.
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/performing_a_standard_rhel_installation/installation-workflow_installing-rhel

[bookmark: _Toc16183557][bookmark: _Toc20749486]

2.5 [bookmark: _Toc22291017]Network connectivity in servers
Network connectivity will need to be configured with any server. Some servers may require more than one network connection. Servers used for routing will require at least two network connections and even more. A wired connection using Ethernet is the most common form of network connection for a server.
Once the hardware connection is established, network protocols need to be configured. 
A servers IP address is almost always configured statically. It is very important to establish the IP address information the server will use before you commence installing services and applications since many of these will use the server’s IP address as a reference. If the IP address is changed either deliberately or automatically, this could render some servicers inoperable. 
[bookmark: _Toc16183558][bookmark: _Toc20749487]

2.6 [bookmark: _Toc22291018]Ensuring the security and reliability of networked systems
2.6.1 [bookmark: _Toc22291019]Securing servers
Firewalls
Server operating systems have an in-built firewall which creates an extra layer of security for the server when it is on a network. The user of a server firewall enhances the security of network services for users, as well as minimising risks to the network.
	[image: ]	Watch
Video: Understanding server security
Watch the following videos from LinkedIn Learning, to understand more about different aspects of ensuring security in servers.
· Physical security (07:39): https://www.linkedin.com/learning/networking-foundations-servers/physical-security?u=57684225
· Server hardening (05:42): https://www.linkedin.com/learning/networking-foundations-servers/server-hardening?u=57684225
· Access control (06:17): https://www.linkedin.com/learning/networking-foundations-servers/access-control?u=57684225
· Environmental control and storage disposal (10:33): https://www.linkedin.com/learning/networking-foundations-servers/environmental-control-and-storage-disposal?u=57684225


2.6.2 [bookmark: _Toc16183560][bookmark: _Toc20749489][bookmark: _Toc22291020]Apply server operating system updates
Before installing additional software and configuring network services, the server operating system should have all system updates installed. Even with the latest version of any operating system, there are usually a number of updates released before you get a hold on the installation media. With an internet connection established, updates should be first manually installed and then may be configured to download and install automatically.
Configuring major updates to install automatically may not be a good idea. Some major updates may first require testing. It is wise to have minor updates installed automatically as these are usually related to security fixes and your system may become vulnerable without them. 
Once applications are installed and configured, they too should be updated before use.
· [bookmark: _Toc16183561][bookmark: _Toc20749490]

2.7 [bookmark: _Toc22291021]Understanding server applications and network services
When determining the most suitable operating system for your server the following need to be taken into consideration.
· Range of services to be installed
· Ease of configuring and installing those services
· Reliability of the services
· Security of the services
Depending on the size and budget of the network, it is not uncommon to have multiple servers on the network with each having a specific role and even a different operating system.
Some server applications and network services that are available in both Windows and Linux server operating systems are outlined below.
2.7.1 [bookmark: _Toc16183562][bookmark: _Toc20749491][bookmark: _Toc22291022]Dynamic Host Configuration Protocol (DHCP)
There are several advantages in using a server to play the role of DHCP service. The DHCP server will deliver IP configuration data automatically to nodes (computers, printers and so on) as they connect to the network. DHCP will ensure there are no IP address duplications.
DHCP also makes it easy to do IP address configuration changes centrally in the server and push those changes to the connected nodes rather than manually having to perform those changes in each individual node.
2.7.2 [bookmark: _Toc16183563][bookmark: _Toc20749492][bookmark: _Toc22291023]Directory Services 
Directory services are used to store, organise and provide access to network resources. 
Active Directory is a Microsoft product that provides directory services. A Windows Server installed with the Active Directory Domain Services role is known as a Domain Controller. 
Lightweight Directory Access Protocol (LDAP) is another standard method to access directory services across applications and platforms. 
Note: More information about directory services will be explored in the next topic.
2.7.3 [bookmark: _Toc16183564][bookmark: _Toc20749493][bookmark: _Toc22291024]Domain Name System (DNS)
DNS is the translation of names to IP addresses and vice versa. A server set up for this purpose plays the role of converting domain names such as www.google.com.au to its IP address. DNS needs to be working properly in order for directory services to work in a domain environment. 
2.7.4 [bookmark: _Toc16183565][bookmark: _Toc20749494][bookmark: _Toc22291025]File Transfer Protocol (FTP)
FTP is a service used to transfer files over an IP network. In this context, files may be transferred for a variety of uses. Files uploaded to an FTP site are usually done so to allow other users to download them. 
2.7.5 [bookmark: _Toc16183566][bookmark: _Toc20749495][bookmark: _Toc22291026]Web services (IIS or Apache)
Web services include protocols such as Hyper-Text Transfer Protocol (HTTP) and Hyper-Text Transfer Protocol Secure (HTTPS).
The services that are installed to provide web services differ in Windows and Linux server operating systems. 
In Windows, the web service is known as Internet Information Services (IIS). 
In Red Hat Enterprise Linux, the web service is known as Apache.
2.7.6 [bookmark: _Toc16183567][bookmark: _Toc20749496][bookmark: _Toc22291027]Email services
There are mainly the following protocols involved when configuring email services.
· Post Office Protocol version 3 (POP3) is used to download incoming messages from e-mail servers to local desktops (uses TCP port 110). The secure version of this protocol uses port 995.
· Internet Message Access Protocol v.4 (IMAP4) used to manage email messages locally yet stores them on a server (uses TCP port 143). The secure version of this protocol uses port 993.
· Simple Mail Transfer Protocol (SMTP) is the standard protocol for sending emails over the Internet (uses TCP port 25). The secure version of this protocol uses Port 465.
2.8 [bookmark: _Toc16183568][bookmark: _Toc20749497][bookmark: _Toc22291028]Restoring local data to a new server
After establishing the size of the drives and partitions, file system and file structure it is time to transfer files onto the new server. Depending on the amount of data, this can be a time-consuming task. Therefore you need to always allow plenty of time and consider methods where the data transfer rate is high.
External and removable drives may be convenient. However, the transfer rates may not be to your liking. The differences between a USB 2.0 and USB 3.0 drive can be up to 10 times which could translate to several hours for large volumes of data. 
Once all the data is transferred it would be the perfect time to test your backup. This too can be time-consuming so you may prefer to run this overnight.
Data integrity and security should also be tested after the transfer is complete. There is a chance some data may not have copied or become corrupted. If data has been copied from a different operating system or file system the properties or permissions of those files may have also been altered. 
	[image: ] 	Practice activity
Activity 2.14: Practical activity 2
Perform the tasks given in Practical activity 2 – Installing and configuring servers
This practical activity will help you experience the installation and initial configuration of both Windows and Linux based server operating systems.


	[image: ]	Self-check
[bookmark: _Toc22291029]How did you go?
You have completed the topic on Install IP network and server as required by specifications. Check the boxes for the tasks you feel confident you can complete. 
☐	I can create disk partitioning schemes
☐	I can create file systems and understand how virtual memory works
☐	I understand server installation options and methods
☐	I understand network connectivity in servers
☐	I understand server applications and network services
☐	I can ensure the security and reliability of networked systems
☐	I understand the concept behind restoring local data to a new server
	[image: ]	Assessment
Assessment activity: Project – Part 1 (2), Part 2, Part 3 (5a, 6), Part 4 (3), Part 5 (1, 2, 3)
After completing this section of the resource, you should be ready to;
· find out about current industry-accepted server applications, features and desktop applications. Cl_IPNetSVR_AE_Pro_1of2, Part 1.2
· perform research and investigate on server installation options. Cl_IPNetSVR_AE_Pro_1of2, Part 2
· describe high availability options for servers. Cl_IPNetSVR_AE_Pro_1of2, Part 3 (5a)
· provide answers for questions based on network directory services. Cl_IPNetSVR_AE_Pro_1of2, Part 3 (6)
· describe help and support utilities available in servers. Cl_IPNetSVR_AE_Pro_1of2, Part 4 (3)
· Provide recommendations on a suitable server operating system according to the scenario. Cl_IPNetSVR_AE_Pro_1of2, Part 5 (1, 2, 3)
Before you begin you should review: 
ICTNWK401 Unit Assessment Guide
ICTTEN416 Unit Assessment Guide
Cl_IPNetSVR_AE_Pro_1of2
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[bookmark: _Toc22291030]Topic 3: Configure and administer IP network and server
 


[bookmark: _Toc22291031]Overview
This topic will provide you with a basic understanding of the tasks performed when configuring and administering an Internet Protocol (IP) network and server.
The practical activity in this topic will provide you with the necessary skills to actually follow the tasks learned in this topic and actually perform IP network and server configurations and administration.
In this topic you will learn about:
how to configure network directory services
how to create and manage accounts for security and network access
how to configure the user environment using operating system policies and scripts
how to reate the directory structure and quotas
how to onfigure and manage print services
how to set security, access and sharing of system resources to meet client requirements
how to implement security policy to prevent unauthorised access to the system
how to implement backup and recovery methods
how to onfigure update services
how to install and configure computer, other hardware and software according to organisational and industry standards and plans
how to install and configure other software required for the network to operate security and integrity
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.
The following sub-topics will be discussed:
3.1 Understanding network directory services
3.2 Creating and managing accounts
3.3 Configuring user environment
3.4 Creating directory structure and quotas
3.5 Setting security access and sharing of resources
3.6 Configuring print services
3.7 Configuring backup and recovery
3.8 Configuring update services
3.1 [bookmark: _Toc16795047][bookmark: _Toc20749504][bookmark: _Toc22291032]Understanding network directory services
[bookmark: _Toc16795048][bookmark: _Toc20749505][bookmark: _Toc22291033]3.1.1 What is a directory service?
A directory is a hierarchical structure which stores information about the network in an organised manner.
A network directory service is a centralised network-based repository that stores and organises all resources within the directory and makes them available to applications and users within the network. 
Directory services are installed and configured on server machines. Server Operating Systems have built-in directory service software that can be installed, configured and customised to provide directory services for medium to large corporate networks. 
Directory services in general provide:
· the flexibility to configure, manage and secure network objects from a single location
· a unique hierarchical naming convention for all network resources. This gives each resource a unique identity in the network
· mapping of network names to network addresses. Domain Name System (DNS) service provides the ability to give easy-to-remember names to represent network resources
· location-independent access to shared network resources – this allows users to access network resources regardless of their physical location
· the ability to search for required network resources
· the ability to replicate data – this involves making copies of directory data on more than one server. This makes information systems more accessible and more resistant to failures.
	[image: ] 	Practice activity
Activity 3.1: Exploring Windows directory services
Complete Activity 3.1 in Topic 3 – Student Worksheet handout.

3.2 [bookmark: _Toc16795050][bookmark: _Toc20749508][bookmark: _Toc22291034]
Creating and managing accounts
Accounts created for each individual user provides a method of security and access to shared resources.
User groups are also created for this purpose providing a simplified method to share or restrict access to resources. Resources are best shared to a group so that as users come and go only their group membership needs to be changed and not access to all the resources. It is much easier to add 50 or 100 users to a group that is configured with permissions to access shared resources, rather than having to configure permissions for each individual user account.
The general process for configuring user access to shared network resources is outlined as follows:
1. Create the user accounts
2. Create the group accounts
3. Add users to their appropriate groups (group memberships)
4. Configure correct permissions on the shared resources to allow/restrict the user groups access. 
	[image: ] 	Practice activity
Activity 3.2: Exploring Active Directory accounts
Complete Activity 3.2 in Topic 3 – Student Worksheet handout.
Activity 3.3: Understanding the security context in authentication
Complete Activity 3.3 in Topic 3 – Student Worksheet handout.
[bookmark: _Toc16795053][bookmark: _Toc20749512][bookmark: _Toc22291035]3.2.1 Managing users and groups in Linux
For more information on creating and managing users and groups in Red Hat Enterprise Linux, refer to their official documentation below:
(Long URL: https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html/deployment_guide/ch-managing_users_and_groups )
3.3 [bookmark: _Toc16795054][bookmark: _Toc20749513][bookmark: _Toc22291036]Configuring user environment
Policies and scripts can be used to automate the user environment before, during and after the user logs on to the network. 
Roaming user profiles stored on the server can be set to allow a user’s workstation configuration to appear the same on different machines.
The location of the user’s home folder can also be configured from the server. This will not only allow access to a location for personal files but also provide a central location for files to be easily backed up. Shared drives can be assigned and mapped via logon scripts or group policy. By mapping drives, users can access shared resources that they have been given access to. 
Servers can be configured to present information to users before and after login. A message detailing the company’s security policy prior to logging in is an excellent way to remind staff that the use of company property is part of their employment contract. 
After the user logs in, another message can also appear. This can be in the form of a simple pop-up message reminding staff of an upcoming meeting or event. This can be a convenient way of distributing daily correspondence.
Servers can also be configured to install applications to client computers via the network. Installation can be determined by the computer name or the user account name. Applications may be installed automatically or by demand. This kind of user environment customisation can save time, money and manage the use of software and licenses. 
	[image: ]	Watch
[bookmark: _Toc22291037]Video: Using the Task Scheduler
Watch the following videos from LinkedIn Learning, to understand how to use the Task Scheduler to manage and perform maintenance tasks at specified times when users are not occupying the system. 
Task Scheduler (02:56): https://www.linkedin.com/learning/windows-10-troubleshooting-for-it-support/task-scheduler?u=57684225 


3.4 [bookmark: _Toc16795055][bookmark: _Toc20749514][bookmark: _Toc22291038]Creating directory structure and quotas
[bookmark: _Toc16795056][bookmark: _Toc20749515][bookmark: _Toc22291039]3.4.1 Directory structure
It is important to know the following about the data stored in your system in to properly plan and design the directory structure.
· what kind of data is stored?
· how will the data be accessed?
· who will be accessing the data?
· what data will be shared?
· How will the data be backed up?
It is always recommended that data and the operating system configuration files are stored on separate drives. This can improve the performance of the server and allow software upgrades to occur without affecting the data volumes. Company data should be stored on different drives to personal data. Home folders are usually limited so they will require to have their own drive.
The backup procedure may also affect how data is stored. If some data is more readily accessed, updated or backed up, it may require a separate drive or folder.
Some departments will require more storage space or faster storage than others. This might lead to separate drives or even different servers to store unique departmental data.
[bookmark: _Toc16795057][bookmark: _Toc20749516][bookmark: _Toc22291040]3.4.2 Disk quotas
Disk quotas can be used to limit the amount of space a particular user can use on a shared drive. Quotas are usually used to limit the size of a user’s home folder. If an organisation had 20 users and their home folders were to be stored on a 100 GB drive it would be unreasonable for one user to use up 75 GB for themselves. Therefore, by applying a quota limit to the drive, each user can be allocated their own 5 GB share.
[bookmark: _Toc16795058][bookmark: _Toc20749517][bookmark: _Toc22291041]3.4.3 Distributed File Services (DFS)
With DFS, administrators can create a hierarchical namespace of links that point to the organisation’s file shares. These shares can be hosted by a variety of storage devices. The namespace can be configured as something that makes sense for the company. 
For example, shares can be organised by their business unit, geographic location, department name and so on. A well-designed DFS namespace will make it easier for users to find shares in the organisation’s networked system.
For more information about Distributed File Systems refer to the following article from Microsoft’s official website.
https://docs.microsoft.com/en-us/windows/win32/dfs/distributed-file-system-dfs-functions
3.5 [bookmark: _Toc22291042]Setting security access and sharing of resources
The primary reason for having a network is to be able to share resources. Those resources can include the Internet, data files, printers, databases, scanners, and so on. However, not all resources should be made available to all users. Setting appropriate security and access to shared resources can:
· reduce waste and confusion
· monitor the use of resources
· prevent accidental loss of files
· provide privacy
· automate the installation of printers and software
· provide audit trails
[bookmark: _Toc16795060][bookmark: _Toc20749519][bookmark: _Toc22291043]3.5.1 Windows permissions
When sharing folders in a Windows environment it is important to consider both Share and NTFS permission to provide secure and functional access.
Windows also have a Deny option with both Share and NTFS permissions. Deny, however, should be used sparingly as it will always supersede any granted Allow permissions.
Share permissions
In Windows, there are three types of share permissions. They are:
· Full control
· Change
· Read 
The share permissions can be assigned to users or groups and are cumulative. For example, if a user only has Read permission but is also a member of the Sales Group that has Read and Change permissions, that individual will have both Read and Change permissions. 
New Technology File System (NTFS) permissions
NTFS is the preferred file system in a Windows environment and it provides an extensive list of permissions to allow or deny users and groups from accessing the shared resources.
NTFS permissions include:
· Full control
· Modify
· Read and execute
· List folder contents
· Read
· Write
· Special permissions
If the NTFS permissions are more restrictive than the share permissions the results will be the more restrictive of the two.
For example, a folder is shared among the staff group with the change permission. However, the NTFS permissions granted are only Read and Execute, List folder contents and Read. This configuration would not allow a staff group member to write files to the shared drive as the NTFS permissions are more restrictive than the share permissions.
[bookmark: _Toc16795061][bookmark: _Toc20749520][bookmark: _Toc22291044]3.5.2 Linux permissions
In Linux operating systems, files, directories and even devices are all seen as files with permissions applied to the following ownership restrictions:
· User owner
· Group owner
· Others (everyone else)
The permission types in Linux are:
· Read 
· Write
· Execute
The permissions are displayed as a continuous string. The first character tells us if the item is a file (-) or directory (d) the next three are the owner permissions (rwx), followed by the group and then other permissions in the same format.
Examples:
· A directory where all groups have full access
· drwxrwxrwx
· A folder where the owner has full access and everyone else (groups and other) only have read access 
· -rwxr--r—


3.6 [bookmark: _Toc16795062][bookmark: _Toc20749521][bookmark: _Toc22291045]Configuring print services
A server can be configured to share and manage the user of printer services. The server can manage spooling, access and installation of printer drivers to client machines to simplify accessibility, manage print queues and provide or limit their use. By installing print services networked printers can be managed from a single location.
[bookmark: _Toc16795063][bookmark: _Toc20749522][bookmark: _Toc22291046]Network printers
A network printer may be configured on the network as one of three types:
· A shared printer directly connected to a computer on the network
· A network printer connected via Ethernet cable
· A network printer connected wirelessly
	[image: ]	Watch
[bookmark: _Toc22291047]Video: Using the Task Scheduler
Watch the following videos from LinkedIn Learning, to understand how to install, configure, share and perform advanced configurations on printers in Windows servers. 
Understanding how Windows printing works (03:00): https://www.linkedin.com/learning/windows-server-2012-configure-basic-microsoft-services/understanding-how-windows-printing-works?u=57684225
Installing and sharing printers (04:45): https://www.linkedin.com/learning/windows-server-2012-configure-basic-microsoft-services/installing-and-sharing-printers?u=57684225
Connecting to a printer on a print server (02: 24): https://www.linkedin.com/learning/windows-server-2012-configure-basic-microsoft-services/connecting-to-a-printer-on-a-print-server?u=57684225
Some advanced printer configurations (02:49): https://www.linkedin.com/learning/windows-server-2012-configure-basic-microsoft-services/some-advanced-printer-configurations?u=57684225
3.7 [bookmark: _Toc16795064][bookmark: _Toc20749523][bookmark: _Toc22291048]Configuring backup and recovery
One of the primary benefits of installing a server onto a network is the ability to have all critical data stored in one central location. The data can then be more easily backed up and restored if necessary.
Backing up can be a time-consuming task and one that can be easily forgotten about. Automating the backup of data is advisable to ensure data is frequently backed up. All organisations should have a detailed Disaster Recovery Plan (DRP). This plan will detail how frequently data is to be backed up and what kind of media is to be used.
Backups should be frequently tested and restored to ensure the success of the backup restore process and to check if the integrity of the data is maintained. If backups are left untested for a long period of time when disaster strikes, your organisation could be left without a current backup. The time, cost and ramifications of such an event would be disastrous.
Offsite backups and removable media are always considered as part of a solid recovery plan. In the event of an on-site disaster such as fire, earthquake, bomb-blast and so on, you should need to be able to recover any data that was destroyed. Recommended solutions to avoid such situations are off-site backup storage, remote backups and cloud storage services.
	[image: ]	Watch
[bookmark: _Toc22291049]Video: Understanding backup techniques for disaster recovery
Watch the following videos from LinkedIn Learning, to understand how to plan for disaster recovery and different types of backup techniques that can be configured in servers.
Planning for disaster recovery (05:15): https://www.linkedin.com/learning/networking-foundations-servers/planning?u=57684225 
Backup Techniques (06:51): https://www.linkedin.com/learning/networking-foundations-servers/backup-techniques?u=57684225



3.8 [bookmark: _Toc16795065][bookmark: _Toc20749524][bookmark: _Toc22291050]Configuring update services
Software, service and security updates are essential to the ongoing health of a server. These may be in the form of updates, minor patches, updates of anti-virus definitions, service packs and even entire operating system upgrades. Most systems will have the ability to download and install updates automatically via an Internet connection.
Automating your updates will save a lot of time and ensure that the system is always up-to-date. However, it is wise not to automate the installation of major updates or large downloads. Sometimes there can be bugs in new software versions and they may not be fully compatible with other installed services. Before installing this kind of update it is a best practice to always perform a full system backup first. Some network administrators will install major updates on a secondary system for testing prior to upgrading their live system.
	[image: ]	Watch
[bookmark: _Toc22291051]Video: Exploring Windows Server Update Services (WSUS)
Watch the following video from LinkedIn Learning, to understand how to WSUS to keep Windows servers and clients in a network up to date with the latest updates from Microsoft. Go through the following topics to understand this concept.
1. Overview of WSUS(duration 02:38): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/overview-of-windows-server-update-services-wsus?u=57684225 
2. System and network requirements (duration 05:53): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/system-and-network-requirements?u=57684225
3. Installing WSUS (duration 05:53): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/installing-wsus?u=57684225 
4. Configure and update server (duration 04:51): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/configure-the-update-server?u=57684225
5. Configuring WSUS (duration 05:14): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/configuring-wsus?u=57684225
6. Managing WSUS clients (duration 10:44): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/managing-wsus-clients?u=57684225 

3.9 [bookmark: _Toc16795066][bookmark: _Toc20749525][bookmark: _Toc22291052]Importance of network and server documentation
Network and server documentation provides information on how to operate, maintain, support and protect the IT infrastructure.
Some of the types of documentation are as follows:
· Inventory documents –hardware and software 
· Configuration documents – these specify how certain hardware or software have been configured
· Network diagrams and building layouts
· Service and Maintenance logs
· Procedure documents
The above are some examples only.There can be other types of documentation maintained depending on the policies, procedures and complexity of the organisation’s network.
It is also important to store these documents in a secure location where network administrators could access it. However, it is not advisable to make network configuration documents available in shared drives for all employees to access since they will contain sensitive information about the Organisation’s IT infrastructure.
	[image: ]	Resources
[bookmark: _Toc22291053]Additional resources
Read the following articles for more information on documentation related to IT infrastructure.
· http://cyborginstitute.org/projects/administration/documentation/
· https://www.auvik.com/franklymsp/blog/network-documentation-best-practices/
· https://www.wingswept.com/importance-network-documentation/
· https://www.digitallyaccurate.com/blog/2012/03/19/importance-keeping-up-to-date-it-documentation-disaster-recovery-plan-policies/
	[image: ]	Watch
[bookmark: _Toc22291054]Video: Building a Real-World Network
Watch the following video from LinkedIn Learning, to understand how to build a real-world network. This video tutorial will help you familiarise with key aspects of network design, creating effective contingency plans and taking backups.
Building a real-world network (duration 59:31): https://www.linkedin.com/learning/comptia-network-plus-n10-007-cert-prep-8-building-a-real-world-network/network-design?u=57684225
	[image: ] 	Practice activity
Activity 3.4: Practical activity 3
Perform the tasks given in Practical activity 3 – Installing, configuring and administering servers
This practical activity will help you experience the installation, initial configuration and administration of both Windows and Linux based server operating systems.
	[image: ]	Self-check
[bookmark: _Toc22291055]How did you go?
You have completed the topic on Configure administer IP network and server. Check the boxes for the tasks you feel confident you can complete. 
☐	I understand network directory services
☐	I can create and manage user accounts
☐	I can configure the user environment
☐	I can create directory structures and quotas
☐	I can set up security access and share resources in a network
☐	I can configure print services
☐	I can configure backup and recovery
☐	I can configure update services
	[image: ]	Assessment
Assessment activity: Project – Part 3(5b, 8), Part 4 (1, 4, 8, 9), Part 6 (1, 2)
After completing this section of the resource, you should be ready to;
· describe high availability options for servers. Cl_IPNetSVR_AE_Pro_1of2, Part 3 (5a)
· describe the importance of user authentication in servers. Cl_IPNetSVR_AE_Pro_1of2, Part 3 (8)
· identify best practices for implementing backup and recovery procedures. Cl_IPNetSVR_AE_Pro_1of2, Part 4 (1)
· describe operations that can be performed using printers. Cl_IPNetSVR_AE_Pro_1of2, Part 4 (4)
· describe operations that can be performed related to user accounts and password management in Windows servers. Cl_IPNetSVR_AE_Pro_1of2, Part 4 (8, 9)
· design and describe a router-based network architecture based on the given scenario. Cl_IPNetSVR_AE_Pro_1of2, Part 6 (1, 2)

Before you begin you should review: 
ICTNWK401 Unit Assessment Guide
ICTTEN416 Unit Assessment Guide
Cl_IPNetSVR_AE_Pro_1of2
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[bookmark: _Toc11228372][bookmark: _Toc22291056]Topic 4: Monitor, test, reconfigure, complete documentation and clean up the worksite
 


[bookmark: _Toc11228373][bookmark: _Toc22291057]Overview
This topic will provide you with a basic understanding of the tasks performed when monitoring, testing, reconfiguring, completing documentation and cleaning up work sites where Internet Protocol (IP) networks and servers have been installed.
In this topic you will learn about:
testing installed software and hardware, utilising available technical tools
using troubleshooting tools and techniques to diagnose and correct server problems
testing the network to ensure it is functioning according to specifications
testing server for benchmarking against client specification and requirements according to the test plan, and record outcomes
tabulating test results and complete all user reports
analysing the error report and make changes as required
validating changes or additions against specifications and testing these changes
resolving problems identified in the modified network
documenting server configuration and operational changes
documenting installation, boot-up and configuration procedures 
completing hardware and asset recording documents 
completing client report and notification of server and network status
cleaning up and restoring worksite to client’s satisfaction
securing sign-off from the appropriate person.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.
The following sub-topics will be discussed:
4.1 Testing the server and network for correct functionality
4.2 Resolve problems with the network
4.3 Benchmarking server and network performance
4.4 Troubleshooting and analysing error reports
4.5 Test and validate changes
4.6 Document installation, boot-up and configuration procedures
4.7 Complete documentation and clean-up worksite

4.1 [bookmark: _Toc17411301][bookmark: _Toc20749532][bookmark: _Toc22291058]Testing the server and network for correct functionality
4.1.1 [bookmark: _Toc17411302][bookmark: _Toc20749533][bookmark: _Toc22291059]Testing server functionality
When testing servers the following two things need to be taken into consideration:
· The operation of the server as determined by the requirements
· The server performance against benchmarking software
It is important to ensure that all testing has been carried out and outcomes have been recorded prior to handing over the server. 
Client requirements
The server should be tested against the organisational requirements to ensure the server roles are fully operational.
Depending on the requirements, tests might include:
Users can log into the system
Shared folders are available and correct permissions assigned
Email is set up and configured
Printers are installed and operational
Correct IP configuration assigned to all devices
Internet connection available
Home folders exist
Backup can be executed and restored
System updates are configured
Transferred data is available
Testing should always be performed from a variety of machines on the network to help diagnose any potential network related issues.
	[image: ]	Watch
[bookmark: _Toc22291060]Video: Monitoring server performance
Watch the following videos from LinkedIn Learning, to understand how to use Microsoft’s Performance Monitor to get an idea of what’s going on in a server machine. This video tutorial will help you understand what to monitor, how to create custom data sets, schedule monitoring tasks and view performance reports.
The Performance Monitor interface (duration 05:34): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/configuring-event-log-settings?u=57684225
Counters and instances (duration 05:42): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/counters-and-instances?u=57684225
What to monitor: processor and memory (duration 06:56): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/what-to-monitor-processor-and-memory?u=57684225
What to monitor: physical and logical disks (duration 06:19): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/what-to-monitor-physical-and-logical-disks?u=57684225
Creating custom data collection sets (duration 07:23): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/creating-custom-data-collection-sets?u=57684225
Scheduling monitoring (duration 02:49): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/scheduling-monitoring?u=57684225
Viewing performance reports (duration 03:09): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/viewing-performance-reports?u=57684225


4.1.2 [bookmark: _Toc17411303][bookmark: _Toc20749534][bookmark: _Toc22291061]Test network functionality
All elements of the network should be tested in order to check if the networked system meets the client requirements. Some essential functionality that should be tested includes internet access, printer access, email access, intranet access, network share access and so on. 
Printer access and network share access have been further explained below.
Printer access
A network printer will need to be shared if the printer needs to be used by the staff in the network. There may also be permissions set on the networked printer to allow only certain users or groups to perform printing operations. 
Network printers should be tested for its correct functionality by performing print jobs from workstations and by logging in to the network as different user accounts that belong to different groups.
Network shares
Network shares need to be checked if they are accessible to appropriate users. There may be disk quota allocations, Distributed File System configurations, additional permissions and group policies that would be involved when configuring the network shares. All these settings should be configured properly in order for the network shares to function as required. 
	[image: ]	Watch
[bookmark: _Toc22291062]Video: Monitoring network usage
Watch the following videos from LinkedIn Learning, to understand how to use Microsoft Message Analyzer to monitor network usage. 
· Introducing Message Analyzer (4:44): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/introducing-message-analyzer?u=57684225
· Message Analyzer global options (4:32): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/message-analyzer-global-options?u=57684225 
· Managing sessions (5:15): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/managing-sessions?u=57684225 
· Applying filters (5:20): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/applying-filters?u=57684225 

4.2 [bookmark: _Toc17411304][bookmark: _Toc20749535][bookmark: _Toc22291063]Resolve problems with the network
Network problems can be broadly categorised into three different types.
· Hardware problems
· Software problems
· Network configuration problems
4.2.1 [bookmark: _Toc17411305][bookmark: _Toc20749536][bookmark: _Toc22291064]Hardware Problems
Some devices may have failed or is absent from the network. This may be a network share or a device enabling connectivity. This is typically the issue when several users cannot connect, due to failed router or switch.
Example problem:
A server computer hosting a network share is shutdown. 
Test results:
· The ping result of the device would fail and a timeout would result or the host would be unreachable. 
· An incorrect password would prevent the network share from being opened.
· A cannot connect message will appear.
[image: ]
[bookmark: _Toc20929625]Figure 4 - Windows Network Error
Resolution:
Resolution of a hardware error is often simple. However, it can be expensive at times. 
· A device which is turned off may simply need to be powered on
· A cable may be faulty resulting in the device not receiving power
· A device might be in an error state and require intervention
· A failed device may need to be replaced – hard disk drives, switches and so on.
4.2.2 [bookmark: _Toc17411306][bookmark: _Toc20749537][bookmark: _Toc22291065]Software problems
Software errors in an IP network are more complex. There may be many reasons for such errors. Indeed, software and network configurations may be closely related, further information on this relationship is outlined below.
Example problem:
Network shares not correctly configured. 
Test results:
· Trying to access the network share may result in an error message.
or
· Access to network share may prompt for Administrative credentials
This would become apparent from the results of testing shares and requires that shares be removed and re-created for the best results. 
Resolution:
There can be many reasons why a network share is not accessible. Some of the reasons may be:
· Network share name being accessed is not configured properly or is different from what is being accessed
· Network share permissions have not been configured properly
	[image: ]	Watch
Video: Exploring App compatibility problems
Watch the following videos from LinkedIn Learning, to understand about application compatibility.
App compatibility (07:16): https://www.linkedin.com/learning/windows-10-troubleshooting-for-it-support/app-compatibility?u=57684225
Troubleshoot app compatibility (02:40): https://www.linkedin.com/learning/windows-10-troubleshooting-for-it-support/troubleshoot-app-compatibility?u=57684225
Demo: Troubleshoot app compatibility (04:11):   https://www.linkedin.com/learning/windows-10-troubleshooting-for-it-support/demo-troubleshoot-app-compatibility?u=57684225  
Troubleshoot services (02:43): https://www.linkedin.com/learning/windows-10-troubleshooting-for-it-support/troubleshoot-services?u=57684225

Video: Using the Task Manager to manage processes
Watch the following videos from LinkedIn Learning, to understand how to use the Task Manager to manage processes in Windows servers. Although this video demonstrates using this tool in Windows Server 2012 R2, it is still applicable for the new version of Windows servers.
Using the Task Manager (11:53): https://www.linkedin.com/learning/windows-server-2012-active-directory-file-system-and-storage/using-the-task-manager-in-windows-server-2012?u=57684225
4.2.3 [bookmark: _Toc17411307][bookmark: _Toc20749538][bookmark: _Toc22291066]Network configuration problems
Resolving network problems require revisiting the setting up of the network as discussed in previous topics.
These are some examples of network issues:
· Faulty Ethernet cables
· These are cheap network equipment and so are readily replaced. These may be the result of a failed ping when other nodes on the network demonstrate a successful one. 
· Routers not configured correctly
· A network user may be blocked from connecting to the network. This can be deliberately done when a user is absent, to prevent access to the network via this node. Changing the access by allowing the MAC address to connect will resolve this problem.
· Incorrect login details provided
· This is a common problem, where users have forgotten the details required to connect. Typically an administrator would simply change the password
· Router passphrase incorrect
· Another human error. In a typical business network, it would be ideal to change the passphrase on a regular basis. This may cause issues for users that might overlook announcements about the change. 
[bookmark: _Toc17411308][bookmark: _Toc20749539]	[image: ]	Watch
[bookmark: _Toc22291067]Video: Using Event Logs to troubleshoot Windows Server 
Watch the following videos from LinkedIn Learning, to understand how to use Microsoft Event Viewer to get an idea of what’s going on in a server machine. 
· Overview of Event Viewer (duration 03:02): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/overview-of-event-viewer?u=57684225
· Configuring event log settings (duration 04:21): https://www.linkedin.com/learning/windows-server-2016-manage-monitor-and-maintain-servers/configuring-event-log-settings?u=57684225
[bookmark: _Toc22291068]Video: Understanding Windows recovery, start-up and boot problems
Watch the following videos from LinkedIn Learning, to understand Windows start-up and boot problems.
Windows Recovery Environment (04:55): https://www.linkedin.com/learning/comptia-a-plus-220-1002-cert-prep-5-troubleshooting-operating-systems/windows-recovery-environment?u=57684225
Advanced startup options (06:22): https://www.linkedin.com/learning/comptia-a-plus-220-1002-cert-prep-5-troubleshooting-operating-systems/advanced-startup-options?u=57684225
Troubleshooting boot problems (09:18): https://www.linkedin.com/learning/comptia-a-plus-220-1002-cert-prep-5-troubleshooting-operating-systems/troubleshooting-boot-problems?u=57684225



4.3 [bookmark: _Toc22291069]Benchmarking server and network performance
Maintaining a high server and network performance in order to meet the growing computer demands is a challenging task that administrators have to deal with. In order to do this, administrators need to continuously track performance and make the most of the hardware resources.
Benchmark testing helps administrators monitor server and network resources, manage utilisation, optimise performance and identify problems before they occur.  
Benchmark testing is the process of performing various load tests to determine the performance characteristics of the system. The goals in benchmarking are:
· To test the system and measure how a particular change affects its performance characteristics
· To test and tune the system to reach a performance requirement or service level agreement (SLA)
	[image: ] 	Practice activity
Activity 4.1: Understanding benchmarks
Complete Activity 4.1 in Topic 4 – Student Worksheet handout.
4.3.1 [bookmark: _Toc17411310][bookmark: _Toc20749542][bookmark: _Toc22291070]Benchmarking tools
There are a variety of benchmarking tools available for each server operating system. It may even be wise to use more than one tool during this phase. Once again the results of the tests must be documented so they can be compared to tests run in the future. This may indicate the server is no longer capable of performing at the required level.
Solid benchmarking tools should be easy to run, provide quality information in an easy to read format, and should test a range of devices including:
· CPU performance
· Network speed and traffic
· Memory
· Hard drive speed
	[image: ] 	Practice activity
Activity 4.2: Exploring server benchmarking tools
Complete Activity 4.2 in Topic 4 – Student Worksheet handout.


4.4 [bookmark: _Toc17411312][bookmark: _Toc20749545][bookmark: _Toc22291071]Troubleshooting and analysing error reports
There can be many variables that could cause network or server problems. This makes the task of finding the root cause difficult. 
4.4.1 [bookmark: _Toc17411313][bookmark: _Toc20749546][bookmark: _Toc22291072]Troubleshooting tools
There are many troubleshooting tools available to help identify where the problem is and what you need to do next. These tools can be built-in to server operating systems, installed as an additional software or simply be in the form of command-line utilities.
	[image: ] 	Practice activity
Activity 4.3: Exploring troubleshooting tools
Complete Activity 4.3 in Topic 4 – Student Worksheet handout.
4.4.2 [bookmark: _Toc17411315][bookmark: _Toc20749549][bookmark: _Toc22291073]Troubleshooting methods
Although troubleshooting and monitoring tools help detect network and server problems, they will not tell you what approach you should take to solve these issues. 
There are troubleshooting methodologies that you can use to narrow down the problem quickly and efficiently. As a network administrator, your skills and experience in the field will play a major part when logically trying to resolve issues during a service outage. 
	[image: ]	Watch
Video: Understanding how to troubleshoot servers
Watch the following videos from LinkedIn Learning, to understand the theory behind troubleshooting. 
· Troubleshooting Theory (06:48): https://www.linkedin.com/learning/networking-foundations-servers/troubleshooting-theory?u=57684225
· Troubleshooting issues and tools (06:04): https://www.linkedin.com/learning/networking-foundations-servers/troubleshooting-issues-and-tools?u=57684225
	[image: ] 	Practice activity
Activity 4.4: Troubleshooting process
Complete Activity 4.4 in Topic 4 – Student Worksheet handout.


4.4.3 [bookmark: _Toc17411317][bookmark: _Toc20749552][bookmark: _Toc22291074]Server error reports
Services running on servers will have the ability to generate error reports and log files. These logs must be analysed regularly to ensure optimise the performance of the server. It is the role of the system administrator to check these logs and respond to error reports in a timely manner.
Some applications and services may even have the capacity to email error reports periodically or when they detect a high-level problem.
The Windows operating system has several built-in tools to help monitor the hardware, software and performance of the server and network. Some of these tools in Windows servers include:
· Event Viewer 
· Task Manager 
· Performance Monitor
· Resource Monitor
Error reports and logs need to be analysed and appropriate action needs to be taken. The reports do not usually tell you how to fix errors but they will provide the system administrator with important details about the issue and how to help resolve or prevent the problem occurring. 
A logical approach and thorough understanding of how services are supposed to operate are critical in helping to resolve errors. With the use of online knowledge bases and the internet, error codes can now easily be researched and solutions can be promptly provided. 
	[image: ]	Watch
[bookmark: _Toc22291075]Video: Performance monitoring tools and event logs in Windows Servers
Watch the following video from LinkedIn Learning, to understand how to use the various built-in performance monitoring tools and the use of event logs in Windows servers. The video demonstrates Windows Server 2012 R2, however, keep in mind that these tools work the same way in latest Windows Server versions.
· Windows Server 2012 R2 monitoring tools (duration 11:59): https://www.linkedin.com/learning/windows-server-2012-r2-deploy-manage-and-maintain-servers/windows-server-2012-r2-monitoring-tools?u=57684225
· Performance Monitor (duration 11:52): https://www.linkedin.com/learning/windows-server-2012-r2-deploy-manage-and-maintain-servers/performance-monitor?u=57684225

· Event logs (duration 12:10): https://www.linkedin.com/learning/windows-server-2012-r2-deploy-manage-and-maintain-servers/event-logs?u=57684225


4.5 [bookmark: _Toc17411318][bookmark: _Toc20749553][bookmark: _Toc22291076]Test and validate changes
After responding to error reports, the system administrator must test and validate any changes made. If the issue had been brought to the attention of the system administrator by other users (e.g. Intranet site is unavailable) then the user may be able to confirm that the issue has been resolved. 
Testing that changes have been successfully addressed is critical. Some changes may require significant modifications or downtime. If downtime is an issue, then responding to the problem may be best done when server use is minimised. (i.e. late night or on the weekend)
The final task is to record and document any work completed in order to address the errors. Many organisations may also have a MIB (Management Information Base) in operation. The purpose of a MIB is to log information about problems that have occurred. This information can be analysed providing detail about the nature and frequency of issues. 
A simple spreadsheet or database can be equally as effective. Management is always going to demand detail behind the reasoning for additional expenditure. If you are able to provide a solid statistical evidence about the performance of the server, the expenditure can be more easily justified. 
4.5.1 [bookmark: _Toc17411319][bookmark: _Toc20749554][bookmark: _Toc22291077]Tabulate test results
Test results may be shown on a testing template document and may include important features such as:
Table 5 - Test result items and their descriptions
	Features
	Description

	Test ID
	A unique code identifying the test (will be different if the test is re-run)

	Priority testing
	Tests are often completed in priority order. Perhaps a re-design may be required. A test will be best done early in the process.

	Program/Module
	Identifies the area of the project or network

	Pre-conditions
	These are any settings that need to be in place, such as a file in a suitable folder. 

	Dependencies
	A test may depend on another test, in which case, it will need to be done after the dependant test.

	Post-conditions
	Any changes to the project or network caused by running the test. There are many possibilities here. 


There are many benefits of documenting in this way. 
· The test results show what is/isn’t working at the time the testing is done. This is important for client acceptance of the network. 
· There may be key features of the network in place when the testing is done so that replicating the tests will require the same environment. 
· The tests can point out errors that need to be addressed before the network can be handed over. As a result, the problems are not the sole domain of the tester but are available to all who read the documentation.
4.5.2 [bookmark: _Toc17411320][bookmark: _Toc20749555][bookmark: _Toc22291078]User report
A user report is a document that shows the necessary information to the end-user. This is important for both the initial use of the network by all users and subsequent new employees. Information contained in this document allows the user to log in, find network resources and understand how to connect to the network. This may not be a lengthy document. It may be the subject of a welcome email for a new employee. 


4.6 [bookmark: _Toc17411321][bookmark: _Toc20749556][bookmark: _Toc22291079]Document installation, boot-up and configuration procedures
Another type of technical documentation relates to the installation and configuration of the network. That is referring to how the network has been set-up. This documentation is important should the network need to be:
· Duplicated/ replaced
· Suffer damage
· Moved to a different location
4.6.1 [bookmark: _Toc17411322][bookmark: _Toc20749557][bookmark: _Toc22291080]Installation
The information supplied here would allow a reader to know where the entire network infrastructure is located. This includes all the assets, cables, wall sockets and accessories. A network diagram would be useful here as it would be a map of the existing premises, showing the location of assets.
When preparing installation documentation it is also beneficial to record any limitations that were identified previously, to avoid having future network engineers encounter the same issues, for example: 
· Meeting room 1 has been sound-proofed and as a result, has no access to a wireless network  
· No further room in conduit from the server room to electrical switchboard – significant cost anticipated if additional power is required in the server room 
The asset management documentation may provide a report that shows where each of the current items are located.
4.6.2 [bookmark: _Toc17411323][bookmark: _Toc20749558][bookmark: _Toc22291081]Boot-up
Boot-up is what occurs when the network is powered up, this will detail all relevant steps, the order they are completed and any information required in order to perform the step.  
Some steps in the process might include: 
· The router will need to assign IP addresses or keep a list of the IP pool from which these are obtained. 
· When a user logs in, Network resources, such as printers and network shares will need to be available.
4.6.3 [bookmark: _Toc17411324][bookmark: _Toc20749559][bookmark: _Toc22291082]Documenting server configurations
To document the server configuration is to include all details required to rebuild the server after a failure. This technical information is to be used by the Network Administrator. It can also be very useful for new administrators, in order to give them a complete overview of the server setup and configuration. 
Server and network documentation must include information such as the following;
· Specifications of the devices connected to the network (IP address, server names, desktop names, printer names)
· Type of network connection
· Services installed and settings in their configuration
· User accounts and groups
· Folder structure and details of network shares
· Standards and naming conventions
· Scripts and security policies
· the passphrase for wireless connection 
· the DHCP list from the router 



4.7 [bookmark: _Toc17411325][bookmark: _Toc20749560][bookmark: _Toc22291083]Complete documentation and clean-up worksite
Finalising of a project requires the developer to show that the network is complete and seek acceptance of the network. This is usually accompanied by a final payment for the work completed. This document would need to list the requirements of the network, show that they have been met and include a sign-off facility.
4.7.1 [bookmark: _Toc17411326][bookmark: _Toc20749561][bookmark: _Toc22291084]Complete asset recording documents
Recording IT assets gives a snapshot in time of the company’s network. Updates to the assets would be managed in the version control of the document. Inventory documents may include the following items:
· ID – a unique code to identify an item
· Item name
· Description – this helps non-technical staff identify it
· Category – helps filter a large list of items
· Condition
· Price
· Purchase date
· Value
· Location
· Manufacturer
· Model
· Comments
· Files
· Retired date
The complete list of this data will help a business track the items, through their life cycle. Microsoft Access provides a template “Asset management” which is suitable to use here. However there are other such templates available online.
When considering the need for asset management you should be aware of the following considerations: 
· Financial needs (Ability to quantify the value of assets for insurance or accounting)
· Maintenance needs (ability to predict the end of the usable life of an asset)
· Replacement needs (in the event of a disaster)
4.7.2 [bookmark: _Toc17411327][bookmark: _Toc20749562][bookmark: _Toc22291085]Complete client report and notification of server status
While this is related to the network documentation above, it is for the client and hence the end-user. It should contain less technical information and language. The purpose of each role should be explained rather than the technical settings detailed.
Client reports should typically contain:
· User login information
· How to use each of the server features
· Details of the folder structure
· Backup procedure
· Printing on the server
· Basic maintenance
· How to contact support if required
4.7.3 [bookmark: _Toc17411328][bookmark: _Toc20749563][bookmark: _Toc22291086]Clean up and restore worksite to client’s satisfaction
Once the installation and testing of the new server and network have been completed, the site must be tidied before leaving and handing everything over to the client.
It is critical that the site is safe and operational. Hardware may need to be returned to its original location, cables secured and workstations restored to an ergonomic state. 
Server rooms and racks may need to be locked and your site accreditation or security pass returned. 
4.7.4 [bookmark: _Toc17411329][bookmark: _Toc20749564][bookmark: _Toc22291087]Secure sign-off from the appropriate person
The purpose of the sign-off is to agree to the network changes. Copies of this document should be made for each person who’s signing the document. These documents should be stored in a safe place for record-keeping purposes along with the final invoice attached. 
The sign-off would need to be completed by stakeholders such as:
· The network administrator – who determines the changes are suitable for the business
· The business owner – who determines that the user information provided is suitable for the business use
· The developer – who confirms that the setup has been successfully implemented

[bookmark: _Toc20749566]	[image: ] 	Practice activity
Activity 4.5: Practical activity 4
Perform the tasks given in Practical activity 4 – Installing, configuring and administering servers
This practical activity will help you experience the installation, initial configuration and administration of server and an IP network.
	[image: ]	Self-check
[bookmark: _Toc11228375][bookmark: _Toc22291088]How did you go?
You have completed the topic on Monitor, test, reconfigure, complete documentation and clean-up the worksite. Check the boxes for the tasks you feel confident you can complete. 
☐	I can test the server and network for correct functionality
☐	I understand how to resolve problems with networks
☐	I understand how to benchmark server and network performance
☐	I can troubleshoot and analyse error reports
☐	I can test and validate changes of the network and servers
☐	I can document installation, boot-up and configuration procedures
☐	I understand how to complete documentation and clean-up worksite
	[image: ]	Assessment
Assessment activity: Project – Part 1 (4, 5), Part 3 (1, 2, 3, 4, 7), Part 4 (2, 5, 6)
After completing this section of the resource, you should be ready to further investigate and complete journal entries on:
· the process involved when cleaning up and restoring worksite after the network and server installation has been completed. Cl_IPNetSVR_AE_Pro_1of2, Part 1 (4)
· the process involved when obtaining approval and sign-off for a network and server installation task. Cl_IPNetSVR_AE_Pro_1of2, Part 1 (5)
· describe the importance of documenting server installations, maintenance, error logs and system-generated reports. Cl_IPNetSVR_AE_Pro_1of2, Part 3 (1, 2, 3, 4)
· describe options available for performance tuning in servers. Cl_IPNetSVR_AE_Pro_1of2, Part 3 (7)
· describe methods of supporting boot problems and manage the start-up process of a server. Cl_IPNetSVR_AE_Pro_1of2, Part 4 (2)
· describe operations that can be performed using the Task Manager in Windows Servers. Cl_IPNetSVR_AE_Pro_1of2, Part 4 (5)
· describe troubleshooting tools available in Windows Servers. Cl_IPNetSVR_AE_Pro_1of2, Part 4 (6)

Before you begin you should review: 
ICTNWK401 Unit Assessment Guide
ICTTEN416 Unit Assessment Guide
Cl_IPNetSVR_AE_Pro_1of2
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1. Topic 1 Student Worksheet (Cl_IPNetSVR_WkSh_1of4)
2. Topic 2 Student Worksheet (Cl_IPNetSVR_WkSh_2of4)
3. Topic 3 Student Worksheet (Cl_IPNetSVR_WkSh_3of4)
4. Topic 4 Student Worksheet (Cl_IPNetSVR_WkSh_4of4)

[bookmark: _Toc22291091]Practical activities
1. Practical activity 1: Installing server operating systems (Cl_IPNetSVR_Prac_1of4)
2. Practical activity 2: Installing and configuring servers (Cl_IPNetSVR_Prac_2of4)
3. Practical activity 3: Installing, configuring and administering servers (Cl_IPNetSVR_Prac_3of4)
4. Practical activity 4: Installing, configuring, monitoring and testing servers (Cl_IPNetSVR_Prac_4of4)
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