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Assessment instructions
Table 1 Assessment instructions
	Assessment details
	Instructions

	Instructions for the trainer and assessor
	This is a skill based assessment and will be assessing the student on their ability to demonstrate skills required in the unit.
This assessment is in ten parts:
1. Perform initial configuration tasks and diagnostics
2. Configure the system for administrative access
3. Record software licenses
4. Check for illegal software
5. Provide security documentation and access to client
6. Issue user account and password details to client
7. Apply effective access controls and files and directories
8. Carryout system  backup
9. Restore system from backup
10. Testing user account configuration and access control
Observation Checklist – provides the list of marking criteria
Assessment Feedback – this will be provided after the assessment has been submitted and marked
Model answers, sample responses or a criteria for each task or activity is provided below. 
Use these to support your judgement when determining a satisfactory result.
The student’s response to each question must contain the information indicated in this marking guide in order for their response to be correct. However, if a student provides information other than indicated below, and in the professional opinion of the assessor it is appropriate and meets the intent of the question, it may be considered correct.
Complete the Observation Checklist for each task and activity and the Assessment Feedback to the student. Ensure you have taken a copy of the assessment prior to it being returned to the student.
The Assessment Feedback page must be signed by both the student and the assessor so the student displays that they have received, understood and accepted the feedback.
Ensure the students name appears on the bottom of each page of the submitted assessment.

	About this marking guide
	The student’s response to each task or activity must contain the criteria indicated in this marking guide in order for their response to be correct. 
All tasks and activities must be completed correctly in order to satisfactorily complete this assessment event.
Assessors will need to make a judgement call as to whether each response meets the criteria based upon the:
· Rules of Evidence:
· Validity – does the answer address the skill required and does the evidence reflect the four dimensions of competency? 
· Sufficiency – is the task or activity sufficient in terms of length and depth?
· Currency – has the work been done so recently as to be current?
· Authenticity – is this work the student’s own authentic work?
· Principles of Assessment 
· Fairness – individual student’s needs are considered in the assessment process
· Flexibility – assessment is flexible to the individual student 
· Validity – any assessment decision is justified, based on the evidence of performance of the student
· Reliability – evidence presented for assessment is consistently interpreted and assessment results are comparable irrespective of the assessor conducting the assessment
· Dimensions of competency
· Task skills
· Task Management Skills
· Contingency Planning Skills
· Job Role Environment Skills

	Student must provide
	Pen to write answers

	Assessor must provide
	· Access to a computer having all necessary software pre-installed
· [bookmark: _GoBack]CentOS7-Exam_VB file which is included in Cl_SysAdmin_AE_Pro_2of2_SR1.zip file

	Due date and time allowed
	This is a supervised in-class assessment. Time allowed is three hours.


Instructions for assessors in preparation for in-class assessment
Simulated Workplace Environment
Ensure that the class computers have sufficient hard disk free space. If not, you will have to put in a Service Desk call to remove all user-profile data on those machines. Failing to ensure the above will result VM’s to be paused and students won’t be able to perform the assessment tasks.
Assessors should copy the following files into the C:\Temp location of each student computer before the Assessment begins.
CentOS7-EXAM-VB
Assessors should ensure there are no other virtual machines in Virtual Box before students begin the Assessment tasks.
Also, ensure no other files are left in the C:\Temp and the recycle bin is emptied.


Specific task instructions
This assessment will be carried out in the classroom/labs where there will be other students attempting the tasks. Any physical tools required to carry out your tasks safely will be available for your use. 
During this assessment activity, there may be interruptions from colleagues, unplanned phone calls, unexpected system crashes, errors, and/or other minor contingencies that could be expected in this role at a workplace.  Your assessor will come over to clarify and check different tasks at different times during the class time. You can practice your tasks while waiting for your teacher to come and observe. 
You should refer to the list of criteria in the Observation Checklist to understand what you need to demonstrate in this section of the assessment. This Checklist outlines the assessment criteria used to assess your performance.
Once completed you will need to submit this assessment and the tasks and activities you are required to complete to your assessor for marking.
· Installation of network and other software will be performed using virtual machines and related operating system installation files. 
· The number referred to in the assessment tasks as “XXXXXXXXXX” is your TAFE student number
· Ensure that you have access to the following virtual hard disk file CentOS7-Exam-VB
This image is a minimal CentOS7 install already updated with the latest packages versions. The bzip2 and tree packages should be already installed. Clamav anti-virus should be installed and updated with the latest virus signatures.
/downloads directory should be made available and should contain six virus files from www.eicar.org. 


Do the following before you begin the demonstration tasks
1. Create a folder called YourFullName-dd-mm-yy 
· You will be using the snipping tool to take screenshots at various points during the practical demonstration tasks as instructed. 
· All screenshots taken during demonstration tasks should be saved inside the above created folder.
· All screenshots taken during the assessment tasks should capture the entire virtual machine window which shows the Virtual machines’ name (that is your student number) along with the date and time at the bottom.

2. Use the given CentOS7-EXAM-VB hard disk file to create a new virtual machine.
Take into consideration the following;
a) Virtual machine name should be: CentOS7-XXXXXXXXXX
(XXXXXXXXXX is your TAFE student number.)
b) Allocate sufficient memory (RAM)
c) Login credentials for the CentOS7 system are as follows:
· Username : root
· Password : rootpassword


Part 1: Perform initial system configuration and diagnostics
Perform the following demonstration tasks in the sequential order given. 
	#
	Demonstration tasks

	1. 
	

	2. 
	Change the hostname of the CentOS7 machine to: CentOS7-XX
(NOTE: XX should be the last two digits of your TAFE student number)
hostnamectl set-hostname CentOS7-XX

	3. 
	Perform the following tasks in the given order:
a) Restart the machine (reboot)
b) Login to the system as root
c) Clear the terminal screen (clear)
d) Display the current date and time (date or timedatectl)
e) Display where you are in the file system structure. (print working directory) (pwd)
f) Take a screenshot of the virtual machine’s screen from top and save it as Snip1
Figure 1 - Sample snip1
[image: ]


	4. 
	a) Clear the screen
b) Use the correct command to list block device information of the given CentOS7 system.
c) Redirect the above output into a file called BlockDeviceInfo.txt
d) Take a screenshot of the virtual machine’s screen from top and save it as Snip2
Figure 2 - Sample Snip2
[image: ]

	5. 
	a) Clear the screen
b) Use the correct command to list CPU information of the given CentOS7 system
c) Redirect the above output into a file called CPUInfo.txt
d) Take a screenshot of the virtual machine’s screen from top and save it as Snip3
Figure 3 - Sample Snip3
[image: ]

	6. 
	a) Clear the screen
b) Use the free command to view system memory usage information of the given CentOS7 system. 
(customise the command to view output in human readable format)
c) Redirect the above output into a file called MemoryInfo.txt
d) Take a screenshot of the virtual machine’s screen from top and save it as Snip4
e) Use the command output to answer the questions below:
Answers would vary according to the system specifications and current usage statistics.
i. Total memory available in the system: ______1.7G__________________
ii. Amount of memory currently being used in the system? ___1.2G_______
iii. Total free memory space in the system? _______344M________________
Figure 4 - Sample Snip4
[image: ]





Part 2: Configure system for administrative access
Read the scenario carefully and perform the demonstration tasks in the sequential order given.
Scenario: You are the administrator of a new CentOS7 System. According to your Company’s Security Access Policy, it is recommended that the root (super-user) account should be used sparingly and any System Administrator who requires full administrative access to the system should be in the sudoers list. 
Perform the tasks below so that you will configure yourself a user account that has full administrative access in the CentOS7 system.
Your manager also suggested that you should refer the SecurityAccess-Procedure document inside /Policies directory for more information on how to perform this task.
	#
	Demonstration tasks

	7. 
	

	1.
	Perform the following in the given order:
a) Create a new user account with your firstname. 
              (Example: if your firstname is Bob create an account called bob.  
               NOTE: Use only lower-case letters when creating the user account.)
b) Modify the user account so that your Full Name is added to the comments field of the user account configuration file.
[image: ]
c) Set the password as password for your firstname account

d) Add your firstname account to the sudoers list.
Students should use the command visudo to perform this task and add the line below:
firstname   ALL=(ALL)   ALL
e) Log out from the root account




Part 3: Record Software Licences
Scenario: Part of your job requires you to use your command-line skills to determine what licensed software is installed in the CentOS7 System given to you. 
According to company’s Security Access Policy, you will be using the new Administrative account you created for yourself to access the system from this point onwards to perform all tasks. 
	#
	Demonstration tasks

	8. 
	

	1.
	Do the following in the order given:
a) Login to the system using your firstname account
b) Find out and write down below your current location in the file system structure. NOTE: Do not change your current location unless you are instructed to do so.
_________\home\firstname____________________________________
c) Perform a listing of all installed software packages in the current system.
Write down the command used: ______rpm  -qa ____________
d) Redirect the above output into a file called InstalledPackages.txt

e) Find out the total number of software packages installed in the current system: around 730 in the Virtual box image. This may vary when the image is updated.
f) Write down the command you used to find out the above information : 
_____rpm –qa | wc –l____________________

	2.
	a) Use the correct commands and options to find out detailed licensing information about tree and bzip2 software packages. 
b) Document your findings in the table given below.
c) Find out the location of the license information for tree and bzip2 packages and document your findings in the table given below.



	Application Name
	Version
	Release Number
	License
	Date Installed
	License location

	tree
	1.6.0
	10.e17
	GPLv2+
	Monday 23rd April 2018
	/usr/share/doc/tree-1.6.0/LICENSE

	bzip2
	1.0.6
	13.e17
	BSD
	Monday 11th June 2018
	/usr/share/doc/bzip2-1.0.6/LICENSE


	#
	Demonstration tasks

	9. 
	

	1. 
	a) Clear the terminal screen.
b) You are suspecting that there may be infected files inside /downloads. Refer Company Procedure documents above to perform a virus scan in this location.
c) Write down the command used : ___sudo clamscan /downloads___
d) Redirect the above command output into a file called clamscan.txt

	2. 
	Did you detect any illegal programs or infected files in the system (based on the previous command)? ___YES______  
If, so, how many did you detect? ____six_______

	3. 
	Remove the illegal programs from your system as per Company guidelines given in the scenario above. 
Write down the command you would use to do this task:
______sudo clamscan --remove /downloads ____________

	4. 
	Perform a system scan again in /downloads.  
Did the scan detect any illegal programs? _______NO______________

	5. 
	a) Append the above output into the file clamscan.txt
b) Clear the screen
c) View the contents of the clamscan.txt file
d) Take a screenshot of the virtual machine’s screen from top and save it as Snip5
[image: ]


Figure 5 - Sample Snip5
Part 4: Check for illegal software
Scenario: The Company Security Policy states that entire CentOS7 System should be scanned for illegal software programs on a daily basis or whenever virus infections are suspected. ClamAV is an anti-virus program that is installed in the system. Since you are new to the system, refer to the extract from the company procedure documents to find out how to check and remove illegal software from the system. 
Extract from Company Procedure Documents

To perform a full system scan to detect illegal software, do the following:
· You can run the command clamscan with root privileges 
(Use the command sudo clamscan if you are in the sudoers list)
· If you want to perform a scan from /tmp directory  clamscan  /tmp
· If any illegal programs are detected in your system, use the following command to delete them: clamscan  - -remove <directory>
(Use the sudo clamscan - - remove if you are on the sudoers list)
Example: if you want to remove infected files from the /tmp directory:  clamscan  - -remove /tmp

Part 5: Provide security documentation and access to client
Scenario: As the Administrator, you are required to set up the system in an efficient manner so that the following policy documents are automatically copied to the home folder of any new employee.
· Password-policy
· Access-policy
· Reporting-policy
According to Company Security Access Policy, you are also required to set up a Message of the Day (MOTD) banner for all users who login to the system displaying the following message.
#################################################################################


Welcome to ABC Company
All connections are monitored and recorded
Disconnect immediately if you are not an authorised user!
NOTE: A copy of the Company policy documents are available in your home folder your reference.

#################################################################################


	#
	Demonstration tasks

	e) 
	

	1.
	Copy the following three files from the /Policies directory to the /etc/skel directory.
· Password-policy
· Access-policy
· Reporting-policy
 (NOTE: you DO NOT need to create the above files, it already exists inside /Policies. Hint: You may have to use file globbing symbols like ?,*,[] etc… to help you perform this task in one line.)
Write down below the command you used: 
 sudo   cp   /Policies/*policy  /etc/skel

	2. 
	Edit the /etc/motd configuration file to display the MOTD banner message according to Company Policy.
sudo vi /etc/motd





Part 6: Issue user account and password details to client
Scenario: The Company Security Access Policy states the following regarding user account & group creation. All administrators are required to follow company policy & procedure documents when creating new user accounts. 
· User Groups are : staff, managers, project
· All Employees should belong to the primary group called staff
· Only some employees and managers will belong to the secondary group called project
· All managers belong to the primary group managers
User Account Creation Procedure document……
· All login names should be created in the following format
Example: if the client name is “John Smith”, the logon name should be jsmith
· The client full name and should be added to the comments field of the user account record
· A temporary password should be set for each new user account in the following format: temp<UID>
Example: For a user account jsmith having UID=1005 should have the temporary password set as temp1005
· All new employees should be advised to change their temporary password when they first login to the system.
	#
	Demonstration tasks

	f) 
	

	1. 
	Write down the logon names for the following new employees as per Company policy.
	First Name
	Last Name
	Logon Name

	Mary
	White
	mwhite

	Adam 
	Parker
	aparker

	Katy 
	Green
	kgreen

	Mark
	Brown
	mbrown




	2. 
	Create the above user accounts with the correct logon names as per guidelines given in Company Policy. 
**Ensure the client full name is also being added to the user account record as a comment.

	3. 
	Do the following in the given order:
a) Display the last 5 lines of the configuration file that holds user account information and redirect this output into a file called accounts.txt 
b) View the contents of the accounts.txt file.
c) Take a screenshot of the virtual machine’s screen from top and save it as Snip6
Figure 6 - Sample Snip6
[image: ]

	4. 
	Record the UIDs temporary passwords you need to provide to the new employees, as per company Policy.
	UID
	First Name
	Last Name
	Temporary Password

	1001
	Mary
	White
	temp1001

	1002
	Adam 
	Parker
	temp1002

	1003
	Katy 
	Green
	temp1003

	1004
	Mark
	Brown
	temp1004




	5. 
	According to the above recorded information, set passwords for the above new user accounts.

	6. 
	Ensure that for the above user accounts the password expires at their first login to the system.
Example: passwd –e mwhite
Figure 7 - Screenshot showing how this task 21 can be done
[image: ]

	7. 
	Do the following in the given order:
a) Display the last 5 lines of the configuration file that holds user account password details and redirect this output into a file called passwords.txt
b) View the contents of the passwords.txt file.
c) Take a screenshot of the virtual machine’s screen from top and save it as Snip7
If password aging is set correctly, the highlighted part should start from 0:0:99999:7:::
Figure 8 - Sample Snip7
[image: ]

	8. 
	Create three groups called staff, managers, project

	9. 
	Refer Company Policy and fill the following table.
· Mary White is a new Employee
· Adam Parker is a new Employee who also belongs to project group
· Katy Green is a new Manager
· Mark Brown is a new Manager who also belongs to project group
	First Name
	Last Name
	Primary Group
	Secondary Group

	Mary
	White
	staff
	

	Adam 
	Parker
	staff
	project

	Katy 
	Green
	managers
	

	Mark 
	Brown
	managers
	project




	10. 
	Configure the above user accounts with the correct primary and secondary group associations.
Figure 9 - Screenshot showing how task 25 can be done
[image: ]

	11. 
	Do the following in the given order:
a) Display the last 10 lines of the configuration file that holds group details and redirect this output into a file called groups.txt
b) Use the correct command to verify Mary White’s UID, GID and Group information. Also APPEND this output into groups.txt
c) Do the same as above for Adam Parker, Katy Green and Mark Brown and APPEND each output to groups.txt
d) View the contents of the groups.txt file.
e) Take a screenshot of the virtual machine’s screen from top and save it as Snip8
Figure 10 - Sample Snip8
[image: ]






Part 7: Apply effective access controls on files and directories
Scenario: The Company Security Access Policy states the following regarding what resources can be accessed by which user groups. All administrators are required to follow company policy and procedure documents when providing access to company resources. 
All staff should only be able to view and copy contents from /Policies directory
All managers should be able to add, remove or modify contents from /Policies directory
The project-ideas file inside the /Policies directory can be viewed and modified only by project group members. NOTE: the project-ideas file is just a text file and not an executable file.
/Policies and /Policies/project-ideas resources are all created and owned by the root user.

	#
	Demonstration tasks

	12. 
	

	1. 
	Use the table below to document, what user and group ownerships and permissions you would provide to the given resources, according to Company policy.
	Resource
	User
ownership and permissions 
(r, w, x)
	Group ownership and permissions
(r, w, x)
	Other
permissions
(r, w, x)

	/Policies
	root
	managers
	

	
	r
	w
	x
	r
	w
	x
	r
	_
	x

	/Policies/project-ideas
	root
	project
	

	
	r
	w
	_
	r
	w
	_
	_
	_
	_




	2. 
	View the current permissions of /Policies directory.
Command used: _____ls –ld /Policies_______________

	3. 
	Configure the /Policies directory with the correct user and group ownerships as documented above. 
Commands used: sudo chgrp managers /Policies

	4. 
	Configure the correct permissions on the /Policies directory
Write down the command you used below:
Method 1 --> sudo chmod g+w /Policies
Method 2 --> sudo chmod 775 /Policies

	5. 
	Create the project-ideas file inside the /Policies directory.
touch /Policies/project-ideas

	6. 
	View the current permissions of /Policies/project-ideas file.
Command used: ______ ls –l /Policies/project-ideas ______________

	7. 
	Configure the /Policies/project -ideas file with the correct user and group ownerships as documented above. 
Commands used: chgrp project /Policies/project-ideas____________

	8. 
	Configure the correct permissions for the /Policies/project -ideas file
Write down the command you used below:
Method 1 --> sudo chmod g+w, o-rw /Policies/project-ideas
Method 2 --> sudo chmod 660 /Policies/project-ideas

	9. 
	Do the following in the given order:
a) View the permissions for the /Policies directory again and redirect this output to a file called permissions.txt
b) View the permissions for the /Policies/project-ideas file and append this output to a file called permissions.txt
c) View the contents of the permissions.txt file.
d) Take a screenshot of the virtual machine’s screen from top and save it as Snip9
Figure 11 - Sample Snip9
[image: ]


Part 8: Carryout system backup
Scenario: As part of the organisation’s disaster recovery policy and backup strategy, you are scheduled to perform a full backup of all employee user profile data and all system configuration files. Refer the following extracts from company backup policy. 
Extracts of Company backup policy:
The following should be considered when taking full backups of employee user profile data. 
· All employee user profiles held in the /home directory should be archived (using tar) and compressed (using bzip2) into an archive file named in the following format:  userdata.tar.bz2
The following should be considered when taking full backup of system configuration files.
· All system configuration files held in /etc directory should be archived (using tar) and be compressed (using gzip) into an archive file named in the following format: configs.tar.gz
NOTE: All the above .tar archives should be placed in the /backup directory. Assume that this will later be copied onto a tape drive for off-site storage.
	#
	Demonstration tasks

	10. 
	

	1. 
	Create a directory called backup at the top (/) of the directory structure.

	2. 
	Find out and write down below the size of the /home directory which holds all user profiles. Size: _________________

	3. 
	Perform a full backup of all employee user profile data, according to company backup policy. Ensure you create the above backup archive inside /backup directory. Write down the command used below:
sudo tar  cvfj  /backup/userdata.tar.bz2  /home

	4. 
	Find out the size of the /etc directory which holds all system configuration files. Size: ____________________________

	5. 
	Perform a full backup of All system configuration files, according to company backup policy. Ensure you create the above backup inside /backup directory. Write down the command used below:
sudo tar  cvfz  /backup/configs.tar.gz  /etc




Part 9: Restore system from backup
Scenario: As part of the organisation’s disaster recovery policy and backup strategy, you are required to test the restore procedure of the backups taken in the previous task.
	#
	Demonstration tasks

	13. 
	

	1. 
	Create a new directory called test in at the top (/) of the directory structure
Write down the command used: ___________________________

	2. 
	Restore (extract) the user profile data from the backup archive (userdata.tar.bz2) into the /test directory. 
Write down the command you used below:
sudo tar  xvf  /backup/userdata.tar.bz2   -C  /test

	3. 
	Restore (extract) the system configuration files from the backup archive (configs.tar.gz) into the /test directory. 
Write down the command you used below:
sudo tar  xvf /backup/configs.tar.gz    -C   /test

	4. 
	Check the size of the extracted home folder in the /test directory.
Size: ________________

	5. 
	Check the size of the extracted etc folder in the /test directory.
Size: ________________

	6. 
	Do the following in the given order:
a) Perform a detailed listing of the /backup directory. 
Figure 12 - Sample Snip10
[image: ]
Note: The above screenshot needs to be re-done to show a listing of /backup instead of /archives directory. The contents shown are correct.
b) Perform a detailed listing of the /test directory. 
c) Take a screenshot of the virtual machine’s screen from top and save it as Snip10




Part 10: Testing user account configuration and access control
Scenario: As part of the organisation’s security access policy it is recommended that you test the new user account access configured earlier.
	#
	Demonstration tasks

	7. 
	

	1. 
	a) Open a virtual terminal 
(Hint - Use keyboard combination CTRL+ALT+F#)
b) Login as Adam Parker (NOTE: use the correct login credentials)
If required to change the password at first login, set it to secret123!@#
c) Can you see the MOTD Banner message when you logged in? ___YES____

	2. 
	Perform a brief listing on Adam’s home directory.
Can you see three Policy documents in Adam’s home directory? __YES____

	3. 
	Edit the /Policies/project-ideas file to include the following line of text;
“Adam can edit this file”

	4. 
	a) View the contents of the /Policies/project-ideas file
a) Take a screenshot of the Full Virtual Machine screen from top and save it as Snip11
Figure 13 - Sample snip 11
[image: ]

	5. 
	Open another virtual terminal
a) Login as Mary White(NOTE: use the correct login credentials)
If required to change the password at first login, set it to   secret123!@#
b) Can you see the MOTD banner message when you logged in? __YES____

	6. 
	Perform a brief listing on Mary’s home directory.

	8. 
	Now, try to append the above output into /Policies/project-ideas 
What type of output did you get? _______Permission denied________________
Why? _____ Mary White doesn’t have write permissions on project-ideas file. Also she’s not a member of project group ___

	9. 
	Do the following in the given order:
b) Try to View the contents of the /Policies/project-ideas file.
c) Try to create a file called test inside /Policies directory.
d) Take a screenshot of the virtual machine’s screen from top and save it as Snip12
Figure 14 - Sample Snip12
[image: ]


	10. 
	11. Open another virtual terminal 
12. Login as Mark Brown (NOTE: use the correct login credentials)
If required to change the password at first login, set it to   secret123!@#
13. Can you see the MOTD Banner message when you logged in? _YES______

	10
	Do the following in the given order:
a) Perform a brief listing on Mark’s home directory.
b) Edit the /Policies/project-ideas file to include the following line of text; “Mark can edit this file”
c) View the contents of the /Policies/project-ideas file
d) Create a new directory called Projects inside /Policies directory
e) Create three new files inside /Policies/Projects called January, February, March
f) Perform a detailed listing of /Policies/Projects directory
g) Take a screenshot of the virtual machine’s screen from top and save it as Snip13
Figure 15 - Sample Snip 13
[image: ]

	11. 
	a) Open another virtual terminal 
b) Login as Katy Green (NOTE: use the correct login credentials)
If required to change the password at first login, set it to secret123!@#
c) Can you see the MOTD Banner message when you logged in? __YES_____

	12. 
	Do the following in the given order:
a) Perform a brief listing on Katy’s home directory.
b) Try to append the above output into /Policies/project-ideas 
(You should not be able to do so, if permissions were correct.)
c) Try to View the contents of the /Policies/project-ideas file. 
(You should not be able to do so, if permissions were correct.)
d) Create a new directory called new inside /Policies directory. 
e) Create a new directory called new inside /Policies directory. 
f) Create three new files inside /Policies/new called April, May, June
g) Perform a detailed listing of /Policies/new directory
h) Take a screenshot of the virtual machine’s screen from top and save it as Snip14
[image: ]


After completing the tasks do the following:
1. Ensure there are seventeen (14) screenshots (snip1 – snip14) available in your YourFullName-dd-mm-yy folder
2. Right click on YourFullName-dd-mm-yy folder  Send to  Compressed zipped folder.
3. Finally, submit your YourFullName-dd-mm-yy zipped folder to your assessor for marking.
Part 11: Observation Checklist
The Observation Checklist will be used by you to mark the students’ performance in any of the previous practical demonstration tasks. Use this Checklist to understand what skills the student is required to demonstrate in this section of the assessment. This Checklist outlines the Performance Criteria, Performance Evidence and Assessment Conditions you will be marking the student on. All the criteria must be met. The student’s demonstration will be used as part of the overall evidence requirements of the unit. You may ask questions while the demonstration is taking place or if appropriate directly after the task/activity has been completed. 
Table 2 Observation Checklist
	Task #
	Task/Activity Performed
	S
	U/S
	Assessor Comments
(Describe the student’s ability in demonstrating the required skills and knowledge)

	1
	Perform initial system configuration 
	
	
	Date of Observation: 
Q1 Was the computer name successfully changed to CentOS7-XX format? (verify from snip1) 
Comments/responses
Q2 Was the current date and time displayed? (verify from snip1)
Comments/responses
Q3 Was the current working directory displayed? (verify from snip1)
Comments/responses

	2
	Perform system diagnostics tests 
	
	
	Q1 Was the block device information displayed? (verify from snip2)
Comments/responses
Q2 Was the CPU information displayed? (verify from snip3)
Comments/responses
Q3 Were the system memory related questions in Question 5d answered correctly by analysing the output from the free command? (verify from snip4 the actual output)
Comments/responses


	3
	Enhance user access according to authorised request
	
	
	Q1 Was the new firstname user account created and is it functional? 
Comments/responses
Q2 Was the firstname account added to the sudoers list? (verify from screenshots if sudo command is used)
Comments/responses


	4
	Record software licenses
	
	
	Q1 Was the total number of software packages found and recorded in Question7? 
Comments/responses
Q2 Was the version and license information of bzip2 and tree packages documented? 
Comments/responses


	5
	Check the system for illegal software
	
	
	Q1 Was a virus scan performed on the /downloads directory? 
Comments/responses
Q2 Was the identified infected files deleted successfully? 
Comments/responses


	6
	Provide security documentation and access to client
	
	
	Q1 Was the three files from /Policies copied to /etc/skel directory successfully? (verify from snips 9, 10, 11, 12)
Comments/responses
Q2 Was the MOTD banner (/etc/motd) edited to display the message according to company policy in Question 15? (verify from snips 9, 10, 11, 12) 
Comments/responses


	7
	Issue user account and password details to client
	
	
	Q1 Was the user accounts documented and created successfully with the user’s full name recorded in the comments field of the configuration file? (verify from snip6)
Comments/responses
Q2 Was the user account temporary passwords configured successfully according to company policy with (verify from snip7 – password aging information should start with 0 if set to expire at next logon)
Comments/responses


	8
	Provide appropriate access to the network for users
	
	
	Q1 Was the groups created in the system for staff, managers and project? (verify from snip8)
Comments/responses
Q2 Was the user accounts added to the correct primary and secondary groups? (verify from snip8)
Comments/responses


	9
	Configure network  file and folder permissions
	
	
	Q1 Was the user and group ownerships configured correctly for /Policies folder? (verify from snip9)
Comments/responses
Q2 Was the permissions configured correctly for /Policies folder? (verify from snip9)
Comments/responses
Q3 Was the user and group ownerships configured correctly for /Policies/project-ideas file? (verify from snip9)
Comments/responses
Q4 Was the permissions configured correctly for /Policies/project-ideas file? (verify from snip9)
Comments/responses


	10
	Record user account and security details for later auditing
	
	
	Q1 Was the user account details documented and saved to a file accounts.txt? (verify from snip6)
Comments/responses
Q2 Was the system group details documented and saved to a file groups.txt? (verify from snip8)
Comments/responses
Q3 Was file and folder permission details documented and saved to a file permissions.txt? (verify from snip9)
Comments/responses


	11
	Carryout system backup 
	
	
	Q1 Was a full backup archive created containing all user profile data in /home directory according to given policy? (verify from snip10)
Comments/responses
Q2 Was a full backup archive created containing all system configuration files in /etc directory according to given policy? (verify from snip10)
Comments/responses


	12
	Restore system from backup
	
	
	Q1 Was user profiles successfully restored into the /test directory? (verify from snip10)
Comments/responses
Q2 Was system configuration files successfully restored into the /test directory? (verify from snip10)
Comments/responses
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2P root@centos7-8%:~

[root@centos7-89 ~]# date
Wed Nov 28 14:03:46 AEDT 2018
[root@centos7-89 ~]# timedatectl
Local time: Wed 2018-11-28 14:83:50 AEDT
Universal time: Wed 2018-11-28 ©3:03:50 UTC
RTC time: Wed 2018-11-28 14:03:50
Time zone: Australia/Sydney (AEDT, +1100)
NTP enabled: n/a
NTP synchronized: no
RTC in local TZ: no
DST active: yes
Last DST change: DST began at
Sun 2018-10-07 ©1:59:59 AEST
Sun 2018-10-07 ©3:00:00 AEDT
Next DST change: DST ends (the clock jumps one hour backwards)
Sun 2019-04-07 ©2:59:59 AEDT
Sun 2019-04-07 ©2:00:00 AEST
[root@centos7-89 ~]# pwd
/root
[root@centos7-89 ~]# I




image3.png
£ root@eentos?-:-

[root@centos7-89 ~]# 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE
fde 2:0 1 4K @ disk
sda 8:0 © 206G o disk
dsdal 8:1 [} 1G © part
dasda2 8:2 © 19G © part

aacentos-root 253:0 e 176G e lvm

&d3centos-swap 253:1 [} 2G © 1lvm
sre 11:0 1 1024M © rom

MOUNTPOINT

/boot

/
[SWAP]

[root@centos7-89 ~]# 1lsblk > BlockDeviceInfo.txt

[root@centos7-89 ~]# I
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B root@centosT-8%~ =
[root@centos7-89 ~]# lscpu

Architecture: X86_64

CPU op-mode(s): 32-bit, 64-bit
Byte Order: Little Endian
CPU(s): 1

On-line CPU(s) list: [}

Thread(s) per core: 1

Core(s) per socket: 1

Socket(s): 1

NUMA node(s): 1

Vendor ID: GenuinelIntel
CPU family: 6

Model: 62

Model name: Intel(R) Xeon(R) CPU E5-1620 v2 @ 3.76GHz
Stepping: 4

CPU MHz: 3700.003
BogoMIPS: 7400.00
Hypervisor vendor: Microsoft
Virtualization type: full

L1d cache: 32K

L1i cache: 32K

L2 cache: 256K

L3 cache: 10240K

NUMA node® CPU(s): [}

Flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca

cmov pat pse36 clflush mmx fxsr sse sse2 ss syscall nx pdpelgb rdtscp 1lm constan
t_tsc rep_good nopl xtopology eagerfpu pni pclmulqdq ssse3 cx16 ssed_1 ssed4_2 po
pcnt aes xsave avx fl6c rdrand hypervisor lahf_lm fsgsbase smep erms xsaveopt
[root@centos7-89 ~]# lscpu > CPUInfo.txt

[root@centos7-89 ~]# I
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[root@centos7-89 ~]# free -h

total used free shared buff/cache available
Mem: 1.76 1.26 344M 8.7M 145M 327M
Swap: 2.6G6 eB 2.6G6

[root@centos7-89 ~]# free -h > MemoryInfo.txt
[root@centos7-89 ~]# I
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£ root@centosT-69~

[root@centos7-89 ~]# useradd firstname
[root@centos7-89 ~]# usermod -c "FULL NAME" firstname
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£ fistname@centosT-89:~

/downloads/mailcap-2.1.41-2.el7.noarch.rpm: OK
/downloads/avahi-@.6.31-17.el7.x86_64.rpm: OK
/downloads/eicar_com.zip: Eicar-Test-Signature FOUND
/downloads/eicarcom2.zip: Eicar-Test-Signature FOUND
/downloads/clamtk-5.25-1.el7.noarch.rpm: OK
/downloads/eicar.txt: OK

/downloads/eicar_com.zip.1: Eicar-Test-Signature FOUND
/downloads/eicarcom2.zip.1: Eicar-Test-Signature FOUND
/downloads/eicar_com.zip.2: Eicar-Test-Signature FOUND
/downloads/webmin-1.881-1.noarch.rpm: OK
/downloads/maldetect-current.tar.gz: Php.Exploit.C99-23 FOUND

——————————— SCAN SUMMARY ---=-=--=--=---

Known viruses: 6544240

Engine version: ©.99.4

Scanned directories: 1

Scanned files: 14

Infected files: 6

Data scanned: 9.72 MB

Data read: 32.40 MB (ratio ©.30:1)

Time: 14.713 sec (@ m 14 s)
/downloads/apr-1.4.8-3.el7_4.1.x86_64.rpm: OK
/downloads/apr-util-1.5.2-6.e17.x86_64.rpm: OK
/downloads/httpd-2.4.6-67.el7.centos.6.x86_64.rpm: OK
/downloads/mailcap-2.1.41-2.el7.noarch.rpm: OK
/downloads/avahi-@.6.31-17.el7.x86_64.rpm: OK
/downloads/clamtk-5.25-1.el7.noarch.rpm: OK
/downloads/eicar.txt: OK
/downloads/webmin-1.881-1.noarch.rpm: OK

——————————— SCAN SUMMARY ---=-=--=--=---
Known viruses: 6544240

Engine version: ©.99.4

Scanned directories: 1

Scanned files: 8

Infected files: @

Data scanned: 6.80 MB

Data read: 30.88 MB (ratio ©.22:1)
Time: 11.924 sec (@ m 11 s)
[firstname@centos7-89 ~]$ fI
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P firstname@centosT-8%-

[firstname@centos7-89 ~]$ cat accounts.txt
firstname:x:1000:1000:FULL NAME:/home/firstname:/bin/bash

mwhite:x:1001:1001:Mary White:/home/mwhite:/bin/bash
aparker:x:1002:1802:Adam Parker:/home/aparker:/bin/bash
kgreen:x:10@3:1003:Katy Green:/home/kgreen:/bin/bash
mbrown:x:1004:1004:Mark Brown:/home/mbrown:/bin/bash

[firstname@centos7-89 ~]$ I
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firstname@centos7-89
Expiring password for
passwd: Success
firstname@centos7-89
Expiring password for
passwd: Success
firstname@centos7-89
Expiring password for
passwd: Success
firstname@centos7-89
Expiring password for
passwd: Success
firstname@centos7-89

~]$ sudo passwd -e
user mwhite.

~]$ sudo passwd -e
user aparker.

~]$ sudo passwd -e
user kgreen.

~]$ sudo passwd -e
user mbrown.

~1%

mwhite

aparker

kgreen

mbrown
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P firstname@centos7-8%:~ - o X

[firstname@centos7-89 ~]$ cat passwords.txt
firstname:$6$Y6pgGVfj$ve@S7bVCdkaépxNGhmI4XFWBNhQU3PpxowBaVYUZWWXE9BcFGKOv34zhtg
IjFEZWG7hzZK1CjYbKGXyBRmMUPr/:17863:0:99999:7
mwhite:$6$45aleYCY$F30Y3186dsWTXeRskcVhgpY1§5x19/ 1. dSyivxnDFBEEUt85xrBdASWNM/SYG
67s1by3yOgIBx9UZqaoP3PJe/:0:0:99999:7:::

aparker: $6$zAUHYMIC$IZ9VXB3AEURAM] 8y pREFWBQVOtWR3VOYhowFtOYpZgI61ILS8m6MDGbmcg
jkeeQ/3q/FNHT4f8s/x3aBnfL/ :0:0:99999:7: 11

kgreen: $6$ErCHHthp$ynXYFZdYhXyGtywt50VPiYekMAT6HZOSAkkgs stWGi7HVLOAKF7LEPMeIEZES
/UNEMXGADSS@IAT . n5bnInX/ :0:0:99999:7: 1 1

mbrown : $6$D49cCooM$o/YcjIwIGRNMkdOCrQ4Usz2ay7/yWP2¢c/zt71.nIalM. T3. ehgtlsnNnakr/t

UrKgl1lgXnCvt7zhgltZrZHSZ/:0:0:99999:7:: 1

[firstname@centos7-89 ~]$ I
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[firstname@centos7-89
[firstname@centos7-89
[firstname@centos7-89
[firstname@centos7-89
[firstname@centos7-89

~]$ sudo
~]$ sudo
~]$ sudo
~]$ sudo

~1s 1

usermod -g
usermod -g
usermod -g
usermod -g

staff mwhite

staff -G project aparker
managers kgreen

managers -G project mbrown
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[firstname@centos7-89 ~]$ sudo usermod -g staff mwhite
[firstname@centos7-89 ~]$ sudo usermod -g staff -G project aparker
[firstname@centos7-89 ~]$ sudo usermod -g managers kgreen
[firstname@centos7-89 ~]$ sudo usermod -g managers -G project mbrown
[firstname@centos7-89 ~]$ tail /etc/group > groups.txt
[firstname@centos7-89 ~]$ id mwhite >> groups.txt
[firstname@centos7-89 ~]$ id aparker >> groups.txt
[firstname@centos7-89 ~]$ id kgreen >> groups.txt
[firstname@centos7-89 ~]$ id mbrown >> groups.txt
[firstname@centos7-89 ~]$ cat groups.txt
virusgroup:x:995:clamupdate,clamscan

clamscan:x:994:

mbrown:x:1004:

staff:x:1005:

managers:x:1006:

project:x:1007:aparker,mbrown

uid=1001(mwhite) gid=1005(staff) groups=1005(staff)

uid=1002(aparker) gid=1005(staff) groups=1005(staff),1007(project)

i 006(managers) groups=1006(managers)

uid=1004 (mbrown) gid=1006(managers) groups=1006(managers),1007(project)
[firstname@centos7-89 ~1% I
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shevornecentos/-xx ~]3 sudo chgrp managers /Policies;
Fohevorncaceniasr o 4 1o g Toonteregy - /7o'
e e et tanagers 165 5um 1 300 vt ciess

(<hatornadcontoss o i
(Ehevorncacantoss x
Jaccounts et CheckPoP  ixt clamscan. txt groups.txt installed. xt passwords.txt permissions. txt
TShevornebeancoss o -13 touch /pol1cias /projecs ieas
JEonch Cannot touch &/pe1icies /project. 4ast: permission denied
[Shevornedcanoss o 213 sudo. touch /boljcies project. 1deas
[Ehevornescantoss o 18 15 1 Tholicias oroject tdeas
o el oot root 0 Jun 14710:39 /S TG e profict tdens
[hevorneseantoss o 13 15 1 7Bet Tt oraject Sdeas
T Voot project 0 Jui 14 1039 /6ol 1€ ea/project-ideas
[(Ehetornedcentoss xk {3 sudo.chaod 660 /palicies,prosece. deas
[hevorneacentoss ax Ni T % o iches projact-idess

T2 1a Jroticies) s permissions.oxt

< oot e 195 Jon 1.1

v T oot Broject 0 Jun 14 10: 39 /Po i€ e project - ideas
Chevornedcentoss Xk <13 15 -1 /policias/project 1deas o> permissions. ext
Ehevoraceion X S8 dhe pernfaiions Bie
i3 oot sanagers 185 Sun 11300 o) ches/

Twi % T 1ogt project 0 Jun 14 10:30 fpolicies project-ideas
[ehevorneacentosd sk 35
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& shevome@centosT-oc~

[shevorne@centos7-xx ~1$ 1s -1h /archives/
total 8.9

~rw-r--r—-. 1 root root 8.8M Jun 14 10:50 configs.tar.oz
—rw-r--r—-. 1 root root_6.0K Jun 14 10:50 userdata.tar.bz2

[shevorne@centos7-xx ~1$ 1s -Th /test
total 12K

drwxr-xr-x. 75 root root 8.0K Jun 14 10:28 etc
drwxr-xr-x. 7 root root _ 79 Jun 14 10:14 home
[shevorne@centos7-xx ~1$ il
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Togin as:_aparks

sparkerdiz2.37. 56.147°5 password:

Access den.

-.-mnm 27.56.147" password:

Access den.

ertaraiT 37,56 147" password:

Uast failed logini Thu Jun 14 11:12:23 AEST 2018 from 172.27.56.161 on sshinotty
there were 2 Failed Tooln atcempts since the Tast successful Togin.

Last . Tha Jun 18 11:11:37 2018 from 172.27.56.161
”um T ey

welcome to ABC Company.
ALY connections are monitored and recorded
Disconnect IWEDIATELY if you are not an authorized user|

NOTE: A copy of Company policy docusents are available in your home folder for f
urther reference

IR

eirirtrinataines
T .
Aetess poiicy” Password-policy. Reporting-po
[aparkerdeentos? xx 18 U1 /policies,project 1daas
[aparkeracentoss xx 13 cat /poticics/project. tdess
e H

Toparkargcantoss ox 15 I
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2018 from 172.27.56.161
o

e

welcome to ABC Company.
ALY connections are monitored and recorded
Disconnect TMMEDIATELY if you are not an authorized user!

INOTE: A copy of Company policy documents are available in your home folder for f
urther reference

T T
#rssssessssnnsssss
[mwhi te@centos/-xx ~$ 1s
lAccess-policy _password-policy Reporting-policy
[mwhi teBcentos7—xx ~15 1s > /Policies/project-ideas

/Policies/project-ideas: Permission denied
[minitebcontos) Xk ~13 cat Jpolicies/project. ideas
cat: /Policies/project-ideas: Permission demied
[mwhi teBcentos7—xx ~1S_touch /Policies/test

: cannot_touch a/Po!

(i tedcentos?xx ~15 I

es/testa: Permission denied
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bt
.or.‘,'.l.;irz H360477 prssword:

welcome to ABC Company.
ALY connections are monitored and recorded
Disconnect IMMEDIATELY if you are not an authorized user!

NOTE: A copy of Company policy documents are av
urther reference

able in your home folder for f

ches/project. ideas
<18 cat’ fPolicies/project-ideas

file

File

~]§ mkdir /policies/Projects

[rbrownicentos) xx ~]$ Touch /Policies/Prolacts/{January,February,March}
nbrowcentos-xx <1 151 /palicies/projects,

tota

1 mbrown managers 0 Jun 14 11:26 February
1 mbrown managers 0 Jun 14 11:26 January
rr- 1 mbrown managers 0 Jun 14 11:26 March
[mbrowngcentos/ xx ~15 B
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P tpeengcontor o
login as: kgreen
koreendiz2. 37561477 passuo;

welcome to ABC Company.

ALY connections are monitored and recorded

Disconnect IMMEDIATELY if you are not an authorized user!

NOTE: A copy of Company policy documents are available in your home folder for f
urther reference

[kgreendcentos?-xx ~15 1s
Access-policy password-policy Reporting-policy
[kgreenBeentos7-xx ~15 15 > /bolicies/project-ideas
“bash: /Policies/project-ideas: Permission denied
[kgreenBicentos?-xx ~13 cat /Policies/project- ideas
cat: /Policies/project-ideas: Permission denied
{queer‘:eﬂnﬁﬁn ~ix mkdir /Policies/new

kgreendcentos7-xx ~]§ touch /Policies/new/{filel,file2, file3}
$ 15 -1 Jpolicies/new

1 kgreen managers 0 Jun 14 11:41 filel
1 kreen managers 0 Jun 14 11:41 file2
1 kgreen managers 0 Jun 14 11:41 file3
[kgreen@centos? -xx ~1$

kgreendcentos? xx ~
total 0
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