[bookmark: _Hlk792491]Student workbook
Systems Administration (Linux)
ICTSAS304
Provide basic system administration
ICTNWK301
Provide network systems administration


[image: C:\Users\ttsang.000\AppData\Local\Microsoft\Windows\INetCache\Content.Word\TAFE NSW NEW WARATAH LOCKUP NOV 2017 CMYK.png]

[image: ][image: C:\Users\ttsang.000\AppData\Local\Microsoft\Windows\INetCache\Content.Word\TAFE NSW NEW WARATAH LOCKUP NOV 2017 CMYK.png]


TAFE NSW would like to pay our respect and acknowledge Aboriginal and Torres Strait Islander Peoples as the Traditional Custodians of the Land, Rivers and Sea. We acknowledge and pay our respect to the Elders, both past and present of all Nations.
Version:	20191021
Date created:	02 September 2019
Date modified:	01 November 2019
For queries contact: 	Technology and Business Services SkillsPoint
© TAFE NSW 2019
RTO Provider Number 90003 | CRICOS Provider Code: 00591E
This resource can be found in the TAFE NSW Learning Bank.
The content in this document is copyright © TAFE NSW 2019 and should not be reproduced without the permission of TAFE NSW. Information contained in this document is correct at time of printing: 01 November 2019. For current information please` refer to our website or your teacher as appropriate. 

Contents
Icon legends	8
Getting started	9
What will I learn by completing this workbook?	9
Topic 1: Introduction to Linux	10
Overview	11
1.1	The history of Linux	11
1.1.1	Before Linux, there was UNIX	11
1.1.2	Free software movement	12
1.1.3	Free software philosophy	12
Activity 1.1: Understanding free software philosophy	13
1.1.4	The creation of the Linux kernel	13
Activity 1.2: Check your understanding of Linux so far	14
1.2	Linux terminology	15
1.2.1	Operating system characteristics	15
1.2.2	Terms commonly used in Linux	16
Activity 1.3: Check your understanding on Linux terminology	16
1.3	Linux distributions	17
1.3.1	What is a distribution?	17
Activity 1.4: Exploring different Linux distributions	18
Activity 1.5: Discuss different Linux distributions	18
How did you go?	19
Topic 2: Using the Linux command line environment	20
Overview	21
2.1	Introduction to the command line	21
2.1.1	Advantages of using command-line	22
2.2	Logging in and logging out	22
2.2.1	Logging into a terminal	22
2.2.2	Logging out of a terminal	23
2.3	The command prompt	24
2.3.1	Understanding the command/shell prompt	24
2.3.2	Understanding login account types	25
2.4	Command line syntax	27
2.4.1	Basic elements of the Linux command syntax	27
2.4.2	Basic syntax rules	27
2.4.3	Command syntax examples	28
2.4.4	Tab completion	29
Activity 2.1: Understanding command syntax rules	29
2.5	Shutting down and rebooting	30
2.5.1	Shutting down and rebooting	30
2.6	Identifying terminal types and shells	32
2.6.1	Terminal types	32
Activity 2.2: Identifying terminal types	33
2.6.2	What is a shell?	34
2.7	Getting help in the command line	36
2.7.1	Man pages	36
2.7.2	The help command	38
Activity 2.3: Performing system shutdown and restart	38
How did you go?	38
Topic 3: Working with files using Linux command line	39
Overview	40
3.1	Linux filesystem and mount points	41
3.1.1	What is a filesystem?	41
3.1.2	Filesystem Hierarchical Standard (FHS)	41
Activity 3.1: Understanding the Filesystem Hierarchical Structure (FSH)	43
3.1.3	Partitions and mount points	44
Activity 3.2: Understanding partitions and mount points	45
3.2	Using pathnames and navigation	46
3.2.1	Understanding pathnames	46
Activity 3.3: Understanding pathnames	47
3.2.2	Navigating through the file system	48
Activity 3.4: Moving around the Linux file system structure	53
3.3	Working with files in Linux	53
3.3.1	Understanding file/folder manipulation	53
Activity 3.5: Working with files in Linux	54
3.3.2	File globbing (wildcards)	55
Activity 3.6: Learning to use wildcards	57
3.4	Standard text streams and redirection	57
3.4.1	Standard input (STDIN)	57
3.4.2	Standard output (STDOUT)	57
3.4.3	Standard error (STDERR)	58
3.4.4	Command pipelines	59
Activity 3.7: Using standard text streams and redirection	59
3.5	Searching for files	60
3.5.1	The locate command	60
3.5.2	The find command	60
Activity 3.8: Searching for files	61
3.6	Editing files	61
3.6.1	Using vi editor	61
Activity 3.9: Editing files	62
How did you go?	62
Topic 4: Record and monitor software usage and licences	63
Overview	64
4.1	Software management in Linux	64
4.1.1	Application software	64
Activity 4.1: Finding Linux alternatives to Windows software	65
4.1.2	What is a package?	65
4.1.3	Installing software in Linux	65
4.2	Understanding software licensing	68
4.2.1	Software copyright	68
4.2.2	Software licensing types	68
4.2.3	Software copyright responsibilities	71
4.3	Administering software installed in the system	74
4.3.1	Determine what licensed software is used within the organisation	74
4.3.2	Record software licences	74
4.4	Check and report illegal software	76
4.4.1	Check computers and network for illegal software	76
4.4.2	Check for copyright compliance	76
4.4.3	Delete illegal software	77
Activity 4.1: Record and monitor software usage and licenses	78
How did you go?	78
Topic 5: Provide user access to the system	79
Overview	80
5.1	Creating and managing user accounts	80
5.1.1	Setting up user accounts	80
5.1.2	Managing user accounts in Linux	82
5.1.3	Creating user accounts in Linux	90
5.1.4	Managing user accounts of staff that leave	93
5.2	Creating and managing groups	95
5.3	Maintaining system integrity and security	95
5.3.1	Issuing user account passwords	95
5.3.2	Managing user passwords	96
Video: User and group management	98
Additional resources	98
Activity 5.1: Managing users and groups in Linux	98
How did you go?	99
Topic 6: Apply security access controls	100
Overview	101
6.1	Determine user access privileges	101
6.2	Assign users to groups	102
6.2.1 Group membership types in Linux	102
6.2.2 Changing group memberships	103
6.3 File and folder permissions	104
6.3.1	Understanding permissions in Linux	104
6.3.2	Changing file/folder ownerships	107
6.3.3	Changing file/folder permissions	109
Video: Understanding Linux permissions	112
6.4 Test and manage user access	113
Activity 6.1: Working with ownerships and permissions in Linux	113
How did you go?	113
Topic 7: Monitor the network and system performance	114
Overview	115
7.1	Network and system monitoring	115
7.1.1	Monitoring system performance	115
7.1.2	System performance indicators	116
7.1.3	Resources that impact performance	117
7.2	Perform diagnostic tests	118
7.2.1	Third-party diagnostic tools	118
Activity 7.1: Investigating third-party network monitoring tools	118
7.2.2	System monitoring tools available in Linux	119
7.3	Establish virus protection for the network	124
Activity 7.2: Investigating antivirus software for Linux	124
Activity 7.3: Discuss virus protection for networks	124
7.4	Improving system efficiency	125
7.4.1	Analyse and respond to diagnostic information	125
7.4.2	Determine and action methods for improving the network and systems efficiency	127
Activity 7.4: Responding to a perceived problem	128
Video: Linux performance tuning	128
Activity 7.5: Performance tuning in Linux	129
How did you go?	129
Topic 8: Provide input to system disaster recovery	130
Overview	131
8.1	Providing input to the Disaster Recovery Plan (DRP)	131
8.1.1	What is a DRP?	131
8.1.2	Network administrators role	131
8.1.3	Distributing the DRP to users	132
8.2	Backup and recovery methods	133
8.2.1	Why do we need backups?	133
8.2.2	What do we need to backup?	134
8.2.3	Backup and recovery procedures	134
8.2.4	Determine appropriate backup devices	135
Activity 8.1: Exploring backup media	135
Activity 8.2: Discuss backup procedures	136
8.2.5	Backup methods	136
8.3	Schedule, label and store system backups	138
8.3.1	Develop efficient backup schedules	138
8.3.2	Storing and maintaining backups	139
8.4	Compressing and archiving files	141
8.4.1	Compressing files at shell prompt	141
8.4.2	Archiving files	144
Activity 8.3: Compressing and archiving files	146
How did you go?	147
References	148
Image attributions	149



[bookmark: _Toc22562238]Icon legends
	Icon
	Description
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	Practice activity
Learning activities help you to gain a clear understanding of the content in this resource.  It is important for you to complete these activities, as they will enhance your learning. The activities will prepare you for assessments.
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	Collaboration
You will have opportunities to collaborate with others during your study. This could involve group activities such as mini projects or discussions that will enable you to explore and expand your understanding of the content.  
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	Self-check
An activity that allows you to check your learning progress. The self-check activity gives you the opportunity to identify areas of learning where you could improve. If you identify these, you could review the relevant content or activities.
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	Resources (required and suggested)
Additional resources throughout this workbook such as chapters from textbooks, online articles, videos etc. These are supplementary resources, which will enhance your learning experience and may help you complete the unit.
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	Assessment task
At different stages throughout the workbook, after you have completed the readings and activities, you may be prompted to complete one or more of your assessment tasks.
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	Video
Videos will give you a deeper insight into the content covered in this workbook. If you are working from a printed version, you will need to look these up using the URL provided.


[bookmark: _Toc22562239]Getting started 
[bookmark: _Toc22562240]What will I learn by completing this workbook? 
This workbook has been developed for the unit of competency ICTSAS304 Provide basic system administration and ICTNWK301 Provide network system administration. 
Successfully completing these units of competency will give you the skills and knowledge to implement components of systems backup, restore, security, licensing in a stand-alone or client-server environment and also to technically manage the elements of a network, including contributing to a disaster recovery plan.
The content of this workbook is mainly focused on providing you with the skills and knowledge to perform administrative tasks using Linux-based operating systems. Successful completion of the tasks and activities given in this workbook will help you develop a good working knowledge of the Linux operating system and its command-line environment.
In this workbook, you will learn how to:
record and monitor software usage and licenses
provide and record security access and apply security access controls
provide input into the disaster recovery plan including the implementation of system backup and restore procedures
monitor the network performance.
Each topic includes opportunities to check your progress and understanding as well as activities that will help you to complete the formal assessments. 
[bookmark: _Hlk10115583]There are eight topics to complete within this workbook. They are: 
Introduction to Linux
Using the command-line environment
Working with files using Linux command-line
Record and monitor software usage and licenses
Provide user access to the system
Apply security access controls
Monitor the network and system performance
Provide input to system disaster recovery
There are three supporting files (zip files) for you to practice activities in this workbook.
· Practical activities – Cl_SysAdmin_SW_1of1_SR1.zip
· Student worksheets – Cl_SysAdmin_SW_1of1_SR2.zip
· Supporting documents – Cl_SysAdmin_SW_1of1_SR3.zip
Alright, let’s get started!
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[bookmark: _Toc11228363][bookmark: _Toc22562242]Overview
This topic will provide you with an introduction to the Linux operating system, including its history, terminology and a variety of distributions.
In this topic you will learn about:
· the history of Linux
· Linux terminology
· Linux distributions.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.
1.1 [bookmark: _Toc22562243]The history of Linux
Before we learn about Linux command line operations it is important that you understand how Linux came to be and why it has become the most successful open source project in history.
1.1.1 [bookmark: _Toc22562244]Before Linux, there was UNIX
Long before Linux was born, there was another popular operating system called UNIX which began in the 1970s in Bell Laboratories. UNIX is a trademark of the Open Group.
Open Group is a standards organisation that leads the development of open, vendor-neutral technology standards and certifications.
For more information refer to the Open Group’s official website (Long URL: https://www.opengroup.org/)
Unix was certified by the Open Group as a UNIX operating system. Linux however, is not certified as UNIX. Linux is considered as being UNIX-like since it is modelled after UNIX.
Linux was inspired by UNIX, but it is NOT UNIX.
Refer to the UNIX official website’s history and timeline page (Long URL: http://www.unix.org/what_is_unix/history_timeline.html ) for more information.
1.1.2 [bookmark: _Toc22562245]Free software movement
The Free Software Movement is one of the most successful social movements to arise from computing culture, driven by a worldwide community of ethical programmers dedicated to the cause of freedom and sharing.
The free software movement was founded by Richard Stallman in 1983. He announced that he would develop the GNU Operating System; a UNIX-like Operating System meant to consist entirely of Free Software. He had been the GNU Project’s leader ever since. 
Richard Stallman is the main author of the GNU General Public License; the most widely used free software license. In 1985 he started the Free Software Foundation. 
	[image: ]	Resources
Additional resources
Refer to the following sources for additional information on the Free Software Foundation and the GNU Operating System.
Free Software Foundation Official Website (Long URL: https://www.fsf.org/)
GNU Operating System official Website (Long URL: https://www.gnu.org/)
One Man’s Fight for Free Software published by The New York Times on the 11th January 1989 (Long URL: https://www.nytimes.com/1989/01/11/business/business-technology-one-man-s-fight-for-free-software.html)
1.1.3 [bookmark: _Toc22562246]Free software philosophy
Read through the information provided by the GNU official website (Long URL: https://www.gnu.org/philosophy/free-sw.html) to understand the philosophy of the GNU project.


	[image: ] 	Practice activity
[bookmark: _Toc22562247]Activity 1.1: Understanding free software philosophy
Answer the questions given in Activity 1.1 provided to you in Topic 1 – Student Worksheet handout.
1.1.4 [bookmark: _Toc22562248]The creation of the Linux kernel
In 1991, Linus Torvalds started to write his own operating system kernel as a project while he was a student at Helsinki, Finland. He also collected together and developed the other essential ingredients required to build an entire operating system with his kernel at the center. This soon became known as the Linux kernel.
He chose a penguin (Tux) to represent his kernel. It was created with the assistance of many other developers around the world. 
Linus believes in the open-source philosophy. Therefore, in 1992, Linux was re-licensed using the General Public Licence (GPL), which made it possible to build a worldwide community of developers.
Today Linux powers more than half of the servers on the Internet, all of the world’s most powerful supercomputers and the majority of smartphones via Android system.
	[image: ]	Watch
[bookmark: _Toc11228379]Video: Linux inspires
Watch the following video to understand how Linux had inspired the growth of the entire information technology industry and get to know the mind behind Linux; Linus Torvalds. 
Linux Inspires (duration 01:25): https://www.youtube.com/watch?v=miKeoVMiq2E
The mind behind Linux (duration 21:30): https://www.youtube.com/embed/o8NPllzkFhE
	[image: ] 	Practice activity
[bookmark: _Toc22562249]Activity 1.2: Check your understanding of Linux so far
Answer the questions given in Activity 1.2 provided to you in Topic 1 – Student Worksheet handout.
	[image: ]	Watch
Video: The story of Linux
Watch the following video to understand and learn how Linux disrupted the operating system market and has begun to change the world.
The Story Of Linux (duration 03:38): https://www.youtube.com/watch?v=5ocq6_3-nEw
	[image: ]	Resources
Additional resources
Refer to the following sources for additional information on understanding the Linux operating system.
What Is Linux? (Long URL: https://www.linux.com/what-is-linux/)
	What is Linux? (Long URL: https://www.linuxtrainingacademy.com/what-is-linux/)


1.2 [bookmark: _Toc22562250]Linux terminology
1.2.1 [bookmark: _Toc22562251]Operating system characteristics
Generally, operating systems have many characteristics such as multi-user, multi-processing and multi-tasking, to name a few. Like any other operating system, Linux operating systems also have these characteristics. It is important that you understand what each characteristic means to get an idea about the functionality and capabilities of a given system.
	Operating System terms 
	Meaning

	Multi-user
	This means two more users have individual accounts in the operating system that allows them to work with programs and peripheral devices at the same time.

	Multi-processing
	This means the operating system can support two or more Central Processing Units (CPUs)

	Multi-tasking
	This is the capability of the operating system to function with multiple applications at the same time. 


Table 1: Linux operating system terms


1.2.2 [bookmark: _Toc22562252]Terms commonly used in Linux
For someone who’s new to Linux can easily get confused with the terms used in Linux hence their first steps into the world of Linux can often feel like a daunting experience. Therefore, before moving forward with any topic on how to use Linux, it is important to take time to understand the Linux terminology.
	[image: ]	Watch
Video: Understanding Linux terminology
Watch the following video to understand, learn and be familiar with the terminology used in Linux.
Linux Terminology (duration 02:21): https://www.youtube.com/watch?v=_C-GAkLPAAc
	[image: ] 	Practice activity
[bookmark: _Toc22562253]Activity 1.3: Check your understanding on Linux terminology
Based on the above video, document the Linux terminology that you’ve learnt in the table given in Activity 1.3 provided to you in Topic 1 – Student Worksheet handout.


1.3 [bookmark: _Toc22562254]Linux distributions
1.3.1 [bookmark: _Toc22562255]What is a distribution?
By combining the Linux kernel with other system components from the GNU project, numerous other developers created complete systems called Linux distributions.
There are many Linux distributions available today. You can have a look at the list at LWN.net Linux information source (Long URL: https://lwn.net/Distributions/)
To understand these distributions better, we will focus on the three main distribution families, on which other distributions are based on. 
[image: ]
Figure 1 - Linux Distribution Families 
More information on different distributions and their families, including release dates, contents and reviews can also be found at https://distrowatch.com
	[image: ]	Watch
Video: How Linux is built
Watch the following video to understand the process of how the largest collaborative development project in the history of computing is organised.
How Linux Is Built (duration 03:12): https://www.youtube.com/watch?v=yVpbFMhOAwE
	[image: ] 	Practice activity
[bookmark: _Toc22562256]Activity 1.4: Exploring different Linux distributions
Go to https://distrowatch.com and find out information about the distributions available. Then, complete Activity 1.4 provided to you in Topic 1 – Student Worksheet handout.
	[image: ]	Watch
Video: Linux overview and installation
Watch the following video tutorial to understand how to set up an environment for learning Linux. This tutorial will guide you on how to use VirtualBox to create a Linux virtual machine and would provide you with an overview of the Linux environment.
Linux: Overview and Installation (duration 01:03:00): https://www.linkedin.com/learning/linux-overview-and-installation/welcome?u=57684225
[bookmark: _Toc877353][bookmark: _Toc11228380]	[image: ]	Collaboration
[bookmark: _Toc22562257]Activity 1.5: Discuss different Linux distributions 
Form groups of three in a team. In this activity, each person in the group will be installing a distribution (using virtualisation software) based on the main three families of distributions we discussed earlier (Fedora, Debian, OpenSUSE). 
Follow the general instructions given in Practical activity 1 – Exploring Linux Distributions to perform this activity in your computer lab.
On completion of the above activity discuss your findings on the following among your team and answer the questions given in Activity 1.5 provided to you in Topic 1 – Student Worksheet handout.
[bookmark: _Toc877355]	[image: ]	Self-check
[bookmark: _Toc11228369][bookmark: _Toc22562258]How did you go?
You have completed the topic on Introduction to Linux. Check the boxes for the tasks you feel confident you can complete. 
☐	I understand the history of Linux and how it came to be.
☐	I understand the common terms used in Linux and its characteristics.
☐	I can find out information about any Linux distribution.
☐	I understand the differences between the graphical user interface and the command-line interface of the three main Linux distribution families.




[bookmark: _Toc22562259]Topic 2: Using the Linux command line environment
 


[bookmark: _Toc22562260]Overview
This topic will introduce you to the Linux command line environment starting from the very basics. Learning these basics properly will provide you with a good foundation, enabling you to understand and navigate through the Linux command-line environment easily.
In this topic you will learn about:
· the command line
· logging in and logging out
· the command prompt
· command-line syntax
· shutting down and rebooting
· identifying terminal types and shells
· getting help in the command-line.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.
2.1 [bookmark: _Toc22562261]Introduction to the command line
In the previous topic, you were introduced to different Linux distributions. When performing practical activity 1, you would've noticed that there are many differences in the graphical user interface of each distribution of Linux. It takes time for one to get used to a certain interface to be able to master it and be able to find the information you need and to perform the required tasks.
The command-line interface, on the other hand, is the same in any distribution. Therefore if you learn how to use the command-line environment, you will know how to perform operations in any distribution of Linux, regardless of how different and complicated the graphical user environment in any distribution may be.
Linux system administrators often use the command line environment to perform automation, troubleshooting and administrative tasks. The command-line interface provides many advantages over the graphical user interface. 


2.1.1 [bookmark: _Toc22562262]Advantages of using command-line
The command-line interface provides the following advantages:
· Almost any and every task can be accomplished using the command-line.
· Provides the ability to start up any graphical application directly from the command line instead of having to look for it through the menus.
· Enables logging into remote machines on the company network or over the Internet
· Provides the ability to implement scripts to automate repetitive tasks and a series of procedures.
· No GUI overhead experienced.
· The graphical interface and the tools available are different among Linux distributions. However, the command-line interface is the same.
2.2 [bookmark: _Toc22562263]Logging in and logging out
2.2.1 [bookmark: _Toc22562264]Logging into a terminal
When logging into a Linux command-line environment, there are several things you should notice.
1. A text terminal will prompt for a username (this is indicated by the string login:)
[image: ]
Figure 2 - Text terminal login: prompt
2. Once the username has been typed and when you press the Enter key, it will prompt for a password (this is indicated by the string password:)
[image: ]
Figure 3 - Text terminal password: prompt
3. When typing the password, nothing is displayed on the terminal to prevent others from seeing your password length. Not even an asterisk (*) is displayed to indicate that you have typed in something. 

4. Once you’ve successfully logged in to the system, you will see a line of text. This line of text is commonly known as the command prompt.
[image: ]
Figure 4 - Text mode successful login
2.2.2 [bookmark: _Toc22562265]Logging out of a terminal
To logout from a command-line environment, all you need to do is type the word exit and press the Enter key.
The user is currently logged in with the username student. Typing the exit command will end the student user’s login session and will give a new login: prompt.
[image: ]
Figure 5 - Text mode logging out


2.3 [bookmark: _Toc22562266]The command prompt
Once you have logged into a Linux system using the command-line interface, you will see that the beginning of each new line after logging in, displays a line of text that would look like the following.
[image: ]
This line of text is called the command prompt or shell prompt. 
2.3.1 [bookmark: _Toc22562267]Understanding the command/shell prompt
This command prompt has a structure and meaning. Let’s try to understand what each part of this command prompt means.
[image: ]
Table 1 - Understanding the command prompt
	Item #
	command prompt elements
	Meaning

	1
	[image: ]
	This refers to who has logged into the system. 
According to the command-prompt given above, we can say that a user called student had logged into the system.

	2
	[image: ]
	This refers to the hostname or computer name of the machine that the user had logged into.
According to the command-prompt given above, we can say that the hostname or computer name of the machine is Linux-ClassPC.

	3
	[image: ]
	This refers to the user’s current directory location in the Linux file system. For example, if you have navigated inside of a directory/folder called documents, then this item will display as documents.
The character displayed in the command-prompt given above is called Tilde. This character (~) is found at the top left of the keyboard just below the Esc key. Tilde commonly refers to the home directory of a user in Linux.

	4
	[image: ]
	This will indicate what type of user is logged into the system. The user account type can only be one of two types:
· Regular user – indicated by the $ symbol
· Super-user  - indicated by the # symbol


2.3.2 [bookmark: _Toc22562268]Understanding login account types
There are two types of login accounts in Linux systems. They are easily identifiable by the command prompt symbols as mentioned earlier.
Super-user (#)
The systems administrator or super-user account in Linux is commonly known as the username root.
There is only one super-user account in a Linux System and it is created during the installation.
When logged in as the super-user (root) the command prompt will end with a # symbol.
[image: ]
Figure 6 - Logging in as superuser (root)
Regular users ($)
Regular user accounts are created by the super-user account root.
Regular user accounts can be assigned administrative privileges by the original super-user account.
When logged in as a regular user, the command prompt will end with a $ symbol.
[image: ]
Figure 7 - Logging in as a regular user


2.4 [bookmark: _Toc22562269]Command line syntax
In a graphical user interface, you would click or double click on icons or menus to perform system operations. 
In a command-line interface, you need to type in commands (lines of text) to perform system operations. These commands that you type in have a certain structure or syntax. If this structure/syntax is typed in incorrectly, the command-line interface will generate errors and will not give you the output that you need.
The following screenshot shows a command not found error output on the command-line interface. 
[image: ]
Figure 8 - Command not found error
2.4.1 [bookmark: _Toc22562270]Basic elements of the Linux command syntax
Linux command syntax consists of three basic elements. They are:
· Command – this is the name of the program you are executing. It may be followed by one or more options (or switches) that can modify what the command may do.
· Option - An option usually starts with one or two dashes to differentiate them from arguments.
· Argument - An argument would refer to an item that the command operates on. This can be in the form of a file, directory or text.
2.4.2 [bookmark: _Toc22562271]Basic syntax rules
Space is used as a delimiter between command parts
Commands are lowercase 
Options can be uppercase or lowercase
Options usually preceded by a hyphen (-)
Multiple options can be used with one hyphen
Many commands do not require all three parts
Multiple commands can be entered on one line if separated by a semicolon (;)

2.4.3 [bookmark: _Toc22562272]Command syntax examples
To understand the above-mentioned command syntax and rules, let’s look at some examples. 
In the first example given below, the colour coding refers to the three elements; Command (red), Option (Blue), Argument (Green).
[image: ]
Figure 9 - Command syntax example 
Also, notice that there is a space between the three elements of the command syntax.
Here are some more examples that can help you understand the syntax rules better.
Table 2 - Examples and explanations of command syntax rules
	Examples of commands
	Explanation of how the command syntax rules are applied

	[image: ]
	This is a command by itself. There are no options or arguments in this example. 
This command will print the working directory (pwd), which gives an output of a pathname.

	[image: ]

	This is a command and an option. There are no arguments in this example.
This command will perform a listing (ls) of the current directory location. However, this listing will be a long and detailed listing because the (– l) option is being used.
Note: The option shown above is the alphabet letter L in lowercase and not number one.

	[image: ]
	This displays a command (cd) and an argument (/home), which is a pathname in this case. There are no options present in this example.
This command will change the directory (cd) to the given path; /home

	[image: ]
Or
[image: ]
	This example displays a command (ls), two options together (-l and –a or -la). Both methods of writing the command will work the same way. The option -a will show all types of files including the ones that are hidden. 
Therefore, this command will perform a long listing of all files in the given path; /home

	[image: ]
	This example displays three different lines of the command being executed in a single line separated by a semi-colon (;). 
Note that the commands given here are interpreted one at a time in the given order.


2.4.4 [bookmark: _Toc22562273]Tab completion
Tab completion is a feature available in the command-line environment which can be used as a guide to ensure commands are typed incorrectly. Tab completion automatically completes long pathnames or file names without the need to type it manually. To use tab completion you would generally:
1. put the first letter of the item (e.g. pathname, filename, username, command names) you want. 
2. press the Tab key. It fills the remaining characters of the item or if many possibilities are available it will list your options.
	[image: ] 	Practice activity
[bookmark: _Toc22562274]Activity 2.1: Understanding command syntax rules
Complete Activity 2.1 provided to you in Topic 2 – Student Worksheet handout.
2.5 [bookmark: _Toc22562275]Shutting down and rebooting
2.5.1 [bookmark: _Toc22562276]Shutting down and rebooting
Since Linux is a multi-user operating system, in an actual operational environment it is not recommended to shut down or reboot the system abruptly since it will result in damaging the system and/or loss of data. Therefore it is always important to perform this kind of operations properly. Therefore, if required to shut down or reboot the system it is important to send out a warning message to the users and give them sufficient time to save the data they may be working on.
 The preferred method to shut down a Linux system is to use a command called shutdown. 
Things to notice when using this command are:
· To issue the shutdown command, you need to be a system administrator/ super-user (root).
· The shutdown command sends a warning message and then prevents further users from logging in to the system. 
· By default when the shutdown command is issued, the system will power off after one minute. This is to give time for anyone logged into the system to save any work. Notice this one-minute time difference as highlighted in the screenshot given below.
[image: ]
Figure 10 - Shutdown command in operation
The shutdown command can be customised to:
· display a unique message or notice to all users in the system
· schedule the shutdown to occur at a different time.

To reboot a system without power off, you can use the –r or --reboot option along with the shutdown command.
For example, using a customised shutdown command will reboot the system at 3:31pm and you will see a warning message:
Shutting Down for Maintenance
The system is going down for reboot at Sa 2017-09-16 15:31:00 AEST!
[image: ]
Figure 11 - Customised shutdown command used for restarting the system
There are many other options that you can use with the shutdown command which would modify the usual way it would function. We will explore these options in a practical activity later on.


2.6 [bookmark: _Toc22562277]Identifying terminal types and shells
2.6.1 [bookmark: _Toc22562278]Terminal types
When logging in to a Linux system, you may use different interface types depending on how you are connected to the system. Various types of terminals can be differentiated by knowing how Linux refers to devices.
Following are the types of terminals you will come across when working with Linux systems.
Table 3 - Terminal types
	Terminal types
	Description 

	tty
	This refers to a terminal connection or virtual console. A virtual terminal is traditionally a keyboard/screen combination that you sit and type at. 
The keyboard combinations can be Ctrl + Alt + F (1 to 7). Each combination will open a new terminal window where you can log in as a user and perform operations in. Although there can be multiple active virtual terminals, only one terminal remains visible at a time.
One virtual terminal (usually number one or seven) is reserved for the graphical environment. Text logins are available on the remaining unused virtual terminals.
Virtual terminals are useful when you run into problems with the graphical desktop, where you can switch to one of the virtual terminals to troubleshoot.

	pts/n
	Pseudo terminals (pts) provide just the same facility as above, only without the hardware. In other words, it's an xterm window or a konsole window, or whatever terminal emulator utility you use.

	:0
	The physical console is the hardware which is actually attached to your box (where you probably only have one). That is labelled (:0) and is referred to as the actual physical console.
This also refers to an X server connection where the user has logged in using the graphical interface.





[image: ]
Figure 12 - Identifying terminal types
If you examine the output:
· User1 is logged into the system using the actual physical console, hence :0 is displayed as the terminal type and also it uses a graphical interface.
· User1 is running the first pseudo-terminal (pts/0) which is a terminal window on the graphical interface of the Linux system.
· Student is logged in through a terminal connection using a keyboard combination Ctrl + Alt + F(1 to 6).
· User3 is also logged in through a terminal connection using a keyboard combination.
	[image: ] 	Practice activity
[bookmark: _Toc22562279]Activity 2.2: Identifying terminal types
Complete Activity 2.2 provided to you in Topic 2 – Student Worksheet handout.


2.6.2 [bookmark: _Toc22562280]What is a shell?
This is the program that runs on a terminal that interprets the commands that we type into it. A shell acts as an interface between the user and the kernel. 
Therefore, shells are just executable programs that:
· present each user with a command/shell prompt
· interpret commands from the command prompt
· execute all the commands typed in by the user.
There are many different shell programs such as Bourne shell (sh), Korn shell (ksh), C shell (csh), Tee-see shell (tcsh), Bourne again shell (bash) and Z shell (zsh).
  [image: C:\SKILLSPOINT-Shevorne\Cert3- ICT30115\Linux_SysAdmin\09-09-2019\Shell.jpg]
Figure 13 – Understanding the Shell interface 
Checking which shell program you are currently running
You can use a command called ps to find out the shell that you are currently running. In the screenshot, the current shell is the Bourne again shell(bash).
[image: ]
Figure 14 - Checking which shell program you are running


Running subshells
When you start running a shell within another shell, this creates something called a subshell. Subshells are useful for parallel processing.
When running subshells, you might get confused which shell or subshell you are in at a given time. You may run into problems and errors if you have multiple subshells running without purpose. Therefore it is always important to keep track of the subshells that you are running to avoid any unexpected errors.
The following example demonstrates how to open new shells, examine the currently running shells and exit from running shells. 
[image: ]
Figure 15 - Running subshells


2.7 [bookmark: _Toc22562281]Getting help in the command line
There are various ways you can get help on how to use the Linux command line. Some important documentation sources include:
· the man pages (short for manual pages)
· GNU info
· the help command and --help option.
Other documentation sources would include:
Gentoo Linux – Documentation (Long URL: https://www.gentoo.org/support/documentation/)
Ubuntu Documentation CommunityHelpWiki (long URL: https://help.ubuntu.com/community/CommunityHelpWiki)
Debian Documentation (Long URL: https://www.debian.org/doc/)
Out of the above information sources, we will focus more on the man pages and help command since they are the most commonly used source of Linux documentation.
2.7.1 [bookmark: _Toc22562282]Man pages
Man pages are present in all Linux distributions and are always at your fingertips. The man command will display useful information about commands.
Within the man program, you can do more operations such as searching for keywords and navigating through the information displayed. You can control the display with the following command options within the man pages.
Table 4 – Man page navigation
	Keystroke or Command operation
	Purpose

	Spacebar
	Go down one page

	b
	Go up one page

	1G
	Go to the beginning of the man page

	G
	Go to the end of the man pages

	h
	Display help screen

	/keyword
	Search for a specific keyword

	q
	Exits from the manual pages


For example, if you want to find more information about the ls command that we’ve come across before, you can type the following at the command prompt:
[image: ]
This will display detailed information about the ls command. The screenshot below is an example of what the man pages will look like for the ls command.
[image: ]
Figure 16 - man page for the ls command
Man page layout
The format of each man page is broken into sub-sections which have been outlined below.
Table 5 - Man page layout
	Man page sections
	Purpose

	NAME
	Provides a brief description of the command

	SYNOPSIS
	Provides information on how the command is executed

	OPTIONS
	Provides details of all the options that can be used with the command

	FILES
	Provides information on which files are used for the command

	SEE ALSO
	Refers to other resources for additional information


2.7.2 [bookmark: _Toc22562283]The help command
Most commands have an available short description which can be viewed using the --help or the -h option along with the command or application. 
For example, to learn more about the ls command, you can run the following command: 
[image: ]
The --help option is useful as a quick reference and it displays information faster than the man pages.
	[image: ] 	Practice activity
[bookmark: _Toc22562284]Activity 2.3: Performing system shutdown and restart
Perform the tasks given in Practical Activity 2 – Using the Linux command line environment
This practical activity will help you experience performing basic tasks using a Linux environment and be familiar with the command line environment
	[image: ]	Self-check
[bookmark: _Toc22562285]How did you go?
You have completed the topic of using the Linux command line environment. Check the boxes for the tasks you feel confident you can complete. 
☐	I can log in and log out of a Linux system.
☐	I understand what the command prompt is.
☐	I understand how to use the command-line syntax.
☐	I can shut down and reboot a Linux system.
☐	I can identify the terminal types in a Linux system.
☐	I know how to get help for commands in Linux.

[bookmark: _Toc22562286]


Topic 3: Working with files using Linux command line
 



[bookmark: _Toc22562287]Overview
This topic will introduce you to working with files in a Linux command line environment starting from the very basics. Learning the basics properly will provide you with a good foundation, enabling you to understand and navigate through the Linux file system structure easily.
In this topic you will learn about:
· Linux filesystem and mount points
· pathnames and navigation
· accessing directories
· file globbing (wildcards)
· standard text streams and redirection
· searching for files
· editing files.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.


3.1 [bookmark: _Toc22562288]Linux filesystem and mount points
3.1.1 [bookmark: _Toc22562289]What is a filesystem?
A file system provides a method to store and organise random collections of data in a human-usable form.
Linux supports various file system types created for Linux, along with compatible file systems from other operating systems such as Windows. Many older, legacy file systems, such as FAT, are also supported by Linux.
Filesystems supported by Linux
· Conventional disk filesystems (e.g. ext2, ext3, ext4, XFS, Btrfs, JFS, NTFS)
· Flash storage filesystems (e.g. ubifs, JFFS2, YAFFS)
· Database filesystems
· Special purpose filesystems (e.g. procfs, sysfs, tmpfs, debugfs, squashfs)
· Other operating systems (e.g. vFAT, NTFS, hfs)
3.1.2 [bookmark: _Toc22562290]Filesystem Hierarchical Standard (FHS)
In Linux operating systems the important files are stored according to a standard layout which is referred to as the Filesystem Hierarchy Standard (FHS). This is a tree-like structure and the root directory (/) marks the beginning of the hierarchical structure of the filesystem. 
Note: The root directory (/) is not the same as the root user.
This FHS is maintained by The Linux Foundation. A standard document was created by the LSB (Linux Standard Base) Workgroup which provides more specific information about the Linux filesystem structure and how it can be used. 
Having a standard filesystem structure ensures that users, administrators and developers are able to work with different Linux distributions without having to re-learn how the system is organised.
It is important to note the following about the Linux FHS:
· Linux filenames are case-sensitive. (e.g. /boot, /Boot and /BOOT represent three different directories).
· Linux uses a forward slash (/) to represent the top of the directory structure.
· The file system contains other elements such as directory and filenames. Each directory name in a filesystem path is separated by a forward slash (/). For example, /usr/bin/ls, where the last element is the actual file name.
[image: C:\SKILLSPOINT-Shevorne\Cert3- ICT30115\Linux_SysAdmin\09-09-2019\FHS.jpg]
Figure 17 - Linux File System Hierarchy Standard 
Understanding the /home and /root directories
For each regular user in a Linux system, there is a directory created in the /home directory with their username.
When you first log into a Linux system or open a terminal, the directory that you will be in by default is your home directory. 
What does it mean by your home directory?
If you log in as a user called student, then your home directory will be /home/student.
You can display the exact location of your home directory by typing echo $HOME.
Where is root user’s home directory?
If you log in as a super-user (root) in a Linux system, your home directory will be /root.
	[image: ]	Resources
Additional resources
Linux Standard Base (LSB) 
Linux Standard Base (LSB) (long URL: https://wiki.linuxfoundation.org/lsb/start)
Filesystem Hierarchy Standard
Filesystem Hierarchy Standard (long URL:  https://refspecs.linuxfoundation.org/FHS_3.0/fhs-3.0.pdf)
	[image: ] 	Practice activity
[bookmark: _Toc22562291]Activity 3.1: Understanding the Filesystem Hierarchical Structure (FSH)
Complete Activity 3.1 provided to you in Topic 3 – Student Worksheet handout.


3.1.3 [bookmark: _Toc22562292]Partitions and mount points
Devices and partitions
A partition is a section of a hard disk that is being formatted with a specific filesystem so that files can be physically stored on the hard disk and can be accessed through the operating system.
A partition can also be thought of as a container in which a filesystem can reside. In some instances, filesystems can span across more than one partition.
A partition can be accessed by operating systems in different ways. For example, Windows operating systems use drive letters to access hard disk partitions. Linux operating systems do not use drive letters, instead, it uses mount points. 
Mount points
Before you can use a filesystem Linux, it needs to be mounted to the operating system’s filesystem structure at a mount point. This is simply a directory where the filesystem is to be attached (mounted). 
When talking about mount points it is also important to understand how devices can be identified in a Linux operating system. In Linux and all UNIX-like operating systems, it is often said that “everything is a file”. Any device that is attached to a Linux system is accessed the same way as you would access a file/folder. 
For example, in Linex systems all Integrated Drive Electronics (IDE) hard drives are referred to as:
 /dev/hdxn
x refers to a letter representing the disk.
n refers to the partition number.

Examples:
· The first partition of the first disk is /dev/hda1
· The second partition of the first disk is /dev/hda2
· The first partition of the second disk is /dev/hdb1
· The third partition of the fourth disk is /dev/hdd3


Windows vs. Linux filesystem
The table shows a comparison between the filesystem structure in Windows and Linux.
Table 6 - Comparison of Windows and Linux file system structure
	Comparison of:
	Windows
	Linux

	Standard hard disk or partition
	Disk 1
	/dev/sda1

	Mounting Parameters
	Drive Letter
e.g. C:\ 
Can also include a name along with the drive letter. 
E.g. Data (D:)
	Mount Point
e.g. /media


	Filesystem type
	NTFS/FAT32
	EXT3/EX4/XFS

	Base Folder where the operating system is stored
	C:\
	/



	[image: ] 	Practice activity
[bookmark: _Toc22562293]Activity 3.2: Understanding partitions and mount points
Complete Activity 3.2 provided to you in Topic 3 – Student Worksheet handout.



3.2 [bookmark: _Toc22562294]Using pathnames and navigation
3.2.1 [bookmark: _Toc22562295]Understanding pathnames
Pathnames are used as an addressing system. Pathnames are used in any Operating System to identify the location of a specific item within the hierarchical levels of the filesystem structure.
For example, the pathname of the System32 directory in Windows operating systems is C:\Windows\System32
Similarly, in Linux, the pathname of a directory called dir1 in the home directory of the root user is \root\dir1 
What if you get lost?
Since in Linux the filesystem hierarchical structure is quite complicated, there can be situations when you lose track of your location in the filesystem structure, especially in the command-line environment.
When this happens you can use a command called pwd to find out your exact location in the Linux filesystem structure. This command pwd stands for print working directory which refers to your Current Working Directory (CWD).
[image: ]
Figure 18 - Using the pwd command
Absolute and Relative Pathnames
There are two ways to identify paths.
· Absolute pathname
· Relative pathname
Table 7 - Absolute and relative pathnames
	Absolute Pathname
	Relative Pathname

	Always begins with the top of the directory structure (/) and follows the tree, branch by branch until it reaches the desired directory or file.
	A relative pathname starts from the current working directory and uses symbols and directory names to navigate to the desired location.
The symbols used in relative pathnames are:
[image: ]

	Always starts with /
	Never starts with /



	[image: ] 	Practice activity
[bookmark: _Toc22562296]Activity 3.3: Understanding pathnames
Complete Activity 3.3 provided to you in Topic 3 – Student Worksheet handout.


3.2.2 [bookmark: _Toc22562297]Navigating through the file system
Now that you understand the basics about the Linux FHS and pathnames let’s learn how to move around the file system structure.
Changing the directory location
The command used to change directory location within the file system structure is the cd command. There are many ways to use this command. Let’s explore some of these options.
Table 8 - Using the cd command
	Using the cd command
	The function of the command

	[image: ]
	The cd command, when on its own will move you directly to your home (~) directory.

	[image: ]
	This command moves you directly to your home directory since the tilde (~) symbol refers to the pathname of your home directory.

	[image: ]
	Assuming that dir1 is a directory in your current working directory (cwd), this command will move you down into the dir1 directory.

	[image: ]
	This command will move you directly to the beginning of the tree structure (/).

	[image: ]
	This moves you up one directory level in the FHS.

	[image: ]
	This moves you up two directory levels in the FHS.

	[image: ]
	This moves you up three directory levels in the FHS.


Navigating in the file system structure
Now that you have understood the basics of how to use the cd command, let’s learn how to actually move through the file system structure using this command along with absolute and relative pathnames.
Read through each of the examples given below to understand how absolute pathnames and relative pathnames can be used for moving around a Linux filesystem structure.


Navigate using absolute pathnames
Example 1
Note: Absolute pathnames always start with a forward slash (/)
You want to move inside the Docs directory. The absolute pathname you should use in this case would be /home/Judy/Docs
From the top of the directory structure the figure shows that the /root directory is at the top, then folder names for each area, then file names.
[image: C:\SKILLSPOINT-Shevorne\Cert3- ICT30115\Linux_SysAdmin\23-09-2019\FHS_Example_23-09-2019.jpg]
Figure 19 – Navigate using absolute pathnames - Example 1
To actually navigate/move to the Docs directory, you would have to use the following command at shell prompt.
[image: ]
Note: The file and folder names in a pathname are case sensitive. 


Example 2
You want to move inside the Pets directory. The absolute pathname you should use in this case would be /home/Tom/Pictures/Pets
To actually navigate/move to the Pets directory, you would have to use the following command at shell prompt.
[image: ]
[image: ]
Figure 20 - Navigate using absolute pathnames - Example 2



Navigate using relative pathnames
Assume that you have logged into a Linux system as user Tom. This means you will be placed automatically in your home directory when logged on to the system.
Note: If you are Tom, then your home directory (~) is /home/Tom
It is important to understand the following basic concepts of navigation when using relative pathnames:
· If you want to go downwards in the directory structure, you just need to start with the folder name directly under your current location. Then keep moving down with a forward slash between folder names until the destination file or folder is reached. 
· If you want to move upwards in the directory structure, you need to use double dots (..) relative symbol.
· If you want to directly move to your home directory in this case /home/Tom, you can use the relative symbol tilde (~).
Example 3
In this example, assume that you have previously navigated to /home/Tom/Pictures directory. Now you want to move inside the Hawaii directory. The relative pathname you should use in this case would be just Hawaii since this is directly under your current location.
Therefore, to actually navigate/move to the Hawaii directory, you would have to use the following command at shell prompt:
[image: ]
[image: ]
Figure 21 - Navigate using relative pathnames - Example 3
Note: If a relative pathname does not start with a forward slash (/). It would often use relative symbols such as dot (.), double dot (..), tilde (~) or would directly use a folder name or filename.
Example 4
Now you want to move inside the share directory, which is a subdirectory under usr. You are currently in /home/Tom/Pictures directory. The relative pathname you should use in this case, can be either ../../../usr/share or ~/../../usr/share. 
The first relative path uses the double dot symbol three times to move three levels up before you can move down into the usr/share directory.
The second relative path uses the tilde (~) symbol to move directly to /home/Tom (assuming that you are logged in as the user tom). Then, the double dot (..) symbol is used to move two levels up before moving down into the usr/share directory.
[image: ]
Figure 22 - Navigate using relative pathnames - Example 4
Therefore, to actually navigate/move to the share directory, you would have to use the following command at shell prompt.
[image: ]
Or
[image: ]

	[image: ] 	Practice activity
[bookmark: _Toc22562298]Activity 3.4: Moving around the Linux file system structure
Perform all the tasks given in section 3.1 Moving around the Linux file system structure in Practical Activity 3 handout.
3.3 [bookmark: _Toc22562299]Working with files in Linux
Linux provides many commands that are useful when managing the creation, modification and deletion of data. Linux commands can be helpful to:
· find the location of specific data within a complex file system structure
· view contents of files and list contents of folders/directories
· create new files and folders/directories
· remove or rename files and folders/directories
· find the location of files and folders in a filesystem structure based on given criteria.
3.3.1 [bookmark: _Toc22562300]Understanding file/folder manipulation 
A file can be thought of as a unit of saved data. Word documents, pdf files, audio files, video files are all examples of files.
A folder or a directory can be thought of as a container which can hold other files and folders within it. Folders are treated as storage spaces and are used for organising data.
Working with files and folders using the Linux command line would involve the use of different types of commands. Some commands work only with folders while others work only with files. Therefore it is important to understand which commands work with what data items when required to perform file/folder manipulations. The commands which work with files and folders have been summarised in the table given below.
Common file/folder manipulation commands
Table 9 - Common file/folder manipulation commands
	Tasks
	Commands used with files
	Commands used with folders/directories

	View Contents
	cat
head
tail
less (to view large files)
	ls
echo  *

	Create
	touch
or
cat  >  newfile
	mkdir

	Modify the name or move item to different location
	mv
	mv

	Delete
	rm
	rmdir (used only when the folder/directory is empty)
or
rm  -r

	Copy
	cp
	cp   -r



	[image: ] 	Practice activity
[bookmark: _Toc22562301]Activity 3.5: Working with files in Linux
Perform all the tasks given in section 3.2 Working with files in Linux in Practical Activity 3 handout.
3.3.2 [bookmark: _Toc22562302]File globbing (wildcards)
Globs are also called wildcards and they refer to special characters. These special characters can be used in the shell prompt to match file or folder names and can be helpful when manipulating groups of files or folders.
Three are mainly three types of special characters used. They are:
· asterisk (*) –used to match zero or more of any character
· question mark (?) – used to match exactly one character
· square brackets [ ] – used to match exactly one character from a range of characters.
Using the asterisk (*) wildcard 
Refer to the following examples of how this wildcard character can be used in commands.
Table 10 - Summary of commands using the asterisk (*) wildcard
	#
	Commands using file globbing
	Explanation of the command

	1. 
	[image: ]
	Lists all files in the current directory

	2. 
	[image: ]
	Lists all files in the current directory that begin with the letter D.

	3. 
	[image: ]
	Lists all files in the current directory that begin with the letter D and also has a letter n.

	4. 
	[image: ]
	Lists all files that in the current directory that end with the .txt extension

	5. 
	[image: ]
	Removes/deletes all files in the current directory that end with the .txt extension from the current location.

	6. 
	[image: ]
	Lists all files in the /etc directory that begins with the letter s and ends with the .conf extension.

	7. 
	[image: ]
	Copies all the files in the current directory that begin with the word project into the /tmp directory


Using the question mark (?) wildcard 
 Here are some examples of how this wildcard character can be used in commands.
Table 11 - Summary of commands using the question mark (?) wildcard
	#
	Commands using file globbing
	Explanation of the command

	1. 
	[image: ]
	Lists all files in the current directory that have exactly one character in the file name.

	2. 
	[image: ]
	Lists all files in the current directory that begin with the letter D and has three more characters.

	3. 
	[image: ]
	Copies all files that begin with the letter M and has four more characters into the /tmp directory.

	4. 
	[image: ]
	Removes/deleted all files that have any two characters in front and ends with the .txt extension.

	5. 
	[image: ]
	Lists all files in the /etc directory that has any four characters in the file name which also ends with .conf extension.


Using the square bracket ([ ]) wildcard 
Here are some examples of how this wildcard character can be used in commands.
Table 12 - Summary of commands using the square bracket ([]) wildcard
	#
	Commands using file globbing
	Explanation of the command

	1. 
	[image: ]
	Lists all files in the current directory that begin with the letter a, b or c.

	2. 
	[image: ]
	Lists all files in the current directory that end with the letter a, b or c.

	3. 
	[image: ]
	Lists all files in the current directory that does not begin with the letter a, b or c.

	4. 
	[image: ]
	Lists all files in the current directory that does not end with the letter a, b or c.


	[image: ] 	Practice activity
[bookmark: _Toc22562303]Activity 3.6: Learning to use wildcards
Perform all the tasks given in section 3.3 Learning to use wildcards in Practical Activity 3 handout.
3.4 [bookmark: _Toc22562304]Standard text streams and redirection
3.4.1 [bookmark: _Toc22562305]Standard input (STDIN)
Standard input is also called STDIN and it normally comes from the keyboard. This refers to what is typed or fed into the shell prompt for execution. Some commands expect input from STDIN rather than a filename argument. Sometimes you may want to redirect standard input so the input comes from a file instead of a keyboard.
Standard input examples
Example 1 – input from the keyboard
[image: ]
Example 2 – input from a text file
[image: ]
The above command tr is used to translate the contents of the input.txt into all capital letters. The greater-than sign (<) would indicate that the input.txt contents have been fed into the tr command so that it can translate the file contents.
3.4.2 [bookmark: _Toc22562306]Standard output (STDOUT)
When a command executes without any errors, the output produced is known as standard out. This is also called STDOUT and by default, it is sent to the terminal. You can redirect STDOUT from a command into a file. The number associated with the standard output file descriptor is one (1).
Standard output examples
Example 1 – redirecting the standard output into a file
 [image: ] or 	[image: ]
· A single > will overwrite existing file contents.
· Use >> to append to the end of the file contents.
3.4.3 [bookmark: _Toc22562307]Standard error (STDERR)
When a command encounters an error, it will produce output that is known as the standard error. This is also called STDERR which is sent to the terminal by default. The number associated with the standard error file descriptor is two (2).
Standard error examples
Example 1 – redirecting standard error into a file
[image: ]
In the above command, assume that there’s no such directory called /junk in the current file system. Therefore the command ls /junk would generate an error. By using standard error redirection (2>), the error message that would normally display on the terminal will be saved onto a text file called error.txt.
· A single 2> will overwrite existing file contents.
· Use 2>> to append to the end of the file contents.
· To discard error output generated from a command you can redirect the output to/dev/null  


3.4.4 [bookmark: _Toc22562308]Command pipelines
In a command pipeline, the output of one command is sent to another as input. 
The pipe symbol (|) is used between two commands to represent a command pipeline. 
[image: C:\SKILLSPOINT-Shevorne\Cert3- ICT30115\Linux_SysAdmin\CommandPipeline.jpg]
Figure 23 - Command Pipeline Syntax
Command pipeline examples
[image: ] 
[image: ]
	[image: ] 	Practice activity
[bookmark: _Toc22562309]Activity 3.7: Using standard text streams and redirection
Perform all the tasks given in section 3.4 Using standard text streams and redirection in Practical Activity 3 handout.


3.5 [bookmark: _Toc22562310]Searching for files
3.5.1 [bookmark: _Toc22562311]The locate command
The locate command is useful for fast searches of a filesystem for finding file(s). This command is case sensitive and will only return results of files that the current user would normally have access to. 
The locate command uses a database to keep track of each file in the system. This database is usually updated once a day. The systems administrator can update this database manually by using the updatedb command. 
The locate command will display all files that have the search term anywhere in the file name 
The command syntax to use the locate command is as follows:
[image: ]
3.5.2 [bookmark: _Toc22562312]The find command
The find command searches a live filesystem for the specified file(s) and also supports different search criteria options. Since the find command searches the live filesystem it may take a long time to generate results when compared to the locate command.
The command syntax to use the find command is as follows:
[image: ]
Figure 24 - Command syntax of the find command

	[image: ] 	Practice activity
[bookmark: _Toc22562313]Activity 3.8: Searching for files
Perform all the tasks given in section 3.5 Searching for files in Practical Activity 3 handout.
3.6 [bookmark: _Toc22562314]Editing files
3.6.1 [bookmark: _Toc22562315]Using vi editor
Advantages of using vi
· The vi text editor is available on every Linux distribution in the world.
· It can be executed both in a command-line interface and a graphical user interface. 
· While new features have been added to the vi editor, the core functions have been around for a long time.
· vim (vi improved) is a further improved program of the basic vi editor.
Modes in vi
There are three modes available in vi and they are summarised in the table below.
Table 13 - vi modes explained
	Modes in vi
	Description

	Command (Esc)
	Used to position the cursor within the file and edit text

	Insert (i)
	Used to type in the text

	Ex or last-line or Colon (:)
	Used to save the file, quit from the vi program, perform searches and set editor preferences.


Knowing these three modes, what each is used for and how to move from one mode to another is the key to learn how to use vi properly.
	[image: ] 	Practice activity
[bookmark: _Toc22562316]Activity 3.9: Editing files
Perform all the tasks given in section 3.6 Editing files in Practical Activity 3 handout.
	[image: ]	Watch
Video: Learning Linux command line
Watch the following video tutorial from Lynda.com to understand how to use the Linux command line and Bash shell: 
Learning Linux command line (duration 02:18:00): https://www.linkedin.com/learning/learning-linux-command-line-2/learning-linux-command-line?u=57684225
[bookmark: _Toc22562317]How did you go?
You have completed the topic on Working with files using Linux command line. Check the boxes for the tasks you feel confident you can complete. 
☐	I can navigate within the Linux file system structure.
☐	I can find relevant documents in a Linux system.
☐	I can edit files using Linux command line.
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[bookmark: _Toc11228372][bookmark: _Toc22562318]Topic 4: Record and monitor software usage and licences
 


[bookmark: _Toc11228373][bookmark: _Toc22562319]Overview
This topic will focus on how to manage, monitor and administer software in a system. It is important to understand the licensing of each software to determine if it is legal or not. 
In this topic you will learn about:
· software management in Linux
· software licensing
· administering software installed in the system
· checking for and reporting illegal software.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.
4.1 [bookmark: _Toc22562320]Software management in Linux
4.1.1 [bookmark: _Toc22562321]Application software
Application software provides services that interest the user and it frequently bundles smaller programs. Consider the following as examples. 
Microsoft Office is a suite of programs which includes:
Microsoft Word - industry-standard word processor
Microsoft Excel - de facto standard for spreadsheets
Microsoft PowerPoint - used to create slide shows

LibreOffice is an alternative to Microsoft Office which includes:
Writer - supports word processing and PDF creation
Calc - similar to Excel, includes other functions
Impress - like PowerPoint, includes other functions

	[image: ] 	Practice activity
[bookmark: _Toc22562322]Activity 4.1: Finding Linux alternatives to Windows software
Complete Activity 4.1 provided to you in Topic 4 – Student Worksheet handout.
4.1.2 [bookmark: _Toc22562323]What is a package?
Software applications in Linux are often called packages and they typically comprise of five pieces as given in the table below.
Table 14 - Software package elements
	#
	Package element
	Description

	1
	Binaries
	Binaries are the things that run like programs or applications.

	2
	Libraries 
	Libraries are shared components such as methods to read files from a disk and so on.

	3
	Configuration
	This is usually in the form of one or more files that direct the application to behave properly

	4
	Documentation
	This provides instructions on how to use the software. Such information is placed under the /usr/share/doc directory in a subdirectory named after the package, perhaps including the version number in the name

	5
	Data
	This refers to the user’s information related to the application that is being stored.


4.1.3 [bookmark: _Toc22562324]Installing software in Linux
In Windows, every software program has a simple setup.exe file, which you can simply double-click which take you through an installation wizard.
This will by default create the specific software program related files in the program files directory in the Windows File System Hierarchy Standard (FHS). However, installing software works differently on Linux.
A typical Linux distribution’s software installation system has a lot in common with an app store.

Package managers
If you need to delete your software or upgrade it to a new version, you will generally reinstall the new version on top of the old one. However, this can leave some older version files lying around. Eventually, you will end up having several outdated files that you are not sure whether you can delete. This will make your system messy. Package managers were invented to solve these types of problems. 
A package manager keeps track of:
which files belong to which package
which packages depend on which other packages
where the different types of files are stored.
Software repositories
Most of the software you will install on your Linux distribution is available in its software repositories. Your Linux distribution would likely provide a graphical interface for this system. When you select your desired package, your package manager will automatically download the package, grab any other software packages it requires and installs them.
High-level and low-level package managers
There are two categories of package managers available in Linux systems. They are:
· High-level package managers – can be in the form of a graphical tool or a command-line tool. It can download a required software package from a software repository along with any dependencies and then install them all using the low-level package manager. For example, Advanced Package Tool (APT) is a high-level package manager used in Debian family distributions and contains a series of utilities that help you find the packages on remote servers.
· Low-level package managers – this is in the form of a command-line tool. It does not automatically download and install packages and satisfy their dependencies. They have no knowledge of software repositories. To install a package the software package needs to be available locally. There are two low-level package managers available:
Debian Package Manager (dpkg) - developed by the Debian Project and used by distributions that are based on the Debian family.
Red Hat Package Manager (RPM) - developed by Red Hat, and adopted by a number of other distributions, including the OpenSUSE, Mandriva, CentOS, Oracle Linux, and others.
The following image illustrates the high-level and low-level package managers for Debian, Fedora and OpenSUSE distribution families.
[image: C:\SKILLSPOINT-Shevorne\Cert3- ICT30115\Linux_SysAdmin\11-09-2019\Packages.jpg]
Figure 25 - Package managers for Debian, Fedora and OpenSUSE Linux distribution families 



4.2 [bookmark: _Toc22562325]Understanding software licensing
4.2.1 [bookmark: _Toc22562326]Software copyright
‘Copyright’ is the legally recognised right to create a copy of something.
Copyright laws vary from one country to another. Most software is released with a license which is a legal document that claims to modify the rights granted by copyright law. These licenses are called End-user license agreements (EULAs) or click-through licenses.
Open-source software generally comes with a license such as GNU GPL.
[bookmark: _Toc11930729]Free Software Philosophy
The free software philosophy defines four specific software freedoms:
The freedom to use the software for any purpose
The freedom to examine the source code and modify it as you see fit
The freedom to redistribute the software
The freedom to redistribute your modified software
The FSF Philosophy and the licenses it inspires are often called ‘copyleft’, reflecting the exact opposite of what copyright was created to do, that is to guarantee the freedom of users to copy software, rather than to restrict that right.
4.2.2 [bookmark: _Toc22562327]Software licensing types
[bookmark: _Toc11930732]Proprietary/commercial software and licenses 
Proprietary software is owned by an individual or a company and they have restrictions on its use. The source code if proprietary software is always kept secret. These restrictions are usually mentioned in the EULA that users must agree to. These are generally long and complex contracts.
All Microsoft software is proprietary, including Windows family of operating systems and Microsoft Office. Other major producers of proprietary software are Adobe, IBM and Oracle.
Proprietary software is often characterised by technical support, higher prices and detailed terms and conditions.  


Proprietary software licensing is further broken up into sub-categories such as:
· single user licence
· bulk/volume licensing
· site licence.
A bulk licence allows for a fixed number of users but the software is distributed with less packaging and a reduced number of documentation sets. Often, the software CDs are simply shrink wrapped in a sleeve and there might be one set of documentation per 10 CDs. This licensing agreement has a lower cost-per-licence than a single licence agreement. 
A site licence allows the licensee to make additional copies of the software with its usage being limited to a work area, regardless of the number of users. Documentation is usually supplied on a CD and may be distributed and printed within the organisation as required.  
Most proprietary software vendors offer a 60-day or 120-day evaluation copy of a product. If the product supports your needs, you can then purchase a licence. Otherwise, the software ceases to function.
[bookmark: _Toc11930733]Freeware and shareware
Freeware
Freeware is commonly used for commercial products that are proprietary software. A company is allowing people to use their product without payment but you cannot adapt and modify the program as a company owns it. The term free here refers to free in price, and not freedom to modify it. These programs are usually small utility packages that can help you to use your computer system more efficiently. 
Examples of such software are Google Chrome, Skype and so on.
Shareware
Shareware is usually available as a free download for you to try before you buy. Also known as trial versions of the software. This may be a cut-down version. If you wish to use the software in the longer term, you are expected to purchase a license to use one copy of the software under the terms and conditions of the licence. The idea of shareware is to share the cost of development only. There should be no commercial fee at all. As a consequence, you will not pay a premium fee for what may be a superb product. WinZip is an example of a widely used product that started out as shareware.
GNU General Public License (GPL)
GNU GPL is a free, copyleft license for free software, which gnu.org  describes as follows.
GNU General Public License is intended to guarantee your freedom to share and change all versions of a program
When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that you have the freedom to distribute copies of free software (and change for them if you wish), that you receive source code or can get it if you want it, that you can change the software or use pieces of it in new free programs [footnoteRef:2] [2:  (Free Software Foundation, Inc, 2007)] 

This form of licence is similar to a freeware licence but allows any member of the public to alter the software in any way and redistribute it as long as they recognise the copyright owner and do not introduce a charge. Free and open-source software has been made famous by the GNU Free Software Foundation, where there are literally millions of programmes in the public domain available under this licensing scheme. 
GPL versions 
Following are some things to note regarding GPL versions:
· The most commonly used GPL versions are GPLv2 and GPLv3. 
· Both of these versions apply the four freedoms of the free software philosophy. 
· Many new open-source programs are released with the GPLv3 license. 
· Some programs, including the Linux kernel itself, still uses the GPLv2. 
· Lesser GPL (LGPL) is a variant of GPL. Developers often use LGPL with libraries, which are collections of code that can be used by other programs.
Other open-source licenses
BSD – used by open-source BSD operating systems and by various software components developed for them. This allows modifications to be distributed under other licenses. 
MIT – was the original moving force behind the X Window System (sometimes called X11).
Apache – this is an open-source license that permits redistribution under the same or another license. 
Mozilla Public License (MPL) – Most Mozilla software projects use this license. The current version of this license is MPL 2.0.
Refer to the opensource.org official website (Long URL: https://opensource.org/licenses) to find more information about popular open-source licenses.
4.2.3 [bookmark: _Toc22562328]Software copyright responsibilities
All organisations have to keep track of the software that is being used on the organisation’s computer equipment. 
Benefits of using legal software
· Fully operational software 
· Guarantee of complete, licensed, original product 
· Access to full technical support 
· Ability to receive the latest upgrades and patches at discounted prices 
· Complete documentation 
· Protection against viruses 
· Knowledge of full compliance and freedom from risk of prosecution
Consequences of using illegal software
· Greater exposure to software viruses, corrupt disks, or otherwise defective software 
· Inadequate or no documentation
· No warranties 
· Lack of technical product support available to properly licensed users 
· Ineligibility for software upgrades offered to properly licensed users
Responsibility of software copyright
It is the responsibility of the organisation’s management to ensure that software being used on the computer system is adequately licensed and is compliant with national and local government software usage laws. Therefore many organisations prohibit staff from using software that is not licensed by the organisation.
ISO/IEC 19770-1
To ensure organisations are adhering to the software copyright laws, there are specific corporate governance standards put in place. One such standard is ISO/IEC 19770-1.
According to this standard, it is important that organisations have a method to manage all software assets and ensuring software copyright of those assets. 
The need to be legal is particularly important given that software is licensed and not sold, it is important for organisations to properly manage those assets strategically while ensuring installation and use of those licenses are legal.[footnoteRef:3] [3:  (ISO 19770, n.d.)] 

BSA | The Software Alliance
In their official website www.bsa.org, the Business Software Alliance (BSA) is introduced as follows.
BSA is the leading advocate for the global software industry before governments and in the international marketplace. 
Our compliance and enforcement programs aim to reduce the use of unlicensed software by promoting the benefits of the properly licensed software and providing tools and information to help end-users optimize their software environments. [footnoteRef:4] [4:  (2019 BSA | The Software Alliance, n.d.)] 

Explore the official website of bsa.org to find more information on how they conduct compliance and enforcement programs.
	[image: ]	Watch
Video: Understanding licensing and open-source fundamentals
Watch the following video to understand more about software licensing especially the principles of open source licensing.
Licensing and Open-Source Fundamentals (duration 25:43): https://www.linkedin.com/learning/programming-foundations-open-source-licensing/what-is-a-license?u=57684225


4.3 [bookmark: _Toc22562329]Administering software installed in the system 
4.3.1 [bookmark: _Toc22562330]Determine what licensed software is used within the organisation
It is important to understand that software is divided into two broad classes; system software and application software.
System software 
The system software is the operating system software such as Windows 10, Apple Mac OS X,  Novell, Red Hat Linux, to name a few. In the case of the first two, the files of the operating system are covered by the operating system licence. With the Linux operating system, only the kernel or heart of the system is licensed and other operating system components are licensed under general public licence and, as a consequence, are an unlimited licence.  Device drivers such as printer drivers are licensed by the printer manufacturer for the life of the printing device. 
Application software 
Application software performs an application function, interacting with the operating system. This form of software will usually be required to be loaded into a base folder, only on the computer for which it is licensed, along with a descriptive name identifying the application.
4.3.2 [bookmark: _Toc22562331]Record software licences
It is important to ensure that the licence information of all software installed in the organisation's system/network is tracked, recorded and stored in a safe location.
Keep track of software
Keep track of and maintain information  about:
· when the software license was activated
· when the software license expires
· conditions related to how the software is allowed to be used.
The most efficient way to keep track of all this software is to create and to maintain an inventory with periodic checks. This is known as a software audit and can be performed manually. 
In a small organisation, which has few types of application software, it’s a relatively simple task to manually enter data into a database or even into a hand-written register to keep track of the licences. 
In large organisations, however, this can be a very difficult task depending on the size of your organisation’s network and the number of software tools used as there may be many different versions of the same software ‘purchased’ at different times. There also may be situations where users may be using their own licensed or unlicensed software on the organisation’s computer.
In the case of site-licensed software, the number of concurrent users allowed is something that needs to be recorded and should keep track of.
Store software licenses in a safe location
Anyone who knows your product key can install the software themselves, which might deactivate your copy or cause problems for you with your vendor. Therefore it is important to store the software license keys or product activation keys in a more secure location in the form of an encrypted file which can only be accessed by authorised staff in your organisation.
Software for monitoring software licenses
A computer system is built for automation, so why not use software to monitor software? 
Site licences often specify that only a certain number of users may use the software concurrently. Therefore, there is a need to monitor the number of occurrences of particular software in use at any one time. 
Many server operating systems have functionality that allows the organisation to monitor users of the software on a server. However, there are now third-party programmes that will automate the monitoring process and dynamically monitor the software from all parts of the organisation’s network, as well as produce warnings when licences are about to expire and so forth. 
BSA provides a list of tools available for organisations to use: BSA - Compliance Tools (Long URL: https://www.bsa.org/compliance-enforcement/compliance-tools)
4.4 [bookmark: _Toc22562332]Check and report illegal software 
To check for illegal software, we must first know what is legal. Legal software has a valid software license and should be used according to its license terms and conditions.
Unlicensed software refers to the installation or use of unauthorised copies of software. This may be in different forms such as:
· illegal distribution
· unauthorised sale 
· sharing an activation key or credentials for web-based software
· under-licensing or installing software more times than the license permits.

We have already considered the need to keep inventories of licences, considered automatic and manual monitoring of software usage, and discouraging users from loading their personal software. However, that is not the end. 
4.4.1 [bookmark: _Toc22562333]Check computers and network for illegal software
As time progresses it is reasonable to assume that the computers within your organisation will have more, rather than less, software on them. This also implies that some software will not be required in due course. Consider the fact that many programmes will also be upgraded and that these new licensing terms and conditions may replace the previous terms and conditions. 
There are many ways to gather information relating to software and software licences in your organisation. How you implement a record of software and any corresponding licences depends on the size of your organisation and the variations in software being run by your computer users.
4.4.2 [bookmark: _Toc22562334]Check for copyright compliance
Organisations must ensure that the software they use is legal and all documentation, warranties and license keys are available for it.
To develop a report on illegal software, you must know which software is being used, how often it’s being used and who is using it. You must also have an insight into the type of licence that the software is issued under, if at all, and who owns the rights to the licence.  
Reporting illegal software use
According to the BSA, the use of illegal software would expose individuals and companies to substantial penalties. 
BSA provides a way for anyone to report the use of unlicensed software in an organisation in a secure and confidential reporting form: BSA – Report (Long URL: https://reporting.bsa.org/r/report/add.aspx?src=AU&ln=en-au). Investigate the reporting tool they provide and make a note of what information you will need to report on. 
4.4.3 [bookmark: _Toc22562335]Delete illegal software
Not so long ago, it was a simple process to delete the software from a computer. All the software resided in the same region of a hard disk drive, there were no associated files, such as library files, for the main software, and with many operating systems there were no associated difficulties. However, we must accept that 95% of client machines on networks today have a Windows flavour, and since the advent of the central registry system associated with the Windows platform, deleting software can be a difficult and time-consuming task. If all the files or registry entries are not removed when a software package is deleted, the remaining files and registry items can impact on the proper functioning of the remaining software. 
Various third party companies have created software to delete illegal or unwanted software because of this process. In fact, the Windows operating system has a control panel feature which will uninstall unwanted programmes. There are also popular third-party applications like CCleaner that helps uninstall unwanted software.
In Linux, you will need to use the package managers to properly remove unwanted software from the system. Watch the video tutorial given below to explore how to use command-line tools to manage software packages in a Linux system.
	[image: ]	Watch
Video: Understanding Linux package management
Watch the following video to understand how to manage software packages in a Linux environment.
Linux and Unix: Package Management (duration 01:13:00): https://www.linkedin.com/learning/linux-package-managers-and-repositories/welcome?u=57684225
	[image: ] 	Practice activity
[bookmark: _Toc22562336]Activity 4.1: Record and monitor software usage and licenses
Perform the tasks given in Practical Activity 4 – Software administration and license maintenance.
This practical activity will help you perform software administration tasks and obtain information about software licenses using a Linux environment.
	[image: ]	Self-check
[bookmark: _Toc11228375][bookmark: _Toc22562337]How did you go?
You have completed the topic on Record and monitor software usage and licenses. Check the boxes for the tasks you feel confident you can complete. 
☐	I can identify software copyright responsibilities.
☐	I can determine what licensed software is used within a given system.
☐	I can maintain records of licence number and location.
☐	I can check personal computers and network for illegal software.
☐	I can check for copyright compliance within the system.
☐	I can report illegal software to the appropriate person.



[bookmark: _Toc22562338]Topic 5: Provide user access to the system
 


[bookmark: _Toc22562339]Overview
This topic will focus on creating and managing user accounts so that clients can access the system. 
In this topic you will learn about:
· creating and managing user accounts
· creating and managing groups
· maintaining system integrity and security.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.
5.1 [bookmark: _Toc22562340]Creating and managing user accounts
Computers are used to create, modify, store and produce information and documentation from data. User access to a business network must be controlled and secured. This is normally achieved by establishing a user account, associated password and by issuing a user identifier (e.g. Employee Identification card). 
5.1.1 [bookmark: _Toc22562341]Setting up user accounts
One common activity for a Network Administrator would be to set up and maintain user accounts. Without a user account, the user cannot access the computer system’s resources. The purpose of having individual user accounts includes:
· providing each user with their own individualised private space
· creating particular user accounts for specific dedicated purposes
· distinguishing privileges among users.
Information required to set up user accounts
Typically there are three important pieces of information that are required to set up an account:
· user identifier
· password
· list of resources that a user may access
· set of rules the user should follow when using the resource.
Configuring a legal message to display at user logon
When a user connects to the computer hosting the resource they require they should also be informed of the rules, responsibilities and obligations the user has with regard to connecting to the resource. For example, a notice is displayed on the screen when a user logs into the computer network. This is usually known as a legal login notice.
To configure this in a Linux system you must edit the /etc/motd configuration file. Once this is configured, the message saved in the /etc/motd file would display each time a user logs in to the system using a login terminal. The following screenshot shows a message of the day (motd) notice displayed once the student logs into the system:
[image: ]
Figure 26 - MOTD banner message
Documenting user accounts
In an organisation that requires a secure network, accessing the network should require procedures similar to those for a bank. Ideally, the user’s manager should apply for a user account and supply the required information to the User Account Administrator. 
The user should agree to adhere to the security procedures of the organisation. A form is filled in by the new user and signed by the line manager. This paper document can be filled and later reviewed to ensure that appropriate access has been implemented. 



5.1.2 [bookmark: _Toc22562342]Managing user accounts in Linux
Linux systems provide a multi-user environment which permits people and processes to have separate simultaneous working environments.
User account types
There are three different types of user accounts in Linux as summarised in the table below.
Table 15 - A summary of user account types in Linux
	User account type
	Purpose
	User ID (UID in /etc/passwd) 

	root account
	This is a special user account dedicated to the root user, who is able to do anything on the system. 
To avoid making costly mistakes, and for security reasons, the root account should only be used when absolutely necessary.
	0

	Normal user accounts
	These type of accounts are for people who will work on the system.
	1000 <

	System user accounts
	Some user accounts (like daemon account) exist to allow processes to run as a user other than root. 
Note: This is not an account where you can log in to the system with
Examples:
1 – The bin system account is responsible for some system binaries and non-login accounts
48 – apache account is used by the apache web service
99 – nobody account is used for many things, particularly for anonymous access on FTP and HTTP servers.
	1 – 999
 


Switching user accounts in Linux
Knowing how to switch user accounts within a shell will help administrators at various situations such as when performing configuration tasks that require access to a privileged account while logged in to a regular user’s terminal. 
Before learning how to switch from one user account to another, you need to know how to identify who is logged in to the system currently. 
Identifying the Current user
Following are some of the commands you can use to identify who is currently logged into the system.
· To list the currently logged-on users, use the who command.
· To identify the current user, use the whoami command.
· Get more detailed information by using the who command with the -a option.
Using the su command to switch between user accounts
To gain access to a different account at a shell prompt you can use the su command. 
The following examples given in the table below will help you understand the different ways of using the su command.
Table 16 - Usage of the su command
	Examples of how to use the su command
	Explanation of command operation

	[image: ] 
[image: ]
	These examples provide you with a non-login shell for the superuser (root) or any regular user (bob). 
However, the above method will not provide you with full user environment access.

	[image: ]
	By using a single hyphen (-) or hyphen with letter l (-l) will perform the same operation. 
This will provide you with a proper login shell where full user environment access will be available.

	[image: ]
	Any of the methods shown here can be used to switch to the root account.
Notice that if you don’t provide the account name,  the su command assumes that you want to switch to the root account.



Note: When using the su command it will open a subshell within the shell environment you are currently in, where you be logged in as a different user. It is important to exit from this subshell once you have accomplished the task so that you return back to your original shell environment in the previous user account. 

Warning: If you keep switching users by creating subshell after subshell without exiting from them, it will create confusion and would potentially generate system errors when you try to perform configuration tasks.
Configuring a user account with privileged access in Linux
The root user account needs to be used sparingly. Therefore, it is a good practice to create privileged access accounts for the system administrators who will be managing the system. 
This can be done using two methods.
Method 1 - Editing the sudoers configuration file /etc/sudoers
To configure the sudo configuration file, which is the /etc/sudoers you need to: 
1. Log in as the root user to the system or switch user to root account.
2. Run the command visudo.
This command allows you to edit the /etc/sudoers file. 
3. In the configuration file, you need to scroll down to the section that shows something similar to the screenshot given below.
[image: ]
Figure 27 – A screenshot of the sudo configuration file showing the section to be edited
The above shows the section where it allows root to run any commands anywhere. 
4. If you want the user mark to be able to run any command anywhere as the root user, you need to add the following line to the configuration file just below the configuration line for root.
[image: ]
[image: ]
Figure 28 - A screenshot of the sudo configuration file with the new line of text added
Often you want to allow a regular user to execute some commands as the root user, but not all commands. 
For example, If there’s a network error in the workstation, you want that user to be allowed to restart the networking service. To execute such a command, he needs to have superuser (root) privileges. So, instead of providing that user with the root password, you can set up the sudo command to allow the user to run just the necessary command. 
Method 2 – Grant sudo access to users by adding them to the wheel group 
This method is explained in the Red Hat official documentation topic called configuring sudo access (long URL: https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux_OpenStack_Platform/2/html/Getting_Started_Guide/ch02s03.html).

Using the sudo command
1. To execute just one command with root privilege you need to type the word sudo before the command you want to execute. 
2. The user is then prompted for his own password (not the root password). If the correct password is provided, the command is executed with root privileges. 
3. When the command is complete you will return to being a normal unprivileged user.
	[image: ]	Watch
Video: Understanding user roles and sudo
Watch the following video tutorials to understand more about user roles in Linux and the use of sudo:
User roles and sudo (duration 03:51): https://www.linkedin.com/learning/search?keywords=sudo&u=57684225
System basics: sudo access and root (duration 04:57): https://www.linkedin.com/learning/linux-tips-weekly/system-basics-sudo-access-and-root?u=57684225




Configuration files associated with managing users
User accounts are not known to the Linux kernel by the name we use and see, but by the user ID (UID) and group ID (GID) associated with the name. The UID is used by the system for a variety of purposes, including to determine user privileges and for activity tracking. 
In any Linux system, there are specific configuration files that hold the above mentioned UID and GID details along with other information such as passwords. 
The table below summarises some important configuration files. You need to be aware of what information these files contain and for what purpose they are used for. 
Table 17 - User account configuration files in Linux
	Configuration file name
	Purpose

	/etc/passwd
	Contains usernames and UID entries for all user accounts in the system include any basic account attributes.
Users must have a username entry in the /etc/passwd file to log in to the system. However, users cannot log in using their UID. Only the username is accepted.

	/etc/group
	Contains all group names and GID entries for all groups in the system. 
Additionally, each user account in the /etc/passwd file will have a corresponding primary group ID created in the /etc/group file which is sometimes the same number as the UID. These accounts are called the User Private Groups (UPGs)

	/etc/shadow
	Contains all passwords associated with each user account in the /etc/passwd file.

	/etc/skel
	This is a directory. What is held in this directory will be automatically copied to the home directory of a user at the time of user account creation. 





Understanding the entries in the /etc/passwd file
Each user on a Linux system has a corresponding line in the /etc/passwd file that describes their basic account attributes.
[image: ]
Figure 29 - Contents of /etc/passwd file
There are mainly seven pieces of information shown by a single line of entry in the /etc/passwd file. Each piece of information is separated by a colon (:). 
Let’s focus on the following example showing information on a regular user account and try to understand what it means.
[image: ]
Figure 30 - A single entry of the /etc/passwd file
The table describes in detail each element, their meaning and purpose along with the numbered elements.
Table 18 – Understanding the entries in the /etc/passwd file
	Numbered element in the /etc/passwd entry
	Meaning and purpose of the section

	1 -  username
	This displays the unique name assigned to each user. This must be eight or fewer characters and should be lowercase.
In the above example, the username is student.

	2  - password placeholder
	The password assigned to each user. The x value tells the system that the password for this account is stored in the /etc/shadow file.

	3 – user identification number (UID)
	A unique number assigned to the user account. 
In the above example, the UID is 1000.

	4 – group identification number (GID)
	Indicates the primary group of the user. 
In the above example, the GID is 1000.

	5 - comment
	A defined method to use the comment field is for contact information (e.g. full name, email, office, contact number) This can also be left blank.
In the above example, the comment is Student.

	6 – home directory location
	This field is used to define the complete or absolute path to the user’s home directory.
In the above example, the home directory is /home/student.

	7 – login shell
	This field defines the login shell for the user.
In the above example, the login shell is /bin/bash.





5.1.3 [bookmark: _Toc22562343]Creating user accounts in Linux
When managing user accounts in Linux, there is are several commands that will be used, which are useradd and passwd.
Creating users is an administrative task. Therefore one would need to have administrative access to use the useradd and passwd commands to:
· create a new user account
· set a password for the new account.
Step 1 – Create a new user account
The following example shows how to create a new user account called steven with system default values assuming that you are a user having administrative access. 
Syntax of the useradd command:
	sudo
	useradd
	steven

	Using sudo will grant permission for the user to execute the command
	This is the command used to create a new user

	This is the argument. Tells the system to create a new user called steven



Note: You must be a sudoer in the system to use the sudo command
What happens in the system when you execute the above command:
Creates a new user account called steven.
The next available UID is assigned to the user (UID above 1000).
Creates a group with the same group name and GID as the username and UID.
Sets the user’s primary GID to the newly created group.
A home directory /home/steven is created and owned by steven.
Steven’s login shell will be /bin/bash if this is the default login shell in the system.
The contents of /etc/skel is copied to /home/steven.
An entry of ! Or !! Is placed in the password field of the /etc/shadow file for steven’s entry. 
Note: For the above user account to be usable, you still need to set a password for this account. 
Using options with the useradd command
There are various options that you can use with the useradd command to override the default values. 
For example, the command below will create a new user account called jsmith. At the same time it will set the default shell as /bin/csh and the skeleton directory to /etc/skel_payroll and add a comment to record the full name of the user as John M Smith.
[image: ]
Further modifying a user account
In a situation where you need to further modify the user account with additional information and change configurations, you can use the usermod command to do so. 
The usermod command can be used to change characteristics of a user account including group memberships, home directory location, login name, password, default shell, user ID and so on. 
This command will take care of any modifications to the configuration files in the /etc directory as necessary.
[image: ]
The above command changes the path to the user account john’s login shell to /bin/csh in the /etc/passwd file.
[image: ]
The above command modifies the comments field in the /etc/passwd file to include the full name and email address for john’s user account. 
Following is all available options that can be used with the usermod  --help command.
-c, --comment COMMENT		new value of the GECOS field
-d, --home HOME_DIR		new home directory for the user account
-e, --expiredate EXPIREDATE		set account expiration date to EXPIRE_DATE
- f, --inactive INACTIVE		set password inactive after expiration to INACTIVE
-g, --gid GROUPS			new list of supplementary GROUPS
-G, --groups GROUPS			new list of supplementary GROUPS
-a, --append	append the user to the supplemental GROUPS mentioned by the -G option without removing him/her from other groups
-h, --help				display this help message and exit
-l, --login NEW_LOGIN			new value of the login name
-L, --lock				lock the user account
-m, --move-home	move contents of the home directory to the new location (use only with -d)
-o, --non-unique			allow using duplicate (non-unique) UID
-p, --password PASSWORD		use encrypted password for the new password
-R, --root CHROOT_DIR		directory to chroot into
-s, --shell SHELL			new login shell for the user account
-u, --uid UID				new UID for the user account
-U, --unlock				unlock the user account
-Z, --selinux-user SEUSER		new SELinux user mapping for the user account

Figure 32 - Options available for the usermod command
Note: Use the manual pages in Linux to find out further details about the usermod command. (e.g. man usermod)
Step 2 – Set a password for the new account
The command used to set a user account password is the passwd command. It is important to note the following when setting user account passwords:
· A regular user can change only their own password.
· The root user can change all user account passwords.
· Passwords are stored in /etc/shadow file and are encrypted.
· The /etc/shadow file can only be viewed by the root user. Therefore, regular users do not have access to view /etc/shadow file.
Performing a password reset/change
To change the root password, execute the following command when you are logged in as the root user:
[image: ]
Note: The above command would prompt you for a password that must be entered twice for verification.
If you are executing this command as a regular user, the user’s current password is required before the new password will be accepted.
If you are changing another user’s password as the root user, you need specifically mention the name of the user account you want to change the password for. For example if you want to reset the password for the user account john, you can execute the following command.
[image: ]
Note: Use the manual pages and the help utility in Linux to find out further details about the passwd command. (e.g. man  passwd or passwd  --help)

5.1.4 [bookmark: _Toc22562344]Managing user accounts of staff that leave
If managers have a poor record of providing information when a person begins employment at an organisation, they are also likely to fail in informing the administrator about users that have left the organisation. 
When there is a new employee there is a sense of urgency and a need to get the person implemented as a user. Sometimes the new recruit is given the user account and password of the person that they are replacing, which is not a good security practice.
Good procedures should require an appropriate process to delete or disable the user account when an employee or contractor leaves. Sometimes, the busy manager may not have the time (or inclination) to formally advise the administrator about the user and this weakens security. It’s good practice to include this action in a checklist to be used when staff leave an organisation.
Locking and unlocking user accounts in Linux
The following command locks john’s user account. This will alter the /etc/shadow file by prefixing the current encrypted password with an exclamation point (!)
[image: ]
The following command unlocks john’s user account. This will alter the /etc/shadow file by removing the exclamation point (!) from the front of the encrypted password.
[image: ]
Removing user accounts in Linux
If a user leaves a company, you are faced with either deleting the user account and leaving the user’s home directory on the system or removing his account and the home directory in one step. The following command will remove the user john without affecting the user’s home directory:
[image: ]
The following command will remove the user john along with his home directory:
[image: ]
Note: Use the manual pages and the help utility in Linux to find out further details about the userdel command. (e.g. man  userdel or userdel  --help).

5.2 [bookmark: _Toc22562345]Creating and managing groups 
To facilitate maintenance of security access users will be placed in groups. It is the group that will be given full or restricted access or be denied access.
Group accounts can be managed and maintained with the following commands.
Table 19 - Group management commands in Linux
	Group management commands
	Purpose
	Example

	groupadd
	This command is used to add a new group.
	[image: ]

	groupdel 
	This command is used to remove a group.
	[image: ]

	groupmod
	This command is used to modify a group’s properties.
	[image: ]


5.3 [bookmark: _Toc22562346]Maintaining system integrity and security
5.3.1 [bookmark: _Toc22562347]Issuing user account passwords
When a new user is being created, the administrator will normally issue the first password (e.g. a random sequence of characters). This initial password is then given to the user in a secure manner; most probably in person or via a secure email or link advising the user to change the password immediately at their first log on.
Administrators should not know a user’s password. Some systems encrypt the contents of the user password file to ensure this protection.
For example, think about how you received your TAFE student user account password for the very first time and the process that the administrators would have followed to provide you with user account access.
5.3.2 [bookmark: _Toc22562348]Managing user passwords
The organisation’s Information Technology security procedures should identify the password standards that are to be used. 
Passwords may vary in complexity, and utilities are provided in operating systems to check the strength of a password. 
Generally, passwords are controlled by having some of the following rules in place: 
Minimum number of characters
The more characters used, the harder it is to crack the password.
Mixing letters, numbers and special characters
Often called a password complexity rule. The worst type of password is one that is a common word — these can be hacked by comparing with a dictionary. 
Frequency of changing
If a password has been compromised then it can’t be used again until the user changes it. Note: Some users find a good password and then add the month number to it every month. If the password has been discovered then the hacker will know the next month’s password. 
Not allowing re-use by other users or within a given time frame
In some systems, no two users can have the same password or a password may not be reused within a certain time frame. This helps avoid easy-to-guess passwords.
Aging passwords
Users passwords need to be changed frequently enough so that attackers don’t have enough time to guess them. To age the passwords properly, we use the chage command in Linux. The syntax for the chage command is as follows: 
[image: ]
When you execute the command as the root user, the command prompts you interactively for each value that can be configured for the specified user. For example, if password aging needs to be configured for the user account john, the following command can be used:
[image: ] 
Users can use the –l option to view their own information, or the root user can view another user’s information with this option:
[image: ] 

This command acts on fields in the /etc/shadow file, with the following options:
Table 20 - A summary of the options used with the chage command
	Options for chage command
	Purpose of the command option

	-m
	Changes the Minimum value, or how long after a password is changed that the user must wait until it can be changed again

	-M
	Changes the Maximum value, which is the maximum number of days that can go by before the user must change the password.

	-d
	Changes the Last Changed value, which is the number of days since January 1, 1970, that the password was last changed. This is rarely modified; since the passwd command updates it automatically

	-E
	Changes the Expiration value, which is the number of days since January 1, 1970, that represent the day the user’s account will be disabled, The format is YYYY-MM-DD

	-l
	Changes the Inactive value or the number of days of inactivity (no logins) after the account has reached the maximum limit before the user account is locked. This requires root attention to re-enable.

	-W
	Changes the Warning value or the number of days before a user must change her password. This warning is only provided when the user logs into the system





	[image: ]	Watch
[bookmark: _Toc22562349]Video: User and group management
Watch the following video tutorials to understand more about user and group management in Linux:
System basics: User and group management (duration 08:39): https://www.linkedin.com/learning/linux-tips-weekly/system-basics-user-and-group-management?u=57684225
Linux: User and group management (duration 01:08:00): https://www.linkedin.com/learning/linux-user-and-group-management/welcome?u=57684225
	[image: ]	Resources
[bookmark: _Toc22562350]Additional resources
Refer to the following sources for additional information on creating and managing user accounts in Linux:
Command-line utilities for managing users and groups (Long URL: https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/system_administrators_guide/s1-users-tools)
	[image: ] 	Practice activity
[bookmark: _Toc22562351]Activity 5.1: Managing users and groups in Linux
Perform the tasks given in Practical Activity 5: Managing users and groups in Linux.
This practical activity will help you perform user and group management tasks in a Linux environment.
	[image: ]	Self-check
[bookmark: _Toc22562352]How did you go?
You have completed the topic on Provide user access to the system. Check the boxes for the tasks you feel confident you can complete. 
☐	I can describe the procedures for creating user accounts.
☐	I can provide user accounts with passwords.
☐	I can configure user accounts with appropriate privileges and access levels.
☐	I can record user account details.



[bookmark: _Toc22562353]Topic 6: Apply security access controls
 


[bookmark: _Toc22562354]Overview
This topic will focus on applying security access controls on a Linux system. 
In this topic you will learn about:
· user access privileges
· assigning users to groups
· file and folder permissions
· testing and managing user access.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.
6.1 [bookmark: _Toc22562355]Determine user access privileges
In a typical organisation, employees share resources via networked computers such as shared folders, shared printers and various other networked services (e.g. email). Network administrators need to ensure that users are granted access to the required resources so that employees can perform their normal business operations.
It is also important to ensure that appropriate restrictions are put in place to prevent any unauthorised access to the networked resources. Therefore the resource sharing of a network needs to be configured in a systematic way so that user access privileges can be easily managed and maintained.  
Organisations would typically have a User Access Review Policy in place to help determine which users need to have access to what resources in the network. For example, such a policy would include:
· An inventory of the organisation’s assets which includes network resources such as workstations, printers, servers, network devices, backup devices and so on.
· A list of owners for each asset.
· Descriptions of user roles and their access levels. This is further defined in an organisation’s security policy. 
· Reporting types and frequency details.
It is also important to conduct user account reviews and monitor, manage and audit user accounts frequently to maintain security access to the system.
6.2 [bookmark: _Toc22562356]Assign users to groups
On multi-user environments, we tend to place users into groups and give the groups access privileges rather than the specific users.
A group is a collection of users who will usually have similar security requirements in an organisation. They may also perform similar roles in that organisation. 
The following should be noted when assigning users to groups:
· All security rights given to the group are inherited by the members of the group. 
· A user may be a member of more than one group. 
· Users are assigned to groups, not groups to users.
This means that the management of files and other resources can be done more efficiently.
[bookmark: _Toc22562357]6.2.1 Group membership types in Linux
The command used to modify a users' group membership/assignment is usermod.
There are mainly two types of group memberships in a Linux environment as further explained in the table given below.
Table 21 - Group membership types in Linux
	Linux group membership types:
	Description

	Primary group membership
	Every user is a member of one primary group.
When user accounts are created, a primary group is created for each user by default. This group is known as a user’s primary group.
A user's primary group is defined in the fourth field of a user's /etc/passwd entry.  It’s also included in the /etc/group file as well.
Additionally, you can use the id command to verify a user’s primary group membership

	Secondary group membership
	This is an optional group that a user can be added to. 
Users can be a member of zero or more secondary groups.
These groups are defined in the fourth field of the /etc/group file.
Additionally, you can use the id command to verify a user’s secondary group membership


[bookmark: _Toc22562358]6.2.2 Changing group memberships
Standard users do not have permission to edit the /etc/passwd file or the /etc/group file and therefore cannot change their group memberships.
Instead, only the administrative user, root, may change group memberships. 
If you do have access to a machine as root, group memberships may be modified using the usermod and groupmod command-line utilities, or the system-config-users graphical utility. 
Changing the primary group membership
The following example changes the primary group membership of the user john to music. 
Warning: this changes which file objects the user has access to.
[image: ]
Adding users to secondary group/s 
The following example associates the user john to music group as an optional secondary group.
Note: Be sure to include all groups that the user is already a secondary member of by separating them with a comma(,). Otherwise, this command replaces all other secondary groups.
[image: ]
If the user john requires to be added to more secondary groups (e.g. sports and maths) you can use the following command to append the additional groups to the existing secondary group list. 
[image: ]
Note: If accidentally the –a option was not used with the above usermod command, the user john will only be a member of sports and maths secondary groups, since the earlier music group membership will be overwritten.

[bookmark: _Toc22562359]6.3 File and folder permissions 
Permissions configured on files and folders can allow/deny users from accessing files and directories.
6.3.1 [bookmark: _Toc22562360]Understanding permissions in Linux 
When working with permission in a Linux environment, there are three permission types that you need to be aware of:
· read
· write
· execute.
Viewing permissions in Linux
File permissions can be displayed using the following command:
[image: ]
Folder/directory permissions can be displayed using the following command:
[image: ]
Understanding the ls command output 
Let’s look at the example given below to understand the ls command output in detail.
[image: ]
The command above gives the output as shown below. 
[image: ]
Let’s try to understand what this output means:
- shows the file type (- for file, d - directory, l - symbolic link, b  - block device, c character device)
rwxr-xr-x is the actual permissions of the /bin/ls file
1 – displays the number of links the file has to other files
root - indicates the file owner
root - indicates the primary group name the user owner belongs to
118644 - is the size of the /bin/ls file in bytes
Apr 4 2014 - is the date created or last modified
/bin/ls - is the filename
Files vs. folders/directory permissions
In Linux, the three permission types mentioned previously have a different meaning on files vs directories, which is further explained in the table given below.
Table 22 - Files vs. folder/directory permissions
	Permission (symbol)
	Effect on files
	Effect on directories/folders

	read (r)
	Allows for file contents to be read or copied. 
	Without execute permission on the directory, it only allows for a non-detailed listing of files. With execute permission, ls  -l command can provide a detailed listing.

	write (w)
	Allows for contents to be modified or overwritten.
	Allows for files to be added or removed from the directory.  For this permission to work, the directory must also have the execute permission.

	execute (x)
	Allows for a file to be run as a process, although text script files require read permission, as well.
	Allows user to change to the directory if parent directories have the execute permission as well.





Permission sets
Permissions are broken into three sets. Each permission set consists of three characters and represents read, write and execute permissions for user owner, group owner and others.
User Owner
The first set (three characters) represents the permissions for the user who owns the item. This is displayed in the highlighted characters in the example given below.
 rwxr-xr-x
Group Owner
The second set (three characters) represents the permissions for the group who owns the item. This is displayed in the highlighted characters in the example given below.
 rwxr-xr-x
Others
The third set (three characters) represents the permissions for everyone else. The term everyone else means anyone who is not the user that owns the item or a member of the group that owns the item. This is displayed in the highlighted characters in the example given below.
rwxr-xr-x
[image: ]
Figure 33 - Summary of permission sets

Detailed view of permission sets
File
	Type
	-



User Owner
	Read
	r

	Write
	w

	Execute
	-



Group Owner
	Read
	r

	Write
	w

	Execute
	-



Others
	Read
	r

	Write
	-

	Execute
	-


6.3.2 [bookmark: _Toc22562361]Changing file/folder ownerships
Changing user ownership
The chown command changes user owners.
· When a file or directory is created, the owner is automatically assigned using the effective user ID.
· The chown command is used to change the ownership of a file or directory.
· File/directory owner can only be changed by a user with root privileges.
Example:
[image: ]

The above command generates the output shown below. Notice the user owner (user1) of the item testfile highlighted in red.

[image: ]

Now, we will use the chown command to change the user owner of the item testfile to root.

[image: ]

The result of the above command can be verified by performing a long listing of the item testfile. 

[image: ]

Notice the command output of the above command now shows root as the user owner of the item testfile.

[image: ]


Changing group ownership
The chgrp command changes group owners.
· When a file/directory is created, the primary group of the effective user ID creating it is automatically assigned. 
· The chgrp command is used to change the primary group of a file/directory.
· The primary group can only be changed by the file/directory owner and a user with root privileges.
Example:
[image: ]

The above command generates the output shown below. Notice the group owner (user1) of the item testfile highlighted in red.

[image: ]

Now, we will use the chgrp command to change the group owner of the item testfile to root.

[image: ]

The result of the above command can be verified by performing a long listing of the item testfile. 

[image: ]

Notice the command output of the above command now shows admin as the group owner of the item testfile.

[image: ]



6.3.3 [bookmark: _Toc22562362]Changing file/folder permissions
The command is used to modify file/folder permissions is chmod.
To change the permissions of an item you must either be the user who owns the item or the root user.
There are two methods used to change permissions with the chmod command:
Symbolic (relative) method
Uses a combination of letters and symbols to add or remove.
Octal (numeric) method
Uses three numbers to represent file permissions for owner, group, everyone else.
Using chmod symbolically
With this technique, you specify who, an operator, and what. The command syntax for using the chmod command symbolically is as follows:
[image: ]
Figure 35 - chmod command syntax
 	  	Who specifies whose permissions to alter:
u for user
g for group
o for others
a for everyone

Operator specifies whether to add, remove or assign:
+ to add
- to remove
= to set exactly

What specifies the permission to set on the item:
r for read
w for write
x for execute
- for nothing




Refer to the following examples to further understand how the above syntax works.
Table 23 - Examples of using the chmod command symbolically
	Examples
	Meaning

	[image: ]
	Adds execute permissions for the user owner of the item myscript

	[image: ]
	Removes write permission from the group owner of the item file1

	[image: ]
	Assigns others read, removes write from the group owner and adds execute permission from the user owner of the item myscript

	[image: ]
	Assign everyone no permissions for the item file1



Using chmod numerically (Octal method)
This method uses numeric values for permissions. The corresponding octal values for each permission is shown in the table given below.
Table 24 - Octal values for permission types
	Permission type
	Octal value

	read (r)
	4

	write (w)
	2

	execute (x)
	1





By combining the permissions the values range from zero (0) to seven (7). This is the reason for calling this method octal.
	[image: ]

Resource ID: TBS_18_018_Cl_SysAdmin_SW_1of1	Page 153 of 153
© TAFE NSW 2019
7 = rwx
	6 = rw-
	5 = r-x
	4 = r--
	3 = -wx
	2 = -w-
	1 = --x
	0 = ---


When using this method, you must always specify a three-digit number. Each digit refers to the three sets of permissions (user, group and others) which was discussed earlier. See how the three-digit number given below would correspond to the permissions.
777 = rwxrwxrwx
775 = rwxrwxr-x 
755 = rwxr-xr-x
700 = rwx------
664 = rw-rw-r--
640 = rw-r-----


Refer to the following examples to further understand how the chmod command would work when using the numeric (Octal) method.
Table 25 - Examples of using the chmod command numerically
	Chmod command – using octal method
	Result

	chmod   764  myscript
	This command results in rwxrw-r--

	chmod   664  file1
	This command results in rw-rw-r--

	chmod   744  myscript
	This command results in rwxr--r--

	chmod   000  myfile
	This command results in ---------


	[image: ]	Watch
[bookmark: _Toc22562363]Video: Understanding Linux permissions
Watch the following video tutorial to understand more about how to configure files permissions in a Linux environment:
Linux: Files and permissions (duration: 01:49:00): https://www.linkedin.com/learning/linux-files-and-permissions/standard-linux-permissions-overview?u=57684225
Only the following sub-sections of the above tutorial are relevant for this topic:
· Standard Linux permissions overview (duration 01:47)
· File and directory modes (duration 01:19)
· File ownership (duration 04:34)
· Set permissions using numeric method (duration 03:13)
· Set permissions using symbolic method (duration 05:16)

[bookmark: _Toc22562364]6.4 Test and manage user access
Once the user access had been configured according to the requirements of the organisation and access policies, it is always a good practice to test these account configurations to check if it is configured properly and to identify any errors in permissions or user group assignments.
Perform all the tasks in the practical activity given in the section below. This activity will guide you through the setting up of users, groups, files, folders and the configuration of group memberships and permissions on items. Once the configuration is done, you will then have the opportunity to test each user account you have configured previously. In doing so, you can verify if the users have appropriate access to the system and also ensure that the permissions assigned to the items are correct.
	[image: ] 	Practice activity
[bookmark: _Toc22562365]Activity 6.1: Working with ownerships and permissions in Linux
Perform the tasks given in Practical Activity 6: Working with ownerships and permissions in Linux.
This practical activity will help you perform configurations tasks related to managing ownerships and permissions of files and folders in a Linux environment.
	[image: ]	Self-check
[bookmark: _Toc22562366]How did you go?
You have completed the topic on Apply security access controls. Check the boxes for the tasks you feel confident you can complete. 
☐	I can apply access controls on network resources.
☐	I can maintain, limit or enhance user access.
☐	I can describe the features of network file and folder permissions.

[bookmark: _Toc22562367]Topic 7: Monitor the network and system performance
 


[bookmark: _Toc22562368]Overview
This topic will focus on how to monitor and analyse the network performance in a Linux system. It is important to understand how to perform diagnostic tests as well as how to analyse and respond to diagnostic information to determine methods to improve the systems’ efficiency.
In this topic you will learn about:
· network and system monitoring
· performing diagnostic tests
· establishing virus protection for the network
· improving system efficiency.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.
7.1 [bookmark: _Toc22562369]Network and system monitoring
7.1.1 [bookmark: _Toc22562370]Monitoring system performance
Reviewing and monitoring network performance is one of the tasks that a network administrator would have to perform regularly. The actual monitoring is usually carried out by software. The network can consist of many different components, and appropriate tools are needed to perform monitoring across the network.
The administrator will need to look at logs or charts, respond to alerts and be able to analyse the impact of any performance problems. By comparing actual performance with the Service Level Agreement (SLA) or other organisational policies, the administrator should be able to improve performance as necessary. 
Objectives of monitoring 
Perhaps we can identify a monitoring strategy by thinking about the objectives behind the monitoring. There are two main objectives. To:
ensure that performance is acceptable
pre-empt problems and offer solutions before the problem impacts the organisation.
This comes down to checking the response times of the system and the capacity of various resources. As we progress through this topic we will investigate the tools available to help you carry out these activities.
7.1.2 [bookmark: _Toc22562371]System performance indicators
What needs to be monitored?
As administrators of a networked system, we will want to monitor everything that can impact the network and system performance. It is important to identify what elements of the network and systems need to be monitored so that any issues related to performance can be detected. There are many components in a typical networked system, including: 
· servers
· workstations
· printers
· users
· network devices (e.g. routers, switches)
· operating systems (server and desktop)
· server applications and services (e.g. email, web)
· disks.
Hardware response time
Response time in this context would refer to the total time a networked system would take to respond to a service request plus any waiting time that may occur in between. Reducing the response time will result in increasing the overall system performance. Response time can be reduced by:
· reducing wait time
· reducing service time.
It is also important to observe how consistent the response times are. If there are sharp variations in response time, this indicates erratic system behaviour. 
System throughput
System throughput refers to the amount of work completed in a given amount of time. Throughput can be increased by:
· reducing the service time
· reducing the overall response time.
7.1.3 [bookmark: _Toc22562372]Resources that impact performance
Performance suffers when the network approaches maximum capacity. There are several resources that will impact performance if their capacity is fully or nearly exceeded. These include: 
memory
disks
network bandwidth.
Memory
If memory is full there are two main consequences. The most serious is that an application or process will fail and crash. Alternatively, applications and processes will make use of virtual memory. That is, the operating system will move programs to the hard disk. The hard disk is slower than RAM and also the system is now using resources to manage the transfers. The end result is that programs run slower.
Disks
Disk performance problems can be strongly linked to other factors such as insufficient memory, network hardware and tuning. Sometimes what appears to be as insufficient memory could be the result of too slow Input/Output (I/O) when reading and writing to disks. Similarly, network transfers may be waiting for I/O to complete and therefore causing network throughput to suffer.
Both real-time monitoring and tracing should be done to locate and mitigate disk bottlenecks. 
Network
Network traffic and bandwidth utilisation is another factor that can affect system performance. Appropriate tools need to be used to monitor network traffic and bandwidth usage real-time. The bandwidth usage can be analysed by the process or application which would help identify bottlenecks.


7.2 [bookmark: _Toc22562373]Perform diagnostic tests
The administrator will need to be familiar with the installation and set-up of the diagnostic tools/software. It is also important to consider whether the tool/software need to be run in real-time or over a period. This means that a log of statistics needs to be gathered as well. 
7.2.1 [bookmark: _Toc22562374]Third-party diagnostic tools
Large organisations with thousands of users on a network will almost certainly invest in specialised monitoring tools that may be hardware or software products. They may even have a team of technical specialists that do nothing else but check the network.
With large and diverse networks, it may be necessary to purchase third-party tools that can be used to monitor the many different types of equipment that makes up the network. 
	[image: ] 	Practice activity
[bookmark: _Toc22562375]Activity 7.1: Investigating third-party network monitoring tools
Complete Activity 7.1 provided to you in Topic 7 – Student Worksheet handout.


7.2.2 [bookmark: _Toc22562376]System monitoring tools available in Linux
Linux distributions come with a wide variety of performance and profiling tools already installed. Most of these utilities use heavy access to the mounted pseudo-filesystems especially /proc and /sys. While there are a variety of graphical tools available, we will be focusing more on the command-line methods of monitoring the system.
Graphical utilities for system monitoring
A popular graphical tool available in Linux GNOME desktop environments is the System Monitor. This is a tool similar to the Task Manager in Windows operating systems.
To learn more about the System Monitor refer to the following topic on Red Hat Enterprise Linux: Performance Tuning Guide. (Long URL:https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/performance_tuning_guide/sect-red_hat_enterprise_linux-performance_tuning_guide-performance_monitoring_tools-gnome_system_monitor)
Table 26 – Example of System Monitor in a CentOS system | Processes tab
[image: ]
Table 27 – Example of System Monitor in an Ubuntu system | Resources Tab
[image: ]
Table 28 - System Monitor in a CentOS system | File System Tab
[image: ]
Examples of graphical tools that indicate disk usage details in Linux GNOME desktop environments are Disks and Disk Usage Analyzer. These tools are similar to the Disk Management utility in Windows operating systems. The Disks utility shows disk partitioning information. The Disk usage analyser checks the space and usage of drives and visually represents files and folders.
[image: ]Figure 36 - Disks utility in a CentOS system
[image: ]
Figure 37 - Disk usage analyser


Command-line utilities for system monitoring
Following is a summary of the command-line utilities available in Linux categorised by type of information they would provide. 
Table 31 - Process, load, memory, I/O and network monitoring utilities summary
	Tool/utility
	Purpose
	Package
	Type of information

	top
	Displays process activity, dynamically updated
	procps
	Process and load

	uptime
	Shows how long the system is running and the average load
	procps
	Process and load

	ps
	Shows detailed information about processes
	procps
	Process and load

	pstree
	A tree of processes and their connections
	psmisc (or pstree)
	Process and load

	mpstat
	Multiple process usage
	sysstat
	Process and load

	iostat
	CPU utilisation and I/O statistics
	sysstat
	Process and load
Input/Output (I/O)

	sar
	Displays and collects information about system activity
	sysstat
	Process and load
Input/Output (I/O)

	strace
	Information about all system calls a process makes
	strace
	Process and load

	free
	Provides a brief summary of memory usage
	procps
	Memory

	vmstat
	Detailed virtual memory statistics and block I/o, dynamically updated
	procps
	Virtual Memory
Input/Output (I/O)

	pmap
	Process memory map
	procps
	Memory

	netstat
	Detailed networking statistics
	netstat
	Network



To learn more about the command-line tools available in Linux refer to the following topic on Red Hat Enterprise Linux: Performance Tuning Guide. 
(Long URL: https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/performance_tuning_guide/sect-red_hat_enterprise_linux-performance_tuning_guide-performance_monitoring_tools-built_in_command_line_tools)
The /proc and /sys pseudo-filesystems
The /proc and /sys pseudo-filesystems contain a lot of information about the Linux system. These file systems exist totally in memory and the information displayed is gathered only when it is looked at. Therefore there is no constant or periodic polling to update entries.
	[image: ]	Watch
Video: Monitor network performance
Watch the following short video tutorial to understand how to monitor network performance.
Monitor network performance (duration 02:30): https://www.linkedin.com/learning/linux-foundation-cert-prep-networking-ubuntu/monitor-network-performance?u=57684225
Linux Performance Tuning (duration 02:43:00): https://www.linkedin.com/learning/linux-performance-tuning/what-do-we-mean-by-performance?u=57684225

7.3 [bookmark: _Toc22562377]Establish virus protection for the network
Virus infection can have a devastating effect on the functioning of networks and can cause irretrievable damage to data and other resources on a network. It is imperative to develop mechanisms to avoid virus infection. Detecting viruses and WORMs (Write Once Read Many), a virus-like class of infection is a very sophisticated and well-defined process. 
Consequently, Network Administrators have to rely on third-party products to manage this process. There are a variety of software packages available, among them Norton Internet Security, McAfee Total Protection, AVG Anti-virus and Microsoft Security Essentials. Symantec Endpoint Protection or Symantec Antivirus Corporate Edition are commonly-used products by systems network managers.
However, when dealing with Linux operating systems, we need to find third-party virus protection tools that support Linux-based operating systems.
	[image: ] 	Practice activity
[bookmark: _Toc22562378]Activity 7.2: Investigating antivirus software for Linux
Complete Activity 7.2 provided to you in Topic 7 – Student Worksheet handout.
	[image: ]	Collaboration
[bookmark: _Toc22562379]Activity 7.3: Discuss virus protection for networks
Reflect on the following scenario:
Consider a network with 20 workstations and one server. All the workstations are used during the standard working day and on occasions Saturdays. How would you protect the network resources from virus infection?
Form a team of three/four members and discuss a solution for the above. Then, complete Activity 7.3 provided to you in Topic 7 – Student Worksheet handout.

7.4 [bookmark: _Toc22562380]Improving system efficiency
7.4.1 [bookmark: _Toc22562381]Analyse and respond to diagnostic information
Most tools will monitor the traffic on the network and show you a graphical representation of flow and detailed statistics of the load on the network. As an administrator, you should be able to analyse the details shown in the statistics report by searching, sorting and filtering. This can help to identify applications and/or users that may be causing performance problems.
Performance benchmarks
How will you know if the system is performing as it should? We live in an instant world and we want things to happen in seconds, not minutes. It was not that long ago that a user could wait for days to get a report, and that report could take hours of computer time to run and print. Now we expect the same report to flash up on a screen. 
There are two other things that you need when you start monitoring performance: 
· a benchmark 
· software tools that will monitor and record how long network/system operations would take.
Ideally, the organisation should have developed a service level agreement (SLA) that includes performance benchmarks for applications and the network. These may be expressed in absolute terms such as: 
· The first screen of application X will appear within X seconds of clicking. 
· A ten-page report will take no more than X amount of time to create and X minutes to be printed. 
· X amount of disk storage will be available for every user. 
· Email will be delivered anywhere in the corporate network within X amount of time. 
· An application should work on the network no slower than 70% of the time that it would operate on a stand-alone machine using a P4 processor with 1GB of RAM.
Now you can compare the findings that you get with what should be happening, and hopefully fix any issues identified.


What to look for?
How can you make sense of the data that is collected? 
There are four main types of data that you may have collected in the monitoring phase: 
· a log file of transactions and events that were being scrutinised 
· a real-time chart 
· a list of alerts 
· a manually generated report of events such as timed accesses.
Before you can analyse any of the data you need to be sure of what you are looking for. As mentioned earlier, there has to be a benchmark. That benchmark may be derived from several sources including: 
· the organisation’s SLA 
· performance figures from, say, six months ago 
· industry standards 
· vendor proposals or standards.


7.4.2 [bookmark: _Toc22562382]Determine and action methods for improving the network and systems efficiency
Assuming that your diagnostics show that there are network performance issues you now need to decide what to do about it. As we have discussed, you should be familiar with the terms of the SLA and organisational procedures which should provide guidance on what you should be doing.
Sometimes organisations may decide to do nothing to improve network performance. This may be due to the following reasons:
· The cost involved is greater than what they are prepared to spend.
· The improvement may require them to move away from standards that they have to follow as directed by the head office or holding company. 
· The investment in new equipment may be short-lived since the organisation is likely to move offices or change its infrastructure in some other way.
If the organisation decides that it wants to improve performance then this will normally involve either:
· making changes to settings and parameters in applications and/or network properties
· installing new equipment.
If the first option is to be actioned, then the organisational procedures will normally require a process to be followed to test the changes and to make updates to the network documentation. 
Any new equipment will also have to follow a process in accordance with organisational purchasing standards. 
Impact of changes
The network is made up of many different components with the majority being PCs of different types and sizes. Making changes to hardware and configurations will obviously have an impact on performance, and part of improving network performance is to ensure that we can improve the performance of servers and workstations. Sometimes, though, network changes do not always pay as big a dividend as we expected.
	[image: ]	Collaboration
[bookmark: _Toc22562383]Activity 7.4: Responding to a perceived problem
Reflect on the following scenario:
An organisation has a 100-megabit Ethernet network and users have been complaining about the speed of the network. Many users have taken to installing software on their own computer and storing data locally to avoid using the file servers. You have been monitoring the network for two weeks and see that network usage is high. You are also concerned that the storing of software and files locally contravenes the network policy. You believe that upgrading to a 1000-megabit network will solve the problem. You will then want all users to revert to the policy and make use of the servers. 
Could there be any undesirable impacts from your recommendation? 
Form a team of three/four members and discuss the above. Then, complete Activity 7.4 provided to you in Topic 7 – Student Worksheet handout.

	[image: ]	Watch
[bookmark: _Toc22562384]Video: Linux performance tuning
Watch the following comprehensive video tutorial that will help you understand tools and techniques to perform performance tuning in a Linux system. 
Linux Performance Tuning (duration 02:43:00): https://www.linkedin.com/learning/linux-performance-tuning/what-do-we-mean-by-performance?u=57684225
Only the following sub-topics in this course are recommended (other topics may require scripting knowledge which is not covered at this level): 
· CPU bottlenecks
· Memory bottlenecks
· Disk bottlenecks
	[image: ] 	Practice activity
[bookmark: _Toc22562385]Activity 7.5: Performance tuning in Linux
Perform the tasks given in Practical Activity 7: Performance tuning in Linux
This practical activity will help you perform configurations tasks related to performance tuning in a Linux environment.
	[image: ]	Self-check
[bookmark: _Toc22562386]How did you go?
You have completed the topic on Monitor the network and system performance. Check the boxes for the tasks you feel confident you can complete. 
☐	I can describe the selection, functions and features of appropriate diagnostic tools.
☐	I can perform diagnostic tests associated with administering the network or system.
☐	I can analyse and respond to diagnostic information.
☐	I can monitor the hardware response time and other performance indicators.
☐	I can determine and action, methods for improving the network and systems efficiency.



[bookmark: _Toc22562387]Topic 8: Provide input to system disaster recovery
 


[bookmark: _Toc22562388]Overview
This topic will focus on how to provide input into the disaster recovery plan of an organisation. This also involves knowing how to design, plan, implement, test and maintain data backups and to restore the system according to the disaster recovery plan. 
In this topic you will learn about:
· providing input to the Disaster Recovery Plan (DRP)
· backup and recovery methods
· schedule, label and store system backups
· compressing and archiving files.
The activities throughout this resource will assist you in your learning. These activities do not form a part of your final assessment however they will contribute to your understanding of the topic area.
8.1 [bookmark: _Toc22562389]Providing input to the Disaster Recovery Plan (DRP)
8.1.1 [bookmark: _Toc22562390]What is a DRP?
A Disaster Recovery Plan (DRP) is a formal plan that documents the steps to be followed in the event of a disaster. It is vital that organisations have developed a DRP so that they can cope with disaster events ranging from small interruptions to major disasters that could destroy the entire computer system.
A DRP should contain information that describes actions and activities that would help minimise the impact of an event and recover from any potential disasters quickly and with minimum loss.
8.1.2 [bookmark: _Toc22562391]Network administrators role
As the network administrator, you will be required to provide input to an organisations DRP on potential network related risks. You also need to ensure that DRP recommendations are practical and there are recovery procedures in place for each identified risk. If a major disaster occurs, you will be a key player in restoring the network services in a timely and organised manner.
Following are some of the tasks that you may undertake to provide input to the DRP.
Performing a network risk analysis
Networks form an essential part of any business that relies on Information Technology (IT) systems and they are made up of many elements including hardware, software, network devices, data and people. Risks related to the network elements should be identified and documented.
Analyse network infrastructure requirements
Some network equipment may be duplicated to provide a fault-tolerant setup. The risk analysis should examine all parts of the network infrastructure including, end-user devices, network devices, cabling, connectivity between sites and any areas where the organisation is dependent on third parties. 
Evaluate the impact of events
The elements of the network system needs to be analysed to identify which parts have the greatest impact. Typical impacts may include loss of money, loss of business-critical data, and delay in processing and so on. Therefore, considering the impact, any mission-critical elements need the greatest protection and speed of recovery.
Provide recommendations to manage the risk
Managing the risk involves attempting to decrease the probability of the event from occurring or causing damage. Many events cannot be totally eliminated but their impact can be reduced. Procedures and activities can be recommended to manage the risk identified.
Develop and maintain recovery procedures
Recovery processes may include those that are part of day-to-day operations that assist in recovery (e.g. backing up data) and also the processes that need to be followed at the event of a disaster (e.g. recovering from backup media).
8.1.3 [bookmark: _Toc22562392]Distributing the DRP to users
The DRP includes certain procedures in place as part of recommendations to potential threats and risks identified during the risk analysis. To carry out these procedures, this information needs to be made available to users who are responsible for certain operations. Network users need to be aware of what is expected of them in the event of a disaster.
As the network administrator, you and your staff will be responsible for ensuring that appropriate procedures are followed. These will become part of the normal routine but it is essential to complete these procedures carefully. 

8.2 [bookmark: _Toc22562393]Backup and recovery methods
Deciding what data needs to be backed up and the order in which this needs to occur is critical to the continuous functionality of the backup-system. 
To decide what these procedures might be, we need to examine and evaluate the organisational disaster recovery plan. This should provide the basis for developing a procedural document which will ultimately determine all future backup processes. 
Today, most organisations use third-party applications to perform backups and it might be necessary to fine-tune backup procedures to the class, style and functionality of the chosen backup application. Note that most modern backup applications are generic and allow for a wide variety of data types, devices and scheduling configuration options.
8.2.1 [bookmark: _Toc22562394]Why do we need backups?
It is important to take backups for the following reasons:
Data is valuable and need to be protected
Data stored on-disk is an important work product that needs to be protected. Recreating lost data can cost time and money. Some data can be unique and may not be a way to recreate it.
Software failures
There may be software bugs that may corrupt data and make it unusable. Software isn’t perfect, even stable programs used for a long time can have problems.
Hardware failures
There can be unpredictable hardware failures that may cause data loss. 
Mistakes made by people
Sometimes people accidentally cause destruction of files and data.
Deliberate damage caused by Malicious people
There may be internal or external people who may have malicious intent to destroy valuable data. 
Unexplained events
There are some instances where data would disappear without knowing who, how or even when it occurred. 
8.2.2 [bookmark: _Toc22562395]What do we need to backup?
Data can be prioritised according to its importance when deciding on what data needs to be backed up. Some data is considered as critical, some others as less critical and some as not required for saving. 
The following items of data are listed according to priority order:
1. Critical data (definitely needs to be backed up)
Business-critical data
System configuration files
User profile data (usually under /home in a Linux system or under C:\Users in Windows)

2. Less critical (maybe needs to be backed up)
Spooling directories (for printing, mail and so on)
Log files (found in /var/log, and elsewhere) – these may be of value if you have to investigate the system’s history, detecting intrusions and other security violations

3. Not required (Probably does not need to be backed up)
Any swap partitions or swap files
Any pseudo-filesystems such as /tmp, /proc, /dev and /sys, since data held in these filesystems are basically temporary files
Any other files that can be easily reinstalled 
8.2.3 [bookmark: _Toc22562396]Backup and recovery procedures
Businesses need their information systems to function and data to be accessible to perform normal business functions. Backup and recovery procedures are an important part of any information technology disaster recovery plan. 
A typical backup and recovery policy would include the following key information:
When to take backups
Usually backups are scheduled data at off-peak hours to avoid performance delays during normal business hours.
What backup media should be used
Tape drives, hard drives, network attached storage etc.
What should be backed up and how often
Employee work folders can be scheduled to be backed up every day.
Where the backup should be located
It is recommended to store backups off-site, in a secure remote location. Often organisations use cloud storage services to store backups.
Who has access to backups
Only a small number of trusted employees should have access to backups.
Ensure security of backups
Backups can be encrypted to provide an additional measure of security.
The degree of technical knowledge
Some backup procedures would require a certain level of technical knowledge to perform the backup and restore procedures.
Test backup and restore procedure
This is to ensure there are no issues with the backup.
Record the backup process carried out
A procedure to document backup and restore tasks.
Therefore backups should be planned, scheduled and performed according to the guidelines given in the organisation’s disaster recovery policy. 
8.2.4 [bookmark: _Toc22562397]Determine appropriate backup devices
Now that the procedures have been developed for backups, we need to consider what devices are the most appropriate for performing data backups.
Backup media types
There is a wide variety of devices available such as:
· hard drives both rack-mounted and external drives such as USB external drives
· CD/DVD drives
· removable magnetic media devices including tape drives
· specialised high-speed large backup drives.
Tape drives are mainly used for off-site storage, archival purposes and for long time reference. Modern tape drives are usually of the Linear Tape-Open (LTO) variety, which is an open standard alternative to earlier formats that were proprietory.
	[image: ] 	Practice activity
[bookmark: _Toc18407596][bookmark: _Toc22562398]Activity 8.1: Exploring backup media
Complete Activity 8.1 provided to you in Topic 8 – Student Worksheet handout.
Choosing backup media
The choice of backup devices depends very much on:
· the type of data to be backed up
· the amount of data to be backed up
· whether the data items were closely coupled (e.g. data connected to operating systems)
· whether the data items were loosely coupled (e.g. databases or user data)
· the degree of technical knowledge required (depending on how automated the backup procedures are set)
· storage considerations of the backup media
· the lifetime of the backup media.
All backup media have a limited lifetime before becoming unavailable. The lifetime of a backup drive is sensitive to things such as environmental conditions (e.g. temperature, humidity), quality of media the backup, and the software that reads data on current operating systems. 
Estimates of backup media lifetimes
Magnetic Tapes: 10-30 years
CDs and DVDs: 3-10 years
Hard disks: 2-5 years.
	[image: ]	Collaboration
[bookmark: _Toc877354][bookmark: _Toc11228377][bookmark: _Toc22562399]Activity 8.2: Discuss backup procedures
Complete Activity 8.2 provided to you in Topic 8 – Student Worksheet handout.
8.2.5 [bookmark: _Toc22562400]Backup methods
There are several backup methods that can be used:
Full -  Backup all files on the system.
Incremental - Backup all files that have changed since the last incremental or full backup.
Differential - Backup all files that have changed since the last full backup.
User - Backup only files in a specific users’ directory.
Incremental backup
When a file is altered or created, the archive flag on the file is set to one (1). An incremental backup is one which backs up the content of files and folders that have the archive flag set to one. This method resets the archive flag to zero (0), on the file indicating that the data has been backed up. It does not backup files that have a zero (0) archive flag set. 
Restoring a system using incremental backups
For full system restore, we first need the latest full backup. Then we need each of the incremental backups created since the last full backup.
Differential backup
A differential backup contains all files that have changed since the last full or incremental backup. (That is, the archive flag set to one), but does not reset the archive flag during backup.  The advantage of a differential backup is that it shortens restore time compared to a total backup or an incremental backup. However, if you perform the differential backup many times, the size of the differential backup would grow to be larger than the baseline total backup. 
Table 32 - Comparison of backup methods
	Backup type
	Data backed up
	Backup time
	Restore time
	Storage space

	Full backup
	All data
	Slowest
	Fast
	High

	Incremental backup
	Only new/modified files/folders
	Fast
	Moderate
	Lowest

	Differential backup
	All data since last full
	Moderate
	Fast
	Moderate



Restoring a system using differential backups
For a full system restore you first need the latest full backup then secondly, you need the latest differential backup since the last full backup.
8.3 [bookmark: _Toc22562401]Schedule, label and store system backups
8.3.1 [bookmark: _Toc22562402]Develop efficient backup schedules
Scheduling backups will depend on the amount of updated data that occurs. The timeframe at which the updates occur and the relative importance of data. These factors affect decisions on whether data is backed up hourly, daily, weekly or monthly.
Consider the timeframe of data updates
In many organisations data is backed up daily, as it is believed that to lose a day’s work of data is not a catastrophe, but to lose data over a longer period would be unworkable. Organisations have hundreds of thousands of transactions per day, or for legal reasons, may backup data on an hourly basis (e.g. banks). Data in this type of organisation is also backed up as master (monthly, weekly or daily) and transaction (weekly, daily or hourly) for analysis or audit purposes.
The cost of backup and storage of data must be weight against any costs that may be incurred through the loss of data. This criteria also drives the development of a functional, timely and viable schedule.
Consider rotating backup media
When considering a schedule, we must consider the concept of grandparent-parent-child backup rotation method. 
If you have three sets of backup drives the backup rotation cycle would work as follows:
· When a new child backup is created the grandparent is discarded. 
· Then, the current parent becomes the grandparent and the current child becomes the parent. 
· Based on the age and usage of the media the discarded grandparent may become the new child or new child media may be introduced. 
[bookmark: _Toc11930848][bookmark: _Toc11930849]Plan for backup restore strategies
Backup methods are useless without restore methods.
The simplest backup scheme is to do a full backup of everything once, and then perform incremental backups of everything that subsequently changes.
While full backups can take a lot of time, restoring from incremental backups can be more difficult and time-consuming. Thus one can use a mix of both to optimise time and effort.
Backup Strategy - Example 1
The basic backup scheme might include: 
full file-by-file backup to tape each Saturday evening and 
differential backups to tape Monday through Friday.
The business might also have four sets of tapes that are rotated each week as follows:
First tape set would be used in week 1.
Second tape set would be used in week 2, and so on.
If one tape set goes bad, there is an option to use one of the tape sets from a previous week to restore, if needed.
If there was a catastrophic disk failure on Thursday, the business would restore the full backup from the previous Saturday and restore the differential backup from Wednesday night.
For small server backups, a simple solution is to use the ability of the native backup software to periodically back up new files.
Backup Strategy - Example 2
Alternative backup strategies can include:
Using tape 1 for a full backup on Friday.
Using tapes 2-5 for incremental backups on Monday – Thursday.
Using tape 6 for full backup on second Friday.
Using tapes 2-5 for incremental backups on second Monday – Thursday.
Not overwriting tape 1 until completion of full backup on tape 6.
After full backup to tape 6, move tape 1 to an external location for disaster recovery.
For next full backup (next Friday) get tape 1 and exchange for tape 6.
A good rule of thumb is to have at least two weeks of backups available.
8.3.2 [bookmark: _Toc22562403]Storing and maintaining backups
Labelling backups
Proper labelling of the backup media is essential for maintenance and to help identify the correct backup tape to use during recovery procedures. 
A backup label should typically contain the following:
The name of specific items stored on the tape
A tape labelled nightly backup has no meaning if you cannot cross-reference the items contained in the nightly backup.
The date and time when the tape was created
In situations where multiple tapes are made for one day, you must know which tape is more current.
The name or the initials of the person who made the tape
This ensures accountability for the quality of the backup.
Instructions to restore the tape
There should be detailed restore instructions archived with each tape. The instructions should be easy to follow and should include specific command information required to restore the backup.
Backup volume details
This should include the volume number and the total number of volumes in the complete backup set. For example, volume n of n.
Storing backup media
After creating your scheduled backup, you need to store them in a secure place, so that you can use them to restore your data in the event of hardware or system failure.
Backups should not be located in the same physical location as the systems being protected. In the past, this usually means physically transporting backup media to a secure location. Today this is done by transferring backup files.
[bookmark: _Toc11930850]Daily backups are usually done with some form of Network Attached Storage (NAS) or with cloud-based solutions. This makes certain tape-based installations less and less attractive.
Maintaining backups
Maintaining backup archives involve:
· labelling backups
· keeping a backup logbook
· rotating and archiving backup media
· verify the integrity of the backup database
· checking for and repairing corruption in the backup database
· removing obsolete records from the backup database.
8.4 [bookmark: _Toc22562404]Compressing and archiving files
8.4.1 [bookmark: _Toc22562405]Compressing files at shell prompt
Compression tools
Compressing data would help reduce its size and therefore would take up less storage space. Compression tools used more commonly in Linux systems are bzip2, gzip and zip.
Note: If you require to transfer files between Windows and Linux, you should use zip compression since it is more compatible with the compression utilities available for Windows.
The bzip2, gzip and zip commands are functionally similar as they compress and decompress files, just using different algorithms. When compressed with these tools, it will add a file extension to the compressed file. To decompress the file, you need to use the corresponding decompression tool as summarised in the table below. 
Table 33 - Compression tools summary
	Compression tool
	File extension
	Decompression tool

	bzip2
	.bz2
	bunzip2

	gzip
	.gz
	gunzip

	Zip
	.zip
	unzip


Checking the file size before compression
You can use the ls command with the command options to display the file size in a human-readable format. An example is given below. You can identify by looking at the command output that the size of file1 is 11 Kilobytes.
[image: ]
There is another command called du which displays the actual disk usage size of a file. This also can be displayed in a human-readable format using command options.
[image: ]
Using bzip2 and bunzip2
Compressing and decompressing a single file
To use bzip2 to compress a file called file1, enter the following command at a shell prompt:
[image: ]
The above would result in compressing file1 and it will be saved as file1.bz2
To expand or decompress the compressed file, enter the following command at a shell prompt.
[image: ]
Compressing and decompressing multiple files
You can use bzip2 to compress multiple files together at the same time using a single line of command. These can even be in different locations in the file system. However, as long as the file exists and they are separated by a space between each file name, the compression would work.
[image: ] 
The above command compresses file1, file2, file3, file4 and file5 in /tmp folder and replaces them with compressed file names such as file1.bz2, file2.bz2, file3.bz3, file4.bz2 and file5.bz2
Decompressing the files work similarly to single file decompression.
[image: ]
Since the above is a long command to type in, you can use file globbing characters to reduce typing. See the command below:
[image: ]
Example using bzip2 compression
Try to understand the compression and decompression process as given below in the example. It is a good practice to always check the original file size before and after compression and decompression activities. This is done to ensure the file is restored to its original size after decompression.
Also take note of the size of the file being compressed before and after to understand how much the size was reduced.
[image: ]
Figure 38 - Example - using bzip2 and bunzip2
You can use the –v option during compression to check the compression ratio. 
[image: ]
Figure 39 - bzip2 compression ratio
Note: The use of gzip and zip are very similar to the functionality of bzip2 as explained above. To find out more information on these utilities you can use the manual pages (man pages) and the help utility in Linux.

8.4.2 [bookmark: _Toc22562406]Archiving files
An archive is considered as a collection of files which have been wrapped up together as one single file for easy storage.
In Linux, an archive file is known as a tar file or tarball. These files usually have a file extension of .tar
Using the tar command
The tar (tape archive) command: 
· Can merge multiple directory/folders and files into a single large file.
· Does not compress files by default. However, it supports the use of gzip and bzip2 compressions when correct command options are used. For example:
· for gzip, compression use the  –z option with the tar command
· for bzip2 compression use the  –j option with the tar command.
· It is not mandatory to add the .tar extension. However it is a good practice since then, it will be easier to identify the file as a tar archive. 
Command syntax when using tar
There are three basic functions that you can perform with the tar command. They are:
Table 34 - Basic functions of the tar command
	Basic functions used with tar command
	Short meaning
	Description

	c
	Create or combine
	Creates a tar file

	t
	Table of contents
	Display the contents of a tar file

	x
	Extract
	Extracts file(s) from a tar file



In addition to the above-mentioned basic functions, there are function modifiers used in conjunction with one of the three function characters. 
Table 35 - Summary of the function modifiers for the tar command
	Function modifiers of the tar command
	Short meaning
	Description

	f
	File
	Used when required to specify the name of the tar file to create, view or extract from.

	v
	Verbose
	Display results of tar command as they happen.

	z
	gzip compression
	Instructs the tar command to use gzip compression during the archival process.

	j
	bzip2 compression
	Instructs the tar command to use bzip2 compression during the archival process.



Now, that you are familiar with the basic tar command functions and the function modifiers let’s see how it can be used to create archive files.
Creating an archive using the tar command
The following command creates an archive file called home.tar.gz compressing and archiving everything in the /home directory.
[image: ]
Figure 40 - The syntax of the tar command
The above command creates (c) an archive, compresses (z) it, in verbose (v) mode, with the filename (f) home.tar.gz of everything in /home.
When a tar archive is created it does not have any effect on the original files in the system. This simply copies the required files from the specified location (e.g. /home), compresses, merges and creates a new archive file with the name specified (e.g. home.tar.gz).
Note: tar is one of the few commands that does not require a dash in front of the options. 
Extracting an archive using the tar command
The following command extracts the contents of an archive file called home.tar.gz[image: ]
Figure 41 - The syntax to extract an archive using the tar command
The above command will extract the contents of this file to the current working directory. If you need to extract the contents to a different location, you can use an uppercase letter C option (-C). For this option to work, it needs to have a hyphen in front of it, unlike the functions and function modifiers discussed previously.
The command below extracts the contents of the archive file home.tar.gz and puts the extracted contents into /tmp directory location.
[image: ]
Figure 42 - The syntax to extract an archive to another location using the tar command
	[image: ] 	Practice activity
[bookmark: _Toc22562407]Activity 8.3: Compressing and archiving files
Perform the tasks given in Practical Activity 8 – Compressing and archiving files
This practical activity will help you experience performing basic file compression, decompression and archival using the Linux the command line.
	[image: ]	Self-check
[bookmark: _Toc22562408]How did you go?
You have completed the topic on Provide input to system disaster recovery. Check the boxes for the tasks you feel confident you can complete. 
☐	I can provide input to the disaster recovery plan and disseminate the DRP to users as required.
☐	I  can outline different approaches to backing-up and restoring computer data.
☐	I can describe the key elements in a disaster recovery policy.
☐	I can describe common backup procedures in storing, labelling and maintaining backups.
☐	I can perform a backup/archive data and restore in a Linux command-line environment.
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