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Assessment instructions
Table 1 Assessment instructions
	Assessment details
	Instructions

	Instructions for the trainer and assessor
	This is a clustered project-based assessment and will be assessing the student on their knowledge and performance of the following units.
· ICTNWK403 Manage network and data integrity
· ICTNWK421 Install, configure and test network security
This assessment is in six parts:
1. Product – analyse and document security threats and vulnerabilities
2. Practical – implement network perimeter security
3. Practical – provide systems for monitoring
4. Practical – design and implement a security system
5. Product – prepare a Network Security Analysis report
6. Role play – obtain approval from management
This assessment also contains:
· Observation Checklist
· Assessment Checklist
Model answers, sample responses or a criteria for each question are provided below. Use these to support your judgement when determining a satisfactory result.
The student’s project/product must contain the information indicated in this marking guide in order to deem it satisfactory. However, if a student provides information other than indicated below, and in the professional opinion of the assessor it is appropriate and meets the intent of the criteria, it may be considered correct.
The assessment feedback page must be signed by both the student and the assessor so the student displays that they have received, understood and accepted the feedback.
Complete the assessment feedback to the student and ensure you have taken a copy of the assessment prior to it being returned to the student.

	About this marking guide
	All tasks and activities must be responded to correctly in order to satisfactorily complete this assessment event.
Assessors will need to make a judgement call as to whether each answer/response meets the criteria based upon the:
· Rules of Evidence:
· Validity – does the answer address the assessment question and does the evidence reflect the four dimensions of competency?
· Sufficiency – is the answer sufficient in terms of length and depth?
· Currency – has the work been done so recently as to be current?
· Authenticity – is this work the student’s own authentic work?
· Principles of Assessment:
· Fairness – individual student’s needs are considered in the assessment process
· Flexibility – assessment is flexible to the individual student 
· Validity – any assessment decision is justified, based on the evidence of performance of the student
· Reliability – evidence presented for assessment is consistently interpreted and assessment results are comparable irrespective of the assessor conducting the assessment
· Dimensions of Competency
· Task skills
· Task Management Skills
· Contingency Planning Skills
· Job Role Environment Skills

	Student must provide
	Equipment
· Personal computer with current Windows, Linux or Mac operating system
· Home Router with administrative access or
http://www.adslgeek.com/emulators   
Software
· Word processing software (Microsoft WORD)
· Screen capture application (e.g. Snipping Tool)
· Application for browsing the internet (e.g. Chrome, Firefox, Microsoft Edge)
· Encryption software such as BitLocker (part of the Windows Operating system) or TrueCrypt https://www.grc.com/misc/truecrypt/truecrypt.htm
· Hardware and software audit tools such as;
· MSINFO32 –available in Microsoft Windows operating system. 
· DXdiag - available in any Windows operating system. 
· Microsoft Software Inventory Analyzer (MSIA) – This is a free tool that can be downloaded from https://www.microsoft.com/en-au/download/details.aspx?id=20934. 
· E-Z Audit – An evaluation version of this tool can be downloaded for free from http://www.ezaudit.net/. 
Other 
· Open DNS available from 
http://store.opendns.com/get/home-free  

	Assessor must provide
	· Access to PCs with Word Processing software
· Cl_NWDataSec_AE_Pro_2of2_SR1 Millennium Media report template (Millennium Media report template.docx)
· Cl_NWDataSec_AE_SD1 Assessment scenario document

	Due date/time allowed/venue/location
	The estimated times for a student to complete each Part of this assessment are as follows:
Part 1 – 1 hour
Part 2 – 2 hours
Part 3 – 2 hours
Part 4 – 1.5 hours
Part 5 – 1 hours
Part 6 – 30 minutes
Part 1 to 5 if this assessment is to be completed out of class.
Part 6 demonstration should be done in class.

	Supervision
	This is an unsupervised, take-home assessment. 
If you are unable to verify the authenticity of the student’s submission you will need to gather additional evidence to confirm that the assessment task was completed by the student. This may include oral questioning, comparison with in-class work samples, or observation.





Specific task instructions
The instructions and the criteria in the tasks and activities below will be used by the assessor to determine if you have satisfactorily completed this assessment event. Use these instructions as a guide to ensure you demonstrate the required performance evidence.
Refer to the following documents in the Assessment Supporting Documents, folder provided to you.
· Cl_NWDataSec_AE_SD1 – This is the Assessment Scenario document. Refer to this document where relevant to obtain additional information for the tasks to be performed in this assessment.
[bookmark: _Hlk21687532]•	Cl_NWDataSec_AE_Pro_2of2_SR1 (Millennium Media report template.docx)

Resource requirements
You will need to provide the following resources in order to complete this assessment.
If you do not have these resources available, then please talk to your assessor about making alternative arrangements.
Equipment
· Personal computer with current Windows, Linux or Mac operating system
· Home Router with administrative access and in-built firewall capability.
Remember to reset the router at the end of each project.
If you cannot access a router you can use the router emulation site http://www.adslgeek.com/emulators  to virtually enter the router's interface. 
To provide the screenshot of the restricted site, block it in your browser instead.
Software
· Word processing software (Microsoft WORD)
· Screen capture application (e.g. Snipping Tool)
· Application for browsing the internet (e.g. Chrome, Firefox, Microsoft Edge)
· Encryption Software such as:
· BitLocker is part of the Windows Operating system for Windows 7 Pro/Ultimate and 8 onwards. 
· If using Mac, Linux or unable to access BitLocker use TrueCrypt from https://www.grc.com/misc/truecrypt/truecrypt.htm

· Hardware and software audit tools such as;
· MSINFO32 – This is a tool available in Microsoft Windows operating system. Refer to Microsoft’s official website for more details on how to use this tool.
· DXdiag - This is a diagnostics tool available in any Windows operating system. Refer to Microsoft’s official website for more details on how to use this tool.
· Microsoft Software Inventory Analyzer (MSIA) – This is a free tool that can be downloaded from https://www.microsoft.com/en-au/download/details.aspx?id=20934. Refer to Microsoft’s official website for more details on how to use this tool.
· E-Z Audit – An evaluation version of this tool can be downloaded for free from http://www.ezaudit.net/. Refer to the manufacturer User Guide (http://www.ezaudit.net/guide/19/default.asp) to obtain more information as to how this tool can be used.
Other 
· OpenDNS
OpenDNS is available from http://store.opendns.com/get/home-free .
You will need to sign up for a free account. Information for getting started with OpenDNS is available from https://support.opendns.com/hc/en-us/articles/227988127-Getting-started-About-using-OpenDNS.


Part 1: Product – analyse and document security threats and vulnerabilities
[bookmark: _Hlk29646736][bookmark: _Hlk29645956]Review Millennium Media’s current network infrastructure and current system security against their asset security requirements and security policy to identify potential security threats and vulnerabilities. Refer to the Assessment Scenario (Cl_NWDataSec_AE_SD1) document for further background details of the company and for specific information on their Asset Security Requirements.
Include the following in your answer:
1. A list of at least two threats and vulnerabilities identified for each of the following categories with explanations of why these threats/vulnerabilities exist in the current system:
a. Network 
b. Software 
c. Hardware 
d. [bookmark: _Hlk29540046]User access to System and data
2. Analyse the above threats and vulnerabilities and prioritise them according to the order in which these deficiencies need to be addressed and how they relate to organisation guidelines.
(Answer should be a min. of 150 words and max. of 250.)
Use the following table provided to you in Section 1 of the Millennium Media report template to document your answers. 
Assessor guidelines:
The following are sample answers only. There are other types of threats, vulnerabilities and suitable explanations that students may choose to provide. 


Sample answers:
	[bookmark: _Hlk29456988]Asset Categories
	Threats and Vulnerabilities
	Priority 

	a. Network
	Viruses or Worm attacks – due to:
· infected USBs and external devices connected to the network
· infected files shared over the internet by staff working from home
Phishing attacks and other denial of service attacks – due to:
· due to unfiltered emails and attachments
· lack of procedures and controls in place for traffic filtering for internet access and remote access
	2

	b. Software
	· Outdated versions of software having vulnerabilities that would allow exploitation of the system, resulting in loss of data and leakage of sensitive information
· Operating system – not being updated – vulnerable to intrusions, loss of data.
	3

	c. Hardware
	Unauthorised access to hardware such as servers, routers, switches - due to password policy not being strong enough and due to using same admin user accounts (makes it easier for an attacker to have access to all devices when one device is compromised)
Hardware vulnerabilities – due to not updating system with latest security patches and driver updates form manufacturer. 
	4

	d. User access to System and data
	Unauthorised access of data and systems due to:
· lack of strong password policy
· Lack of password management
· Lack of data encryption
· Lack of security access levels and permissions in place for file systems
· Lack of data access policy 
Data loss and unavailability – backup data could be compromised or destroyed in the event of a disaster since it is currently stored in the same location (building) as the original data.
	1





Specific instructions for Part 2, Part 3 and Part 4
Pretend that your home network or your classroom lab environment represents part of the work network at Millennium Media and that the tasks you will be completing in this assessment represents the testing of the Millennium Media network.
[bookmark: _GoBack]Refer to the Assessment Scenario (Cl_NWDataSec_AE_SD1) document for further background details regarding Millennium Media Company. Millennium Media guidelines require that all new and updated system settings be documented in a formal manner using the Millennium Media report template which will be presented to Millennium Media management at a later stage. 
Part 2: Practical - implement network perimeter security
Demonstration Task 1
Please refer to Resource requirements for Equipment – Routers.
On your internet router implement a firewall rule (one perimeter security method) for a website that you think should be blocked, in a workplace, in order to meet organisational assets security requirements and according to the identified threats and vulnerabilities that you have identified in Part 1 of this assessment.
Provide the following evidence to show that you implemented the required firewall rule under Section 2.1 of the Millennium Media report template.
a. documentation of router settings
b. screenshot/s showing implementation of the firewall rule
c. screenshot/s showing the site being blocked by the router
d. paragraph explaining why you should block this type of site in a workplace and how it would help mitigate some of the threats and vulnerabilities identified in Part 1.
Guidelines for Assessors:
A: Settings for Firewall rules should be documented in the report template under Section 2.1. Check student have included all details relevant to the settings i.e. Device Type, Serial no, Brand, Description, Location, Configuration Type, Configuration Settings.
B and C: Firewall rule settings may vary for different devices. Students can either use GUI or scripts to configure. Example screenshots given below shows the firewall rule setting for Netgear router. 
[image: Image] [image: Image]

D: The student should provide a valid explanation of the reason and benefits behind their implementation of the router settings and should mention what threats and vulnerabilities it would prevent.

Demonstration Task 2
Assess and implement three techniques and measures to harden your server and network from vulnerabilities. For each of the three measures taken you must provide the following under Section 2.2 of the Millennium Media report template.
a. documentation of the network and server hardening techniques and measures implemented
b. screenshots showing evidence of implementation
c. a paragraph explaining the how the above implementation of measures/controls will prevent previously identified threats and vulnerabilities.
Note: You can use a virtual machine with any version of server for demonstrations.
Guidelines for Assessors:
A: Settings for network/ server should be documented. Check student have included all details relevant to the settings i.e. Device Type, Serial no, Brand, Description, Location, Configuration Type, Configuration Settings.
B: Server and Network hardening techniques may include installing firewall, installing security updates, closing unused ports, de-bloating, encryption, securing logs, backup solution, installing anti-viral applications etc.  Students can pick any three hardening techniques. 
Example: Installing anti-viral application - Norton Antivirus
· Download this application
[image: ]
· Install on this device
[image: ]
· Open the downloaded .exe file
[image: ]
· Click install
[image: ]
· Confirm that the installation has completed 
[image: ]
C: The student should provide a valid explanation of the reason and benefits behind their implementation of the above server and network hardening techniques and measures and should mention what threats and vulnerabilities they would prevent.


Demonstration Task 3
Implement secure authentication and user account controls on your server/workstation by completing the following tasks:
1. Create a new group called ‘Test’.
2. Create a new user with the name ‘Security’ 
3. Set a secure password for the above user.
4. Make the above user a member of the new group ‘Test’.
5. Create a new folder named ‘Security_YourName’ 
(where YourName is your actual name e.g. TomSmith). 
6. Allow the new group (‘Test’) read/write, but not delete, access to the new folder ‘Security_YourName’.
7. Test the permissions in the Advanced Sharing/Effective Permissions area.
8. Create another user account with the name ‘SecurityAdmin’
9. Set a secure password for the above user
10. Create a new group called ‘TestAdmin’.
11. Make the above user a member of the group ‘TestAdmin’
12. Allow the new group (‘TestAdmin’) full permissions to access the new folder ‘Security_YourName’.

Provide the following evidence that you have created and tested permissions for the groups named ‘Test’ and ‘TestAdmin’ under Section 2.3 of the Millennium Media report template:
a. documentation of the configuration steps
b. screenshots showing evidence of the implementation
c. test results of the implementation to ensure secure file and resource access
· screenshot/s showing that the ‘Security’ user can read/write to the ‘Security_YourName’ directory
· screenshot/s showing that the ‘Security’ user cannot delete from the ‘Security _YourName’ directory
· screenshot/s showing that the ‘SecurityAdmin’ user can read/write to the ‘Security_YourName’ directory
· screenshot/s showing that the ‘SecurityAdmin’ user can delete from the ‘Security _YourName’ directory
d. a paragraph explaining how the above implementation will prevent previously identified threats and vulnerabilities.

Guidelines for Assessors:
A: Settings configured in server should be documented. Check student have included all details relevant to the settings i.e. usernames, group names, permission types and other relevant configuration settings.
B: Students should provide screenshots of each step and adequate description. Screenshots showing the user access setting should also be provided. Sample key screenshots are shown below. 
· Create a new group
[image: ]
· Create a new user
[image: ]
· Configure the permission
[image: ]
C: Students should also provide evidence of testing the above implementation. 
D: The student should provide a valid explanation of the reason and benefits behind their implementation of the above authentication and user account controls and should mention what threats and vulnerabilities they would prevent.


Demonstration Task 4
Please refer to Resource requirements for Software – Encryption Software.
Implement data encryption to secure data integrity and transmission on your server/workstation by completing the following tasks:
1. Using Windows BitLocker or TrueCrypt encryption technologies secure a USB drive using AES 256 encryption.
2. Secure a desktop or server disk with encryption using Windows BitLocker or TrueCrypt encryption technologies. You can create an encrypted volume or partition using AES 256 encryption.
Provide the following evidence to show that you have implemented the required encryption for both the USB and disk (volume or partition):
a. documentation of the configuration steps
b. screenshots showing evidence of the implementation
c. test results of the implementation 
· screenshot/s showing the outcome of the changes you made (i.e. the encryption being effective)
d. a paragraph explaining why this encryption method might be used to protect data and how it will prevent previously identified threats and vulnerabilities. Your explanation should include any evaluations of mathematical information embedded in the tasks and texts.
Guidelines for Assessors:
A: Settings configured in server/workstation should be documented. Check student have included all details relevant to the settings i.e. encryption type, software tool used and other relevant configuration settings.

B: Students should provide screenshots of each step and adequate description. 
Sample screenshots are shown below:
· Turn boot locker and check PC configuration
[image: ]
· Choose encryption option
[image: ]
C: Screenshots showing the test results and the outcome of the implementation should be provided.  
D: Students should discuss the benefit of encryption, including data security, integrity, privacy, compliance etc. The student should provide a valid explanation of the reason and benefits behind their implementation of the above encryption techniques and should mention what threats and vulnerabilities they would prevent.


Part 3: Practical - provide systems for monitoring
Please refer to Resource requirements for Other – OpenDNS.
OpenDNS is a service that adds additional security features to the Domain Name System, such as optional content filtering and phishing protection. It is a commonly used tool to setup countermeasures for identified threats and vulnerabilities. For this part of the assessment you are asked to implement, test and verify functionality and performance of various countermeasures. 
Demonstration Task 1
Implement (install and configure) OpenDNS to filter your web content by completing the following tasks:
1. Add your home network’s WAN IP using the OpenDNS dashboard.
2. Configure your content filtering settings to block social media sites.
3. Use Facebook as the test site to show that your changes were successful.
Please note any changes to filtering can take up to 5-10 mins to be effective.
Provide the following evidence to show that you have implemented OpenDNS to filter web content under Section 3.1 of the Millennium Media report template:
a. Screenshot showing addition of home network’s IP
b. Screenshot showing the changes made in the filtering rules
c. Screenshot showing successful testing of filtering rules.
Assessor guidelines:
Answers could vary significantly depending on the individual system, vendor, model, etc. used by the student. The assessor should use their professional judgment to determine if the student has satisfactorily demonstrated this task.
Students should provide screenshots of pertinent or representative steps involved in the set up process, such as adding their home network’s WAN IP to be managed, with related descriptions.
Screenshots showing the filtering in effect should also be provided – for example, they could show access to the relevant site being denied/blocked when attempting to load the specific URL with an internet browser.
[image: ]
[image: ]
[image: ]
Refer to the following for more information and guidance:
https://support.opendns.com/hc/en-us/articles/227987987-Getting-Started-The-protection-and-filtering-provided-by-OpenDNS
Demonstration Task 2
Before completing this task make sure that you first take a copy of your original router DNS settings by taking a screenshot or by writing them down.
Configure your router settings as follows:
1. Change your router DNS to ensure OpenDNS filtering is applied to all users that go through the router.
2. Change the routers DNS settings to 208.67.222.222 and 208.67.220.220.
3. Test your router to show that these changes have been effective.
Provide the following evidence to show that you have changed your router settings under Section 3.2 of the Millennium Media report template:
a. Screenshot showing OpenDNS filtering is applied to all users. Include a description of what you have done.
b. Screenshot showing changed router DNS settings. Include a description of what you have done.
c. Screenshots and description demonstrating that these changes have been effective.
Assessor guidelines:
Students should provide screenshots of each step and adequate description. Screenshots showing the final outcome should also be provided.  Briefly discuss why these changes are made.
A sample screenshot is given below:
[image: ]
Demonstration Task 3
To monitor the effect that OpenDSN has on your network do as follows:
1. Design a metric (function and performance test item) to measure one aspect of the performance and functionality of OpenDNS. 
2. Conduct function and performance tests in your network, by turning on “logging” in OpenDNS and proceed to collect data until at least five (5) security events (intrusions, incidents or attempts) have been recorded. Ensure that the OpenDNS logging will capture data relevant to your metric.
Provide the following evidence that you have monitored your network under Section 3.3 of the Millennium Media report template:
1. details of the metric you designed to measure the performance and functionality of OpenDNS.
description of why you selected the metric. 
discussion as to whether OpenDNS has been effective in filtering some of the websites you blocked? If not, why not? 
[bookmark: _Hlk30412146]screenshots of logs, report or another format that shows the relevant data collected for five security events in order to support your claim in the previous point (c). Note: Do not make any modifications to the initial function that you’ve designed at this stage. Provide evidence as it is with any additional comments if required. 
evidence of performing three spot checks and audits to ensure that the OpenDNS logging will capture data relevant to your metric. Note: At least one of the spot checks should provide evidence of procedures being bypassed.
evidence of modifying and debugging the initial performance metric you’ve designed based on your test results. 
evidence of ensuring procedures are not bypassed.
Assessor guidelines:
Students should provide screenshots of each of the above steps with adequate description. Screenshots showing the final outcome should also be provided.  Metrics to assess open DNS may include coverage, false negative, false positive, speed, latency, etc.   
Students should also provide any evidence of testing and debugging their initial performance metrics and function.
Evidence should be provided for at least three spot checks and two of the them should show that procedures have been bypassed and not followed through in the metric design.
Students should provide evidence of fixing and debugging the issues in the metric design.
Students should provide evidence of ensuring that procedures have not being bypassed by showing audit results that prove that the process is correct.
Sample screenshots are given below:
[image: ]
[image: ]
[bookmark: _Hlk29536534]Demonstration Task 4
Please refer to Resource requirements for Software – Hardware and Software audit tools.
Use the list of tools outlined under resource requirements and perform an audit of the current system’s hardware and software assets.
Provide the following evidence of performing the audit under Section 3.4 of the Millennium Media report template:
a. Screenshot/s of using the MSINFO32 tool to obtain relevant system asset information
b. Screenshot/s of using the DXdiag tool to obtain relevant system asset information
c. Screenshot/s of using the MSIA tool to obtain relevant system asset information 
d. Screenshot/s of using the E-Z Audit tool to obtain relevant system asset information 
Assessor guidelines:
The student should demonstrate the use of all the above listed tools. The use of some of these tools have been shown below.
a.  Using the MSINFO32 tool.
[image: ]
[image: ]
[image: ]
[image: ]
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Demonstration Task 5
a. [bookmark: _Hlk29537360]Develop a system to record the asset information from audit you completed in Task4. 
Note: This system may be in the form of an excel sheet capturing relevant details of assets in the current system.
Assessor guidelines:
The system developed by the student to record assets may include the following:
· List of hardware assets (workstations, laptops, routers, switches)
· List of software assets (Operating systems, applications such as firefox.)
· Hardware details (model, vendor, other specifications, warranty, purchase date) 
· Software details (Software name, type, version, vendor, warranty, licensing details)
· A unique Asset number should be assigned to each hardware/software asset on the list
Note: There can be categories of information that the student may choose to document other than what is mentioned above.
· Hardware Asset register (excel table)[image: ]
· Software Asset register (excel table)[image: ]

b. Use the above system to obtain a report of the assets in the current system, as suitable for management review. Provide evidence (screenshots) of performing this task under Section 3.5 of the Millennium Media report template
[bookmark: _Hlk30406855][bookmark: _Hlk30407317]The report should be suitable for management review. Therefore, the following should be noted in the report of the assets register:
· Name of the report should clearly indicate what the report shows. (e.g. Hardware/software inventory results of all computers)
· A brief description/notes or comments about the inventory list.
· Details of hardware and software assets in the system presented clearly and in an organised manner, with clear headings for the categories of details shown.
Note: the following screenshots of asset recording systems are examples only. 
The students may also choose to use a software system to document and report system assets such as the Microsoft Assessment Planning Toolkit. Sample screenshots are given below:
Hardware assets report from MAP toolkit[image: C:\Users\Shevster\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\9E5DEE5D.tmp]
Software assets report from MAP toolkit[image: C:\Users\Shevster\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\6DA7A037.tmp]


Demonstration Task 6
a. Implement/configure the network performance monitoring tool Microsoft Performance Monitor to monitor network traffic in your current system.
b. Produce a report on network performance using the above tool. The report should include a graphical representation of network traffic (bytes sent/received) for a period of one minute on your local machine.
c. Provide evidence of performing this task under Section 3.6 of the Millennium Media report template including the following:
· screenshot/s of the network performance report generated using the tool
· a paragraph explaining the process followed to generate the report and comments on any information displayed in the report.
Assessor guidelines: [image: ]
1) run perfmon.exe
2) click Performance 
3) select Network Interface -> add Bytes Received/sec and add Bytes Sent/sec -> OK
The students should also include a paragraph commenting on what is indicated in the network performance report generated from the tool.

Part 4: Practical - design and implement a security system
Demonstration Task 1
Scan your network including your router, PC, and any other network devices that are online using any available command-line tools or other software/hardware auditing tools as recommended under Resource requirements. 
Provide the following evidence that you scanned your network under Section 4.1 of the Millennium Media report template:
a. A screenshot showing that the network has been scanned
b. A description of the steps undertaken to perform the scan on all relevant network devices
Assessor guidelines:
Students should provide screenshots of each step and adequate description. Screenshot showing the network scan result should be provided. Network system information can be gathered from network scanning. This information may be used for security assessment and system maintenance.
Sample screenshots and tools are as follows:
[image: ] [image: ]


Demonstration Task 2
Setup five (5) alerts on your network e.g. your server/workstation/printer are offline etc. For each alert created provide the following under Section 4.2 of the Millennium Media report template:
a. Screenshot showing implementation of the alert
b. Screenshot showing the alert being displayed as implemented
c. Description of why the chosen alert might be relevant in a work environment
Assessor guidelines:
Students should provide screenshots of each step and adequate description. Offline alert is a commonly used alert to verify network function and security.
Example instructions for each alert may include general steps such as:
1. Seting up a scheduled task
2. Creating triggers for the scheduled task.
3. Creating custom events and filters
4. Configuring actions that occur when the event runs.
5. Configuring condition parameters
Note: there may be other tools and techniques used to set up alerts in systems that the students may choose to describe.
Some sample screenshots are as follows:
[image: ]


Demonstration Task 3
For this task imagine that you are undertaking an audit to determine whether unauthorised access to your network has been attempted. Login to Windows Server with the wrong credentials at least three (3) times. Obtain evidence of your failed attempted logins. 
As evidence of performing this task provide the following under Section 4.3 of the Millennium Media report template.
a. Record details about the security access audit you’ve performed.
b. Provide screenshots to show that the attempted but unsuccessful login event was logged 
Assessor guidelines:
A: Students should record details of the audit such as the system details, login credentials tested, number of attempts and other details related to audit logs. 
For example, 
[bookmark: _Toc20732776]To verify user logon audit   run eventvwr -> system log -> security
[bookmark: _Toc20732777]To verify local groups and permissions  
· Right click Windows button on Windows Server 2016
· Computer Management -> Local Users and Groups -> Groups -> New Group -> Accounting Properties -> Security -> add -> enter proper group

B: Students should provide screenshots showing attempted but unsuccessful login event. 
[image: ]
[image: ]


Demonstration Task 4
Implement an antivirus or anti-malware software in the current system (desktop or server) and test its functionality. Your implementation should demonstrate the following:
· installation/activation of the anti-virus software
· updating the software with the latest virus definitions
· testing the software for correct functionality (e.g. download a malware test file to check if the software identifies and protects the system from it.) 
Provide the following evidence of your solution under Section 4.4 of the Millennium Media report template:
a. screenshot/s showing the antivirus or anti-malware solution implemented (installed, configured, updated with latest virus definitions)
b. screenshot/s showing the testing of the antivirus/anti-malware solution’s functionality
c. description of the implemented solution and any comments on the testing of its functionality.
Assessor guidelines:
Examples of student answers may include:
· Avast Antivirus Business 18.5
· Bitdefender Endpoint Security 6.6
· Bitdefender Endpoint Security Elite 6.6
· Check Point SandBlast Agent 80.84
· Kaspersky Endpoint Security 11.0
· Kaspersky Small Office Security 6
· Microsoft Windows Defender Antivirus 4.12
· Seqrite Endpoint Security 17.00
· Sophos Endpoint Security and Control 10.8
· Symantec Endpoint Protection 14.2
· Symantec Endpoint Protection Cloud 22.14
· Trend Micro Office Scan 12.0
Windows Defender
[image: ]
[image: ]

The following answer is an example of the steps involved in activating/ enabling Windows defender on Windows 10

 [image: ] 
· Enter gpedit.msc -> computer configuration -> Administrative Templates -> Windows Defender -> Turn off Windows Defender : Enabled
	Screen image to test antivirus software using an EICAR Test file
	To create EICAR test file: the file must include the text “ X5O!P%@AP[4\PZX54(P^)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*”.
[image: ]
[image: ]


[bookmark: _Hlk29539582]Demonstration Task 5
Implement a data backup solution and a system that would protect data from environmental threats. Your implementation should demonstrate the following:
· Perform a data backup to a remote location – via network
· Schedule the data backup to automatically backup the system in future (at appropriate dates/times as suitable for the organisation’s business) using functions and features of the backup tool.
· Perform data restore from backup
· Perform a system rollback
Provide the following evidence of your solution under Section 4.5 of the Millennium Media report template:
a. descriptions of the backup solution and system to be implemented and how it will protect data from environmental threats. This description should include details such as;
· backup type/s
· backup media type/option to be used
· schedule of the backups
· storage location and transportation details of backups
· backup and restore procedures
b. screenshots showing evidence of carrying out a data backup in the current system (desktop and/or server)
c. [bookmark: _Hlk29540349]screenshot/s showing the functionality and features of the data and system backup process.
d. screenshot/s showing data restore procedure from backup media
e. screenshot/s showing a system rollback procedure.
Assessor guidelines:
a. Backup type – full backup, incremental backup, Differential backup, 
Backup Media type – Type Drive, DAT drives, Magnetic optical drive, cloud storage
Backup schedule
· daily after 10pm,
· weekly – every Friday evening 10pm Full Backup
· monthly – last Friday 10pm Full Backup
· yearly – last business day 6pm Full Backup
Storage location and transportation of backup media – -Back up data must be stored in specialized storage agency located more than 25 kilometres away from the company. For transportation the serial number and date of transportation of backup media must be logged, collected and stored by the transporting agency. 
step by step instruction backup and restore data on their home computer
b. The students should provide relevant screenshots to show the implementation of the backup solution.
c. The students should provide relevant screenshots to show the testing of the functionality of the backup solution.
Example 1: A sample backup and scheduling procedure is shown below with screenshots using Windows Server backup feature
· [bookmark: _Toc24739354]Additional hard-drives connected to server
[image: ]
· [bookmark: _Toc24739355]RAID-5 configuration on simulated remote server 
[image: ]







· Performing system and data backups using Windows Server backup feature
· Scheduling the data backups using Windows Server backup feature
[image: ]
Example 2: A sample backup and scheduling procedure is shown below with screenshots using Windows 10 Backup and Restore tool. The backup location should ideally indicate a network location. 
[image: ]
d. The students should provide relevant screenshots to show the testing of a restore procedure from backup media.
Note: Assessors should ask questions from the students if required to validate the evidence and clarify their understanding of the demonstration.
e. The students should provide relevant screenshots to show the testing of a system rollback procedure.
Note: Assessors should ask questions from the students if required to validate the evidence and clarify their understanding of the demonstration.
The students may choose to demonstrate a rollback procedure using system restore functionality in Windows operating systems. Examples of screenshots are given below:
[image: ]



Demonstration Task 6
Implement a real-time backup and data sync solution. The implementation should demonstrate the following:
· Configuration of automatic backup of user data
· Automatic synchronisation of the data backups
Provide the following evidence of your solution under Section 4.6 of the Millennium Media report template:
a. descriptions of the real-time backup and data sync solution to be implemented including the following;
· what resources will be required for the implementation
· procedure for implementation (step by step process and configuration settings)
b. screenshots showing evidence of implementing the above solution in the current system (desktop and/or server).
Assessor guidelines:
The students may choose to use different software tools to demonstrate a real-time backup and data-sync solution.  
For example, the following screenshots are from a tool called AOMEI Backupper – which provides real-time backup for the data including Real-time Sync option.
[image: ]
[image: ]
Alternative solution: The following screenshots demonstrate the use of the File History feature available in Windows 10 to ensure availability to older versions of files and automatic synchronisation of backups.
[image: ]


Part 5: Product – prepare a Network Security Analysis report
You have been asked to prepare a Network Security Analysis report for your line manager, Jae Summers, Network Manager at Millennium Media. This report should outline the need to modify the existing Millennium Media network to protect against identified risks to network security.
The report is to be a word-processed document addressing each of the criteria above. You must use the Millennium Media report template (Millennium Media report template.docx). You should have already completed Section 1 – 4 of the report template along with the tasks performed in Parts 1 – 4 if this assessment.
Complete the Millennium Media report template including the following:
1. Identify and describe two new risks to network security by reviewing the logs and system audits you’ve performed in the system in previous tasks. This relates to the security threats, vulnerabilities or risks that you found as part of your network testing. Use the table given under Section 5.1 of the Millennium Media report template and complete each column of the table to include the following information:
a. List the two identified risks with descriptions.
b. Assess and describe the potential risk to the security of the business and network.
c. Make recommendations for changes to address each of these identified risks to network security and to fulfil explicit organisational asset security requirements

2. Include the ability for your line manager to approve the change by way of a signature (as is the company policy).
Submission Instructions
· Rename the file name of the Millennium Media report template as follows: 
a. Firstname_Lastname_MM_NetSec_Report.docx
· Include your full name, student number and date of submission on the title page and header/footer of the report.
· The report should include the following:
a. Title page
b. Table of contents
c. Version numbering 
d. Approval section
e. Page numbers 
· Submit your report in either .docx or .pdf formats.

Assessor guidelines:
Security threats, vulnerabilities or risks may include virus, phishing attacks, DoS Attack, data breaches, eavesdropping etc.  
Please refer to the Assessment Checklist for Part 5 in order to ensure all require criteria for assessment had been met by the student’s assessment submission.



Part 6: Role play – obtain approval from management
This part of the assessment will be completed in class as a role play.  Your Assessor will guide you through the role play process.  Please refer to following Observation Checklist to help prepare yourself for this task.
Before attempting this task, you must have already completed Parts 1 to 5 of this assessment item. You will need to bring a copy of your completed report to this “meeting”. 
Meeting with Millennium Media Management
Before you can progress in your work you need to meet with your line manager, Jae Summers, Network Manager - Millennium Media. The goal of this meeting is to review your Network Security Analysis report.
Jae has read your report and wishes to meet with you to clarify some details before giving final approval. These details may include the nature of the security threat; the potential risk to the business; the recommended change to the network; or the cost of not making this change versus the cost of implementing the solution.
The agenda items for this informal meeting are as follows: 
1. Review of Network Security Analysis report
2. Final approval
In this meeting your assessor will organise for a suitable person, such as another teacher, student or industry representative, to play the role of your line manager, Jae Summers, Network Manager - Millennium Media. 
 This role play will take approximately 10 to 15 minutes.
[bookmark: _Hlk29475975]You must demonstrate the following in your role-play:
1. Present newly discovered threats and vulnerabilities to superior as per report. 
2. Discussion of the potential cost of not making the changes to the network security as compared to the cost of implementing the changes you are recommending in your report.
3. Request approval from your line manager to implement a change to reduce or remove these risks to network security
4. Ability to effectively undertake role play despite noise and distractions
5. Use of specific and relevant language suitable to audience to convey recommendations and clear communication of verbal reports.
6. Use of effective listening and questioning techniques to elicit and confirm understanding.

Assessor guidelines:
Please refer to the Observation Checklist for Part 6 in order to ensure all require criteria for assessment had been demonstrated by the student in the role play.


Part6: Observation Checklist
The Observation Checklist will be used by your assessor to mark your performance in the role play scenario in Part 6 of this assessment. Use this checklist to understand what skills you need to demonstrate in the role play. The Checklist lists the assessment criteria used to determine whether you have successfully completed this assessment event. All the criteria must be met. Your demonstration will be used as part of the overall evidence requirements of the unit. The assessor may ask questions while the demonstration is taking place or if appropriate directly after the activity has been completed.
Table 5 Observation Checklist 
	TASK/
STEP #
	Instructions
	S
	U/S
	Assessor Comments

	6.1
	Effectively describes requested contents of report
	
	
	· Describes report in concise manner
· Able to respond to questions about report quickly
· Able to include content of report:
· Nature of the security threat
· The potential risk to the business 
· The recommended change to the network 
· The cost of not making this change versus the cost of implementing the solution

	6.2
	Requests approval from management
	
	
	· Asks manager for approval.
· Asks manager to sign approval form in the report

	6.3
	Effectively undertakes role play despite noise and distractions
	
	
	· Background noise is similar to office environment and does not distract 
· Able to return to task if disrupted

	6.4
	Uses specific and relevant language suitable to audience to convey recommendations and clear communication of verbal reports
	
	
	· Terminology used is correct and relevant to task
· Terminology is explained when requested
· Responds with appropriate and relevant information
· Describes in manner suitable for audience
· Speak clearly and concisely

	6.5
	Uses effective listening and questioning techniques to elicit and confirm understanding
	
	
	· Eye contact
· Note taking
· Non-verbal responses
· Verbal clarification (sounds)
· Asking for clarification
· Responding with relevant
· Used open questions to elicit information from client
· Used closed questions to confirm client understanding and authorisation
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Assessment Checklists for Parts 1 to 5
The student’s copy of the Assessment Checklist will be used by you to capture evidence of their performance in Part 1 – Part 5 of this assessment. This checklist outlines all the required criteria you will be marking the student on in the completion of their product. All criteria must be met. The following checklist contains benchmark responses for you to use when assessing to ensure reliability of judgement. You may ask questions during the demonstration or if appropriate directly after the assessment has been completed noting that both the question and student response needs to be captured on the checklist.
[bookmark: _Hlk29645283]Part 1: Assessment Checklist
	TASK/STEP #
	Instructions
	S
Date
	U/S
Date
	S
Date
	U/S
Date
	Assessor Comments
	Unit nbr and criteria

	1
	Identified and listed threats and vulnerabilities in the current system after reviewing company security policy
	
	
	
	
	Date of Observation:
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the students’ performance against the criteria.
· Reviewed company security policy and asset security requirements to determine specific information about security.
· Interpreted textual information from relevant sources and adheres to company security policies.
· Used clear and detailed language to convey information
· Used the template given to document findings
	ICTNWK403 (1.1, FS1, FS2, FS3, AC3)
ICTNWK421 (1.1, 3.3, FS1, FS2, FS8, PE1.1, AC2. AC3)

	1d
	Identified user access control issues
	
	
	
	
	· Identified at least two user access control issues in the current system.
	ICTNWK403 (PE1)

	2
	Analysed and prioritised the threats and vulnerabilities identified
	
	
	
	
	· Analysed the threats and vulnerabilities listed
· Determined the priorities of the deficiencies to be addressed

	ICTNWK403 (FS4)
ICTNWK421 (1.2, FS6, PE1.1)





Part 2: Assessment Checklist
	TASK/STEP #
	Instructions
	S
Date
	U/S
Date
	S
Date
	U/S
Date
	Assessor Comments
	Unit nbr and criteria

	1
	Implemented required level of perimeter security
	
	
	
	
	Date of Observation:
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the students’ performance against the criteria.
· Implemented firewall rule successfully in task 1 
· Tested the solution and provided evidence in the form of screenshots.
· Worked logically and systematically to complete the tasks
· Understands the purpose of specific functions and key features of the operating systems to complete the tasks
· Provided an explanation of threats that the above solution will mitigate.
· Developed documentation on the current system settings
	ICTNWK421 (2.1, 3.3, FS2, FS6-FS8, PE1.3, PE1.4, AC1, AC4, AC5, AC8-11)

	2
	Assessed and implements server hardening techniques and measures 
	
	
	
	
	· Implemented three techniques and measures for server and network hardening 
· Provided evidence of implementation in the form of screenshots.
· Worked logically and systematically to complete the tasks
· Understands the purpose of specific functions and key features of the operating systems to complete the tasks
· Provided an explanation of threats that the above solution will mitigate.
· Developed documentation on the current system settings
	ICTNWK421 (2.1, 2.2, 3.3, FS2, FS6-FS8, AC1, AC4, AC9, AC10)

	3
	Implemented secure authentication and user account controls 
	
	
	
	
	· Ensured controlled user account access
· Performed tests to check Security and SecurityAdmin users have controlled access to the files and resources. 
· Worked logically and systematically to complete the tasks
· Understands the purpose of specific functions and key features of the operating systems to complete the tasks
· Developed documentation on the current system settings
	ICTNWK403 (1.3, 1.4, FS4- FS7, AC2, AC3)
ICTNWK421 (2.1, 2.3, 3.3, FS2, FS6-FS8, PE1.4, AC1, AC4, AC9, AC10)

	4
	Ensured secure file system access
	
	
	
	
	· Configured encryption to secure access to file systems and resources.
· Worked logically and systematically to complete the tasks
· Understands the purpose of specific functions and key features of the data encryption tool to complete the tasks
· Demonstrated how the risk for secure information and privacy can be managed.
· Extracts and evaluates the mathematical information embedded in tasks and texts
	ICTNWK403 (1.4, FS4- FS8, AC1, AC3)
ICTNWK421 (FS5-FS8, PE1.4, AC1, AC4, AC9, AC10)





Part 3: Assessment Checklist
	TASK/STEP #
	Instructions
	S
Date
	U/S
Date
	S
Date
	U/S
Date
	Assessor Comments
	Unit nbr and criteria

	1, 2, 6
	Implemented network performance monitoring tools to monitor network
	
	
	
	
	Date of Observation:
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the students’ performance against the criteria.
· Demonstrated use of OpenDNS tool to design function and performance tests in tasks 1 and 2
· Demonstrated use of Windows Performance Monitor to monitor network traffic
· Provided evidence of using the above tools 
· Worked logically and systematically to complete the tasks
	ICTNWK403 (6.2, FS4-7, PE6, AC2, AC3)
ICTNWK421 (3.1, FS5-7, PE1.4, AC4, AC6, AC9, AC10, AC11)


	3
	Conducted function and performance tests to modify and debug countermeasures
	
	
	
	
	· Used the OpenDNS tool to test function of countermeasures
· Provided enough details of the metric designed and its effectiveness
· Conducted tests for five security incidents, intrusions and attempts
· Reviewed logs and audit report to identify and record security incidents.
	ICTNWK421 (3.2, 4.1, 4.2, FS5-7, PE1.4, PE1.5, PE1.6, AC4, AC6, AC9, AC10, AC11)

	3d
	Reviewed logs and audit reports to identify and record five security incidents, intrusions and attempts
	
	
	
	
	· Provided screenshots of system logs that show five security incidents.
	ICTNWK421 (PE1.6)

	3e
	Undertook three spot checks and audits to ensure that procedures are not being bypassed
	
	
	
	
	· Provided evidence of performing three spot checks to ensure that procedures are not being bypassed
	ICTNWK421 (PE1.7)

	4
	Used appropriate tools and techniques to conduct audit on system hardware and software assets
	
	
	
	
	· Provided evidence of using the recommended tools for system hardware and software auditing (MSINFO32, DXdiag,MSIA, E-Z Audit )
· Worked logically and systematically to complete the tasks
	ICTNWK403 (2.1,  FS4-7, PE2, AC2, AC3)

	5a
	Developed a system to record assets 
	
	
	
	
	· Developed a system (in the excel sheet / table format) to record system hardware and software assets
	ICTNWK403 (2.2, FS4-7)

	5b
	Used the system to develop reports on assets for management
	
	
	
	
	· Developed reports on assets using the system
· Worked logically and systematically to complete the tasks
· The report generated is presented as suitable for management review.
· Develops material for a specific audience, using clear and detailed language to convey explicit information.
	ICTNWK403 (2.3, FS2, FS4-7, AC3)

	6c
	Produced a report on network performance
	
	
	
	
	· Demonstrated the use of windows Performance Monitor to produce a report
· Worked logically and systematically to complete the tasks
· Explained the details of the report generation process and commented on information displayed in the report.
	ICTNWK403 (6.3, FS4-7, AC3)
ICTNWK421 (FS5-7)





Part 4: Assessment Checklist
	TASK/STEP #
	Instructions
	S
Date
	U/S
Date
	S
Date
	U/S
Date
	Assessor Comments
	Unit nbr and criteria

	1, 2
	Performed spot checks and audits to ensure that procedures are not being bypassed
	
	
	
	
	Date of Observation:
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the students’ performance against the criteria.
· Performed a system scan to audit devices that are online
· Configured five alerts on the network – provided screenshots as evidence
	ICTNWK421 (PE1.7)

	3
	Review logs and audit reports to identify and record security incidents, intrusions and attempts
	
	
	
	
	· Provided screenshots to show unsuccessful login attempts recorded in the system logs.
	ICTNWK421 (4.1, FS6-7, PE1.6)

	4ac
	Implement anti-virus or anti-malware solution
	
	
	
	
	· Provided screenshots to demonstrate the implementation of antivirus/antimalware software
· Provided a description of the implemented solution
	ICTNWK403 (3.2, FS4, FS5, PE3)


	4bc
	Tested antivirus and anti-malware solution functionality
	
	
	
	
	· Provided screenshots to demonstrate testing the functionality of the antivirus/antimalware software
· Provided a description/comments on the testing process
	ICTNWK403 (3.3, FS6-7)

	5ab
	Implemented a backup solution to protect data from environmental threat
	
	
	
	
	· Implemented a solution to backup data to a remote location
· Details of the system to protect data should include:
· backup type/s
· backup media type to be used
· schedule of the backups
· storage location and transportation details of backups
· backup and restore procedures
· Provided screenshots as evidence of implementing the solution
	ICTNWK403 (4.3, 5.3, FS4-5, PE4)

	5c
	Demonstrated the functionality of backup solution
	
	
	
	
	· Provided screenshots to demonstrate how the backup solution would work
	ICTNWK403 (4.3, 5.4, FS6-7, PE5)

	5d
	Demonstrated the restore of data from backup media
	
	
	
	
	· Provided screenshots to demonstrate how the backup solution would work
	ICTNWK403 (4.3, 5.5, FS6-7, PE5)

	6
	Implemented a real time backup and data sync solution
	
	
	
	
	· Provided explanations of how to implement the solution along with procedure details.
· Provided screenshots to demonstrate how the backup solution would work
	ICTNWK403 (5.6, FS4-7, PE5)





Part 5: Assessment Checklist
	TASK/STEP #
	Instructions
	S
Date
	U/S
Date
	S
Date
	U/S
Date
	Assessor Comments
	Unit nbr and criteria

	Report – All sections
	Prepares report for management review
	
	
	
	
	Date of Observation:
Assessors are to record their observations in sufficient detail to demonstrate their judgement of the students’ performance against the criteria.
· Used clear and detailed language in the report to convey explicit information, requirements and recommendations
· Used the template provided (according to explicit organisational policies and procedures) to produce the report
· Outlined details logically and systematically
	ICTNWK403 (FS2, FS3, FS5, FS7, AC3)
ICTNWK421 (FS6, FS7)

	1abc, 2
	Documented newly discovered security threats and vulnerabilities and provided recommendations in the report and request for approval
	
	
	
	
	· Identified and described two risks to network security
· Performed assessment of the risks
· Provided recommendations to address the risks
· Requests for approval from line manager
· Included a section in the report for to obtain manager’s signature for approval.
	ICTNWK403 (FS8, PE7)
ICTNWK421 (4.3, FS8, PE1.2)
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