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Assessment instructions
Table 1 Assessment instructions
	Assessment details
	Instructions

	Instructions for the trainer and assessor
	This is a clustered case study assessment and will be assessing the student on their knowledge and performance of the following units:
· ICTNWK403 Manage network and data integrity
· ICTNWK421 Install, configure and test network security
This assessment is in four parts:
1. Case study and research-based
2. Research – principles of data integrity and security on a network
3. Research – virtual private networks (VPNs)
4. Research – network security hardware and software products
The assessment also contains:
· An Assessment Feedback form
Model answers, sample responses or a criteria for each question are provided below.
Use these to support your judgement when determining a satisfactory result.
The student’s project/product must contain the information indicated in this marking guide in order to deem it satisfactory. However, if a student provides information other than indicated below, the assessor may ask the student to clarify or resubmit their response if it does not reflect the evidence required by the unit of competency (refer to mapping if needed to confirm sufficiency of response).
The assessment feedback page must be signed by both the student and the assessor so the student displays that they have received, understood and accepted the feedback.
Complete the assessment feedback to the student and ensure you have taken a copy of the assessment prior to it being returned to the student.
Ensure the students name appears on the bottom of each page of the submitted assessment.

	About this marking guide
	All questions must be answered correctly in order to satisfactorily complete this assessment event.
Assessors will need to make a judgement call as to whether each answer/response meets the criteria based upon the:
· Rules of Evidence:
· Validity – does the answer address the assessment question and does the evidence reflect the four dimensions of competency?
· Sufficiency – is the answer sufficient in terms of length and depth?
· Currency – has the work been done so recently as to be current?
· Authenticity – is this work the student’s own authentic work?
· Principles of Assessment:
· Fairness – individual student’s needs are considered in the assessment process
· Flexibility – assessment is flexible to the individual student 
· Validity – any assessment decision is justified, based on the evidence of performance of the student
· Reliability – evidence presented for assessment is consistently interpreted and assessment results are comparable irrespective of the assessor conducting the assessment
· Dimensions of competency
· Task skills
· Task Management Skills
· Contingency Planning Skills
· Job Role Environment Skills

	Student must provide
	A personal computer with internet access
A USB drive or other storage method to save work to
A word processor e.g. Microsoft Word

	Assessor must provide
	Access to the Learning Management System 
Access to the following document that is referenced in the assessment. This may be a hard copy or made available online.
· Assessment scenario document, which includes;
· Scenario document which is included in Cl_NWKDataSec_AE_SD1
· Answer booklet which is included in Cl_NWDataSec_AE_Kn_1of2_AB

	Due date and time allowed/location
	Refer to the Unit Assessment Guide for the due dates
The estimated times for a student to complete each Part of this assessment is as follows:
Part 1 – 1 hour
Part 2 – 1 hour
Part 3 – 1 hour
Part 4 – 1 hour
Assessment is to be completed out of class.

	Supervision
	This is an unsupervised, take-home assessment. 
If you are unable to verify the authenticity of the student’s submission you will need to gather additional evidence to confirm that the assessment task was completed by the student. This may include oral questioning, comparison with in-class work samples, or observation.





Specific task instructions
The instructions and the criteria in the tasks and activities below will be used by the assessor to determine if you have satisfactorily completed this assessment event. Use these instructions as a guide to ensure you demonstrate the required knowledge in all the units listed in this assessment.
Refer to the following documents in the Assessment Supporting Documents, folder provided to you.
· Cl_NWDataSec_AE_SD1 – This is the Assessment Scenario document. Refer to this document where relevant to answer the questions in this assessment.
· Cl_NWDataSec_AE_Kn_1of2_AB – This is the answer booklet that you must use to record and submit your answers.
[bookmark: _GoBack]Submission Instructions
· Rename the file name of the answer booklet to include your details as follows: 
a. Firstname_Lastname_Cl_NWDataSec_AE_Kn_1of2_AB.docx
· Include your full name, student number and date of submission on the header/footer of the answer booklets.
· Submit your answer booklet in either .docx or .pdf formats.

Part 1: Case study and research-based 
To complete this part of the assessment, you will be required to read the Assessment Scenario (Cl_NWDataSec_AE_SD1) document provided to you as well as perform research on principles of data integrity and security as relevant to the scenario.
Refer to reliable sources of information such as industry-specific or vendor websites and cite your references in the Bibliography section. 
Please ensure you take note of the volume of response requirement where indicated.  
1. Provide an overview of the client’s organisational structure and business functions. Explain how this structure and business functions relate to the control of data integrity and security in the organisation. (Answer should be a min. of 100 words and max. of 200.)
Sample answer:
Overview of the client’s organisational structure: Four separate departments/managers reporting to the managing director. Each of these four managers has several child departments working within it. 
Overview of the client’s business functions: media design and development, including multimedia animation, web-based services, e-learning, software architects etc.
How do they relate to the control of data integrity and security in the organisation:
· Different security permission and access level for different department
· Different security settings for a different level of position within each department
· Sharing configuration among different department

2. Describe the features and capabilities of at least two latest networking technologies that you would recommend for Millennium Media’s new network. (Answer should be a min. of 100 words and max. of 200.)

Sample answer:
· OneDrive for Business
· Cloud storage, offer easy access to files regardless of location
· Easier to share files and collaborate on documents with other people
· Advanced encryption and security features available
· Avast Business
· Wide range of products, from standalone antivirus to a full management platform
· Network security solution also available, including secure internet gateway, secure web gateway, content filtering, email security, back up and recovery. 

Note for Assessors: Above are sample answers only. There are a variety of other networking technologies that students may choose to describe.

3. Investigate and describe privacy issues and privacy legislation that is relevant to Millennium Media’s business functions and the type of data they are dealing with. Your answer should include the following:
a. a list of privacy issues (at least two)
b. descriptions of each privacy issue and how it relates to the organisation’s security requirements.
c. name/s of privacy legislation 
d. description of privacy legislation and how it relates to the organisation’s security requirements.
(Answer should be a min. of 150 words and max. of 250.)

Sample Answer:
A, B: List of privacy issues and descriptions:
· Sensitive corporate data can be stolen by hackers as a ransom for financial gain. Millennium Media deals with sensitive data such as financial data, corporate client details, staff personal details and intellectual property data. If these data were to be captured by unauthorised people, it may be sold to competitor organisations or released out into the Internet. This would cause:
· Damage to the Company’s reputation
· The company to lose its competitive edge – due to business-critical data being exposed
· Financial loss due to loss of business
· Loss of existing and potential customers after the data breach is publicised
· Heavy fines and compensation for the damage caused due to the breach of data privacy

· Inability to trust other third party companies to protect the Company’s sensitive data. If the third-party organisation’s network gets compromised, then Millennium Media data privacy could be breached. Third-party companies may lack data privacy regulations and may not even disclose if a data breach had taken place, which would cause a lot of damage to the Company’s data without them even knowing it.
C: Names of Privacy Legislation in Australia are as follows:
· The Privacy Act 1998: 
https://www.oaic.gov.au/privacy/the-privacy-act/
This was introduced to promote and protect the privacy of individuals and to regulate how Australian Government agencies and other organisations handle personal information.
The above applies to Millenium Media assuming since it handles personal information of staff and their customers.
· Australian Privacy Principles (APPs) Guidelines 
https://www.oaic.gov.au/privacy/australian-privacy-principles/
The Privacy Act includes 13 APPs, which apply to some private sector organisations, as well as most Australian Government agencies. These are collectively referred to as ‘APP entities’. The Privacy Act also regulates the privacy component of the consumer credit reporting system, tax file numbers, and health and medical research.
The above guidelines need to be considered by Millenium Media since they deal with financial data and employees along with tax file numbers.
4. Investigate and describe at least two reliable sources where you can obtain the latest and most up-to-date security information that is appropriate for Millennium Media’s new network. Your answer should include:
e. A list of security information sources (at least two)
f. Methods of how the above sources can be accessed (hyperlinks and references)
g. A description of what these information sources would provide, and how it relates to the organisation’s network security requirements.
(Answer should be a min. of 100 words and max. of 150.)
Sample answer:
Microsoft Security Update Guide
· Website:  https://portal.msrc.microsoft.com/en-us/security-guidance
· It provides the latest security updates for all Microsoft products (including Windows, Office etc.)
Australian Cyber Security Centre
· Website: https://www.cyber.gov.au/
· It provides the latest cybersecurity threats, news, advice and relevant program targeted to Australia. 
Note for Assessors: Above are sample answers only. There are a variety of other sources for network security that students may choose to describe.

5. Identify at least four environmental threats to the Millennium Media company data and perform a risk analysis. In your answer, provide a detailed description of each threat, the potential damage or risks it could cause and the likelihood of it occurring. You may need to research the Penrith area to construct your answer.
(Answer should be a min. of 150 words and max. of 250.)
Use the following table for your answer. Add rows as needed. (A copy of this table is given in the answer booklet.)
Sample answer:
The following is a sample answer only. Student’s answer may vary slightly. Students should be able to identify all potential threats from the scenario. Descriptions of potential damage may vary slightly from the sample answer but should still relate to the scenario and be plausible. Assessment of likelihood may vary slightly. The student will find additional information to assist with their answer if they research the weather for Penrith.
	Threat 
	Potential damage
	Likelihood

	Extreme Temperature – Temperatures may range from low (about 5C to very high 48C) Very high temperature is more common.
	May affect the performance of input, backup devices or media which may lead to data corruption.
	High – Very high temperatures are common in Penrith in the Summer

	High Humidity
Humidity may reach up to 80%. Extremely high humidity without rain occurs occasionally.
	May affect the performance of input, backup devices or media which may lead to data corruption.
	Medium-High humidity is less common due to inland position

	Fire
Fire may come from within the building (e.g. through faulty electrical equipment) or through bush fires. Chance of bush fires has increased due to climate changes and drought.
	May destroy equipment including backup devices or media. Lead to loss of company data and potential serious business impact.
	Low – Fire does occur occasionally in business premises but fire risk is greater from bush fires which are present in the area most summer periods.

	Flood 
The flood may come from within the building due to broken plumbing or stormwater overflow or from the nearby river.
	May affect the performance of input, backup devices or media which may lead to data corruption.
	Low – Flood due to broken pipes does occur occasionally. Locally flooding is present in some business areas during periods of heavy rain.  Flooding from the river has been known to occur but is not predicted in the immediate future.

	Power outage
A power outage may occur within the building, due to faulty electrical equipment tripping the power, or externally due to problems with the grid such as during heavy storms.
	May affect the performance of input, backup devices or media which may lead to data corruption. E.g. power outage during the middle of a backup may corrupt data
	Medium – Power outage due to faulty equipment does occur occasionally however modern safety controls prevent any power surges thus reducing the possible impacts. Grid problems occur more frequently and without notice. 

	Break-in /Vandalism
Break-in /Vandalism may occur in any commercial premises which may hold valuable equipment or cash. 
	May destroy equipment including backup devices or media. Lead to loss of company data and potential serious business impact.
	Medium – Any commercial area attracts thieves and/or vandals. Thieves may be looking for cash. This occurs occasionally in the area.



6. Research and document at least two security systems that are available to protect Millennium Media company data from two of the environmental threats you’ve identified in the previous question. In your answer identify the threat, the system that will help protect from the threat, a detailed description of the system and an explanation of how the system will protect data from this threat.
(Answer should be a min. of 150 words and max. of 250.)
Use the following table for your answer. Add rows as needed. (A copy of this table is given in the answer booklet.)
	Threat 
	System / Description
	Explanation

	
	
	

	
	
	


Sample answer:
Supplied answers are a guide only. Students may provide alternative systems which deal with other environmental threats. The justification should demonstrate that the student understands the potential threat and how the security system would mitigate or resolve the risk.
	Threat 
	System / Description
	Explanation

	Extreme Temperature, High Humidity
	Environmental monitoring systems
See the following specific example
	Can be tailored to notify when there is very high or low temperatures or high humidity. Modern systems can send alerts to phones so that owners do not need to check in person.

	Break-in /Vandalism
	General security system
The student may provide examples of specific models
	Security systems, linked to a monitored base, may notify the owner of problems. A monitored base may also contact the police.

	Students need to research and document at least two relevant security systems.  
Example of security systems that can be used to protect data for these environmental threats include general security system, environmental monitoring solutions (temperature, humidity, liquid detection, vibration, door contact etc.), cloud storage, backup solution etc.
The security systems identified must be relevant to the context and documented sufficiently to demonstrate understanding of risk and how the systems would alleviate the risk.   


	Specific examples are as follows.
 Example 1:  ENVIROMUX® Enterprise Environment Monitoring System (EMS)
· It can monitor several environmental conditions, such as temperature, humidity, door contact, vibration, power, smoke etc. 
· It can send notifications via multiple different methods, such as Automatic Voice Dialer System, SMS messages, alarm beacon, email etc.  
[image: ]
Example 2: Google cloud storage
· Screenshots to set up Google cloud storage



7. Investigate and provide recommendations for backup types and backup media options available in order to meet the security requirements of Millenium Media.  
Your answer should include the following:
a. Descriptions of backup types available including:
i. Copy
ii. Differential
iii. Folder and drive synchronisation
iv. Full and normal incremental
v. Redundant array of independent disks (RAID)
b. Your recommendation of appropriate backup type/s to meet the organisation’s system needs
c. Summary of your investigation on the latest backup media options currently available in the industry. (Ensure that you provide relevant and accurate sources of information to support your investigation.)
(Answer should be a min. of 250 words and max. of 350.)
Sample answer:
· Copy: back up the entire data.
· Differential:  only backup files that have changed since last full backup.
· Folder and drive synchronisation: a backup solution that can synchronize the local file (folder or drive) with the cloud storage
· Full and normal incremental: a full backup is to copy the entire data while a normal incremental backup is to only copy data that have been changed since last full backup
· RAID: Use multiple physical discs as one or more logical units for data redundancy or performance improvement
I recommend RAID, full and normal incremental backup for this company as these backup solutions are more cost-effective and can help with both data redundancy and performance improvement. 



Part 2: Research – principles of data integrity and security on a network 
[bookmark: _Hlk24822599]To complete this part of the assessment, you will be required to perform research and refer to reliable sources of information such as industry-specific or vendor websites when writing answers for the questions given below and cite all your references in the Bibliography section.
Please ensure you take note of the volume of response requirement where indicated.  
1. Describe the following principles of data integrity on networks.
a. auditing and control of user access 
b. auditing and tracking of assets
(Answer should be a min. of 100 words and max. of 200.)
Sample answer:
A) Auditing user access involves checking the system records and logs to ensure the system had been accessed by users who are authorised to access the system. This would also involve checking the system reports/logs for any inconsistencies that may indicate a threat to the network, system or breach of data privacy.
User access should be controlled by the use of permissions and assigning users to specific groups and access levels according to their roles. Users should only be allowed to access what is necessary to do their job. Once the system is set up with access levels and permissions, access to resources and systems need to be monitored and audits should be performed to identify any anomalies. 

B) Before tracking assets, they first need to be listed in an asset inventory. This can be done by using software tools that may also perform auditing of the assets to check if they are up to date, the license is applied and valid, maintenance performed. In networks, it is important to use auditing tools to keep track of the network assets since it can easily get out of hand and be hard to manage. 

2. [bookmark: _Hlk29900445]Compare the features of two antivirus and anti-malware software products that are currently available in the industry for desktop computers. Your answer should include the following:
a. Name of each software product 
b. Description of each software product (e.g. what it does, strengths, limitations)
c. Describe at least two techniques/features of each software product.
d. Describe the procedure of scanning a system for viruses/malware using each of the software products (include screenshots where relevant).
e. Describe the procedure of how to evaluate the protection status of a computer using these software products (include screenshots where relevant).
[bookmark: _Hlk29889420][bookmark: _Hlk29900465](Answer should be a min. of 200 words and max. of 350.)
Use the following table for your answer. (A copy of this table is given in the answer booklet.)
Sample answer:
	Criteria
	Antivirus/Antimalware Product 1
	Antivirus/Antimalware Product 2

	Product name:
	Norton Antivirus Plus
	McAfee Total Protection

	Description:
	Provides protection for devices and personal information that it stores.
It is designed to provide multiple layers of protection for PCs or Macs, including firewall protection. 
	This product provides a complete defence system for the computer and the network against online threats such as viruses, hackers and spyware.
It monitors internet traffic for suspicious activity and guards the privacy of data and blocks risky Websites.

	Techniques (Features):
	Provides real-time threat protection against malware, spyware, ransomware, phishing attacks and other online threats. 
The password manager tool generates, stores, and syncs all passwords to log into any site more securely.
	McAfee provides a WebAdvisor component that steers the web browser away from risky websites. This component also detects websites that hijack your system, resources to mine for cryptocurrency and would block unwanted activity.
McAfee provides a vulnerability scanner that looks for missing patches of the software and installs them automatically.

	Procedure for scanning the system for malware/viruses
	First ensure that the system has the most up to date virus/malware definitions: 
Norton automatically updates virus definitions and regularly scans your PC for a range of threats. If you have been offline, or suspect that you have a virus, you can manually run the following:
Quick Scan to analyze areas of your computer that are most vulnerable to threats.
Full System Scan to analyze your entire system including less vulnerable applications, files, and running processes than those checked during a Quick Scan.
Custom Scan to analyze individual files, folders, or drives if you suspect that they are at risk.
To run a system scan:
· Start Norton
· Go to Security > Scans
· In Scans > Scans and Tasks, click Full System Scan or Quick Scan.
· Click Go.
[image: ]
	First ensure that the system has the most up to date virus/malware definitions: 
1. Right-click the McAfee and select Check for updates.
2. When the update completes, right-click the McAfee icon. Select Scan.
3. Select the type of scan you want to run. The scan options are:
Full - Scans your entire computer for known threats.
Quick - Scans only the most susceptible parts of your computer for known threats.
Custom - Allows you to manually select the drives, folders, and other locations you want to scan.
4. When the scan completes, check the message for the details of the scan.
5. Click OK.
[image: ]

	Procedure for evaluating the protection status of the computer system
	In the Norton main window, the color of Security, Online Safety, Backup, and Performance tiles indicates the status of each category as follows: 
■ Green: You are Protected. 
■ Orange: Your computer needs attention. 
■ Red: Your computer is at risk.
[image: ]
	The computer’s protection status is shown in the protection status area. The colour code can be red, yellow or green.
Red: Your computer is not protected.
Yellow: Your computer is partially protected.
Green: Your computer is fully protected.
[image: ]






3. Describe backup, restore and rollback procedures in a typical organisation’s network. Your answer should include descriptions for each of the following: 
a. Backup procedures:
i. Documentation of backup
ii. Storing backup media
b. Restore procedures:
i. Documentation of data restores
ii. Testing data restore
c. Roll back procedures:
i. Documentation of system rollback
ii. Testing system rollback
(Answer should be a min. of 175 words and max. of 275.)
Sample answer:
h. Backup
· Documentation of the backup process: all processes and steps followed when performing the backups, needs to be documented and recorded for future reference and must be kept up to date. The documentation of backups should include, backup type, date/time it was performed, who performed the backup, what data is included in the backup and so on.
· Storing backup media: organisations have specific policies that outline where different types of backup media should be stored (offsite/on-site). Encryption of backup data and having password protection for data backup stored should also be considered. 
i. Restore
· Documentation of the restore process: all processes and steps followed when performing the restore, needs to be documented and recorded for future reference and must be kept up to date. This may include, date/time the restore was performed, who performed the operation, what type of data was restored and so on.
· Testing the data after restore: the data that was restored must be verified it is correct to ensure that the data restore process was successful. Test procedure documents are filled during/after the restore testing had been completed and should be approved by appropriate personnel as part of the procedure.

j. Rollback
· Documentation of the rollback process: all processes and steps followed when performing the rollback, needs to be documented and recorded for future reference and must be kept up to date. This may include, date/time the rollback was performed, who performed the operation, the reasons for performing the rollback, what type of system was rolled-back and so on.
· Testing the system after rollback: the system which was rolled back must be tested for correct functionality. Test procedure documents are filled during/after the rollback testing had been completed and should be approved by appropriate personnel as part of the procedure.

4. [bookmark: _Hlk29900291]Compare the latest versions of Windows and Linux network operating systems available in the industry and explain how they relate to network security. Your answer should include the following:
a. Description of at least two network security features/tools in each of the operating systems
b. Description of the network security protocols for encryption, authentication and data integrity as available in each of the operating systems.
c. Describe how each operating system provides support procedures for implementing cryptography.
d. Outline network performance monitoring tools available in each of the operating systems.
 (Answer should be a min. of 200 words and max. of 350.)
Use the following table for your answer. (A copy of this table is given in the answer booklet.)

Sample answer:
	Criteria
	Windows Server 2019
	Red Hat Linux Enterprise 8

	a) Network security features:
	Windows Defender Advanced Threat Protection (ATP) – this uses sensors and response actions to expose memory and kernel-level attacks and responds by suppressing malicious files and terminating malicious processes.
Windows Defender ATP Exploit Guard – this provides a set of host intrusion prevention capabilities. There are four components of this tool that are designed to lock down the device against a wide variety of attack vectors and block the behaviours commonly used in malware attacks. It also enables you to balance security risks and productivity requirements. The four components of this tool are:
· Attack Surface Reduction (ASR)
· Network protection
· Controlled folder access
· Exploit protection
	RHEL 8 provides security policy refinements for Security-Enhanced Linux (SELinux). Therefore, mandatory access controls are part of Red Hat Enterprise Linux 8
The fapolicyd software framework introduces a form of application whitelisting and blacklisting based on a user-defined policy. The application whitelisting feature provides an efficient way to prevent running untrusted and possibly malicious applications on the system.
Advanced Intrusion Detection Environment (AIDE) is a utility that creates a database of files on the system, and then uses that database to ensure file integrity and detect system intrusions.

	b) Network security protocols for encryption, authentication and data integrity:
	HTTP/2 for faster and safer Web – this provides uninterrupted and properly encrypted browsing experience.
Encrypted virtual networks using Datagram Transport Layer Security (DTLS) – this protects the virtual network against eavesdropping, tampering, and forgery by anyone with access to the physical network.
The Windows operating system implements a default set of authentication protocols, including Kerberos, NTLM, Transport Layer Security/Secure Sockets Layer (TLS/SSL), and Digest, as part of an extensible architecture.
	TLS, IPSec, DNSSec and Kerberos protocols are supported protocols within RHEL 8 which are designed to provide communications security with the base operating system.
OpenSSH is an implementation of the SSH protocol in RHEL8 which provides secure encrypted communications between two untrusted hosts over an insecure network. The OpenSSH suite in Red Hat Enterprise Linux 8 supports only SSH version 2, which has an enhanced key-exchange algorithm not vulnerable to known exploits in version 1.

	c) Support for cryptography:  
	The Transport Layer Security (TLS) protocol versions 1.0, 1.1, and 1.2, Secure Sockets Layer (SSL) protocol, versions 2.0 and 3.0, Datagram Transport Layer Security protocol version 1.0, and the Private Communications Transport (PCT) protocol, version 1.0, are based on public key cryptography. 
The Secure Channel (Schannel) provider authentication protocol suite provides these protocols. 
	RHEL8 provides availability of system-wide cryptographic policies with support for OpenSSL 1.1.1 and TLS 1.3 to help maintain cryptographic compliance.
Administrators can set up algorithmic criteria using system-wide policies, so apps automatically use the appropriate cryptographic package.
For example: OpenSSH, is one of the RHEL core cryptographic subsystems that uses system-wide crypto policies. This ensures that weak cipher suites and cryptographic algorithms are disabled in the default configuration.

	d) Network performance monitoring tools:
	Windows Reliability and Performance Monitor is a Microsoft Management Console (MMC) snap-in that provides tools for analyzing system performance. 
From a single console, you can monitor application and hardware performance in real-time, customize what data you want to collect in logs, define thresholds for alerts and automatic actions, generate reports, and view past performance data in a variety of ways
	System Monitor is a graphical tool to assist in monitoring and modifying the behaviour of the network and system. System Monitor has four tabs, each of which displays different information about the system, processes, resources, file systems, network performance.
The perf is a command-line tool uses hardware performance counters and kernel tracepoints to track the impact of other commands and applications on your system. Various perf subcommands display and record statistics for common performance events, and analyze and report on the data recorded.



References:
· https://docs.microsoft.com/en-us/windows-server/get-started-19/whats-new-19
· https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/securing_networks/using-secure-communications-between-two-systems-with-openssh_securing-networks
· https://docs.microsoft.com/en-us/windows-server/security/windows-authentication/windows-authentication-overview

5. Describe the following security threats.
a. Eavesdropping
b. Data interception
c. Data corruption 
d. Data falsification
(Answer should be a min. of 125 words and max. of 200.)
Sample answer:
Eavesdropping - this is a network attack where network traffic is captured by unauthorized users. This type of attack works mostly with plain text transmission protocols such as Telnet, FTP, and HTTP transfers. Preventative measures include services with cryptographic key exchange, one-time passwords, or encrypted authentication to prevent password snooping; strong encryption during transmission is also advised.
Data interception refers to the obstruction and alteration of data transmission. 
Data corruption refers to the data error that can occur during data transmission and processing. Data falsification refers to data manipulation that is not accurately represented.

6. [bookmark: _Hlk29907647][bookmark: _Hlk29987182]Describe security systems and procedures that can be used to secure the following:
a. Local Area Networks (LAN)
b. Wireless local area networks (WLAN) 
c. Wide area networks (WAN)
d. [bookmark: _Hlk29907654]Screened subnets
e. Transmission control protocol
f. Internet protocol
g. Other application layer protocols (e.g. FTP, HTTP)
(Answer should be a min. of 300 words and max. of 450.)


Sample answer:

	[bookmark: _Hlk29985091]Networks types and Protocols
	Security systems and procedures

	a) Local Area Networks (LAN)
	Install firewalls to filter the traffic coming into the LAN.
Install anti-virus and anti-malware software products on end-user devices to secure the LAN from internal threats.
Use network monitoring tools to audit tools and intrusion detection systems.
Use authentication policies and procedures to provide authorised access to required resources in the LAN. 

	b) Wireless Local Area Networks (WLAN)
	Install and configure firewalls to filter the traffic coming into the Wireless LAN.
Use specific security protocols such as WPA2 for password encryption on traffic coming in from the internet.

	c) Wide Area Networks (WAN)
	Use VPNs to secure site-to-site network traffic over the internet.
Implementing data encryption, public and private key security. Use Certificate Servers to manage the generation, storage and security of digital signatures, certificates and keys.
Having network operating systems with built-in security features for WAN connections.
Implement firewalls between the organisation’s intranet and WAN.

	d) Screened Subnets
	A screened subnet uses routers as a firewall to define three separate subnets: external network, internal network and demilitarized zone (DMZ). This division provides three levels of security control. 
According to the network subnet design, other routers and switches in the network can be configured to filter unwanted traffic and allow only required traffic from specific networks to flow through.

	e) Transmission Control Protocol - TCP
	Secure Sockets Layer (SSL) protocol can be used to establish secure TCP connections. SSL is a standard security technology for establishing an encrypted link between a webserver and a browser. SSL protocol provides data encryption, server authentication, message integrity.

	f) Internet Protocol - IP
	Internet Protocol Security (IPsec) is a secure network protocols suite that authenticates and encrypts the packets of data to provide secure encrypted internet protocol-related communications.

	g) Application Layer protocols 
	HyperText Transfer Protocol Secure (HTTPS) is used by many websites as a secure version of the HTTP protocol for communication using the Web browser.
Secure File Transfer Protocol (SFTP) uses Secure Shell (SSH) encryption to transfer files over the Intenet.  




Part 3: Research – virtual private networks (VPNs)
To complete this part of the assessment, you will be required to perform research and refer to reliable sources of information such as industry-specific or vendor websites when writing answers for the questions given below and cite all your references in the Bibliography section.
Please ensure you take note of the volume of response requirement where indicated.  
1. [bookmark: _Hlk29984778]Describe the VPN issues that relate to the following. 
a. Bandwidth
b. Dynamic security environment
[bookmark: _Hlk29987268][bookmark: _Hlk29984751]Your answer should include:
· A description of the current issue and possible causes
· Recommended solutions for dealing with the issue
[bookmark: _Hlk29987276](Answer should be a min. of 200 words and max. of 300.)
Sample answers:
a. Bandwidth issues in VPNs
VPNs consume a lot of the network bandwidth therefore it will slow down the overall internet connection and browsing experience. The reduction in speed may be due to the encryption and encapsulation process of internet data. This process is essential for VPNs to provide safe and secure transmission of data. However, there are other factors that contribute to slow data transmission speeds such as 
· limitations of the internet provider and their speed restrictions
· the geographical location of the server
· data transmission modes/methods used
· level of encryption
· choice of protocols used
· server load
Recommended solutions are as follows:
· Switch the VPN server to the closest one available geographically
· If using Wi-Fi, switch to a wired connection
· Use a VPN server that has a lower server-load percentage
· Switch from default UDP protocol to TCP based connections.
b. Dynamic security environments
When business require an extra level of security with their authentication packet encryption protocols, they would require their existing VPN connections to adapt to the new requirements. However, this cause issues if the existing VPN server/end-point hardware does not support the configuration of these additional security measures.  
Recommended solutions are as follows:
Using Dynamic Virtual Private Networks (DVPN) solutions that are able to self-modify to recognise added nodes without the need for routers/servers having to identify them.
Using Dynamic Multipoint Virtual Private Network (DMVPN) solutions that exchange data between sites without needing to pass traffic through an organisations VPN server/router.
Guidelines for Assessors:
There can be other valid points regarding the above issues that students may choose to describe. The above are just sample answers only.
2. Describe the function and operation of the following VPN concepts: 
a. Encryption
b. Firewalls
c. Packet tunnelling
d. Authentication
(Answer should be a min. of 200 words and max. of 250.)
Sample answers:
Data will be encrypted or decrypted at each side of the VPN tunnel.  Internet protocol security protocol (IPSec) or generic routing encapsulation (GRE) can be used for site-to-site VPN while Point-to-point Protocol (PPP) can be used for remote access VPN.
Firewalls can be used to protect against unauthorized users intercepting or exploiting the VPN connection. A VPN firewall can be in the form of hardware, software or combined appliance. 
Packet tunnelling protocol is an additional security layer that protects data travelling with the VPN tunnel. VPN authentication ensures only authorized users are able to connect to the VPN.


3. Describe the following types of VPNs: 
a. Site-to-site
b. User-to-site via internet traffic (also known as Client-to-site)
c. Extranet-based
(Answer should be a min. of 150 words and max. of 200.)
Sample answer:
Site-to-site allows you to connect two physically separate networks with a virtual bi-directional cable and is sometimes referred to as “many-to-many”. It allows you to keep the communication up all the time, whether your server/workstation is running because the connection is established through a network gateway and not from within the individual computer system.
In client-to-site, you must initiate a connection to the network you want to access from within the specific computer system, this is also bi-directional, and is sometimes referred to as “one-to-many”. If you log-off or restart the computer it typically breaks the connection and needs to reconnect again for the next session. It's common to use this type of VPN when working remotely and requiring access to company assets from a non-company site or location.
Extranet-based VPN services rely on IPSec, GRE, and mobile IP to create secure tunnels across an IP network. These technologies control industry standards to establish secure, point-to-point connections in a mesh topology that is overlaid on the service provider's IP network or the Internet.

Part 4: Research – network security hardware and software products
To complete this part of the assessment, you will be required to perform research and refer to reliable sources of information such as industry-specific or vendor websites when writing answers for the questions given below and cite all your references in the Bibliography section.
Please ensure you take note of the volume of response requirement where indicated.  

1. [bookmark: _Hlk29987320]Explain how a switch and a router can be configured for secure remote access using the Secure Shell (SSH) protocol. Provide examples of specific configurations/settings, including the following in your answer:
a. [bookmark: _Hlk30077633]Description of the SSH protocol and compare it against the Telnet protocol.
b. Describe the data encryption standards used by the SSH protocol.
c. Describe the SSH configuration process of a switch.
d. Describe the SSH configuration process of a router.
 (Answer should be a min. of 175 words and max. of 275.)
Sample answer:
A. Secure Shell (SSH) is a protocol that provides a secure (encrypted) management connection to a remote device. SSH provides better security for remote connections when compared with Telnet which is an older protocol that uses insecure plaintext transmission of both the login authentication (username and password) and the data transmitted between the communicating devices. SSH, on the other hand, provides strong encryption when a device is authenticated (username and password) and also for the transmitted data between the communicating devices.
B. Data encryption standards used by SSH 
SSH uses industry-standard strong encryption algorithms such as AES (Advanced Encryption Standard). SSH protocol also includes a mechanism that ensures the integrity of the transmitted data by using standard hash algorithms such as SHA-2.
C. The step-by-step process followed to configure SSH in a switch
1. Verify SSH support in the device by using show ip ssh command. [image: ]
2. Configure IP domain
ip domain-name domain-name
3. Generate RSA key pairs
	crypto key generate rsa
4. Configure user authentication
	username username password password	
5. Configure the vty lines
	transport input ssh
D. Step-by-step process followed to configure SSH in a router:
1. Configure the router hostname using the hostname command.
2. Configure the domain name using the ip domain-name command.
3. Generate public and private keys using the crypto key generate rsa command.
4. Create a user in the local database using the username…secret command.
5. Allow only SSH access on VTY lines using the transport input ssh command.
[image: ]
2. Describe the general features and functions of two enterprise hardware products currently available in the industry that provide perimeter security. Include an example of a hardware firewall in your answer. 
[bookmark: _Hlk29986873]Note: Perimeter security may refer to any of the following: access control, authentication, authorisation, identification, network address translation, surveillance and so on.
(Answer should be a min. of 100 words and max. of 200.)
Use the following table for your answer. (A copy of this table is given in the answer booklet.)
Sample answer:
	Product name
	Features and functions

	IBM Cloud HSM 7.0
	Superior performance
IBM Cloud HSM 7.0 performs over 20,000 ECC and 10,000 RSA operations per second for high-performance use cases. The lower latency also allows for improved efficiency. Therefore, this device provides high performance for the protection of SSL/TLS keys and high-volume code signing.
Solid security and compliance
This device can securely manage, process and store cryptographic keys inside a tamper-resistant, tamper-evident device. It provides the ability to solve complex security, compliance, data sovereignty and control challenges associated with migrating and running workloads on the cloud.

	Cisco Next-Generation Firewall
	Protects against advanced threats
Application visibility and control, next-generation intrusion prevention system, advanced malware protection, and URL filtering work together to provide enterprise-level protection.
Performance and reliability
Inspect up to three times higher throughput than the prior generation. Customers can enable security services with zero degradation.



3. [bookmark: _Hlk29987428]Identify and describe system and network monitoring tools currently available in the industry that can specifically perform the following functions.
a. Network access auditing
b. Intrusion detection
c. Penetration testing
Your answer must also include the following for each software product in each category above:
· Name and vendor of each of the software products
· Overview of features and capabilities of the products
· Provide an example of a procedure and any techniques used by the software product as recommended by the software vendor. Provide screenshots where relevant. (Note: You may need to refer to the user manuals of the products to obtain the required information.)
(Answer should be a min. of 150 words and max. of 250.)
Use the following table format to document answers for each type of tool (a, b and c). A copy of this table is given in the answer booklet.
Sample answer:
c. Network access auditing
	[bookmark: _Hlk29987443]Criteria
	Network Access auditing

	Name and vendor of the software tool:
	Access Rights Manager by SolarWinds

	Overview of features and capabilities
	· Understand and act on high-risk access
· Minimize the impact of insider threats
· Improve compliance by detecting changes
· Identify who has access to what fast
· Fast, accurate account provisioning
· Identify and monitor high-risk accounts

	Example procedures and techniques
	Procedure for performing Active Directory scans:
The ARM component of this software scans access rights structures from different resource systems in configurable intervals.
· Click on Domain to add an AD scan within the ARM component.
· Select the desired domain for the AD scan
· Select a collector for the AD scan
· Specifiy appropriate administrator credentials for the scan.
[image: ][image: ]
· In the ARM configuration application under Change Configuration > Active Directory you can find all atributes for users, groups and computers.
[image: ]


d. Intrusion detection
	Criteria
	Intrution detection 

	Name and vendor of the software tool:
	Security Event Manager by SolarWinds

	Overview of features and capabilities
	· Centralized log collection and normalization
· Automated threat detection and response
· Integrated compliance reporting tools
· Intuitive dashboard and user interface
· Built-in file integrity monitoring
· Simple and affordable licensing

	Example procedures and techniques
	Procedure for creating and enabling a critical logon failures rule:
1. In the SEM Events Console, click the Rules tab.
2. On the Rules toolbar, click Create rule from template. 
[image: ]
3. In the search box, enter critical account logon failures.
[image: ]
4. In the SEM Events Console, click the Rules tab.
5. On the Rules toolbar, click Create rule from template.
6. Select the Critical Account Logon Failures rule template, and then click Next.
7. Review and edit the existing conditions and values where needed, and then click Next.


e. Penetration testing
	Criteria
	Penetration testing

	Name and vendor of the software tool:
	WireShark

	Overview of features and capabilities
	It captures packet in real-time and displays them in a human-readable format. Basically, it is a network packet analyzer- which provides the minute details about network protocols, decryption, packet information, etc. 
· Live capture and offline analysis
· Rich VoIP analysis
· Capture files compressed with gzip can be decompressed on the fly
· Output can be exported to XML, PostScript, CSV or plain text
· Multi-platform: Runs on windows, Linux, FreeBSD, NetBSD and many others
· Live data can be read from internet, PPP/HDLC, ATM, Blue-tooth, USB, Token Ring, etc.
· Decryption support for many protocols that include IPsec, ISAKMP, SSL/TLS,WEP, and WPA/WPA2
· For quick intuitive analysis, coloring rules can be applied to the packet
· Read/Write many different capture file formats

	Example procedures and techniques
	Procedure and techniques for viewing contents of a packet:
· Launch WireShark
· Press the Capture button to start recording and capture all data leaving and entering the network interface.
· Click on the Capture Filter to choose specific traffic that you need to capture (e.g. TCP, UDP) 
[image: ]


Assessor guidelines: The above are sample answers only. There are many other software security products available in the market that the student may choose to describe.
References:
https://documentation.solarwinds.com/archive/pdf/ARM/ARM_9-2_Administrator_Guide.pdf
https://documentation.solarwinds.com/en/Success_Center/SEM/Content/Admin_Guide/New_in_6_7/SEM-Critical-Logon-Failures-rule.htm
https://www.solarwinds.com/security-event-manager
https://documentation.solarwinds.com/en/success_center/SEM/content/SEM_Getting_Started_Guide.htm

4. [bookmark: _Hlk29982063]Identify and describe the software tools and applications currently available in the industry that can specifically perform the following functions.
a. Manage network
b. Manage data integrity
c. Manage disaster recovery
Your answer must also include the following for each software product in each category above:
· Name and vendor of each of the software products
· Overview of features and capabilities of the products
 (Answer should be a min. of 150 words and max. of 250.)
Use the following table for your answer. (A copy of this table is given in the answer booklet.)
Sample answer:
	[bookmark: _Hlk29982072]Functions
	Software Product Name and vendor
	Overview of features and capabilities

	Manage network
	Network Performance Monitor by SolarWinds
	· Multi-vendor network monitoring
· Network Insights for deeper visibility
· Intelligent maps
· NetPath and PerfStack for easy troubleshooting
· Smarter scalability for large environments
· Advanced alerting


	Manage data integrity
	ExcelSafe by
Ofni Systems
	· Monitor all changes to all spreadsheets in real-time
· Facilitates spreadsheet validation in GMP, GCP, and GLP environments
· Password Protection – All spreadsheets require a valid User ID and password to access
· Audit Trails –All spreadsheet changes – additions, edits, and deletions – are recorded.
· User Level Security –– Each user can be identified as being able to read or edit spreadsheets.
· Electronic Signatures – Users can sign each worksheet to prevent further changes.

	Manage disaster recovery 
	SolarWinds Backup

	SolarWinds Backup is designed to let you choose the data and assets you need to protect and manage them all from a single dashboard. 
You can back up and recover:
· Physical and virtual servers
· Workstations
· Business documents
· Office 365 Exchange, OneDrive, and SharePoint




Assessor guidelines: The above are sample answers only. There are many other software security products available in the market that the student may choose to describe.
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Sl# show ip ssh

SSH Enabled - version 2.0
Ruthentication timeout: 90 secs; Authentication retries: 2

Minimum expected Diffie Hellman key size : 1024 bits

I0S Keys in SECSH format (ssh-rsa, base64 encoded):

ssh-rsa
AARAB3NzaClyc2EARAADAQABAAAAGOCALksVZz2Q1RES0Zt2£2scTHbW3aMDM8
/839/srGFNL
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S1# show ssh

Connection Version Mode Encryption Hmac State Username
0 2.0 IN aes256-cbc hmac-shal Session started admin
0 2.0 OUT aes256-cbc hmac-shal Session started admin

$No SSHvl server connections running.
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R1(config)#hostname RTR1

RTR1(config)#ip domain-name mydomain.local

RTR1(config)#crypto key generate rsa

The name for the keys will be: RTR1.mydomain.local

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:
% Generating 512 bit RSA keys ...[OK]

RTR1(config)#username sshuser secret secretpass
RTR1(config)#line vty @ 15
RTR1(config-line)#login local
RTR1(config-line)#transport input ssh
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