.........
..........

ERROR AMPLIFIER. A classic circuit for calculating the error is a summing op amp. In tF
vﬂ?:sm the error calculation. Remembering that the summing amp is a n inverting amp,
output using R1 = R2 = R3 = 10 kQ.

Verr = - (Viset/R1 + Vsensor/R2) - R3
= (Vset + Vsensor) - (10k/ 10 k)
=~ ( Vset + Vsensor)

But how does the summer calculate a difference? Well, it does require that your sensor circuit produ ea
negative output voltage. Assuming that Visensor is the negative of the actual sensor voltage Vsensor=-
Vsens, you get the difference.

Verr = -( Vset - Vsens )

You can look at the error amp's function this way. When Vsensor is exactly the negative of Vsef, the currents
through R1 and R2, equal and opposite, cancel each other as they enter the op amps’'s summing junction.
You end up with zero current through R3 and of course 0V, or zero error, at the output. Any difference
between Vset and -Vsensor, results in an error voltage at the output that the PID controller can act upon.

OP AMP PID CONTROLLER. How do we get the PID terms from the error voltage Verr? We enlist three

simple op amp circuits.

Op Amp Circuit Function

P Amplifier: Vo = (RP2 / RP1) - Verr
_ Integrator: Vo = 1/(RI-Cl) - [ Verr dt
D Differentiator: Vo = RD-CD - dVerr / dt

Lastly, we need to add the three PID terms together. Again the summing amplifier XOP5 serves us well
Because the error amp, PID and summing circuits are inverting types, we need to add a final Oop amp inverter

XOP6 to make the final output positive. given a positive Vsef

QUTPUT PROCESS. EOUT represents 3 very simplified model of a process to be controlled, such as motor
velocity for example. The gain of 100 could represent an output transfer function of 100 RPM / V. To include
the effects of the motor's inertia. we've added some time delay into the output using two cascaded RC filters.

Although Vout is simulated in voits, we know it really represents RPM.

SENSOR. The sensor tells you the actual velocity at the motor, 1 V / 100 RPM for this tachometer.
ESENSOR models this feedback device. Note, this sensor block actually produces a negative output
voltage, the proper input polarity for your error amplifier as mentioned above.
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Assignment - Timers m .

Create a ladder progra™ and enter it into the PLC and demonstrate it's operation for
rea d €

the following machine description.

8 Y

Part A - 30 Marks
J O | —
When start is pressed momentarily , the waming light at

xill flash .(0.5
1.3 _

seconds on/off) __

The light will stop flashing after 5 seconds and stay on.

e The motorwillnowstart &1 .6 .

e The motor and light will be switched off after 5 seconds. _
00O
e A stop button at will stop all operation. _

Part B -20 Marks
Add this to your original program

e A second “inch” button is to be added at =% O- w; . .
e This inch button will run the conveyor for a maximum of 1 second while the inch

button is pressed.
e If the inch button is released the motor will Stop.
e \While the motor is being inched the light at

e Stop will override the inch button.

will be on.
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Ql

A)
B)
R
D)

Q2

For the siemens S5-95U programmable controller, write the address for:

A)
1)
ii)
B)
1)
i)

C)
1)
ii)
D)
1)
i)

E)

1)
ii)

Q3
Sketch

a)
b)
c)

Sketch a block diagram with explanatory arrows and notes clearly illustrating
the Siemens S5-95U programmable controller cycle scanning process.

Explain the ?oo&:a of scanning the PLC inputs and of accessing inputs
during the application program execution for the siemens 55-95U

programmable controller.

Explain the procedure of updating the physical outputs from the PLC to the
external hardware devices for the siemens S5-95U programmable controller.

Explain why it is necessary for the PLC to utilize the process input image
(PII) and the process output image (PIQ) storage areas during cycle scanning

&

the 16 bit digital outboard.
Inputs Lw J7
Outputs  Qu/ 37/

An 8 bit digital module in slot 3 labeled as:
Input JO \v
Output QB8 3

Bit 7 of an 8 bit digital module in slot 9 labeled as:

Input i Nmﬁ
Output < %«N \\\

A 16 bit digital module in slot 0 labeled as: |
Input LU/ L/

Output ) 7/, Wn\

Bit 3 of an 8 bit digital module inserted into the slot adjacent to the processor
module labeled as

Input } £) 7
Output & 0. ®

the following for Direct On Line (DOL) starting of a 3 phase motor

the software diagram in ladder format using a self latch arrangement

The ladder Diagram

If the output address to the motor contactor is Q4.0 and the self latch instruction is
Q4.0, explain what happens & whether the software diagram is satirfactory where
the output connection from the PLC to the motor contactor is loose so that it is
touching & un-touching repeatedly due to vibration and state how the software
diagram should be connected
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Driver version history

Version
2.00
2.01

2.2

2:3

T driver for CRectSCADA

Modified By Details
JFP 2 0 is the Stable version after Initial development
JFP Fixed problem with S5 LONGS
Fixed S7 | Pl & PE addresses
Improved some sections & troubleshooting
JFP « Added exira DCB validity checks everywhere & made sure of
potential string overflows
e« Compiled against the CTDDK V6 (dont seem 1o be any major
changes)
e Added support for Siemens S7 "STRING" Datatype (new
feature, not supported by S7NT)
JFP Added S7-200 support to backend
JFP Added some more FAQ's & updated status addresses
JFP « Increased number of IO devices to 128
« Increased blocksize to CiTect max of 2048 bits, only useful for
those using big arrays
« Now allow multiple channels, but still recommend only one
e New Status register addresses to monitor backend redundant
address status . .
« Now allow multiple Citect 10 devices connecting to one backen
IO Device
e Substantial work on the IEC 870 protocol
JFP e Fixed problem with S7 strings @ max block length
e« Fixed problem with S5 strings
e Completely re-tested & re-vamped the Tl profile
e Added support for Square D dnver
JFP

FSDIRECT diver for CitectSCADA
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] User information

1.1

Detail
www. ProSCADA com
Siemens S5 and S7 and Tl PLCs

Direct DLL interface into driver poll cache

Type

Manufacturer

Device hame
Communications method

The following CitectSCADA Drivers may be replaced by this Driver

- Siemens Softnet systems

STNT

S7TNTSP - Siemens misaligned real addressing
SINEC - Siemens TF Systems for S5
Applicom - Layer 4 for S5

TINECWIN, TINECNT, TIDIRECT — Simatic Tl via CP1434 H1 card

SQUARED - Square D Ethemet

1.2 Introduction
In large applications where CitectSCADA has to talk to many Siemens PLC's, a need has

arisen to have a higher performance Siemens Driver interface. Simatic Net has a lot of
limitations on the number of PLCs it can connect to and also the performance of the Siemens

AP| has been an issue. CitectSCADA also needed a way to optimise the way the it
communicates to the PLCs, particularly if the user attempted to poll large configurations of

Function block instance DB's directly (User Defined types).

The PSDIRECT CitectSCADA direct interface driver is a front-end / back-end driver, meaning
that the driver consists of two parts:
The back-end server polls the data from the PLC's at configurable intervals. The back-

end puts the data in a memory cache.
The front-end is a native CitectSCADA driver that reads the data from the cache

instantly with O delay (does not poll the PLC's).
1.3 Advantages over the traditional CitectSCADA Drivers

This has the following advantages:

The Polling of the data is completely de-coupled from the rate at which the clients are
requesting it, which means the clients cannot choke up the 10 server with requests -

no matter how badly the system is configured.

1.

2. With a traditional CitectSCADA Driver, all polling is Dynamic & client driven. With this
driver each block of data has an individual poll time. This allows each block of
data to be optimised to poll as SLOW as is acceptable for that sub-application. This
then leaves more resources available for other data that needs to be faster. For

example: poll analogs at 5 second interval, setpoints & run-hours at 30 second

Application notes for PSDIRECT CitectSCADA Front-end Interface |

1.4

without delay. For N a client polls it 5 d s di
- POt example popup sereen et Jata s displayed immedi

S open instantly with s LBy

ata from the cache

Implementing a multithreaded parallel polling strategy.

This driver supports up to 64 PLC!
PLC'S 8 800010 P C's on one Network. It has been Praven on a system with 50
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Structure of the driver

The different protocol levels are displayed in the table below:

Citect3Z . EXE

PSDirect. DLL (standard Citect dniver) |

2xXxXx>STSR.DLL (depends on protocols)

Dnver Poll Cache Memory mapped file

SIXSPOLL.EXE (back end poiling) [

Siemens H1 ISO Transport OR TCP/IP

The flow of information in the dnver starts at the network protocol “Siemens H1 ISO
Transport”. This protocol is supplied with the driver No Siemens hardware or software is

reguired at the CitectSCADA side.

The Polling of Blocks of data from the PLC is performed by the hidden application
<00>SPOLL.EXE. This application is started whenever client applications request data. On
start-up, the last configuration file used is opened. The application copies the configuration
file into @ memory mapped file (MMF/CACHE) and then upaates all polled data to the MMF.

The tag interface DLL SIXSTSR.DLL converts IO address strings into intemnal references to

find the data in the MMF.

Thg PSDirect. DLL is a standard CitectSCADA Array block driver which reads the tags using
Native F'}_C address references. This means you can configure an 10 Server with a minimal
“Comms” project and run different tag projects on the Display Clients as per normal

CitectSCADA conventions.

PSDIRECT dnver for CilectiSCADA

3  Setup guide

3.1 Step 1 Install the PSDIRECT CitectSCADA front-end driver

This_is provided as a standard CitectSCADA Driver install package, just run the Setup.exe
provided and make sure you choose the correct install directory for the version of

“*Note After installing, It is recommended that you copy
CitectSCADA\Bin\PROTDIR.DBF to both the user\<project>\Include AND the main or

Comms Projects. (ref KB Q2546)

3.2 Step 2 — Install the Back-end Driver

Install the Siemens Ethernet Driver by running the setup.exe provided.

The recommended install location is the Citect\Bin Directory. A

Recommended Program Group on the Start menu is "CitectSCADA".

3.2.1 Step 3 - Install “Siemens H1 ISO transport” (*“*Not used for TCP/IP)

“This step is optional, depending on the protocols used to talk to the PLC's, if you are using
TCP/IP you DO NOT Require the ISO transport — Please go to Section 4 Setting up the

driver.
Now you need to install the low level “Siemens H1 ISO transport” ,,
This installation is only required for the Siemens Ethemet Dnver. X"

1. Open the “Settings | Control Panel”

2. Open the “Local Area Network Properties” Settings

3. Go to the "Protocols™ tab

4. Press “Add”

5. Press “Have Disk”

6. Enter or browse to the following path “<Install disk>\ISOWIN2000 & XP\
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General |

connect using:

e ——

B Rsaltek F%TLHH"“B{A.S} PCIEthemet Adapter

Configure J

Components checked are used by this connechan

= e | TR o —— =t

v| ®| Cfient far Microsoft Netwarks
Vi File eind Printar Shanng lor Microsoft Networks
V15 Intermnet Protacal (TCP/IP)

Select Network Compg 2] x|

— — == e e

Click tha kmo nfinatunrl samimanant cmouanl Inineisll |
P T 5 i o 10 = e e, il L - = -

-De

Manutacturers: Netwark Prolocol:

|

1

L) I .
:‘-il: ..-:_.;._. Click the Network Protocol thal you wart to install then click QK. If vou have an
31 installation disk for this component click Have Disk

]
e

AppleTalk Frotocol

, Micrasoft

A
- c =
Install From Disk [ X |

ot Protoce |

" . ] Insart the manulaciurs:'s installation disk into the drive 0K
— selected and then click OK
Cancel
Copy manufacturar's files fram:
{CISO\Win2000 - BraE
Press “OK"

PSDIRECT drtver for CitectSCADA

8.

g,

10.

You will see a Prompt "ISO transport for Siemens HA1”

,.-w-, &4 a &rs s s

Genaral |

Press "OK"

Conned using:

I %9 Reallek RTLAD29(AS) PCI Ethernet Adapter

Components chackad are uged By this connection:

Carfigurs l

v = Client for Microsoft Natwarks

v o3 File and Printar Shaning for Microsoft Networks
IS Intemet Protocol (TCR/F)

Belett Network Comps 71 x|

C[‘df lhu b f nahanrk carmsanand CIL . LU ln |uﬂ1'-|“" |

P = ——

_.jf

Click the Network Pratocol thet youwant to install, than ¢
installation disk for this componant dick Have Disk.

‘ﬂ“-f"

Nework Protocol

Netwark Protocal:

| ISO Transport for Siemens H

Local Area Connection Properties ' 21x

Genaral I

Cannect using:
|-@- Realtek RTLB0ZH(AS) POl Ethemat Adapter

Companants checked are ussd by this connechion:

[% % Client for Microsof Hstwarks. |

v M File and Printer Sharing lor Microsof Netwarks

¥ T"IS0 Transpart for Siemens H o
Wi Intemet F!'D"ﬂﬂﬂ mﬁﬁ _ I |

Close and restart the computer




PSDIRECT dnver for CiteclSCADA
. — PSDIRECT driver for CitectSCADA
You have a choice between TCP/IP and 1SO. If I1SO is chosen then the ISO transport must

be installed (supplied with the driver).

4  Setting Up the driver

Run the "Siemens Industrial Ethernet Driver Configurator”

Set the PLC's address, for ISO this is a 12 digit Hexadecimal MAC address, for

TCP/IP this is of the form 0.0.0.0

» Now press ok to go back to the main device settings

Thg (ead TSAP setting defaults to “R=0;S=2" which means read the CPU in Rack 0 Slot 2.
This is Cprrect for an S7-300. On a S7-400 with 2 slot power supply, meaning the CPU is in
Slot 3, this should be R=0;S=3. **Note the Slot is the slot number of the CPU, NOT the CP
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Now check that you have communications. The transmit and receive counters at the bottom

of the window should increment

The Status of the MO block should change toa
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5

Quick start Simple CitectSCADA configuration

Follow the following steps to configure a CitectSCADA dpplication to the Sample above.

“* there is an example CitectSCADA project installed with the PSDIRECT Front end driver in

'C:\Program Files\Citect\CitectSCADA\PSDIRECT Sample”

Read more about it

in The Appendices at the end of this document. The following is a simple
Fresh setup.

Create a new CitectSCADA Project
DO NOT create a Boards object

é Add a Egi& Call it “PS PORT" (set address to 0. a| other fields bla} incl. the board) /
Add an 10 device call it “S7PLC” connect to the port “PS PO

RT”
Set the address to "S7:Ethernet” or “S7;MPI" for serial / /
L. Set the Protocol to “PSDIRECT1"

Add a Tag with 10 device "S7TPLC" & |0 Address “M0" data type set to INT. /

Putthe tag on a mimic: compile the application and start CitectSCADA.
Verify the correct data is displayed on the mimic.
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L ! i s

o displaving carrectly. others not
1.8 | S WIRTEMTE SUMHILY Qe

BN L} Wy )

| sads arrayvs of data so it you
e a8 s O ar issue, Citect always reads arrays _ , ‘
. o lb; ~br¢1n?;irtda|(;;t|?§«; t:g:aam other on 4 byte boundaries it w'".?ft 1[::::2? d?rt\i
e ato 8;: DB12.10 & DB12,18 are 4 byte aligned, however '1‘8% 2a RIS
For exﬁmpbl-lm in an option to read data in blocks of 32 bits 'f""h,“i'; JEIEEC% 2
Ef ?: apply this simply change the 1O device ﬂ{g?\?:::mﬁ":lls) S The only
recompile (remember to recomp B & ~ | RECTA
::Et;‘:;vg;gﬁel?:&m you FIam»:;ef STRING| Js & arrays which need to be on PSD

on a separate 10 device -

FEDIRECT cives (ox UIBSCADA
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Al

The block is healthy & contains current data

X Communications fallure
M

The block is currantly not in use, it

15 off poll, all the blo
S _ S - CKS On a 5
sarver should be in this state (cloc '

andb
K with green slash) Y

This block is newly configured &
to reload the configuration to acti
Will cause the NIO-*Address aro

IS not currently being polled. You
vate. **note if Citect uses this ad
1S until configuration reload

naad
dross it

> the drivar configurato US URING all my PC's

T P tme and tha WS machina I3 Siaw
what 1§ wrong ?
A You have many error messa

9es floading the bottom window of the configurator, this is
caused by all the scrolling

* PFull the horizontal splitter down to close the bottom window, this reduces CPU time

* Use "Menu>Options>Learn add

resses” to solve the NIO-*Address arrars, then
driver reload

L) 'i"‘;ll‘,,: do | see Messaqes like l\]h" ‘e\_th.!it_‘hil Liror DX : :f.‘-.\’\"'.‘dﬁ n the t‘--._ﬂtnm windaw ol

the conhigurator ?

Al This means that Citect is reading that address however this address is not configurad
for palling in the backend.

« ltis Crucial to Fix this Issue. before doing any other testing

* Note that this issue may occur with | & Q addresses where you have many small
discontigous poll blocks in the backend. What is occurming is that Citect is aggregating
address blocks. The only possible solution is to use the small blocksize version of the
frant end driver- this means changing the Citect 10 device protocol from PSDIRECT 1

to PSDIRECTS. This change may still not eliminate the reporting of the errors
however Citect will gat valid data.

* You only see these errors when Citect tries to access the data. so seldom used
addresses may not be noticed.

« There are 2 Semi automatic methods of solving this

o By selecting Menu>QOptions>Leam addreses, the configurator uses those arror
messages o stretch existing blocks or add new ones.

an add /
By selecting Menu>Options>Import Addresses. The configurator can .

- sg'etch blor?ks by using a VARIABLE.DBF or VARIABLE .RDA file. This works
better than the leam address method because you get ALL the addresseses in
the project. If you open a UNITS.DBF file it will add 10 Devices to the
backend.
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PSDIREGT driver for GitectSCADA Q What do the leons
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6 Frequently asked questions & troubleshooting | A
=18] x| |

i the configurator mean ?

Eo Yew Qpthons Hob O Whal s this A: the driver's ‘channe/" The block is healthy & contains current data
e W & A: the driver's “channel setlings I

QJEL.I_’ object, you can have >1 | X Communications failure

L

« ethemel card or protocol ’ ‘ ' l I l J5

| & The block is currently not i it |
T hevice Ll -.l ——— | —— - | - y notin use, itis off poll, all the blocks on a st db
A e pLt Tipe Doyeriptiar r server should be in thi ' : S
| X | n this st
(6 (' / (07 57 300 = [OSMO Vil PLC " state (clock with green slash)
: f ¢ Pamay Dovice Connection oL . : : ,
09 ‘ J‘-"*" .,:; . S W Backup Channel .J , P This block is newl‘y conflgured & is not currently being polled. You need
[ oo . , | I Enabe ] | to reload the configuration to activate. **note if Citect uses this address it
| . — (] 1'.--“. ko n ' L M |' _‘I’ . .
i[ r T Kiip {i will cause the NIO-*Address errors until configuration reload
Addkas Pk
A: see'the section on redundanc
add | Dewto | /}f DISABLED ' d [ Enable | _
- - HiSs ‘ 1|
_t— 8 - —— - ~ i - . o l.‘1 - .y ' ~ 5 .
& _|/0Bke. | = W‘““—L@\Dﬂfﬂ Typa | & Polh Time | Access Time | Exceptan Type | Dead Ban " | _Th‘* ‘--'”‘;L-' configurator us using all my PC's CPU time and the whole machine is slow
J 5B [l{{'ﬂ W Whatare (hemeaning of these svinbol 1.00 300 Disa 0.0 what s WIong
v'glf RN T A : e 200 300 O What e i A: You have many error messages flooding the bottom window of the configurator, this is
] IRl VAT O (1S Sy ot <00 300 extaplion type? caused by all the scrolling
A: The block Is offscan, data nol in use Hyte 2.00 300 A not used with
‘Iﬂlom Ly C Y e C“.ECt -LI--: . P : n . . :
ull the horizontal splitter down to close the bottom wi |
o (1 writing 57 0608222, 878 len=8 offset=( J‘J—:- P ndOW, this reduces CPU time
{0 rE . . .
., | \ /’A Vhalis Accass Hs? Y » Use "Menu>Options>Learn addresses” to solve the NIO-*Address. . errors, then
J A: When Citect stops accessing the ( driver reload

A These messagas indicale write actions, Generally an impartant indication of what the

SCADA s doing. Itis our experience that many SCADA developers are unaware how often data the block goes offscan after this |

Inélr systeims write, Which affects performance, We recommend you write your Cloode scripts o e e Q: Why do | see messages like "Nio-*Address Error DB15.W248" in the bottom window of
to/first read the variabie, then only write new value if new value is different. The (1) means this ; laurator 7
|4 duta (8 written along with (0) In one packet | , ill‘ the configurator °
TXw206] —m# R AT : ‘ : _ : .
il N U205PM | INUM A: This means that Citect is reading that address however this address is not configured

for polling in the backend.

e Itis Crucial to Fix this issue, before doing any other testing

L e latest Vi rsion 7.9 "—.." has I"T|_’_ 0| Lione for o~ '.l\”_l R Q7

100, what has changed

sinoe | note that my old configurations still work « Note that this issue may occur with | & Q addresses where you have many small

S liava dalauitedia S =300 | discontigous poll blocks in the backend. What is occurring is that Citect is aggregating
A: The protocol is indentical, the S7-400 can handl | . | address blocks. The only possible solution is to use the small blocksize version of the
and i therefore faster — o it is & performanag o;enti;r?siig':_(:k sizes than the S7-300 | front end driver- this means changing the Citect |O device protocol from PSDIRECT 1

to PSDIRECTG6. This change may still not eliminate the reporting of the errors

Q) | have REAL or LONG tags where some a however Citect will get valid data.

: are displaying correctly, others nolt

A This is a standard Citect driver « You only see these errors when Citect tries to access the data, so seldom used

issue, Citect always reads arrays of data so if you

;il;iables alre not aligned to each other on 4 byte boundaries it will get invalid data. addresses may not be noticed.

driv:rxl?mpbe .0312'10 &_DB12.18 are 4 pyte aligned, however 18-32 are not. The 2 Semi aut . A Bds B SENVINa RS

i ;305 uu: IN an option to read data in blocks of 32 bits which normally solves this * There are 2 Semi automatic methods o g

PSDIﬁEC?g ‘t}h);ftwhls L pasilieiR devive profocol rom PSDIRECT to | o By selecting Menu>Options>Learn addreses, the configurator uses those error
disadvantage | o e tremember o recompile the clients). The onl 3 to stretch existing blocks or add new ones

o S:;a?agtea Ilsot'::lal you loose STRING[ Js & arrays which need to be on PSDIRECT1 messages to stretch g blocl :

“HiR o By selecting Menu>Options>Import Addresses. The configurator can _addl
stretch blocks by using a VARIABLE.DBF or VARIABLE.RDB file. This works
better than the learn address method because you get ALL @he addresseses in
the project. If you open a UNITS.DBF file it will add 1O Devices to the

B . backend.
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aeference: Communications Forms by "
8  Reference: Communic B4 10 Devices Form
Yo | The Addrass AND Protoco) refers to the Address format of the tags 4 also 68 the type

(il driver does not require o BOARDE object for Ly The following table lists the allowable combinations.

prabilems omiting he bomrd on Uiy deiver 1 they use other drivers thnt reqiire

poported ) BENCSSCs L -
[y, PROTOCOL Addrass Comment T
seNote Adding The Bonrd ohject WILL NOT cause problems, however you miy see error PRRIRECTY ST ETHERNET(;Nszz] gt‘g::m Industrial Ethernet 67
mkngen ol stariup, these oan be jpnored PEDIRECT BT MPI[N=x%) Glemens Gerial MPI il
PEDIRECT?Z GO ETHERNET[N=xx) Slemens Industrial Ethernet 66
. ‘ PLC's
2 Pors Form (Ghﬂﬂﬂﬂl) | | Proanatthiacol " s o (B Y R W AeSe———_
Note: Unilke the S7NT driver, gnly 1 porLis SoMpUIsg sn the 10 servar; performance |6 PEDIRECTS ConptliN=zx) OmniFlex Conet with imestamping
i ﬂ.ﬁ good with only 1 bacause I & reading instantly from a oache. Plonse nota this PORDIRECTA T'[?N'f%ﬁl : Texas Instruments H1
inludes the case whare you have both 57 & 86 PLC's Only use ane Channal, I you uge PADIRECTS Ciecommon  IEC BIO5A01, with common
ol the Ethemet & Serlal drivars put the saflal davicas on a saparate port, addre[Negx|  address |
PEDIR 7ETE N | as PEDIRECT
“ota from V2.3 the driver no longer taports arrors whan multiple channals are usad, RIRETS 87/ETHERNET(N=xx] g&”;‘;"f‘gﬁ%‘gﬂ‘ 32 m’ﬂ
hawavar we stlll racommend using only 1 channal FBRIRECTS m MPINex] - -':'i:j',.}.-‘r'_f*f J 1'!'.'.,1:{‘:75‘;"}’?*11}'{7..__:_‘,.;.
e " Detault ‘ " Allowable values N R - e blocksize. STNTSP replacement
Flald Datault Allowable values - g v
Port Name This flald s user defined and | not usad by the driver. ,PEDIRECW I-B"”"_.I - - ‘-Q'ﬂ D"'-m“"mm-
Port number 0 Any valua, other than : - L = _eacla
foard name  Laava blank Board s not reguirad
| e rate Laave blank Tho Address fleld s used to specify which backend driver to use & which protocol. The '
Dala bils Laave blank ek i [optional] (do not type [ 1) and If this parameter is supplied the xx must be the 10
Htop bits Leaave blark device name In the backend.,
ety | P | The Name of the 10 device is by default used to connect to the backend device of the same
‘Bpaclal Opt  Leave blank ! name.  Unlass the “;N=x" parameter [s supplied in which case THIS overrides the name.
Commet This field |8 user dafinad and |8 nol usead by the driver, The ";N=xx" may thaerefore be used if 10 davice names Longer than 11 characters are

raquired OR Multiple Cltect 1O devices connected to 1 backend 10 device are required,

Driver Caching o
This driver has its own cache, It Is therefore not necessary to cache data on CitectSCADA
| slde the recommendaed cache enabled lﬂﬂl‘lﬂiﬂl:?lei%dﬁfh’ﬂltu s blank-which is TRUE).
| This setting Is not critical, but performance will be at least 300 ms fast r than the defaults.

rm settings |

;
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8.5 1/0 Devices fo _ 1
Flole  Default Allowahble valug e "
- g WP - B L e e it g ¥ '
Name Eit-:LﬂEI__ﬂmm the Device name in the Drver Conligurator Ei” -

Unless i *
*w.mﬁﬁ-l_ - Mu t b blank or unigue, but (s n y-ihad i
Addross Seoabove  Specifles addressing & back-end driver
| Protocal  PSDIRECT<n>  Seetable

Part name
Comment
Enable Caching  FALSE

;‘.:*I--'.r"'u| (3]}

N’ 18 supplied in which case the xx

is used instead.

o

g b b et ety definied In ‘ports’ form
Rafars to the port previousty GEHHNS T EEEE

This fleld s user defined

| i[_i.‘-'--} Ir-h;’i !ﬂ“i_'-:{n! f
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86 Reference: Data types
Note: This dnver is designed to mimic other CitectSCADA drivers & should supply all the
same addresses & data types as the equivalent CitectSCADA driver does.

“**Note the PSDIRECT®S 32bit blocking protocol does not support STRINGS & Arrays

8.6.1 Reference - Tag Addressing
This dniver supports many different Addressing formats depending on the device in use.

8.6.1.1 Siemens S7 Addressing
The S7 addressing is designed to be compatible with that used by the Standard Citect STNT

Driver.

Address Format CitectHMI/SCADA Data Type
DB<no>, <indax>[.<bitno>] Digital, Byte, INT, BCD, LONG. LONG_BCD, REAL, STRING
Di<no>,<index>[.<bitno>] Digital, Byte, INT, BCD. LONG. LONG_BCD, REAL, STRING

A<index>[.<bitno>] INT, BYTE, Digital
Q<index>[ <bitno>) INT, BYTE, Digital
E<index>[.<bitno>] INT, BYTE, Digital
|<index>[.<bitno>] INT, BYTE, Digital
M<index>[.<bitno>] Digital, Byte, INT, BCD, LONG, LONG BCD, REAL. STRING
PA<index>[.<bitno>} INT, BYTE, Digital
PQ<index>[.<bitno>) INT, BYTE, Digital
PE<index>.<bitno> INT, BYTE, Digital
Pl<index>.<bitho> INT, BYTE, Digital
T<index>(10ms) BCD (PLC s5time format)
T<index>(100ms) 8CD (PLC s5time format)
T<index>(1s) BCD (PLC sStime format)
T<index>(10s) BCD (PLC s5time format)
Z<index> BCD
TDB<no> <index > REAL,INT (PLC s5time format - See note 1 balow)
TDKHO?.ﬂndBX > REAL,INT (PLC sStime format - See note 1 below)
[M<index > REAL,INT (PLC s5time format - See note 1 balow)
SDB<no> <index>[string len] Slemens STRING datatype (See note § balow), string len compulsory
/<index>[.<bitno>] S7-200 V memmory area see S7200
Syntax;
The syntax is defined as follows (case insensitive)
DB<no> <index>
Di<no> <index> <bitno>

PSU}RE‘ CT drivex IE CReCISCADA

Where:

0B or DI data block or instance block

Sho>  number of the data block or instance block
<area»A output

Q output

e input
| input
M bit memory

PE penpheral input
Pl peripharal input
PA  peripheral output
PQ  peripheral output

<index> alement number relative to start of block
<bitho> bit within the element number
NOTES:

1. Addressing format T, TDB, TDI, TM: When one of these address formats is used, the
driver will convert a time value (from CitectHMI/SCADA Real to Siemens S&Time ar
vice versa) using the smallest time base it can fit in. Range: 0 - 9990.00 seconds. (0
<= Values < 0.01 will be truncated to 0 and Values > 9990 01 will generate an Alarm).
Precision may suffer in the conversion. 8.9. 10.01 will be converted to 10.00 (1100
SS5Time format). **Note having 1 timer value in a DB recommended datatype is
REAL. However for >1 you MUST sat datatype to INT this means you loose

subsaconds (unfortunately)

2. Addressing: DB, DI, A, E, M, PA , PE, TDB. TDI, and TM are using byte addressing,
T, C, and Z are using word (two bytes) addressing. Thay are the same as in STEP7T,

3. STRING data type: CitectHMI/SCADA STRING data type is not the same as
Slemens' STRING data type. Itis equivalent to Siemens' CHAR Array data type. A

NULL terminator (Siemens' BYTE data type, value = 0) is required by Citect, If
Slemens' STRING needs to be accessed., use the SDB Address.

4. the TDB & TM S5 timer datatypes are supported, however note the following caveat.
If the tag datatype is INT the value retumed is in seconds, the address in the PLC is a
16 bitintand arrays function normally. If the datatype is REAL the value is also in
seconds & subseconds but addresses must be on 4 byte boundaries - skipping blank

word addresses in the PLCCitectSCADA S7 Drivers.

5. S7 STRING datatype Is supported using the SDB address. The values may be
written from Citect & the string length byte (in the PLC) will be set by the driver. The
string will only readfwﬂtu upto the max string len(in the PLC).There are sqrious

limitations however

ONLY 1 STRING Is supported per DB, or at least block size apart (1" byte &
last byte of adjacent strings must be »256 bytes apart).

b. The Citect array size MUST be < 127 bytes. Always set Citect Array
size==PLC string len

6. The following addresses are not supported:

A,




SECNEE o Ty D AT
- SETESNRE e
L] > SETETS LouresT

B8 12 Siemens S5 Addressing

The Siemens S5 Addressing & des D | ' IEMENS DS
| . STESSINg = oesigned ©© emuiicte §= S > DSF
affer from e THSinec or ' '

Data
Types Address Format CitectHMUSCADA Data Type

WA BCD | DIGITAL /'INT / LONG / LONGBCD /
WORDS D<gd=ia Slodico- <word> REAL | STRING -

DIGITALS D<g=is blocic-<wors> <o DIGIT

e~ = . - H"i / n‘lT P L ": I.‘; { f
WORDS DX <g=iz blodic-<cwors> REAL | STRING e
DIGITALS DX<d=tz blodio <wass> <o DiGTAL

Timer 1DB<datz blodke <word> NTREAL

EXAMPLES:

Dztz Type DIGITAL

Agaress D010:001.14

Comment Digital - Biock Number 10 - Word Nuamber 1.8% Number 14
Datz Type INT

Agoress DO010-002

Comment Dzata Word - Block Number 10 - Word Nomiber 2

86121 Note on convering SINEC odaressss

The Sinec TF system Has an exdra layer of absirachion that names memory objeds i TF
names  Normally in CiTect projects these memory vanables are anmays of 16bitwords. To
convert hese aooresses -

e Look in the TF configuraion and find the Dats biock address of each Tr amay

8.7
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Driver generated arror codes

5 L
£ .52
- PROBOCADA ERE NO TALH Ox100)
. PROSCADA ERIE BAD OI Ox107 ¢ vy disolay o 8 4
oA IV /alueH Cornrmsrr ) Jalue \o disghay on saeen & ‘
- [li'fr J'.f.f'fif- f__f J””ﬂ'. I’ i,*‘,r.f 1"‘ f},?f‘[‘f r/ﬂfﬁf-*}fifﬂjffﬁf.f}m-r..rfm w 'y
OBCADA BAD DATA TYPI Ox 103 wormiething like ‘882" to make i
. FIROGLAL AL L) : Ok AsS
. POVEVAAL SN OVFRIRIER_UITRCI_YYFI e Hesnbiea! fuklrecns <O natvie- NG HD The &7 drver Continues ol "”1
=2 ¢ e S 417 | Men the PLC & in SO
WROIECADA LA Y /=131 (1x10)5 MATTAAYY WNe 2
. FIROSOADA BEAL 1OADDRESE 1710 Ty resiting in frozen vaues on the
- FROSALA BAL SIGNALCOND (r 1006 wyeen To fores BCOM yhen the
PLC 18 i $iop mode reqiires
. HROGOADA BALD HWOF]| Ox107 confiquration of Heartbeat monitoning
- I-!fi"j',f,;'Ilf.' f.” | FFJ;‘('IJ f}(” fjj'ifj;: f‘f’fﬁ.’}ffl'}f‘::f?/ﬁﬁ i i“éc;ﬁﬁ -
ronitoring section of s dooumen
. WHROLDCADA WHEITE FAI (1016 ' B
. FROGSOADA 160 NOT CONNECTED Or10/
. mckend 1s not connscted (o the PLC ~ commes fall. unit offlines
" FROSBOUADA ADDKESS ERREOR Ox10F
J . - ' Leyuniniey format
. Addrase doss not exist on backend [0 add these parameters to the CITECT . INI file yse the following torma
. FROGOCADA UNDEFINED PROTOCOI Ox10¢€,
s The Unit address satlings ware not recognised
o HROGOADA HEARTEEAT FAILED Ox101) [P’;UH"E‘ZT]
. PLC I8 in Blop mode OR heartbeat monitoring 18 enabled but the variable is ot AlwaysReturmNoError: 1
changing
. PROSCADA BACKEND NOT RUNNING (%101 |
| " 1ing
e thia ie useful for testing or enginee
“*Note setting the AlwaysReturnNoError 1o 1 like this 1 only U )

'he backend driver SIXEPOLL . EXFE has stopped running

-
PUTpoOses

6.9 Parameters, options, and setlings

8.9.1 Standard Parametors

F Parametor Detault Allowable valuey

Block (bitg) 2048 2048 (PEDIRECTE32) I
.I Lolay (mf) 30000 1000-60000 |
| MazPanding :: Not critical with thie driver, it replies instantly |
.J Polltime (m) 1001 Not critical but do not change, used for unit status I
| lmsout (&) Not used ‘
|I Helry Mot used I

| WatchTime (Bac) 10 (rate at which offline 10 devicas are chacked)

8.9.2 Driver Specific Parameters

Parameter Default  Allowable values

0 Should be salactad for Backup
lallover & displaying #COM on sereen
ILis useful to set this to 1 when tasting
with no PLE then you can use the

AwaysReturmNoE rror 0
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Analysis & Trouble Shooting

q 5
| il 1o the 10 sarve
o ona call ¢
Things o d

Check to 8 ) Aoactso a Driver indicating a
if there are any popup dialogs from Cllectst ADA or th

~ SO0 . . g8 |

| r(IF 11!1 if wo write down the message displayed

'}f[’,‘l HE, !

Open the kemel & View the Drivers page
P |

| o “Timeouls counters =
- ‘Driver Errors” & © addrossing
heck the "D (e ariables are addross
{ ! caunters are incrameanting then Cltacts( ADA varat '
jase Iwo oo - s driver
" l:::hitm not configured in the back-end driv
valr ' '

. N . L ™ ]A
2L 08 s offling In CllectSCAL
4 10 devices (PLC'S) are o
Check which 10

S 5 (0
) “ATI - and go to the 1O Sarvars pag
e CitectSCADA kernel and
Open the Citet

* slatuses on
' P sarvar, the statuses o
on the left indicate what is happening on this 10
BUNELRS 1 g U N use
Sy Hf:‘l: ndicate the status of the 10 Server currently
the righ .

PSOIRECT dnves lor CsctCADA

10

10.1

Using the Special Debug addresses e

This driver is cached Front End / Ba
statistics are not vary useful, This sect
debugging purposas. All datatypos are INT

ST0 Connaction

ST2 Conn State

85T24 Reconnections Increments avary lime the driver a

| | Hempts to reconnect after the
connection failure. If this js going

Up, you have a bad network

Poll rate for this PLC - useful for checking optimisation

The rate shown at the bottom status biock of the configuratar
should be the sum of these.

ST126 Pollrecs per sec

ST28 Disconnact Reg's

ST32 PDU size PLC request block size, 240 or 480 bytes

ST40  Primary tonnection  Connection number of primary connection

ST42 Prmary tonnection state, =2 means conneclad
STBO  Backup connection Connection number of prmary connection

ST82 backup connection slate, =2 means connected

When using the Backup IP address, the following logic may be used 1o indicate which
connection is active,

STO0= =8T40 means that the Primary IP address is being polled
ST0==8T80 means that the Backup IP address s being polled

For the S5 & TI PLC the Status addresses are as follows

ST Conn State 0 means trying to connect to PLC, 2 means Connected

lnmnhtmﬂmhdﬂnrmbmmm
connection a failed. If this Is going up, you have a bad network

Poumrormucumnmmm,
The rate in mission control should be the sum of these.

mhtm&umum but the CP143 setup Is not.
The PLC is refusing connection requests,

ST21 Write Connection state. 2 means connected

ST12 Reconnections

ST13 Pollrecs per sec

ST14 Disconnect Req's
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11 Migration from S7ZNT driver systems

s is a brief summary of the steps required to migrate an existing S7NT system to the

Thi
PSDIRECT Ethemet driver.
pile ALL clients to PSDIRECT, to

*Note Citect's behaviour is undefined if you forget to com
avoid this issue change the 10 Device numbers as part of the upgrade.

11.1 Communication forms

s No Boards form required

© Delete all but 1 ports set all fields to blank, address to “0”

In 10 devices (UNITS.DBF)
Make sure name is less than 11 characters (limitation of backend)

Set port name to the 1 port
Set Protocol to “PSDIRECT1" or “PSDIRECTSE” for STNTSP

Set Address to "S7;Ethemet”

11.2 Back-end Configuration

11.2.1 Backend IO devices
The Back-end configuration may be edited in bulk using excel & File Save As *.CSV. Save

the default configuration to .CSV, and then edit it in Excel and copy data from the UNITS.DBF

file above.

From the Options Menu Select “Import Variables®
In the file dialog select the user\<comms project> directory and open UNITS.DBF

If you have a redundant system it will have imported 2 devices per PLC, delete all

duplicates.
Make sure each Device has a ST0O to ST200 |0 block THIS IS NOT A PLC ADDRESS —

it is used by the front end to check unit status.
You will need to manually set the Adresses for each PLC

Remember to Save & Reload to make the configuration active

11.2.2 Backend IO Blocks
Each Citect tag must be contained inside a backend poll block. The datatype of each block is

“BYTE" any Citect datatype tag can be read from these blocks. If Citect attempts to read from

a address that is not currently polled you will get an NIO* |O address error in the bottom
window of the configurator. There are 2 methods of semi automatically creating these blocks.

1. From the Options menu select “Import Variables”

In the file dialog select the user\<root project> directory and open VARIABLE.DBF
or VARIABL.RDB

* Remember to Save & Reload to make the configuration active

2. After creating the Backend devices you can remove any address errors by selecting
‘Leamn Addresses” from the options menu. This only functions while Citect is running and

the Address errors are flooding the bottom window.
Note that to make the new added, or stretched blocks active you need to save &

reload the configuration.

PSDIRECT driver for CiteciSCADA

* When this is done there may still b
: e addr " :
again & reload again. y €Ss errors, select “Leam Addresses

* This process is not perfect you may still have to edit some manually

To achieve optimum performance ‘ e
_ you may still need to optimised i
(see next section). You should at least sort the poll biockg in exce::‘: t’i]dnylfl L?;T = SuecEl bk
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PERDIRECT delvor fr_l et OALDA . .
| et 12.4 PLC Optimisat
12 Communication Optimisation C Optimisation

12.1 *note on performance in new version 7.9.52
P 12.4.1 Number of Network connection resources(CPU properties)

This version can reads multiple block simultaneously, and when upgrading you sr;p_uid r:ohcr—: ResoUrcas avalabla s
driver poll rate. This new version requires no additiona = able for the dniver on the S7-300 is Two(2) by def ich ¢
f au cha
this means 2 10 servers can connect but the third will fail, unress yo:, dﬁgei?sbe PR

changes, it will open existing configuration files. To take full advantage of this the only f il
PLC type to “S7-400" in the PLC type. The conhguration in Step 7. The S7-400 allows 4-8 connections by default

change to the configuration required is to sel the _
greatest performance improvement will be seen with configurations with large numbers of

an improvement in the backend

Properiles - (P4 231 4 (B /52)

small poll blocks,
| Tevocd Gy intemats | Gyt bmmats | Disgrostcs/oiock | | =
12.2 How to Measure Driver Performance R il
» Create a minimal backend configuration with 1 poll block, 1 variable and a poll time of P Comveiricatiors
0.0 seconds OF Comenuricaion
. Note how many polls per sec you get in the configurator status at the bottorn PLEse Commricutor,
57 Commresrcsnon 0 o

After measuring the speed, you can calculate the update time of your full configuration.
e.g. If you get 10 pps (Pollblocks per second), you can have

g 1 polliblock updating 10 times a second or
. 10 pollblocks updating at 1.0 seconds | f:diﬁ‘éﬁl.i ::::J:T::::::::::;ﬁ SCADA
5 poliblocks updating at 1.0 seconds + 10 poliblocks updating at 2 seconds

If you configure more pollblocks, no errors will occur but you are not actually achieving your |

configuration update time. In this case the driver just processes each block in turn. This is not | = |
a problem most of the time but as you add more blocks your system will slow down & if you = Coed |
need faster update on a specific block, changing its polltime will achieve little.

12.4.2 CPU communication load priority (CPU properties)

12.3 Optimisation Techniques You can try increasing communication priority

To make a limited bandwidth system appear faster, you have to slow down the updating of et T

less critical data to give more bandwidth to the critical data. (Increasing the pollrate of a block _ :
Time-ct Oy Ity | Cycke temupts | Diarotics/Ciock | Prolection | Conmurication

when the system is already at full stretch will have no effect) The basic principle is - poll only . | | Protec s
the data that the operator needs for a given picture & at the minimum rate he is prepared to : I_ j"'"i PRRMEHSSS | et oy | i
accept. It is usually better to set slow politimes at the start of a project which leaves plenty of & bR - s -
room to expand, this sets a lower expectation and if you need more speed later you have “ it
spare bandwidth resources. S can cycle morkarng time (o} E
Miciers p= 320 £ree vies i
, Setpoints, Outputs, controls or any value that never changes in the PLC (only changes Scan cycl o o commurcaion (R [0~
when modified from the SCADA) can be setup so that they hardly use any channel $E SRR '
bandwidth at all. Set the polltime to a large value like 60 seconds. If a value is written 0885 - colluo o 1 i
the driver automatically forces the block to update so the user does not notice the slow ORISR R 0o o -
poll times. ! .
. Prioritize your data; find out how fast the data changes in the PLC. Do not poll faster ':_""‘;*T;w R :
than necessary especially while you are constructing your system. You can always ey lrm | |

speed up certain blocks later once your system is fully configured. Generally analog
values can be polled slower e.g. 5 sec but Digital Inputs may need 1 sec.

[ oe ]

12.4.3 Block size (CP card properties)
Some CP cards (not all) have an option in the options tab for large PDU block size - set this.
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I3 Using the Stress test example project

POINRECT oivess Lo Clse S0 ADN A

14 5etting Up Heartbeat monitoring
the Front end driver in
CAProgram Flles\Citech\CltectSCA DAWPSDIRECT 8

An example CitectSCADA project installed with

_ The S7 driver continues polling normally when the PLC
AMple\WROSCADA tast ¢tz

8 in Stop mode resulting in frozen
values on the screen. To fores RCOWM s when the PLC

% in stop mode requires configuration
of the Heartbeat monitoring feature..
To use this setup VOou need
* ANST PLC 400 or 300 with Ethernetl CP card Eﬁ::fﬁm I;";Ir‘:rir:mr;; (Unit) configured, a parameter of the following form is entered into the
¢« Step 7 with siemens NCM 1o contigure the PLC Cp card
.

HeartBeatAddress <devnames=<addregss>
A CilectSCADA machine networked to the Pl (¢

. NO SIEMENS SOF TWARE Required

Where <devname> is the name of the |0 device in CitectSCADA and in the backend driver
f-'rr;ha!'dy the Gasiest prolocol 1o use s '[('_pl.-”..:

And <address> is a PLC address of a variable that MUST change very ) seconds at least
the PLC is running. A simple way of achieving this is to increment an integer in OB1 of the

PLC scan cycle. ** the address format here is the same as the OPC server so you specify W

' ' for Integer & D for longs etc.

¢ Setup the PLC with an IP address and ping to test from the CitectSCADA

* NO Step 7 program is required or if one exists it MAY NOT modify m0-m511 OR

simply put the PLC in STOP mode Examples

. Set the backend dri ver s channel protocol to TCP/IP HeaﬂBealﬁﬁdre&s__S7PLC=W0

* Setthe device "STPLC” 's IP address HeanBeatAddress PumpHouse=DEB100,W44
* Fllefreload the configuration
-

HeartBeatAddress Furnace2=DB130,044 (long integer)
Check that you have transmits &

receives and the status of the blocks goes good
.

Import the project into CitectSCADA. compile & run

* Open test page 1

The stress test writes huge amounts of data and reads it back comparing it to that written, any
mismalches increment the error counters
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15 §7 200 Setup

[/ Run the Micro Win Ethernet Wizard

2/ We recommend that the CP243 be installed in position 0
3/ Set the CP243°s Ethernet address
4/ Configure a New connection & set it as follows

Configure Connections

Lo SR x|
Yiou have requested 1 connections] Foreach connection. Specily whether the connechon thould act as &
chent or srver, and configure its associated DYOpeite

- Connection 0 [1 connectinns requestnd

(" This s & Chant Connection Chent

conneclion: request data ansters betwean the local PLC and &
[Bmoe rervel

I Thesiz & Server Connaction Servers

respond to connechon requests hom remole chents

Local Propeities (Server)
TSAF

| | W Acespt all connection requests

L=

I | |

| ¥ Enable the Keep Alive function for this connechion

_'.-....1-: * 11 ATTEL £

JonJcama

[n the Driver polling configuration set the Read TSAP field to “CP243"

FLL Lavice Lot

Add | Detate [ jonop SABLE

{DISABLED IDISABLE]
[ T - )
I ! |
F E:‘mfﬂﬂhc | =~ Starl E— End [ lengh |G Dmalw
| ¥ €N S0 5188 200 Byte
I - DRI RN  NRINMMRMEIT 719 (-

You can poll the following data from an $7-200

MO-M32 (S7-200 has very small M area)

DB1.0->x is equivalent to the "V mem area e.g. VW8 = Citect block type INT address DBI.8
10 len 2 (Built in 1 Inputs)

QI Ien | (Built in Q outputs)

SRS T ——

16 Configuring for Redundancy

16.1 Standard Citect redundancy

This driver is designed to emulate the traditional SZNT driver and
UNIT status modes of the S7TNT driver. This means that Citect |10

failovers work in the traditional Citect way. Normally this is simply twin Citect 10 servers with
the same 10 devices configured on both using the same |0 device number. The backend
configurations are identical. Normally for load sharing the PLC's are divided in two groups,

one group primary on server A & Standby on Server B. Primary & standby devices Vice
versa on |0 server B.

it also emulates the error &
device level redundancy

16.1.1 Notes

* The Backend status of the pollblocks is & meaning Citect is not currently using the
data, the backend is actually polling the data every 60 seconds

the pollblock is in the & mode on the standby |0 server, the every first scan of Citect

data may contain data up to 60 seconds old until the driver polls the new data (<1
second typically).

e Differences to standard Citect Drivers, the main difference is when switching over,
———="==> 10 sSlandadra Litect Drivers

16.2 Using Backend redundancy with S7-400H systems OR >1 CP card in the
RPLE

The driver at the backend level has a backup address per |O Device, typically on a S7-400H

system you setup as follows: (***Note redundancy at the backend level means a single Citect
level 10 device)

Primary address:
IP 192.168.0.1 Read TSAP = "R=0:S=3"

Backup address:

IP 192.168.1.1 Read TSAP ="R=1:S=3" (check enable backup address)

Devica Name: PL Type ~ Dascrplion

|STRLC 157 30 | |57 Example corfipusston _a

Priayy Davice Connection ——— Backig Charned -

Addiery Read TSAP Wik TSAP " Enatie

13216309 {R=05<3 {Not Used

Backup Device Connestion [DpSenal) -

Addery Fload 154F Wika TSAP —
- ~ Ena

{13218811 el 5=3 INOT USED =

s 1" il the IP addresses
Note™ the Rack number of the backup CPU is "1", note I specifically gave _
different subnets (Ethemet cards in the 1O server) you probably have twin Ethemet networks.

16.2.1 Notes

ial | ‘ : - ice takes 2x longer to failover while
A potential issue is that the Citect Frontend 10 device ta e it
. 1th2| Backend is doing its failover sequence. The timers that affectthls are thg settings
in the channel setup (backend) We recommend settings (do not set any lower)
o timeout time = 3 sec

o Delay =30 sec
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PSDIRECT driver for CitectSCADA — . - 17 Using the S7 Simulator application
O REIT'ES - ‘l
monitor which connection the backend is using via the debug addresses 17.1 What is it ?
» You can ' h T | “
¢ at present force the backend to switch over manually The small console application S7simulator.exe” may be downloaded from a link on
e Unfortunately you cannot at pre - | 1
Iraceas hitp://www.proscada.com/ \

d about monitoring the status in Using the Special Debug addresses Citect.htm

e Read more |

17.2 Introduction - why a PLC simulator ?

We ariginally wrote this as a simple application to regression test the driver particularly to test
hard to find PLC's like old S5 models. We soon realised that others would also find it useful
for quick test & setup without having to have to setup a real PLC. As such it lowers the
barriers to using the PSDIRECT Driver. We would not want to pretend that it is a “Full”
emulation in particular it has not been tested against Siemens software like the OPC server or
WInCC. It certainly does not emulate the protocol fully but is sufficient for the ProScada
Siemens Driver. Itis a low priority project for us, with minimal support.

17.3 Capabilities
* Emmulates Both S5 & S7 PLC's (Tl sort of...)

* Only Supports TCP/IP

* Automatically emulates any datablock you poll with the DB's initialised to [J0, any data

written is stored, like a PLC with no program running. Emulates 4kb DB's upto DB
1999. M,1,Q memory areas are emulated as DEO

* Supports 2 incoming connections so you can setup a redundant pair of SCADA 10
Servers.

* Only Supports Rack 0 Slot 2 (deliberate for training purposes)

e DB 1 & DB15 contain some forced values

17.4 Installation

run from the command line or explorer there are no parameters.

The program simply listens for Incoming connections. Being a TCP/IP server you need to
unblock any firewall systems. *Note it is receiving connections on TCP port 102.

When run on the same PC as the |O Server you can use the P address 127.0.0.1(local loop
back) in the driver

17.5 Forced variables

DB15 is in S5 format

DB15:0 increments up infinitely every 10msec
DB15:1 increments to pi * 1000

DB15:2 is sin(DB15:1)

DB1 is in S7 format
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DB1.2 increments upto 100 every 10msec
DB1.0 increments everytime DB1,2 gets to 100 aprox every second

STRING SDB1,128[32] contains "Hello there”
Pseudo code for S7

IF DB1,4.0=1 THEN
DB1,5.6 =1

ELSE
DB1,5.6 =0

END

IF DB1,4.1 AND DB1,4.2 THEN
DB1,5.7 =1

ELSE
DB1,5.7 =0

END

DB1,4.3 blink every 1 sec.
Pseudo Code for S5

IF DB15,4.0=1 THEN
DB15,4.14 =1

ELSE
DB15,4.14 =0

END

IF DB15,4.1 AND DB1,4.2 THEN
DB15,4.15 =1

ELSE
DB15,4.15 =0

END

DB15,4.3 blink every 1 sec. '

18 Setting up the Simatic Tl

The PSDIRECT Driver replaces the TINECNT '
' | Ace! & TINECWIN Drivers. The Ti '
::e g:_eéne'ns TF interface via the CP1413 card. The ProScada Ethernet bactfn?j c{l:ge;;lf;
e via ISO or TCP/IP protocols, however note that it does NOT support TF. The

Siemens TF system is little more than an unnece |
: ssa IR A
quite easy to transfer the system. ry abstraction layer and in reality it is

The PSDIRECT Installation installs a example project in “Citect\bin\PSDIRECT samples”

The steps to migrating an existing system are as follows:

18.1.1 Step 1 : Adding peer-peer jobs to the PLC CP card setup. You can leave the old TF
Jobs in place simply add these new ones.,

AW NELNT ) Coxtligir e - FLET M)
e [roier [alag Pog e

Locel Ethemel Address: Prer Serdesn:

|08000EN1 0007 PLCT_READ
PLCT WRITE
Time Indarm atian:
I Enable PLC Time Update
TF Gervices: TF Yarlablea:
Ingen b=y _J

They look like this

_
Tranipan Connection Hame: m | Lype: ([m.l
Tranport Profile: | TPROF_0505_SPS . b Gousd - by Bctemz Kk W T 01
Local [ —
TSAP Lengih; [B] Hix: (524541 4462454148 | ascuc (AEADREAD | i ]
7 5\utic ! . __,..“
Aemols |
Ethernet Addieay: |00G0D00D0D0O0 |
SAF Le . (0006 0000 0O DO BO DO | AgCH: e -
1o Lonae ] WEK: | 5 e —
Lob Ok | Gancel |
e Local TSAP must be 8 chars
« Remote Ethernet address should be “0000” — accepts any incoming
¢ This should be a read Passive job
T ET—
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e« The Write job should be a Write passive

Hl Job pefinition
Tranzport Connection Name: [RARAILLY Il [Wiite Passive |
Tranzport Profde: _ TPROF 0505 SPS .|_ [
Local * _
TSAP Length |8 | HEX: [57 52 49 54 57 52 43 54 AsCl: [WRITWRIT | _T||_
* Stalic ;
Remote g

Ethernet Address: (000000000000 _
TSAP Length: E HEX: (00 D0 00 DO 0D 00 00 00 ASCII:

Jab oK | Cancel | |

18.1.2 Step 2: Configure the backend driver

e Setup the Siemens ISO transport in the newtwork settings, this is the same as for the S7
& S5 PLC'’s described earlier in this document

¢« Check that you have communications, you should do this before setting up Citect. Simply
setup 1 block of “V” registers. You should see green ticks & blocks per second at the
bottom of the configurator window indicating successful communication

18.1.3 Step 3: Configure the backend blocks

« Setthe name of the backend IO device the same as the IO device in Citect

¢« Open the project variable.dbf file in excel, filter on IO device & sort on |0 Address. Then
manuzlly add equivalent blocks in the backend. ****Note the backend addressing is
slightly different, it has “” between blocktype & address eg. V1000->V:1000

e« At present there are no Learn address & variable import features for TI.

18.1.4 STEP 4 : Configure Citect
* Remove all TINECNT ports, Just add 1 port for PSDIRECT

¢ |nthe |lO Device fields
o SetPROTOCOL to PSDIRECTA4
o Setaddressto “TI”

o Set ALL 10 devices port to the common port for PSDIRECT
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NAME -

Assignment - Timers 6

Create a ladder program and enter it into the PLC and demonstrate it's operation for |
the following machine description. - _

Part A --30 Marks

m/\ «  When start (12.0) is pressed momentarily , the warning light at Qp.uE ks ¥

« The light will start to flash 4 seconds later (0.5 seconds an/off) and the motor will

e ———————————
now start,

N . The motor and light will be switched off after 5 seconds,

« A stop button at 12,1 will stop all operation.

Part B -20 Marks
Add this to your original program

« A second “inch” button is to be added at 12,7

« This inch button will run the conveyor for a maximum of 2 seconds while the inch
button Is pressed,

« |f the inch button is released the motor will stop.

«  While the motor is being inched the light at Q4.3 will flash (0.25 seconds on/off)
« Stop will override the inch button,

¥

X 12, {0

| :d to\ -
10 & [ ¢ SN

V 1 : ~ 4/_ ,_._, / /:f:

. 1ot YO 0
|







Name: A~ D2 € :
CAQ LO r

§ Programmable logic controllers Bite Submitted:
Work place simulation — Conveyor project.

Task
To design implement and test a PLC program for a given industrial application.

Procedure
e Examine the project task and create an assignment list.

e Design a PLC program to perform the task.

e Test your project using the simulator and PLC workplace simulation
conveyor.

e Submit your project for grading.

Submit your project for grading.
You must submit the following for marking.
e Hand written copy of your program
e Assignment list.
 Copy of your program with symbolic table
e These question sheets.

You must test your program yourself , when satisfied that the project
is working , submit your project for grading.

Assignment List

Outputs Address Internals Address
ﬁ.m L= 2D _w L& %) ) *.n.. o= |
e | CWGe 1 ¢ o
X7, — T . 7 —
Qv—=% ~ J 1 T 8 L]
ﬁrﬂ - T i—~a hr L

. 1L 1 = a% [

t AJ O W -0 R e “,.L.
.__nf._..._ ._._,l_, _..a# 7\./ |r.” & Fr.__ ({ r.._” I.~ e . ....._f.\ ll__. n.m....l

Lt B = Al " 6. |~ € 1 &
ePA - QY [T~ o

=3

Note : Any copied work will receive a fail result. Do your own work , you
have been warned!
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Flasher and Delayed start
Aim :
to design a program to auto start the conveyor after a set time and indicate conditions
using flashing lights

———

Sensor 1

Motor

T 770
7 ,. 3 \ \ : .\

L

Start Ston

+ + - A2

/) Control on Light ( )

@ Left Part available ( )

¢ ) Right part Avail ( ) WARNING
LIGHT
Procedure

1) Create and assignment list using the 1/O's given in the machine layout above
2) Design a ladder program to perform the following tasks use symbols in your prograr.

s« Press start and a control on Light will flash (0.5 seconds on 0.5 seconds off)

o After the control IS ctarted . a part is placed at sensor A and the motor will start

« while the part is travelling along the conveyor the warning light will flash (0.5 sec on 0.5 sec
off)

« The conveyor will run until the part travels 10 5ensor 2 and stops the conveyor.

» If the part is not removed after 2 seconds the warning Left Part Available light will flash (
0 25 seconds on 0 25 seconds off)

. If the part is removed the conveyor will be started again by a part at sensor 1

« The stop button will stop all operation and the system on light will turn off.
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\ Name: N U

Programmable logic controllers Date Submitted :
Work place simulation — Conveyor project.

Task
To design implement and test a PLC program for a given industnal application.

Procedure

e Examine the project task and create an assignment list.
e Design a PLC program to perform the task.

e Test your project using the simulator and PLC workplace simulation
CONVEYOoF. |

e Submit your project for grading.

Submit your project for grading.
You must submit the following for marking.
« Hand written copy of your program
Assignment list.

..Oov<o_n<o::u_.om63§§m<_,:co=oﬁmc_m
e« These question sheets.

You must test your program yourself , when satisfied that the project
is working , submit your project for grading.

DUTREE Assignment List
. Inputs Address Outputs Address internals Address
| Sa 1t TO_{ P72l | RALO | Tivwer~[ | 7Ty
Stp | To Dy | R4 B | TerZ | To
L. LEA A _., |
S LPA Q& ( 7 |

O e e —

Note : Any copied work will recei i
eive a fail result.
have been warned| Do your own work , you



e

= sheet of
Pracram | D) Sustern [esianer Nate
PLC Programlisting
sheet of
Program |.D. System Designer Date
] 2 3 4 5 6 l 8 9
Block Output
Rung# Comtact Instructions Instructions Instructions Comments
T6.| Ho.@ =0
| s
FO C |
e
FO.O T 0.0 R4 3
—
P ﬁ
Foo 1% Tog X055 RO |
|t 1 *ﬁ
N.Rt\,
0.0 e %
< o2
| ET 3100 . ;\ J.K .
i J
FD0.CO. to0 . TOg ¢ A _
I Wt e o o S L
. FO.O po 2oy T
LIRS, ARG,
L1050 0 ,.
= I N
K 2
]
LTospol
T - o . B
01 :.,nO.m‘_ r1\||fw
— . N R
ﬁqwg REPS



PLC Programisting

Svatem Decioner

PLC Prograamilasting

Prcir A I 1)

1
system Designer
Program |.D y ]

] 2 3 4 5 b / o
ock

leytructions

Rung# Comact Instruchions

Ta

sheet of
Nate
: 3
]
N
sheet of
Date
9
Outpen

Coranerds

_.J_...:. i ¥ 4"




Sl is. NJAME

Aim . o T
to design a program to auto start the conveyor after a set time and indicate conditions
using flashing lights

Sensor 2 Sensor 1

r o

ISR g

_-q.w_..h...h..r..lt.._ll.l.._rl Al |
S &

Control on Light (¥l _ )

F

Left Part available () | ([ )

o Right part Avail (|1 ) WARNING

LIGHT
Procedure

1) Create and assignment list using the 1/0's given in the machine layout

above

2) Design a ladder program to perform the following tasks use symbols in your Prograrnm.

Press start and a control on Light is iluminated
After the control is started | a part is placed at sensor A

The waming light flashes for 3 seconds ( 0.5 seconds on 0.5 seconds off )

The conveyor starts and the part travels to sensor 2 and stops the conveyor

Iif the part is not removed after 3 seconds the waming Left Part Available bt will flash (
0.25 seconds on 0.25 seconds off)

i the part is removed the conveyor will

De ¢
The stop button will stop all operation

tarted again by a part at sensor 1

e




SCADA theory Assignment/Quiz

1. What does S.C.A.D.A. stand for ?
Sv per I/ Sody € n7rol [ ANMD DATHA
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2. What is a |_..)o ? 4 O ff__ | & “a ﬁ _L_ 0 N e .\ o C | |
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3 ,,ij: is the difference between a Digital Tag and an Analog Tag 7

4. Whatis a TREND ?

\W- 78 Qﬂ@_\w.\:.mm\\ «‘ﬂ\\Uﬁ& < Eq '\,& x\.ﬁ;.\ *.\ \Kﬂ l \;\_ZH ::w
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5 Give an example of where you used a trend in one if your projects,
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5. Fill out the following TAG entry dialog box for an Analog TAG that is the
speed of a motor connected to an 1/O device called “S7PLC" , the Address
is DB10.2 and is an integer scaled from 0 to 32000 in the PLC (Raw data)

_the actual data will be scaled 0 to 600.

Data Type

RawZewScde | O RawFulScae | 32 OGO |
EngZeoScde | D | EngFullScae | @00

Eng Units H m m Z {._T Format | -m"

Comment |

{




7. The Following TAG has come up as a fault when the project was compiled
. what is the problem with this tag ?

E Variable Tags | yeo jun |

. ———

Varable .ﬂ._w...u Name _..HQS_T Level sactor 5 Data d..-.._ﬂ_nw _m_m_.—..ﬁ._!

e i — e e

w3

/0 Device Name lm_w.._mm#z Bt Address Em:oL

e —— e —

Raw Zero Scale 0 Raw Full Scale 200

Eng Zero Scale _c - Eng Full Scale

e e EE——— i e ——————— e

Eng Units | r v Format

Camment Eomuﬁ T ank level for sector 5 Main Plant

Help
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8. List the steps that you would follow when creating a new project.
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9. Explain the meaning/purpose of “Digital Alarm —
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10. Explai .
plain the meaning of _mm.ﬁoi when applied to ALARMS.

when applied to alarms.
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14.Define what an Event is in Citect SCAD q,v
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11.Explain the meaning of “AND”
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16. What is the importance of security , give an example of where have you
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Programmable logic controllers 2eod. 98 € 09

Task
To design implement and test a PLC program for a given industrial applicati

Procedure
* Examine the project task and create an assignment list.
* Design a PLC program to perform the task.

* Test your project using the simulator and PLC workplace simulation
conveyor.

e Submit your project for grading.

Submit your project for grading.
You must submit the following for marking.
* Hand written copy of your program
e Assignment list.
e Copy of your program with symbolic table
¢ These question sheets.

You must fest your program yourself . when satisfied that the project
Is working , submit your project for grading.

Assignment List
Address Outputs Address Internals Address
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Note : Any copied work will receive a fail result. Do your own work , you
have been warned!
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FILE MNAAC:

System on

Right Part Available

Left Part Available

Sequence of operation

oress start and the Master Control light will be illuminated
ce a part at sensor 1, the Master control light will flash (0.25

The operator will pla

seconds on/off)

After 3 second the conveyor will start.
When the part reaches sensor 2 the conveyor will stop and the master control will stop

flashing and stay on.
When 6 parts have s

and the master control will be off.
While a part is at sensor 2., the left part available light will be on.
1f the part 1S left at sensor 2 for 4 seconds , the count will be reset and the left part

available light will flash (0.25 seconds on/off)
While the part is at sensor { the right part available lignt will flash (0.5 seconds on/off)

stop will stop all operation and no function allowed if the master control is no on.

uccessfully traveled along the conveyor the system will shut down

¥
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You are to build or program a Pl
You will be given some practical

PID Control Practical Project

D controller to control the speed of the DC motor
experience in using the DC motor speed control

Your project will be marked on how well it controls the motor speed for changes in load

and your report on how the system works.

See the attached examples - .
You must achieve a working system to be eligible for any marks.

{

Controller Inout

o, ~—" 1O

vset

Vsensor

verror
) 1

A

Feedback

PID controller

Controller Outout

Motor Drive Unit

Vin Motor Drive

Tacho Output

Oukput
Process

=
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PID report Conclusion Questions N . N

In relation to the proportional only loop answer the following.

1. What affect does load have on offset ?
2. What affect does gain have on offset ?
Explain your answers !!!!

What are the advantages of a proportional control system over an on/off control system

b._.«wos,mwmﬂma_._mam30&:3amm:mmasmm:a:..mmmﬁoi_immm.mgzm.i_..mnian_u_ﬁm..
output voltage be 7 L

5. How does the system cope with an increase in load , explain your answer using a block
diagram of the system.

6.

If the tacho generator became uncoupled to the motor and was producing zero output ,
what would happen to the system ? Explain your answer.

7. If the feedback is equal to the setpoint what will the output voltage be ?

In relation to the Proportional + Integral Control loop answer the following:-

8. How does the system cope with changes in load 7Explain your answer.

9. If setpoint is 3V was the output voltage ? Was this due to the proportional action or the
Integral action ?

10. What is the advantage of integral action ?

11. When a load is suddenly added to the system, what does the proportional action do ?
Use a block diagram to explain your answer.

In relation to the PID system answer the following questions

12. How does the derivative action help with load changes ?

13. List 5 practical examples of a closed loop control system using PID control.
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light - to its desired Set point quickly and accurately. But now. vour DOSS says Okay .
Although there's 3 number of ways to do it, the circuit above nicely separates the three terms into three
individual OP amp circuits.
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