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Exam 70-647: Pro: Windows Server 2008,
Enterprise Administrator

OBJECTIVE CHAPTER LESSON

PLANNING NETWORK AND APPLICATION SERVICES (23 PERCENT)

Plan for name resolution and IP addressing. Chapter 1 Lesson 1, 2
Design for network access. Chapter 5 Lesson 1, 2
Plan for application delivery. Chapter 7 Lesson 2
Plan for Remote Desktop Services. Chapter 7 Lesson 1

DESIGNING CORE IDENTITY AND ACCESS MANAGEMENT COMPONENTS (25 PERCENT)

Design Active Directory forests and domains. Chapter 2 Lesson 1
Design the Active Directory physical topology. Chapter 2 Lesson 2
Design the Active Directory administrative model. Chapter 4 Lesson 1
Design the enterprise-level group policy strategy. Chapter 4 Lesson 2

DESIGNING SUPPORT IDENTITY AND ACCESS MANAGEMENT COMPONENTS (29 PERCENT)

Plan for domain or forest migration, upgrade, and restructuring. Chapter 3 Lesson 1
Design the branch office deployment. Chapter 6 Lesson 1, 2
Design and implement public key infrastructure. Chapter 10 Lesson 1, 2
Plan for interoperability. Chapter 3 Lesson 2

DESIGNING FOR BUSINESS CONTINUITY AND DATA AVAILABILITY (23 PERCENT)

Plan for business continuity. Chapter 9 Lesson 3

Design for software updates and compliance management. Chapter 11 Lesson 1, 2
Design the operating system virtualization strategy. Chapter 8 Lesson 1, 2
Design for data management and data access. Chapter 2, 4 Lesson1, 1

Exam Objectives The exam objectives listed here are current as of this book’s publication date. Exam objectives
are subject to change at any time without prior notice and at Microsoft's sole discretion. Please visit the Microsoft
Learning website for the most current listing of exam objectives: http://www.microsoft.com/learning/en/us/Exam
.aspx?1D=70-647.
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Introduction

his training kit is designed for enterprise administrators who have several years’ experi-

ence managing the overall IT environment and architecture of medium to large organi-
zations and who plan to take the Microsoft Certified Information Technology Professional
(MCITP) 70-647 exam. As an enterprise administrator, you likely are responsible for translat-
ing business goals into technology decisions and designs and for developing mid-range and
long-term strategies. You are responsible for making key decisions and recommendations
about network infrastructure, directory services, identity management, security policies,
business continuity, IT administrative structure, best practices, standards, and Service Level
Agreements (SLAs). Your job role involves 20 percent operations, 60 percent engineering, and
20 percent support tasks. The Preparation Guide for Exam 70-647 is available at http.//www
.microsoft.com/learning/en/us/exam.aspx?ID=70-647.

By using this training kit, you learn how to do the following:

m  Plan network and application services.

m Design core identity and access management components.

= Design support identity and access management components.
m Design for business continuity and data availability.

Refer to the objective mapping page in the front of the book to see where in the book
each exam objective is covered.

Lab Setup Instructions

The exercises in this training kit require a minimum of two computers or virtual machines:

m  One server running Windows Server 2008 R2 Enterprise configured as a domain
controller.

® One computer running Windows Vista (Enterprise, Business, or Ultimate). (Windows 7
Pro, Enterprise, or Ultimate may be used; however, dialogs may be slightly different
than described or shown.)

You can obtain an evaluation version of Windows Server 2008 R2 Enterprise from the
Microsoft download center at http://www.microsoft.com/downloads/en/default.aspx.

All computers in these lab exercises must be connected to the same network. It is recom-
mended that you use an isolated network that is not part of your production network to do
the practice exercises in this book. To minimize the time and expense of configuring physical
computers, using virtual machines is recommended. To run computers as virtual machines
within Windows, you can use Virtual PC 2007, Virtual Server 2005 R2, Hyper-V, or third-party
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virtual machine software. To download any of these virtual platforms, visit the Microsoft
Download Center at http.//www.microsoft.com/downloads/en/default.aspx.

Hardware Requirements

You can complete almost all practice exercises in this book by using virtual machines rather
than real server hardware. The minimum and recommended hardware requirements for
Windows Server 2008 and Windows Server 2008 R2 are listed in the following tables:

TABLE I-1 Windows Server 2008 Minimum Hardware Requirements

HARDWARE COMPONENT MINIMUM REQUIREMENTS RECOMMENDED
Processor 1GHz (x86), 1.4GHz (x64) 2GHz or faster
RAM 512 MB 2GB

Disk Space 15 GB 40 GB

TABLE 1-2 Windows Server 2008 R2 Minimum Hardware Requirements

HARDWARE COMPONENT MINIMUM REQUIREMENTS RECOMMENDED

Processor 1.4GHz (x64) or 2GHz or faster
1.3GHz (x64 Dual Core)

RAM 512 MB 2GB

Disk Space 32GB 80 GB

If you intend to implement several virtual machines on the same computer
(recommended), a higher specification will enhance your user experience. In particular, a
computer with 4 GB of RAM and 100 GB of free disk space can host all the virtual machines
specified for all the practice exercises in this book.

Preparing the Computer Running Windows Server 2008 R2
Enterprise

Detailed instructions for preparing for Windows Server 2008 R2 installation and installing and
configuring the Windows Server 2008 R2 Enterprise domain controller are given in Chapter 1,
“Planning Name Resolution and Internet Protocol Addressing.” The required server roles are
added in the practice exercises in subsequent chapters.


http://www.microsoft.com/downloads/en/default.aspx

Preparing the Computer Running Windows Vista or
Windows 7

Perform the following steps to prepare your computer running Windows Vista or Windows 7
for the exercises in this training kit.

Check Operating System Version Requirements

In System Control Panel (found in the System And Maintenance category), verify that the
operating system version is Windows Vista or Windows 7 (Enterprise, Business, Professional,
or Ultimate). If necessary, choose the option to upgrade to one of these versions.

Name the Computer

In System Control Panel, specify the computer name as Melbourne.

Configure Networking
To configure networking, carry out the following tasks:
1. In Control Panel, click Set Up File Sharing.

2. In Network And Sharing Center, verify that the network is configured as a Private
network and that File Sharing is enabled.

3. In Network And Sharing Center, click Manage Network Connections.

4. In Network Connections, open the properties of the Local Area Connection. Specify a
static IPv4 address that is on the same subnet as the domain controller.

For example, the setup instructions for the domain controller specify an IPv4 address
10.0.0.11. If you use this address, you can configure the client computer with an IP
address of 10.0.0.21. The subnet mask is 225.225.225.0, and the Domain Name System
(DNS) address is the IPv4 address of the domain controller. You do not require a de-
fault gateway. You can choose other network addresses if you want to, provided that
the client and server are on the same subnet.

Using the CD

The companion CD included with this training kit contains the following:

m Practice tests You can reinforce your understanding of how to configure Windows
Vista and Windows 7 by using electronic practice tests you customize to meet your
needs from the pool of Lesson Review questions in this book, or you can practice for
the 70-647 certification exam by using tests created from a pool of 200 realistic exam
questions to ensure that you are prepared.
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m AneBook An electronic version of this book is included for when you do not want
to carry the printed book with you. The eBook is available in two formats: Portable
Document Format (PDF), which can be viewed by using Adobe Acrobat or Adobe
Reader, and XML Paper Specification (XPS).

How to Install the Practice Tests

To install the practice test software from the companion CD to your hard disk, do the
following:

1. |Insert the companion CD into your CD drive and accept the license agreement. A CD
menu appears.

NOTE |IF THE CD MENU DOES NOT APPEAR

If the CD menu or the license agreement does not appear, AutoRun might be disabled
on your computer. Refer to the Readme.txt file on the CD-ROM for alternative installa-
tion instructions.

2. Click Practice Tests and follow the instructions on the screen.

How to Use the Practice Tests
To start the practice test software, follow these steps:
1. Click Start, click All Programs, and then select Microsoft Press Training Kit Exam Prep.

A window appears that shows all the Microsoft Press training kit exam prep suites
installed on your computer.

2. Double-click the lesson review or practice test you want to use.

NOTE LESSON REVIEWS VS. PRACTICE TESTS

Select the (70-647) Windows Server 2008 Enterprise Administrator (2nd Edition) lesson
review to use the questions from the “Lesson Review" sections of this book. Select the
(70-647) Windows Server 2008 Enterprise Administrator (2nd Edition) practice test to use a
pool of 200 questions similar to those that appear on the 70-647 certification exam.

Lesson Review Options

When you start a lesson review, the Custom Mode dialog box appears so that you can con-
figure your test. You can click OK to accept the default settings, or you can customize the
number of questions you want, how the practice test software works, the exam objectives



to which you want the questions to relate, and whether you want your lesson review to be
timed. If you are retaking a test, you can select whether you want to see all the questions
again or only the questions you missed or did not answer.

After you click OK, your lesson review starts.

= To take the test, answer the questions and use the Next and Previous buttons to move
from question to question.

m After you answer an individual question, if you want to see which answers are cor-
rect—along with an explanation of each answer—click Explanation.

m If you prefer to wait until the end of the test to see how you did, answer all the ques-
tions, and then click Score Test. You will see a summary of the exam objectives you
chose and the percentage of questions you got right overall and per objective. You can
print a copy of your test, review your answers, or retake the test.

Practice Test Options

When you start a practice test, you choose whether to take the test in Certification Mode,
Study Mode, or Custom Mode.

m Certification Mode Closely resembles the experience of taking a certification exam.
The test has a set number of questions. It is timed, and you cannot pause and restart
the timer.

m Study Mode Creates an untimed test during which you can review the correct an-
swers and the explanations after you answer each question.

m Custom Mode Gives you full control over the test options so that you can customize
them as you like.

In all modes, the user interface when you are taking the test is basically the same, but has
different options enabled or disabled, depending on the mode. The main options are dis-
cussed in the previous section, “Lesson Review Options.”

When you review your answer to an individual practice test question, a “References” sec-
tion is provided that lists where in the training kit you can find the information that relates to
that question and provides links to other sources of information. After you click Test Results
to score your entire practice test, you can click the Learning Plan tab to see a list of references
for every objective.

How to Uninstall the Practice Tests

To uninstall the practice test software for a training kit, use the Programs And Features option
in Windows Control Panel.

Xix



XX

Acknowledgments

David Miller would like to acknowledge his coauthors, Paul Mancuso and John Policelli. Great
job, guys. | am proud to be working with you. Thank you both.

All the authors would like to acknowledge and thank the talented teams from
GrandMasters, LLC, and Microsoft Press for their tireless pursuit of accuracy, precision, and
clarity. Thank you for your assistance, your support, and your skillful efforts.

Lastly, the authors would like to acknowledge and thank you, the reader, for your desire
for self-improvement and your faith in us to produce a resource worthy of your time and
consumption. We've done our best to make this book a powerful asset in your efforts to be a
better IT professional. We hope you find it so. Thank you.

Support & Feedback

The following sections provide information on errata, book support, feedback, and contact
information.

Errata
We've made every effort to ensure the accuracy of this book and its companion content. Any
errors that have been reported since this book was published are listed on our Microsoft Press
site at oreilly.com:

http.//go.microsoft.com/FWLink/?Linkid=219405

If you find an error that is not already listed, you can report it to us through the same
page.

If you need additional support, please email Microsoft Press Book Support at
mspinput@microsoft.com.

Please note that product support for Microsoft software is not offered through the ad-
dresses above.


http://go.microsoft.com/FWLink/?Linkid=219405
mailto:mspinput@microsoft.com

We Want to Hear from You

At Microsoft Press, your satisfaction is our top priority, and your feedback our most valuable
asset. Please tell us what you think of this book at http://www.microsoft.com/learning
/booksurvey.

The survey is short, and we read every one of your comments and ideas. Thanks in advance
for your input!

Stay in Touch

Let's keep the conversation going! We're on Twitter: http.//twitter.com/MicrosoftPress.

xxi


http://www.microsoft.com/learning
http://twitter.com/MicrosoftPress

xxii

Preparing for the Exam

M icrosoft certification exams are a great way to build your resume and let the world know
about your level of expertise. Certification exams validate your on-the-job experience
and product knowledge. Although there is no substitute for on-the-job experience, prepara-
tion through study and hands-on practice can help you prepare for the exam. We recom-
mend that you augment your exam preparation plan by using a combination of available
study materials and courses. For example, you might use the Training Kit and another study
guide for your "at home" preparation, and take a Microsoft Official Curriculum course for the
classroom experience. Choose the combination that you think works best for you.

Microsoft

CERTIFIED
IT Professional



Planning Name Resolution
and Internet Protocol
Addressing

As an enterprise administrator, you will be responsible for the

overall IT environment and architecture within your orga- IMPORTANT
nization. Enterprise administrators translate business goals into Have you read
technology decisions; design midrange to long-term strategies; page xXxii?
and make key decisions and recommendations about, for It contains valuable
example, network infrastructure, directory services, security poli- information regarding

the skills you need to
pass the exam.

cies, business continuity, administrative structure, best practices,
standards, and service-level agreements (SLAs).

The enterprise administrator is responsible for infrastructure
design and global configuration changes. If you intend to extend
your career and become an enterprise administrator, or if you already carry out enterprise
administrator tasks and want to acquire a certification that matches your experience, you
will already be an experienced network and server administrator with typically two or more
years’ experience administering corporate networks. The 70-647 exam is not designed for
beginners, nor is this training kit. Only 20 percent of the 70-647 exam focuses on your skills
in performing tasks; it is primarily focused on strategic planning and designing Microsoft
Windows Server 2008 R2 technologies to satisfy the information technology needs of the
business.

As an experienced administrator, you will almost certainly be familiar with name resolu-
tion and Internet Protocol version 4 (IPv4) addressing. You will probably have come across
Internet Protocol version 6 (IPv6) addresses but might not be familiar with them. This
chapter does not attempt to cover old ground but, rather, looks at the new features and ap-
proaches implemented in Windows Server 2008 R2.



IMPORTANT EXAM OBJECTIVES

The objectives related to name resolution and IP addressing in the 70-647 exam are similar
to those in the 70-646 Windows Server 2008 Server Administration exam. If you have pre-
viously prepared for 70-646 exam, you will find that this chapter discusses topics that you
have already studied. In this case, please treat this material as review.

Exam objectives in this chapter:

= Plan for name resolution and IP addressing.

Lessons in this chapter:
= Lesson 1: Planning Name Resolution 4

= Lesson 2: Planning Internet Protocol Addressing 32

Before You Begin

To complete the lessons in this chapter, you must have done the following:

m [nstalled Windows Server 2008 R2 Enterprise on a server configured as a domain
controller in the contoso.internal domain. Active Directory—integrated Domain Name
System (DNS) is installed by default on the first domain controller in a domain. The
computer name is Glasgow. Configure a static IPv4 address of 10.0.0.11 with a subnet
mask 255.255.255.0. The IPv4 address of the DNS server is 10.0.0.11. Other than IPv4
configuration and the computer name, accept all the default installation settings. You
can obtain an evaluation version of the Windows Server 2008 R2 Enterprise software
from the Microsoft Download Center at http://technet.microsoft.com/en-us/evalcenter
/default.aspx.

m [nstalled Windows 7 Business, Enterprise, or Ultimate on a client computer joined to
the contoso.internal domain. The computer name is Melbourne. Initially, this computer
should have a static IPv4 address of 10.0.0.21 with a subnet mask 255.255.255.0. The
IPv4 address of the DNS server is 10.0.0.11. You can obtain evaluation software that
enables you to implement the Windows 7 Enterprise 30-day evaluation edition at
http://technet.microsoft.com/en-us/evalcenter/default.aspx.

m Created a user account with the username Kim_Akers and password P@sswOrd. Add
this account to the Domain Admins, Enterprise Admins, and Schema Admins groups.

m [t's recommended that you use an isolated network that is not part of your production
network to do the practice exercises in this book. Internet access is not required for
the exercises, and you do not need to configure a default gateway. To minimize
the time and expense of configuring physical computers, it's recommended that
you use virtual machines. To run computers as virtual machines within Windows,

Planning Name Resolution and Internet Protocol Addressing
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you can use Virtual PC 2007, Virtual Server 2005 R2, Hyper-V Server 2008 R2, or
third-party virtual machine software. To download Virtual PC 2007, visit
http://www.microsoft.com/downloads/en/details.aspx?Familyld=04D26402-3199
-48A3-AFA2-2DCOB40A73B6&displaylang=en.

To download Virtual Server 2005 R2 or Hyper-V Server 2008 R2, visit http.//www
.microsoft.com/windowsserversystem/virtualserver/downloads.aspx.

REAL WORLD

David R. Miller

As a consultant for many years, | have been approached by many companies
having unexpected networking problems. Very often, one of the main causes
of the issues has been the faulty or incomplete implementation of name resolution
services. The variety of peculiarities reported by users of the network is a laundry
list of seemingly unrelated phenomena. From missing icons and applications on a
user’s desktop, to printing failures, to failed logins, and more.

Even if you run only the latest versions of the Microsoft operating systems, it is
quite likely that there are NetBIOS-based applications running on the network that
will periodically fail without a proper implementation of Windows Internet Name
Service (WINS).

The DNS Server role in Windows Server 2008 R2 complies with all request for com-
ments (RFCs) that define and standardize the DNS protocol. Although Microsoft’s
implementation of DNS should be interoperable with third-party DNS servers and
appliances, very often, when DNS is causing a wrinkle in the organization, it is just
this subtle difference that can mean smooth sailing for name resolution and net-
work service location services. Often I've seen that, as the third-party DNS servers
and DNS appliances are phased out, the variety of networking problems become
problems of the past.

If your environment has more than a few Windows servers, you probably should

be running WINS, and you should carefully plan the DNS implementation, with a
preference toward using Microsoft's DNS services, which are finely tuned to support
Active Directory.

Before You Begin
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Lesson 1: Planning Name Resolution

As an experienced administrator, you will have worked with DNS and with Microsoft dynamic
DNS. You should also be familiar with Network Basic Input Output System (NetBIOS) names,
the NetBIOS Extended User Interface (NetBEUI), and WINS. It is not, therefore, the purpose
of this lesson to explain the basic operation of these features, but rather to look at Windows
Server 2008 R2 enhancements, particularly to DNS, and to discuss the planning of a name
resolution infrastructure across an enterprise network.

One of the first planning decisions you need to make is whether to use WINS to resolve
NetBIOS names. Microsoft describes WINS as approaching obsolescence and introduced the
GlobalNames DNS zone to provide single-label name resolution for large enterprise networks
that might not want to deploy WINS. This was seen as a replacement for WINS, but NetBIOS
name resolution is still required by many applications and legacy operating systems. For most
environments, WINS is still a requirement and is, fortunately, fully supported in Windows
Server 2008 R2.

When planning a DNS infrastructure, you must decide when to use Active Directory-
integrated, standard primary, secondary, stub, reverse lookup, and GlobalNames DNS zones.
You need to plan DNS forwarding and when to use conditional forwarding, which is espe-
cially relevant to the enterprise environment in which you can have multiple Active Directory
Domain Services (AD DS) forests work in the same intranet. Windows Server 2008 R2 (and
Windows Vista and Windows 7) supports IPv6 by default, and you need to understand and
use the IPv6 records in DNS. The security of the DNS system has been enhanced in the re-
lease of Windows Server 2008 R2, with the addition of DNSSEC, DNS Cache Locking, and the
use of nonintuitive source ports from the DNS Socket Pool.

After this lesson, you will be able to:
= |dentify the role of WINS in your IT environment.

= Consider Windows Server 2008 R2 DNS features when planning your name reso-
lution infrastructure.

= |dentify Windows Server 2008 R2 enhancements to DNS and use these in your
planning process.

= Determine the need for DNSSEC to provide reliable name resolution information.

= Administer DNS using the Microsoft Management Console (MMC) snap-in and
command-line tools.

Estimated lesson time: 45 minutes
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Planning Domain Name System Using Windows Server
2008 R2

DNS resolves hostnames to IP addresses and can also resolve IP addresses to hostnames in
reverse lookup DNS zones. The Windows Server 2008 R2 DNS server role retains the features
introduced by Windows Server 2003 and Windows Server 2008 DNS, including dynamic
configuration and incremental zone transfer, and introduces several new features and security
enhancements. Windows Server 2008 R2 provides support for IPv4, as well as for IPv6, and is
nearly essential for the support of Microsoft Active Directory directory service. This section
covers the enhancements to DNS introduced in Windows Server 2008 R2 and how DNS deals
with IPv6 addresses.

Microsoft recommends that you use the Windows Server 2008 R2 DNS Server service to
support AD DS, although other types of DNS servers can support the AD DS deployment. A
feature introduced in Windows Server 2003 DNS that can take advantage of the Directory
Replication Services (DRS) of AD DS is the application directory partition for replication. A
partition is a data container in AD DS that holds data for replication. You can store application
data in the application directory partitions of AD DS, and then you can specify which domain
controllers should receive a copy of the partition using DRS.

Configuring Windows Server 2008 R2 DNS

Close integration with other Windows services, including AD DS, WINS (if enabled), and
Dynamic Host Configuration Protocol (DHCP and DHCPv6) ensures that Windows Server
2008 R2 dynamic DNS requires little or no manual configuration. Computers that run the
DNS Client service register their hostnames and IPv4 and IPv6 addresses (although not link-
local IPv6 addresses) dynamically. You can configure the DNS Server and DNS Client services
to perform secure dynamic updates. This ensures that only authenticated, domain member
computers with the appropriate rights can update resource records on the DNS server.

MORE INFO DYNAMIC UPDATE PROTOCOL

For more information about the dynamic update protocol, see http://www.ietf.org/rfc
/rfc2136.txt and http://www.ietf.org/rfc/rfc3007.

NOTE SECURE DYNAMIC UPDATES

Secure dynamic updates are available only for zones that are integrated with AD DS.

Using Stub Zones

A stub zone, supported in Windows Server 2008 R2 DNS, is a zone copy that contains only
the resource records necessary to identify the authoritative DNS servers for that zone. This
includes the SOA and NS records for a namespace or zone. A stub zone also holds the A
resource records for the name servers, but not for all hosts registered in the zone. Stub zones
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ensure that DNS servers hosting parent zones can determine authoritative DNS servers for
child zones, thus helping maintain efficient DNS name resolution. Figure 1-1 shows a stub
zone specified in the New Zone Wizard.

You can use stub zones when name servers in the target zone are in transition, such as if
part or all of the company network is undergoing IP address transition and accurate resolu-
tion of names is problematic. For example, Contoso, Ltd., recently acquired the sales organi-
zation Litware, Inc. Contoso and Litware have Windows Server 2008 R2 domains. The Litware
DNS servers have a complex configuration with many resource records within many zones
and subzones. Litware uses security controls in place to securely manage its DNS namespaces,
so these DNS systems must remain intact. Also, you don’t want to have to reproduce these
numerous zones and controls on your DNS servers. You would configure stub zones on your
DNS servers so they always know how to find the Litware DNS servers for accurate name and
service resolution, even if the IP addresses of the Litware DNS servers change.

New Zone Wizard x|
Zone Type l—;‘
The DNS server supports various bypes of zones and storage, !
L~

Select the bype of zone you wank to create:

" Primary zone
Creates a copy of a zone that can be updated directly on this server,

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault talerance,

& Stub zone

Creates a copy of a zone containing only Mame Server (M5, Start of Authority
(504), and possibly glue Host (A} records, A server containing a stub zone is nok
autharitative for that zone,

[V store the zone in Active Directory (available only if DNS server is a writeable domain
contraller)

< Back I Mexk = I Cancel

FIGURE 1-1 Creating a stub zone

In this case, your plan would include a stub zone on the Contoso DNS servers that con-
tains resource records that identify the authoritative DNS servers for the litware.com domain.
As the names and IP addresses of the litware.com DNS servers change, the stub zone on the
Contoso DNS servers will be automatically updated with the changes through small zone
transfers.

Stub zones are useful when child domains exist (Active Directory or namespace only).
Delegation records are created in a zone for the child domain on the parent domain’s DNS
server. Delegation records (actually an NS and an A record for each child domain DNS server
of interest) are often called glue records because they glue the child namespace to the parent
namespace for resolution. For example, the name server for the contoso.com zone can dele-
gate authority for the sales.contoso.com zone to a DNS server in that child domain. Then you
use stub zones in child domains to hold the records for DNS servers for parent domains. You
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use delegation records to get resolution for names and services in child domains (delegate
down), and you can use stub zones on the child domain DNS servers to perform resolutions
and services in parent domains (stub up).

NOTE STUB ZONES REQUIRE ADMINISTRATIVE COOPERATION ON THE TARGET DNS
SERVERS

The stub zone only holds a few records from the target zone. This keeps the amount of
DNS zone transfer traffic to a minimum. However, the stub zone acquires those few records
through zone transfers. When done securely, zone transfers must be specifically approved
and configured on the source DNS server. This means that you must be able to get admin-
istrative cooperation from the source if you hope to pull a stub zone to your DNS server.

DNS Forwarding

If a DNS server does not have a zone in its database for the target host specified in a client
request, it can query another (preconfigured) DNS server. When a DNS server forwards a
name resolution request on behalf of a client, the upstream DNS server that hopefully can
assist with the resolution is known as a forwarder. This process takes place recursively until
either the client computer receives the IP address or the DNS server and forwarder system
establishes that the queried name cannot be resolved.

The Windows 2008 R2 DNS Server service uses conditional forwarders to extend the
standard forwarder configuration. A conditional forwarder is a DNS server that forwards DNS
queries according to the DNS domain name in the query. For example, you can configure a
DNS server to forward all the queries that it receives for names ending with adatum.com to
the IP address of one or more specified DNS servers that are authoritative for the adatum.com
domain. This feature is particularly useful on enterprise extranets, where several organiza-
tions and domains access the same private internetwork. When a Windows Server 2008 R2
DNS server receives a query for an unknown namespace, the DNS server first checks to see if
the query matches conditional forwarders. If it does not, then the DNS server will recursively
query the forwarder. If there is no matching conditional forwarder, and the forwarder is un-
able to resolve the name, if configured, the DNS server will use its root hints in its attempt to
resolve the name.

When the DNS server is installed on a domain controller, it is generally recommended to
remove the root hints from the server so the DNS server (which is also a domain controller)
does not attempt to perform iterative name resolution on the Internet. These DNS servers
should be configured with a forwarder, often a caching-only DNS server, to perform the itera-
tive queries with the public root server system.

NOTE REPLICATING ADDITIONAL FORWARDERS

In Windows Server 2008 R2, conditional forwarding entries can be stored in AD DS and
configured to replicate to all DNS servers in the forest, all DNS servers in the domain, or all
domain controllers in the domain.
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Figure 1-2 shows the dialog box used to create a conditional forwarder. You cannot actu-
ally configure this on your test network because you have only one DNS server.

New Conditional Forwarder x|

DS Dornain:

I conkoso,internal

IF addresses of the master servers:

P Addre_ss | Server FODR | ‘alidated | Delete |
fecli0:mifffe::S |

Do

Up |
[ oan

[ store this conditional Forwarder in Active Directory, and replicate it as Follows:

IAII DMS servers in this Forest j

Mumber of seconds before Forward queries kime out; I 5
The server FODM will not be available if the appropriate reverse lookup zones and entries are not

configured,
]34 I Cancel

FIGURE 1-2 Specifying a conditional forwarder

Zone Transfers and Replication

Windows Server 2008 R2 DNS zones can be transferred or replicated between DNS servers
for redundancy and to improve DNS name resolution efficiency. Zones are replicated to DNS
servers when the zone is Active Directory—integrated and both DNS servers exist on domain
controllers. Otherwise, the zone is transferred between a master and a secondary or slave
DNS server. If you add a new DNS server to the network and configure it as a secondary DNS
server for an existing zone, it performs a full zone transfer to obtain a read-only copy of all
resource records in the zone. Any further changes to the authoritative zone are transferred

to the secondary zone on subsequent zone refreshes. Windows Server 2003 introduced

the incremental zone transfer that updates only the changes to the authoritative zone, and
Windows Server 2008 R2 supports this functionality. Prior to Windows Server 2003, a full zone
transfer was required, which updated all records in the authoritative DNS zone to the second-
ary DNS server, even if the records had not changed.

You must configure zone transfers to any DNS server, to specified DNS servers only, and
to DNS servers listed on the Name Servers tab (any server that has registered an NS record).
Figure 1-3 shows a DNS zone configured to allow zone transfers only to DNS servers listed on
the Name Servers tab.
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contoso.internal Properties 2]

General | Start of Autharity (S04) | Mame Servers |
WING Zone Transters | Securly

A zone transfer sends a copy of the zone to the servers that request a copy.
IV Allow zone transfers
 Taany server

' Dnly to servers listed on the Wame Servers tah

© Only to the following servers

P Address [ Server DN ]

Edit

To specify secondary servers to be notiied of zone Notity.
updates. click Notiy

ok | cencel | amh | Hen |

FIGURE 1-3 Configuring zone transfers

DNS Records

As a network professional, you should be familiar with standard DNS record types such as
IPv4 host (A), Start of Authority (SOA), Pointer (PTR), canonical name or alias (CNAME), name
server (NS), Mail Exchanger (MX), Service Location (SRV), and so on. You might use other DNS
record types, such as Andrew File System Database (AFSDB) and Asynchronous Transfer Mode
(ATM) address, if you are configuring compatibility with non-Windows DNS systems. If you
need to create an IPv6 record for a client that cannot register itself with Active Directory, you
need to create an AAAA record manually.

Administering DNS

You can use the DNS Manager MMC snap-in graphical user interface (GUI) to manage and
configure the DNS Server service. Windows Server 2008 R2 also provides configuration wiz-
ards for performing common server administration tasks. Figure 1-4 shows the DNS Manager
tool as well as IPv4 and IPv6 host records dynamically registered in DNS. Note that if you
access this tool at this point in the lesson, IPv6 records will not be displayed because you have
not yet configured IPv6 addresses. You do this in the practice session later in this lesson and
in Lesson 2 of this chapter.
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FIGURE 1-4 DNS Manager

Windows Server 2008 R2 provides command-line tools that help you better manage and
support DNS servers and clients on your network. The following tools will prove helpful in
configuring and administering your DNS environment. Remember to view the help on each of

these commands for a list of their switches and detailed functions:

m dnscmd To configure and administer the DNS service. You can manage both IPv4 and
IPv6 records, create forward and reverse lookup zones, and manage application direc-

tory partitions for replication.

m jpconfig To view network adapter IP configurations. You can release and renew the
DHCP IPv4 and IPv6 leases bound to a network adapter. Don't forget the command
ipconfig /all to view IP configuration.

m nslookup To test the DNS service and query for record information. This command
provides its own command prompt and can be used to retrieve all records for a zone
by using the command /s -d <domain name>.

NOTE NSLOOKUPLS -D <DOMAIN NAME>

This command is essentially requesting a zone transfer. For security purposes, by de-

fault, zone transfers are disabled. To make this command work correctly, you must allow
zone transfers to the computer making the nslookup request.

m netsh A diverse and powerful tool to manage network interfaces. This command also

provides its own command prompt. The netshinterface ipv6 show dnsservers command
displays IPv6 DNS configurations and indicates which DNS server addresses are stati-
cally configured.
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¥ Quick Check

1. Which command-line interface command can you use to create reverse lookup
zones?

2. Which command-line interface commands release and renew nonstatic IPv6
configurations?

Quick Check Answers
1. dnscmd

2. ipconfig /release6 and ipconfig /renew6

Using New DNS Features and Enhancements

The DNS Server role in Windows Server 2008 R2 provides the following new or enhanced
features:

m The Windows Server 2008 R2 DNS Server role provides primary read-only zones on
read-only domain controllers (RODCs). A DNS zone on an RODC is authoritative but
is not dynamically updated whenever a new network entity (client, server, network
printer, or network projector) is added to the domain. If a network entity is added on
the same site as an RODC, the RODC can pull its corresponding DNS records from a
writable domain controller, provided the writable domain controller is configured to
allow this. This enables name resolution to be performed locally on a site rather than
over a wide area network (WAN).

MORE INFO RODCS

For more information about RODCs, go to http://technet2.microsoft.com
/windowsserver2008/en/library/ea8d253e-0646-490c-93d3-b78c5e1d9db71033
.mspx?mfr=true.

m DNS Security Extensions (DNSSEC) uses digital certificates and digital signatures to add
an element of verification and trust to the name resolution system.

m DNS Cache Locking can be used to secure entries in the DNS server cache from being
overwritten. DNS poisoning attacks can hijack client connections by overwriting entries
in the DNS cache with entries pointing to IP addresses of malicious servers.

m  DNS Socket Pool uses a randomized pool of source ports selected at service startup
instead of using a predictable source port. This further reduces the attack surface of
the DNS cache and helps to protect against DNS poisoning.

Lesson 1: Planning Name Resolution


http://technet2.microsoft.com

12

m DNS Devolution provides hostname resolution for systems that exist in parent domains
by first appending the domain namespace for the home domain to the hostname and
querying, and then appending the domain namespace for each parent domain to the
hostname and querying.

m Loading DNS zone data is a background operation in Windows Server 2008 R2. If you
need to restart a DNS server that hosts one or more large DNS zones that are stored in
AD DS, the server is able to respond to client queries more quickly because it does not
need to wait until all zone data is loaded.

m The GlobalNames DNS zone provides single-label name resolution for large enterprise
networks that do not deploy WINS. This zone is used when it is impractical to use DNS
name suffixes to provide single-label name resolution.

m The Windows Server 2008 R2 DNS Server role fully supports IPv6 addresses. It imple-
ments AAAA and IPv6 records and supports IPv6 reverse lookup zones.

Supporting RODCs

An RODC provides a shadow copy of a domain controller and cannot be directly configured.
This makes it less vulnerable to attack. Microsoft advises using RODCs in locations where
you cannot guarantee the physical security of a domain controller. You can delegate RODC
configuration to nonadministrative accounts and do not need to have domain or enterprise
administrators working at branch offices.

Windows Server 2008 R2 DNS supports primary read-only authoritative zones (some-
times called branch office zones). When a Windows Server 2008 R2 server is configured as an
RODG, it replicates a read-only copy of all Active Directory partitions that DNS uses, including
the domain partition, ForestDNSZones, and DomainDNSZones. A user with the appropriate
permissions can view the contents of a primary read-only zone but cannot change its con-
tents. The contents of a read-only zone in an RODC change only when the DNS zone on the
master domain controller changes and the master domain controller is configured to allow
the RODC to pull these changes.

DNS Security Extensions

Historically, the DNS system has remained unprotected with few, if any, security protections.
However, the risks to the DNS system within an organization and on the Internet are numer-
ous. Imagine what attackers could accomplish if they could reconfigure the DNS servers on
the Internet. They could hijack all the web sessions they desire and redirect connections to
spoofed sites or man-in-the-middle sites that pilfer data, inject malicious code, and infect
and compromise client computers around the world. DNSSEC is targeted as a key solution to
these types of vulnerabilities.

Based on RFCs, Windows Server 2008 R2 DNSSEC uses digital certificates and signatures to
provide origin authority, data integrity, and authenticated denial of existence. Zone signa-
tures are verified using a trusted public key, called a trust anchor. Clients are configured for
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DNSSEC using settings in a new Name Resolution Policy Table (NRPT), which can be deployed
by Group Policy object (GPO) for domain members, or through registry settings for non-
domain members. Communications between DNS clients and DNS servers are authenticated
and secured using IPsec. Further DNSSEC uses Next Secure (NSEC or NSEC3) to prohibit “zone
walking” by attackers to retrieve all records in a zone.

NOTE DNSSEC INTEROPERABILITY

Implementations of DNSSEC on Windows Server 2003 and Windows Server 2008 are not
interoperable with the DNSSEC implementation on Windows Server 2008 R2 due to the
deprecation of earlier DNSSEC-related RFCs.

DNS Cache Locking

Cache locking provides enhanced security against cache poisoning. A common and relatively
easy attack has been DNS cache poisoning, where an attacker sends the DNS server a DNS
response (usually unsolicited) to write or overwrite an entry in the server’s DNS cache of
previously resolved name-to-IP-address mappings. This bogus mapping is used to redirect
clients to malicious websites or other malicious web services. New in Windows Server 2008
R2 is the ability to control whether or not these cached mappings can be overwritten before
their Time-to-Live (TTL) expires naturally.

DNS Socket Pool

Another feature to protect against DNS cache poisoning is the DNS Socket Pool. This feature
is new in Windows Server 2008 R2 and allows you to specify a randomly selected source port
for the DNS server to use when issuing DNS queries. Instead of always using a predictable,
single, and easily attacked port, you can configure your DNS server to randomly select a
source port to use for its DNS queries from a range of 1 to 10,000 different ports. The larger
the pool, the more difficult it is for the attacker to correctly guess. Exclusions can be con-
figured for reserved ports and ranges. The DNS Socket Pool defaults to using a pool size of
2,500, with the specific port selected from within that range at service startup.

DNS Devolution Control

DNS Devolution is the process of appending a local domain suffix to a queried hostname and,
if not resolved, removing one name from the structure (the parent domain name), building
the fully qualified domain name (FQDN), and then querying again. If there is no resolution,
repeat the process until you reach some default limits in the namespace. Windows Server
2008 R2 adjusts the default behavior to produce more successful resolutions and adds the
ability to adjust the depth of the namespace to build FQDNs. For example, to have the
queries stop at corp.contoso.com, you would set a devolution level of 3, because the domain
namespace has three labels: corp, contoso, and com.
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Background Zone Loading

In a large organization with large Windows Server 2003 (or earlier) zones that store DNS
data in AD DS, restarting a DNS server can take considerable time. The DNS server needs to
retrieve zone data from AD DS and is unavailable to service client requests while this is hap-
pening.

Windows Server 2008 R2 DNS addresses this situation through background zone loading.
A Windows Server 2008 R2 DNS server loads zone data from AD DS in the background and
can respond almost immediately to client requests when it restarts, instead of waiting until
its zones are fully loaded. Also, because zone data is stored in AD DS rather than in a file, that
data can be accessed asynchronously and immediately when a query is received. File-based
zone data can be accessed only through a sequential file read and takes longer to access than
data in AD DS.

When the DNS server starts, it identifies all zones to be loaded, loads root hints from files
or AD DS storage, loads any file-backed zones, and starts to respond to queries and remote
procedure calls (RPCs) while using background processes (additional processor threads) to
load zones that are stored in AD DS. The effect of background loading in this situation is
that a rebooted DNS server comes online more quickly to share the load of satisfying client
requests.

¥ Quick Check

m  Which DNS record enables a hostname to be resolved to an IPv6 address?

Quick Check Answer
m AAAA

Using the GlobalNames DNS Zone for Legacy Support

WINS uses NetBT, which Microsoft describes as approaching obsolescence. Nevertheless,

it provides static, global records with single-label names and is still widely used. Windows
Server 2008 R2 DNS introduces the GlobalNames zone to hold single-label names and pro-
vide legacy support for networks that previously used WINS for NetBIOS name resolution.
Typically, the replication scope of this zone is the entire forest, which ensures that the zone
can provide single-label names forest wide. This does, however, require that the globalname
for a host is unique throughout the forest. The GlobalNames zone also supports single-label
name resolution throughout an organization that contains multiple forests—provided that
you use Service Location (SRV) resource records to publish the GlobalNames zone loca-

tion. This potentially enables organizations to disable WINS and NetBT. As you've probably
heard over the last ten years or so, WINS and NetBT will probably not be supported in future
Windows Server releases. You need to keep this in mind when planning changes in your name
resolution structure and deciding whether to retain WINS. Disabling NetBT reduces the attack
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surface of your servers and makes them less vulnerable to malicious users, but might intro-
duce some problems for some NetBIOS-based applications.

The GlobalNames zone provides single-label name resolution for a limited set of
hostnames, usually centrally managed corporate servers and websites, and is not used for
peer-to-peer name resolution. Client workstation name resolution and dynamic updates
are not supported. Instead, the GlobalNames zone holds CNAME resource records to map a
single-label name to an FQDN. In networks that are currently using WINS, the GlobalNames
zone usually contains resource records for centrally managed names that are already statically
configured on the WINS server.

Microsoft recommends that you integrate the GlobalNames zone with AD DS and that
you configure each authoritative DNS server with a local copy of the GlobalNames zone. This
provides maximum performance and scalability. AD DS integration of the GlobalNames zone
is required to support deployment of the GlobalNames zone across multiple forests.

NOTE ENABLING A DNS SERVER TO SUPPORT GLOBALNAMES ZONES

The /config switch in the dnscmd command-line tool enables a DNS server to support
GlobalNames zones.

NOTE REGISTERING GLOBALNAMES

Unlike WINS, GlobalNames zone functionality does not permit hostname entries to be
registered dynamically. All hostname entries in the GlobalNames zone must be created
manually.

Planning WINS Replication for Legacy Support

As an enterprise administrator, you need to support earlier networks, for example, Windows
NT 4.0 domains. Although we've heard that WINS is nearly obsolete, you need to know how
to support it and include it in your planning and design process. Questions about WINS are
likely to appear on the 70-647 exam. The major planning and design decisions you need to
make when planning WINS services will be about which WINS replication topology to use.
You might not have looked at WINS for some time and, therefore, this section includes some
basic information for the purpose of review.

WINS database replication occurs whenever the WINS database changes on any WINS
server, for example, when a NetBIOS name is released. WINS replication enables a WINS
server to resolve NetBIOS names of hosts registered with other WINS servers. To replicate
database entries, each WINS server must be configured as either a pull or a push partner with
at least one other WINS server.

A push partner sends a message to its pull partners, notifying them when its WINS data-
base has changed. When a WINS server’s pull partners respond to the message with a replica-
tion request, the WINS server pushes a copy of its new database entries to its pull partners.

Lesson 1: Planning Name Resolution
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A pull partner is a WINS server that requests new database entries from its push partners by
requesting entries with a higher version number than the entries it received during the last
replication.

Push replication occurs when a specified number of updates to the WINS database have
occurred and works best when you have fast links between your WINS servers that can sup-
port a high bandwidth. You can configure pull replication to occur at specific intervals, and
you can control the replication traffic by adjusting the bandwidth. Pull replication is used
between sites connected by slow WAN links. To replicate database entries in both directions,
configure each server to be both a push and a pull partner. Every WINS server must be both
a push partner and a pull partner (but not necessarily with each other) for the replication to
complete.

NOTE WINS REPLICATION

Push replication occurs when a specified number of updated WINS database entries is
reached. Pull replication can be configured to occur at specific intervals.

How you plan your WINS replication topology primarily depends on the network topol-
ogy and disaster recovery requirements in your organization. The following WINS replication
topologies are available:

m Centralized WINS topology This topology uses a single, centralized, high-availability
WINS server or WINS server cluster. Centralized WINS topology simplifies deployment
and maintenance. No server-to-server replication overhead exists, and all clients are
configured with the same WINS server address. Fault tolerance can be achieved by
using clustering. If, however, the shared cluster database is corrupted, it needs to be
restored from backup. No WINS replication occurs in this topology. Centralized WINS
topology does not provide WINS database fault tolerance.

m  Full mesh WINS topology This topology is a distributed WINS design with mul-
tiple WINS servers or clusters deployed across the enterprise. You need to plan WINS
replication to ensure synchronization of the WINS database among all WINS servers.
All WINS servers replicate with all other WINS servers. You can configure replica-
tion manually or by using the WINS autodiscovery (automatic partner configuration)
feature. In a full mesh WINS topology, some clients can be configured to use one WINS
server as their primary, and the remaining clients can use another WINS server, which
enables you to implement load balancing. Full mesh WINS topology is typically used
when the network topology consists of multiple data centers and remote offices. Each
WINS server replicates with every other WINS server in this topology, which causes a
significant amount of network traffic. This topology can introduce security risks and
requires more management and support than other technologies. The full mesh WINS
topology is illustrated in Figure 1-5.

= Ring WINS topology This topology is a distributed WINS design in which each WINS
server replicates with a specific neighboring partner, forming a circle. This topology
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needs to be created manually because relationships between each server pair must be
determined and configured by a WINS administrator. A ring WINS topology is easier
to maintain than a full mesh WINS topology, and you can provision for load balancing
by distributing your clients across WINS servers. However, troubleshooting is more dif-
ficult in a ring WINS topology, and the convergence time, which is the time it takes for a
database change to replicate to all WINS servers, is longer because updates are passed
sequentially from server to server. The ring WINS topology is illustrated in Figure 1-5.

® Hub and spoke WINS topology This is a distributed WINS design in which a central
WINS server is designated as the hub, and additional WINS servers replicate only with
the hub in the site where they are located. A hub and spoke WINS topology provides
efficient convergence, simple management, and convenient provisioning for load bal-
ancing. It is typically used when the network topology consists of a central data center
and multiple remote offices or branch offices. The central data center usually provides
name resolution for the majority of the computers on the network, and the branch of-
fices provide name resolution for local computers. The hub and spoke WINS topology
is illustrated in Figure 1-5.

When you have planned your WINS replication topology, you can determine the num-
ber of WINS servers required. This depends on the number of clients that need WINS name
resolution services, the available bandwidth for client name queries and registrations, and
server-to-server replication between sites. As a guideline, there should be one WINS server
for every 10,000 clients, with a minimum of two WINS servers to provide redundancy in sites
that require highly available WINS services.
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FIGURE 1-5 WINS replication topologies
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Supporting IPv6 Addresses

Windows Server 2008 R2 DNS supports IPv6 addresses as fully as it supports IPv4 addresses.
IPv6 addresses register dynamically, and you can create an AAAA host record for any com-
puter on the network with an operating system that does not support dynamic registration.
You can also create IPv6 reverse lookup zones. You configure an AAAA record and create an
IPv6 reverse lookup zone in the practice session later in this lesson.

MORE INFO 1PV6 REVERSE LOOKUP ZONES

For more information about IPv6 reverse lookup zones and additional information about
a wide range of IPv6 topics, see http://www.microsoft.com/technet/network/ipv6/ipv6faq
.mspx.

The dnscmd command-line tool accepts addresses in both IPv4 and IPv6 format. Windows
Server 2008 R2 DNS servers can send recursive queries to IPv6-only servers, and a DNS server
forwarder list can contain both IPv4 and IPv6 addresses. DHCP clients can register IPv6 ad-
dresses in addition to (or instead of) IPv4 addresses. Windows Server 2008 R2 DNS servers
support the ip6.arpa domain namespace for reverse lookups.

( Quick Check

m What feature does Windows Server 2008 R2 DNS introduce that will help
organizations phase out WINS and NetBT?

Quick Check Answer

® The GlobalNames zone

Planning a DNS Infrastructure

As a network professional, you will almost certainly know that, in a dynamic DNS system,
most hosts and servers register their host (A) records automatically, and you can configure
DHCP to create DNS records when it allocates leases. In comparison with former static DNS, in
which records needed to be added manually (unless DNS was integrated with WINS), dynamic
DNS requires very little manual configuration.

As you advance in your chosen profession, you will discover that planning takes up much
of your time, and the exam guide mentions planning tasks carried out and decisions made
by enterprise administrators; therefore, you need to consider the process of planning a DNS
infrastructure.

Planning Name Resolution and Internet Protocol Addressing
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Planning a DNS Namespace

Planning and defining a DNS namespace is typically a task for the enterprise administrator.
You need to know the options available so that you can plan and implement enterprise-level
decisions more efficiently.

If you use a DNS namespace for internal purposes only, the name does not need to con-
form to the standard defined in RFC 1123, "Requirements for Internet Hosts—Application and
Support”; RFC 2181, “Clarifications to the DNS Specification”; and the character set specified in
RFC 2044, "UTF-8, a Transformation Format of Unicode and ISO 10646.” The contoso.internal
namespace you configured in your test network is an example of this type of namespace.

However, when you specify a corporate namespace to be used on the Internet, it needs
to be registered with the appropriate authority and conform to the relevant RFC standards.
Examples of corporate namespaces are treyresearch.net and tailspintoys.com. Most organi-
zations have both a private and a public network. You can implement the DNS namespace
infrastructure by using one of the following schemes:

m Use different (also called broken or discontiguous) namespaces for your external and
internal namespaces, such as contoso.lan and contoso.com. This improves security by
isolating the two namespaces from each other and preventing internal resources from
being exposed directly to the Internet.

A DNS design worthy of consideration uses this discontiguous namespace to repre-
sent the internal network and Active Directory environment and the public-facing
web resources. Use something like contoso.lan and contoso.com, respectively. On the
corporate local area network (LAN), build a DNS server on a domain controller to sup-
port the private enterprise. Add the Active Directory integrated zone for contoso.lan,
and configure it using all the latest and greatest features, like secure, dynamic updates
and replication to appropriate internal DNS servers for load balancing, geographic
distribution, and redundancy. Configure your Active Directory/DNS clients to use a
nearby DNS server that hosts the Active Directory integrated zone for contoso.lan as its
Preferred DNS server, and point to a different, same-site, or next-site DNS server that
hosts contoso.lan as the alternate.

On this same internal DNS server, build a primary DNS zone for the resources that live
in the public contoso.com namespace. In this contoso.com zone, you should disallow
dynamic updates, and you'll need to manually add resource records for each public
host you want the public world to find.

Build a stand-alone (not a member of the contoso.lan Active Directory domain),
file-based DNS server that is connected to the perimeter network (also known as the
DMZ or demilitarized zone). Add a secondary zone for contoso.com, using the internal
contoso.com zone and server as its master. This allows you to administer the public
namespace on your internal DNS server, and makes the exposed, perimeter network
copy of the zone a read-only zone, hardening the public zone against attacks. You
will, of course, need to allow and configure zone transfers from the master to the
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secondary, configure the Notify function for fast updates, and make a point-to-point
allow rule in the internal perimeter network firewall to pass the port 53 zone transfers.

Now the public can access only your intended, public resources, and your internal
Active Directory clients can access all of the Active Directory namespace as well as the
corporation’s public resources.

Use the same corporate namespace for both the internal and external (public-facing)
portions of your network. This configuration is called split-horizon DNS and can
provide secure name resolution to resources on both internal and external networks.
However, you need to ensure that the appropriate zone types and records are being
stored on the internal and external DNS servers and that the security of your internal
network is protected.

Use Active Directory integrated zones on internal DNS servers to support Active
Directory. Use a Primary (file-based) zone on the external, stand-alone DNS server

to support only the public-facing resources. Disallow dynamic updates on the public
DNS zone. Manually add resource records for the public resources to both the internal,
Active Directory—integrated zone and the public zone.

The public DNS server only holds public records. The internal zone holds all Active
Directory records plus the manually added public records. These servers never share
DNS data.

NOTE INTERNAL USERS REQUIRE ACCESS TO EXTERNAL RESOURCES

Using a single corporate namespace presents a challenge when internal users require
name resolution for publicly accessible resources, because the external DNS zone is not
configured to resolve internal resources. This challenge can be overcome by manually
duplicating the external resource records on internal DNS servers for internal clients

to resolve the corporation’s public-facing resources. You can also configure split DNS,
which is described later in this lesson.

m Use delegated namespaces to identify your organization’s internal network. For ex-

ample, Trey Research could have the public namespace treyresearch.net and the private
namespace intranet.treyresearch.net. This fits neatly with Active Directory structure and
is easily implemented if you use Active Directory—integrated DNS. You need to ensure
that internal clients can resolve external namespace addresses but that external clients
cannot resolve internal namespace addresses. All internal domain data is isolated in
the domain tree and requires its own DNS server infrastructure. An internal DNS server
will forward requests for an external namespace address to an external DNS server.
The disadvantage of namespace delegation is that FQDNs can become quite long. The
maximum length of an FQDN is 255 bytes. FQDNs for domain controllers are limited to
155 bytes.
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The Active Directory—integrated zone provides several advantages. Not least of these is
that DNS zone information is automatically replicated with other AD DS information through
distributed file system replication (DFSR). You can implement RODCs that hold authoritative
read-only DNS zones and provide secure local name resolution in branch offices where the
physical security of servers cannot be guaranteed. You can implement secondary DNS zones
on Windows DNS or BIND servers that need not be part of the Active Directory structure. For
example, DNS servers on peripheral zones are frequently stand-alone servers.

How you implement Active Directory on your network plays a critical role in determining
how domains should be created and nested within each other. Your zone structure typically
mirrors your Active Directory domain structure, although this is not compulsory. You can
easily create delegated zones. For example, you could use engineering.tailspintoys.com rather
than tailspintoys.com/engineering.

You can partition your DNS namespace by geographical location, by department, or both.
For example, if Tailspin Toys has several locations but only a single human resources depart-
ment located at the central office, you could use the namespace hr.tailspintoys.com. If Contoso,
Ltd., has a main office in Denver and manufacturing facilities in Boston and Dallas, you could
configure the namespaces denver.contoso.com, boston.contoso.com, and dallas.contoso.com.

Planning DNS Forwarding

A forwarder is an upstream DNS server that typically has access to additional namespaces for
resolution. DNS clients, called resolvers, are configured with the IP address of their preferred
DNS server. Resolvers submit name resolution queries to their preferred DNS server. If the
DNS server cannot perform the resolution itself and is configured with the IP address of a
forwarder, the DNS server will forward the resolution query to the forwarder.

Windows Server 2003 introduced conditional forwarding, described earlier in this lesson,
and this can be used in Windows Server 2008 R2. Because conditional forwarders are mapped
to specific namespaces, a queried namespace is checked against the conditional forwarder
listings before the (standard) forwarder is queried. You should plan to use conditional for-
warders when you need name resolution for namespaces for which the DNS server is not
authoritative and when you know the IP address of a DNS server that is authoritative for that
namespace. This is common in large, geographically dispersed or politically dispersed forests
with many Active Directory domains.

EXAM TIP

Forwarding DNS requests requires the DNS server to be capable of making recursive que-
ries. Exam answers that suggest that you should configure forwarding and disable recur-
sion can be discarded as incorrect.
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A typical DNS forwarding scenario could specify a DNS server that is permitted to forward
queries to DNS servers outside the corporate firewall, like to the Internet service provider’s
(ISP’s) public DNS server. This implementation enables the firewall to be configured to allow
DNS traffic only from this specific internal DNS server and to allow only valid replies back to
the DNS server to enter the protected network. By using this approach, all other DNS traffic—
both inbound and outbound—can be dropped at the firewall. This improves the overall
security of the network and the DNS service.

Planning the Zone Type

Active Directory networks typically use DNS servers installed on domain controllers and

use Active Directory—integrated zones for internal name resolution. In this case, DNS zone
information is held on writable domain controllers in the domain (usually all the writable
domain controllers). This gives the advantages of DFSR, failover, and data redundancy if one
domain controller goes down and increased ability to accept updates through its multimaster
arrangement. Standard primary zones installed on Windows stand-alone servers can be used
where a writable DNS server is required, but access to the Active Directory database is seen
as a security risk; for example, in peripheral zones like the perimeter network. RODCs can be
used when you want the advantages of Active Directory—integrated DNS but cannot guaran-
tee the physical security of your servers, such as in branch offices.

Active Directory—integrated, standard primary, and standard secondary zones can provide
zone information to standard secondary DNS zones. In Windows Server 2008 R2 networks,
secondary DNS zones can be implemented on domain controllers, member servers, stand-
alone servers, and RODCs. Installing a secondary DNS server at a remote location can signifi-
cantly improve the reliability and speed of name resolution at that location. Secondary zone
servers increase redundancy by providing name resolution even if the primary zone server
is unresponsive, and, when resolvers are configured correctly, reduce the load on primary
servers by distributing name resolution requests among more DNS servers. A secondary zone
server does not need to be part of the Active Directory domain (except in the case of domain
controllers and RODCs), and you can install secondary zones on non-Windows servers. You
can also configure secondary zone servers on virtual machines.

¥ Quick Check

m  Which is the name of the record that connects a parent namespace to its child
namespace? (This record type actually contains two resource records, an NS
record and an A record.)

Quick Check Answer

m A glue record
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As a network professional, you have probably configured the aging and scavenging set-
tings for DNS records, configured dynamic updates, specified zone replication scopes, and
configured zone transfers. However, it is one thing to know how to configure these settings. It
is quite another to plan your zones and decide what the optimum settings are for your name
resolution structure. This is a job for the enterprise administrator.

If a large number of stale resource records remain in zones, they take up server disk space
and cause unnecessarily long zone transfers. DNS servers that load zones containing stale
resource records risk using outdated information to answer client queries, potentially caus-
ing name resolution problems. DNS servers and zones can be configured to scavenge stale
resource records within a period of time. In environments in which resource records can
become stale, you need to ensure that you enable the scavenging of these records.

The design of aging and scavenging settings is dependent on your name resolution traf-
fic and on how often your network changes. A network that is reasonably stable, with few
stations being added or removed, can probably be configured with long aging settings and
less-frequent scavenging cycles than can a more dynamic environment. Frequent scavenging
and short aging periods can increase your network traffic.

DNS zones can also be configured to allow or disallow dynamic updates, although it is un-
usual for dynamic updates to be disallowed in modern networks. Active Directory—integrated
zones can also be configured to allow secure dynamic updates only. Secure dynamic updates,
discussed earlier in this lesson, are strongly recommended because they ensure that only
authorized changes are made to DNS data.

NOTE SECURE DYNAMIC UPDATES

Only Active Directory-integrated zones support secure dynamic updates.

When you plan the replication scope of Active Directory—integrated zones, you need to
decide whether the zone should be replicated to all DNS servers in the forest, all DNS servers
in the domain (the default), or all domain controllers in the domain. If you need to broaden
the replication scope, you can configure the zone to replicate to all DNS servers in the forest.
Replicating to all domain controllers in the domain is recommended only if you have Win-
dows 2000 Server domain controllers in your environment.

You can configure the primary name server, the refresh interval, and the minimum default
TTL values for zone resource records in the zone's SOA record. The TTL controls the minimum
amount of time clients, including other DNS servers, cache resource records for the zone. If
your environment is dynamic, with frequent IP address changes, plan to configure the mini-
mum TTL to a low value, such as one day.

When planning DNS zones, you need to specify whether zone transfers are permitted, and,
if so, to which servers. You can configure zone transfers to any server, to the name servers
listed on the Name Servers tab or the zone, or to a specific list of name servers.
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Planning Root Hints

When you install a Windows Server 2008 R2 DNS server that has access to the Internet, the
server is automatically configured with a list of root servers. If a DNS server receives a query
for a DNS zone for which it is not authoritative, the server will send a query to one of the root
servers that initiates a series of iterative queries until the name is resolved. You can use root
hints to prepare servers that are authoritative for nonroot zones so that they can discover
authoritative servers that manage domains at a higher level or in other subtrees of the DNS
domain namespace.

Root hints are essential for servers that are authoritative at lower levels of the namespace
when locating and finding other servers. By default, the DNS Server service implements root
hints by using a file named Cache.dns that normally contains the NS and A resource records
for the Internet root servers. If, however, you are using the DNS Server service on a private
network, you should plan to remove this file to disable your DNS server from querying
Internet name servers, or edit or replace this file with similar records that point to your own
internal root DNS servers.

Planning to Integrate AD DS with an Existing DNS Infrastructure

Many enterprise-level organizations already use one or more Berkeley Internet Name Domain
(BIND) servers. BIND provides name resolution for UNIX systems or Internet name resolution
for internal users. In this case, Active Directory—integrated DNS needs to interoperate with the
BIND DNS infrastructure.

Two options are available within the Windows Server 2008 R2 DNS infrastructure:

m You can use the existing DNS infrastructure to host the DNS zone for AD DS. Poten-
tially, this can reduce hardware requirements and administrative effort. However, this
option can also mean that the DNS infrastructure is supported by a different team
than that which supports AD DS. As an enterprise administrator, one of your tasks is to
rationalize your support organization, and you, or your line manager, might find this
option unacceptable.

® You can deploy Windows Server 2008 R2 DNS to take advantage of the many fine
features like Active Directory integrated zones, zone replication, and secure dynamic
updates. Use forwarders and stub zones to integrate both DNS infrastructures. This
can give you more flexibility for DNS infrastructure design, DNS namespace design,
and DNS administration model. Windows Server 2008 R2 DNS servers can forward any
DNS queries for records hosted on the existing DNS infrastructure to the existing DNS
servers.

Figure 1-6 depicts the forwarding of DNS queries between a Windows Server 2008 R2 DNS
infrastructure and a BIND DNS infrastructure.
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FIGURE 1-6 Forwarding DNS queries

For example, Contoso, Ltd., has an existing BIND-based DNS infrastructure with a DNS
domain name of contoso.com. Contoso plans to deploy a new Windows Server 2008 R2 DNS
infrastructure for AD DS with a DNS domain name of sales.contoso.com. A conditional for-
warding entry for contoso.com has been created on the Windows Server 2008 R2 DNS server
in the sales.contoso.com domain. Delegation records (or glue records) for sales.contoso.com
have been created on a BIND-based DNS server in the contoso.com domain.

When a client in the sales.contoso.com namespace needs to access a UNIX Web server
in the contoso.com namespace, it queries its preferred DNS server in the sales.contoso.com
namespace. This DNS server is not authoritative for the contoso.com zone, but it does have a
conditional forwarding entry for the contoso.com zone. Through the conditional forwarding
entry on the DNS server in the sales.contoso.com namespace, the Windows DNS server con-
tacts the BIND-based DNS server for the contoso.com namespace to retrieve the requested
name resolution for web.contoso.com for the resolver.

Planning the GlobalNames Zone

Historically, DNS resolved only FQDNs. These FQDNs needed a hostname with a domain
component, like webserverl.contoso.com. GlobalNames allows resolution of a hostname only,
much like WINS does in the NetBIOS world, because, by default, hostnames and NetBIOS
names are the same. To plan your GlobalNames zone design, you need to understand the
deployment scenarios in which a GlobalNames zone can be configured. You can deploy a
GlobalNames zone in a single-forest environment or a multiple-forest environment. A single-
forest deployment of a GlobalNames zone allows single-label or hostname resolution through
DNS, using a single Active Directory—integrated GlobalNames zone. A multiple-forest deploy-
ment of a GlobalNames zone allows single-label hostname resolution through DNS, using
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an Active Directory—integrated GlobalNames zone for each forest within the multiple-forest
environment.

You can adapt a single-forest GlobalNames zone deployment to meet an assortment of
single-label hostname resolution requirements in the following ways:

m All domains and client computers in a forest Microsoft recommends this scenario
for organizations that have a single forest and a small number of domains. Single-
label name resolution is provided to all domain-joined client computers in the forest.
In this scenario, you need to ensure that all authoritative DNS servers in the forest
are Windows Server 2008 domain controllers. You then need to create an AD DS—
integrated GlobalNames zone on one DNS server in the forest and replicate this to all
domain controllers in the forest that are DNS servers. You then add CNAME records for
single-label names pointing to the FQDNs of the resource servers.

= A multiple-forest GlobalNames zone This deployment scenario is recommended
for companies that have multiple domains and multiple forests. You can customize a
multiple-forest DNS server to meet diverse single-label name resolution requirements
for all domains and client computers in all forests by ensuring that all authoritative
DNS servers in the forest are Windows Server 2008 domain controller DNS servers. You
also need to ensure that GlobalNames zone functionality has been enabled on each
DNS server in the forest. You create an AD DS-integrated GlobalNames zone on one
DNS server in a forest and replicate the GlobalNames zone to all domain controllers in
the forest that are DNS servers. You then add CNAME records for single-label names
pointing to the FQDN of the resource servers. In each of the other forests, you add SRV
resource records pointing to each remote domain controller DNS server that hosts a
local copy of the GlobalNames zone to the forest-wide _msdcs zone.

m A selected set of DNS servers host the GlobalNames zone Microsoft recommends
this deployment scenario for companies that have multiple domains and multiple
forests but want to limit the GlobalNames zone to a selected set of DNS servers. This
deployment scenario provides single-label name resolution to all client computers in
the forests.

m Selected domains across multiple forests Microsoft recommends this deployment
when you want to deploy a GlobalNames zone in a multiple-forest environment in a
set of selected domains as a pilot program.

Configuring DNS

In this practice, you configure a static IPv6 configuration on the Glasgow domain controller.
You then configure a static AAAA record and an IPv6 reverse lookup zone. Finally, you create
a pointer (PTR) record in the reverse lookup zone for the Glasgow computer.
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EXERCISE 1 Configure IPv6 on the Glasgow Computer

In this exercise, you configure IPv6 on the Glasgow computer (the domain controller). You
need to do this because you create a reverse lookup IPv6 zone and a PTR record for the
Glasgow computer in subsequent exercises. The exercise asks you to log on interactively
to the domain controller. If you want to make this more realistic, you can log on to the
Melbourne client instead and connect to the domain controller through Remote Desktop.

1. Log on at the Glasgow domain controller with the Kim_Akers account.

2. From Control Panel, start Network And Sharing Center. Click Change Adapter Settings.
3. Right-click the network connection to your private network and choose Properties.

4. |If a Universal Access Control (UAC) dialog box appears, click Continue to close it.

5. Select Internet Protocol Version 6 (TCP/IPv6) and click Properties.

6. Configure the static site-local IPv6 address fec0:0:0:fffe::1.

7. Configure the preferred DNS server address fec0:0:0:fffe::1. The Properties dialog box
should look similar to Figure 1-7.

Internet Protocol ¥ersion 6 {TCP/IP¥6) Properties EHE
General |

‘fou can get IPvE settings assigned automatically if your network supports this capability.
Otherwise, vou need to ask your network administrator For the appropriate IPvG settings,

" Obtain an IPvE address aukomatically
¥ Lse the following IPvé address:

IPve address: I fecOi0i0:fffe::1
Subnet prefix length: I 64

Default gateway: I

€ Obtain DRS server address autamatizally:

—{* Use the following DNS server addresses:

Preferred DMS server: | fecD:0:0:fffa::1

Alternate DMS server: I

Advanced... |
Ok I Cancel |

FIGURE 1-7 IPv6 configuration on the domain controller

8. Click OK. Close the Local Area Connections Properties dialog box.
9. Close the Network Connections window.

10. Close Network And Sharing Center.
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NOTE VIRTUAL MACHINES

If you are using a virtual machine to implement your server and client on the same
computer, it is a good idea to close your virtual machine and restart your computer
after configuring interfaces.

EXERCISE 2 Configure an AAAA Record

The stand-alone server Brisbane has an operating system that cannot register in Windows
Server 2008 R2 DNS. Therefore, you need to create a manual AAAA record for this server. Its
IPv6 address is fec0:0:0:fffe::aa. Note that you can create an AAAA record for this server even
though it does not currently exist on your network.

1.
2.

If necessary, log on to the Glasgow domain controller with the Kim_Akers account.
In Administrative Tools, open DNS Manager.
If a UAC dialog box appears, click Continue.

In DNS Manager, expand Forward Lookup Zones. Right-click contoso.internal and
choose New Host (A or AAAA).

Enter the server name and IPv6 address as shown in Figure 1-8. Ensure that the Create
associated pointer (PTR) Record check box is not selected.

hewhost x|

Mame {uses parent domain name if blank):

I Brishane

Fully qualified damain name (FQDM):

I Brisbane, contoso.internal,

IF address:
I Fech:0:0:fffe: as|

[™ Create associated pointer (PTR) record

[~ allow any authenticated user ko update DMS records with the
SaMme owner name

Add Host | Cancel |

FIGURE 1-8 Specifying a DNS host record

Click Add Host. Click OK to clear the DNS message box.
Click Done. Ensure that the new record exists in DNS Manager.

Close DNS Manager.
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EXERCISE 3 Configure a Reverse Lookup IPv6 Zone

In this exercise, you create an IPv6 reverse lookup zone for all site-local IPv6 addresses—that
is, addresses starting with fecO. You will then create a PTR record in the zone. Note that in
IPv6, reverse lookup zone addresses are entered as reverse-order 4-bit nibbles, so fecO be-
comes 0.cef.

1. If necessary, log on to the domain controller with the Kim_Akers account.
2. Click Start, right-click Command Prompt, and choose Run As Administrator.
3. If a UAC dialog box appears, click Continue.

4. Enter dnscmdglasgow /ZoneAdd 0.c.e.f.ip6.arpa /DsPrimary. Close the command
console.

5. In Administrative Tools, open DNS Manager. If a UAC dialog box appears, click
Continue.

6. Expand Forward Lookup Zones. Select contoso.internal.

7. Right-click the AAAA record for Glasgow, and then choose Properties.

8. Select the Update Associated Pointer (PTR) Record check box. Click OK.

9. Expand Reverse Lookup Zones and select 0.c.e.f.ip6.arpa. Ensure that the PTR record

for Glasgow exists, as shown in Figure 1-9.

& DNS Manager = ol x|

Fle Action Yiew Help

es|aElHe= lmld8s

—_—
& ohs Hame [ Type [ Data
B eLaseow ] (same as parent folder) Start of Authority (5., [1], dlasgom.contosa.internal,

=[] Forward Logkup Zones | (same as parent Folder) Hame Server (NS) glasgow. conteso.internal.

| _msdes.contoso.intern: | | fcn;0000:0000:FFe: NO00:0000:0000; | Painter (PTR) glasgow.contoso.internal
contoso.inkernal

everss Lookup Zones
| Duc.e.fuip.arpa
* Conditional Forwarders
Global Logs

« | | o

FIGURE 1-9 The PTR record for Glasgow

10. Log off from the domain controller.

Lesson Summary

m The DNS Server role in Windows Server 2008 R2 complies with all current standards
and can work successfully with most other DNS server implementations.

= Windows Server 2008 R2 DNS is dynamic and typically requires very little static con-
figuration. You can use the DNS Manager GUI or command-line tools such as dnscmd,
nslookup, ipconfig, and netsh to configure and manage DNS.
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m New Windows Server 2008 R2 DNS functions include background zone loading, sup-
port for RODCs, and the GlobalNames DNS zone. Windows Server 2008 R2 DNS fully
supports IPv6 forward lookup and reverse lookup zones.

m WINS resolves NetBIOS names to IP addresses. Windows Server 2008 R2 supports
WINS to provide support for previous networks. The GlobalNames DNS zone provides
single-label name resolution for large enterprise networks that do not deploy WINS.

Lesson Review

Use the following questions to test your knowledge of the information in Lesson 1, "Planning
Name Resolution.” The questions are also available on the companion CD if you prefer to
review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct or incor-
rect are located in the “Answers” section at the end of the book.

1. Which WINS topology uses a distributed WINS design with multiple WINS servers or
clusters deployed across the enterprise, with each server or cluster replicating with
every other WINS server or cluster?

A. Centralized WINS topology
B. Full mesh WINS topology
C. Ring WINS topology
D. Hub and spoke WINS topology
2. Which DNS record enables you to specify refresh interval and TTL settings?
A. SOA
B. NS
C. SRV
D. CNAME
3. Which command enables a DNS server to support GlobalNames zones?
A. dnscmd /createdirectorypartition
B. dnscmd /enlistdirectorypartition
C. dnscmd /config
D. dnscmd /createbuiltindirectorypartitions

4. You want to list all the DNS records in the adatum.internal domain. You connect
to the Edinburgh.adatum.internal DNS server by using Remote Desktop and open
the command console. You type nslookup. At the nslookup> prompt, you type
Is -d adatum.internal. An error message tells you that zone data cannot be loaded to
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that computer. You know all the DNS records in the domain exist on Edinburgh. Why
weren't they displayed?

A. You have not configured the adatum.internal forward lookup zone to allow zone
transfers.

B. You need to run the command console as an administrator to use nslookup.

C. You should have typed nslookupls —-d adatum.internal directly from the com-
mand prompt. You cannot use the /s function from the nslookup> prompt.

D. You need to log on to the DNS server interactively to use nslookup. You cannot use
it over a Remote Desktop connection.

A user tries to access the company internal website from a client computer but can-
not do so because of a network problem. You fix the network problem, but the user
still cannot reach the website, although she can reach other websites. Users on other
client computers have no problem reaching the internal website. How can you quickly
resolve the situation?

A. Create a static host record for your local web server in DNS.
B. Run ipconfig /flushdns on the primary DNS server.

C. Run ipconfig /registerdns on the user’s computer.

D. Run ipconfig /flushdns on the user’'s computer.

You are planning the deployment of DNSSEC in your Active Directory environment.
You plan to control the DNS client’s behavior with respect to DNSSEC using the Name
Resolution Policy Table (NRPT). What utility do you use to configure the NRPT?

A. Notepad.exe to create an .inifile
B. Group Policy object editor
C. netsh commands in logon scripts

D. ipconfig commands in startup scripts
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Lesson 2: Planning Internet Protocol Addressing

As an experienced network professional, you are familiar with IPv4 addresses. You know that
the private IP address ranges are 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16 and that the
Automatic Private IP Addressing (APIPA) range is 169.254.0.0/16. You are aware that Network
Address Translation (NAT) typically enables you to use relatively few public IP addresses to en-
able Internet access to many internal clients with private IP addresses. You are able to identify
Class A, B, and C networks, but you are also aware that most modern network design uses
Classless Interdomain Routing (CIDR). You know that Class D addresses (224.0.0.0/4) are used
for multicasting.

You know that DHCP can allocate IPv4 addresses, subnet masks, default gateways, DNS
and WINS servers, and many other settings and that APIPA can automatically configure IPv4
addresses for use in an isolated private network. You are aware that three DHCP infrastructure
models exist: the centralized DHCP infrastructure model, the decentralized DHCP infrastruc-
ture model, and the combined DHCP infrastructure model. You know that DHCP works with
DNS so that host and (if appropriate) PTR records are added to DNS zones when DHCP al-
locates IP addresses.

You might be less familiar with the IPv6 infrastructure, the advantages of IPv6, the types
of IPv6 addresses, the operation of DHCPv6 and how to set up a DHCPv6 scope, and how to
install the Windows Server 2008 R2 DHCP server role. Several new services in Windows Server
2008 R2 rely on IPv6, like HomeGroup or DirectAccess, and you can plan on more to follow.
As IPv6 usage increases, you need to be aware of IPv4-to-IPv6 transition strategies and IPv4
and IPv6 interoperability, particularly the use of Teredo addresses. This lesson looks at IPv6,
DHCPv6, transition strategy, and interoperability. Note that the objectives of the 70-646 and
70-647 exams are very similar for this topic. If you studied IPv6 for the 70-646 exam, please
treat this lesson as review.

After this lesson, you will be able to:

= |dentify the various types of IPv6 addresses and explain their uses.
= Describe the advantages of IPv6 and how these are achieved.

= |dentify IPv6 addresses that can be routed on the IPv4 Internet.

= Recommend an appropriate IPv4-to-IPv6 transition strategy.

= Implement IPv4 and IPv6 interoperability.

= Use IPv6 tools.

= Configure DHCPV6 scopes.

Estimated lesson time: 55 minutes
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lan McLean

S ometimes | wonder whether NAT and CIDR did us any good in the long run.

They solved a problem. IPv4 address space exhaustion was suddenly no longer
an issue. (It will be again.) We were granted breathing space to transition to IPv6.
There was and still is a huge amount of money invested in the IPv4 intranet, and
there would have been severe problems had we suddenly found that no addresses
were left. Many of us sighed with relief.

However, the other problems haven’t gone away. Backbone routers still host huge
route tables. Quality of service remains problematic when traffic is encrypted. End-
to-end security is not ensured.

Had we seen NAT and CIDR for the temporary fixes they are and implemented a
controlled but steady IPv6 transition, things would all have been well. Alas, it is only
now, years after the crisis loomed, that operating systems such as Windows Server
2008 R2, Windows 7, and Windows Vista that support IPv6 by default are being re-
leased. The acronym WYKIWYL (what you know is what you like) reigned supreme.
We were happy with IPv4. Why worry about that nasty IPv6 thing? Some even grew
to love NAT, seeing it as a security enhancement. (That’s an argument | won't go
into.)

IPv6 is coming, and we can't afford to ignore it. We need it too much. Sometimes
I'm reminded of the argument that the airplane would never catch on. It frightened
the horses.

Analyzing the IPv6 Address Structure

IPv4 and IPv6 addresses can be readily distinguished. An IPv4 address uses 32 bits, resulting
in an address space of just over 4 billion. An IPv6 address uses 128 bits, resulting in an address
space of 2%, or 340,282,366,920,938,463,463,374,607,431,768,211,456—a number too large
to comprehend. This represents 6.5 x 223 or 54,525,952 addresses for every square meter of
the earth’s surface. In practice, the IPv6 address space allows for multiple levels of subnet-
ting and address allocation between the Internet backbone and individual subnets within an
organization. The vastly increased address space available enables users to allocate not one
but several unique IPv6 addresses to a network entity, with each address being used for a dif-
ferent purpose. This section describes the IPv6 address syntax and the various classes of IPv6
address.
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MORE INFO INTERNET PROTOCOL VERSION 6

For more information about the Microsoft implementation of IPv6, see http://technet
.microsoft.com/en-us/network/bb530961.aspx.

IPv6 Address Syntax

The IPv6 128-bit address is divided at 16-bit boundaries, and each 16-bit block is converted
to a four-digit hexadecimal number. Colons are used as separators. This representation is
called colon-hexadecimal.

Global unicast IPv6 addresses are equivalent to IPv4 public unicast addresses. To illustrate
IPv6 address syntax, consider the following IPv6 global unicast address:

21c¢d:0053:0000:0000:03ad:003f:af37:8d62

IPv6 representation can be simplified by removing the leading zeros within each 16-bit

block. However, each block must have at least a single digit. With leading zero suppression,
the address representation becomes:

21cd:53:0:0:3ad:3f:af37:8d62

A contiguous sequence of 16-bit blocks set to 0 in the colon-hexadecimal format can be
compressed to :. Thus, the previous example address could be written:

21cd:53:3ad:3f:af37:8d62

Some types of addresses contain long sequences of zeros and thus provide good examples

of when to use this notation. For example, the multicast address ff05:0:0:0:0:0:0:2 can be
compressed to ff05::2.

IPv6 Address Prefixes

The prefix is the part of the address that indicates either the bits that have fixed values

or the network identifier bits. IPv6 prefixes are expressed in the same way as CIDR IPv4
notation, or slash notation. For example, 21cd:53::/64 is the subnet on which the address
21cd:53::23ad:3f:af37:8d62 is located. In this case, the first 64 bits of the address are the net-
work prefix. An IPv6 subnet prefix (or subnet ID) is assigned to a single link. Multiple subnet
IDs can be assigned to the same link. This technique is called multinetting.

NOTE 1PV6 DOES NOT USE DOTTED DECIMAL NOTATION IN SUBNET MASKS

Only prefix-length notation is supported in IPv6. IPv4 dotted decimal subnet mask repre-
sentation (such as 255.255.255.0) has no direct equivalent in IPv6.

IPv6 Address Types

The three types of IPv6 address are unicast, multicast, and anycast.
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m Unicast Identifies a single interface within the scope of the unicast address type.

Packets addressed to a unicast address are delivered to a single interface. RFC 2373 al-
lows multiple interfaces to use the same address, provided that these interfaces appear
as a single interface to the IPv6 implementation on the host. This accommodates load
balancing and fault tolerance on systems.

Multicast Identifies multiple interfaces. Packets addressed to a multicast address are
delivered to all interfaces that are identified by the address.

m Anycast Identifies multiple interfaces. Packets addressed to an anycast address are

delivered to the nearest interface identified by the address. The nearest interface is the
closest in terms of routing distance, or number of hops. An anycast address is used for
one-to-one-of-many communication, with delivery to a single interface. Anycast ad-
dresses are used to provide high availability for services that provide access to repli-
cated data, like DNS.

MORE INFO 1PV6 ADDRESSING ARCHITECTURE

For more information about IPv6 address structure and architecture, see RFC 2373 at
http://www.ietf.org/rfc/rfc2373.txt.

NOTE INTERFACES AND NODES

IPv6 addresses identify interfaces rather than nodes. A node is identified by any unicast

address that is assigned to one of its interfaces.

IPv6 Unicast Addresses

IPv6 supports the following types of unicast address:

Global

Link-local
Site-local/unique-local
Special

Network Service Access Point (NSAP) and Internetwork Packet Exchange (IPX) mapped
addresses

Global Unicast Addresses

Global unicast addresses are the IPv6 equivalent of IPv4 public addresses and are globally
routable and reachable on the Internet. These addresses can be aggregated to produce an
efficient routing infrastructure and are, therefore, sometimes known as aggregatable global
unicast addresses. An aggregatable global unicast address is unique across the entire Internet.
(The region over which an IP address is unique is called the scope of the address.)
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The Format Prefix (FP) of a global unicast address is held in the three most significant bits,
which are always 001. The next 13 bits are allocated by the Internet Assigned Numbers Au-
thority (IANA) and are known as the top-level aggregator (TLA). IANA allocates TLAs to local
Internet registries, which, in turn, allocate individual TLAs to large ISPs. The next 8 bits of the
address are reserved for future expansion. This represents the first 24 bits of the IPv6 address.

The next 24 bits of the address contain the next-level aggregator (NLA). This identifies a
specific customer site. The NLA enables an ISP to create multiple levels of addressing hier-
archy within a network. The next 16 bits contain the site-level aggregator, which is used to
organize addressing and routing for downstream ISPs and to identify sites or subnets within a
site. The first half, or 64 bits of the IPv6 address, is now spoken for.

The next 64 bits identify the interface within a subnet. This is the 64-bit Extended Unique
Identifier (EUI-64) address, as defined by the Institute of Electrical and Electronics Engineers
(IEEE). EUI-64 addresses are either assigned directly to network adapter cards or derived from
the 48-bit Media Access Control (MAC) address of a network adapter, as defined by the IEEE
802 standard. Put simply, the interface identity is provided by the network adapter hardware.

Privacy Extensions for Stateless Address Autoconfiguration
in IPv6

C oncerns have been expressed that deriving an interface identity (ID) directly
from computer hardware could enable the itinerary of a laptop and, hence,
that of its owner to be tracked. This raises privacy issues, and future systems might
allocate interface IDs differently.

RFC 3041 and RFC 4941 address this problem. For more information, see http://
www.ietf.org/rfc/rfc3041.txt and http://www.ietf.org/rfc/rfc4191.txt.

To summarize, the FP, TLA, reserved bits, and NLA identify the public topology; the site-
level aggregator identifies the site topology; and the ID identifies the interface. Figure 1-10
illustrates the structure of an aggregatable global unicast address.

3 bits| 13 bits 8 bits 24 bits 16 bits 64 bits
(FP)
001 TLAID Res NLAID SLAID Interface ID

FIGURE 1-10 Global unicast address structure
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MORE INFO GLOBAL UNICAST ADDRESS FORMAT

For more information about aggregatable global unicast addresses, see RFC 2374 at http://
www.ietf.org/rfc/rfc2374.txt.

EXAM TIP

You need to know that an aggregatable global unicast address is the IPv6 equivalent of an
IPv4 public unicast address. You should be able to identify a global unicast address from
the value of its three most significant bits. Knowing the various components of the address
helps you understand how IPv6 addressing works, but the 70-647 exam is unlikely to test
this knowledge in the depth of detail provided by the RFCs.

LINK-LOCAL ADDRESSES

Link-local IPv6 addresses are equivalent to IPv4 addresses that are autoconfigured through
APIPA and use the 169.254.0.0/16 prefix. You can identify a link-local address by an FP of
1111 1110 1000, which is followed by 52 zeros. (Link-local addresses always begin with fe80.)
Nodes use link-local addresses when communicating with neighboring nodes on the same
link. The scope of a link-local address is the local link. A link-local address is required for
Neighbor Discovery (ND) and is always automatically configured, even if no other unicast ad-
dress is allocated.

SITE-LOCAL/UNIQUE-LOCAL ADDRESSES

Site-local IPv6 addresses are equivalent to the IPv4 private address space (10.0.0.0/8,
172.16.0.0/12, and 192.168.0.0/16). Private intranets that do not have a direct, routed connec-
tion to the Internet can use site-local addresses without conflicting with aggregatable global
unicast addresses. The scope of a site-local address is the site (or organization internetwork).

NOTE UNIQUE-LOCAL IPV6 ADDRESSES REPLACE THE DEPRECATED SITE-LOCAL IPV6
ADDRESSES

RFC 3879 (September 2004) deprecates the use of site-local IPv6 address space beginning
with fec0::/10. RFC 4193 (October 2005) defines unique-local IPv6 addresses for private
network use. Unique-local IPv6 addresses begin with the prefix fc00::/7. Windows Server
2008 R2 supports the use of site-local and unique-local IPv6 addresses.

See http://www.faqs.org/rfcs/rfc3879.html and http://www.faqs.org/rfcs/rfc4193.html for
more detail on the proper use of private IPv6 addresses. Also see Microsoft’'s download
“Introduction to IP version 6,” updated January 2008, named IPv6.doc, available at http://
www.microsoft.com/downloads/en/details.aspx?familyid=CBCOB8A3-B6A4-4952-BBE6
-D976624C257C&displaylang=en.

Site-local addresses can be allocated by using stateful address configuration, such as
from a DHCPvV6 scope. A host uses stateful address configuration when it receives router
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advertisement messages that do not include address prefixes. A host will also use a stateful
address configuration protocol when no routers are present on the local link.

Site-local addresses can also be configured through stateless address configuration. This is
based on router advertisement messages that include stateless address prefixes and require
that hosts do not use a stateful address configuration protocol.

Alternatively, address configuration can use a combination of stateless and stateful con-
figuration. This occurs when router advertisement messages include stateless address prefixes
but require that hosts use a stateful address configuration protocol.

MORE INFO 1PV6 ADDRESS AUTOCONFIGURATION

For more information about how IPv6 addresses are configured, see http://technet
.microsoft.com/en-us/magazine/2007.08.cableguy.aspx. Although the article is titled “IPv6
Autoconfiguration in Windows Vista,” it also covers Windows Server 2008 autoconfigura-
tion and describes the differences between autoconfiguration on a client and on a server
operating system.

Site-local addresses begin with fec0 followed by 32 zeros and then by a 16-bit subnet
identifier that you can use to create subnets within your organization. The 64-bit Interface ID
field identifies a specific interface on a subnet.

The command ipconfig /all shows link-local and site-local addresses (for DNS servers)
configured on interfaces on the Windows Server 2008 domain controller Glasgow. No global
addresses exist in the configuration because domain controllers should never be exposed
directly to the Internet. The IPv6 addresses on your test computer will probably be different.
The Glasgow domain controller has a virtual interface to the virtual machine that hosts the
Melbourne client.

Link-Local and Site-Local/Unique-Local Addresses

You can implement IPv6 connectivity between hosts on an isolated subnet by us-
ing link-local (fe80::) addresses. However, you cannot assign link-local addresses
to router interfaces (default gateways), and you cannot route from one subnet to
another if only link-local addresses are used. DNS servers cannot use only link-

local addresses. If you use link-local addresses, you need to specify their interface
IDs—that is, the number after the % symbol at the end of the address. Link-local
addresses are not dynamically registered in Windows Server 2008 DNS.

For these reasons, site-local (fec0::) or unique-local (fc00::) addresses are typically
used on the subnets of a private network to implement IPv6 connectivity over the
network. If every device on the network has its own global address (a stated aim
of IPv6 implementation), global addresses can route between internal subnets, to
peripheral zones, and to the Internet.
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SPECIAL ADDRESSES

Two special IPv6 addresses exist—the unspecified address and the loopback address. The
unspecified address 0:0:0:0:0:0:0:0 (or ::) indicates the absence of an address and is equivalent
to the IPv4 unspecified address 0.0.0.0. It is typically used as a source address for packets at-
tempting to verify whether a tentative address is unique. It is never assigned to an interface or
used as a destination address. The loopback address 0:0:0:0:0:0:0:1 (or ::1) identifies a loop-
back interface and is equivalent to the IPv4 loopback address 127.0.0.1.

NSAP AND IPX ADDRESSES

NSAP addresses are identifying labels for network endpoints used in Open Systems
Interconnection (OSI) networking. They are used to specify a piece of equipment connected
to an Asynchronous Transfer Mode (ATM) network. IPX is no longer widely used because
modern Novell Netware networks support TCP/IP. IPv6 addresses with an FP of 0000001 map
to NSAP addresses. IPv6 addresses with an FP of 0000010 map to IPX addresses.

EXAM TIP
The 70-647 exam is unlikely to include questions about NSAP or IPX mapping.

IPv6 Multicast Addresses

IPv6 multicast addresses enable an IPv6 packet to be sent to a number of hosts, all of which
have the same multicast address. They have an FP of 11111111. (They always start with ff.)
Subsequent fields specify flags, scope, and group ID, as shown in Figure 1-11.

8 bits 4 bits 4 bits 112 bits
(FP)
11111111 Flags Scope Group ID

FIGURE 1-11 Multicast address structure

The flags field holds the flag settings. Initially, the only flag defined is the Transient (T) flag
that uses the low-order field bit (bit number 12). If this flag is set to 0, the multicast address
is well known—in other words, it is permanently assigned and has been allocated by IANA. If
the flag is set to 1, the multicast address is transient.

Additionally, two new flags are available: the R flag and the P flag (bits number 10 and 11,
respectively). When the R flag = 1, this signals a multicast address that embeds the address
on the rendezvous point (Embedded RP). The P flag, when set to 1, signals that the multi-
cast source's unicast prefix is included in the multicast group address. This defines a globally
unique Group Address. If the R flag is set to 1, then the P and T flags must be set to 1 as well;
for example, 1111 1111 0111. With R = 1, the P or T flags set to zero are undefined.
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NOTE EMBEDDED RENDEZVOUS POINT FLAGGING

See http://www.faqgs.org/rfcs/rfc3306.html and http://www.faqs.org/rfcs/rfc3956.html for
more detail on Embedded Rendezvous Point Flagging in IPv6.

( Quick Check
m  Which type of address is fc00:0:0:eadf::1ff?
Quick Check Answer

®m  Unicast unique-local

The scope field indicates the scope of the IPv6 internetwork for which the multicast traffic
is intended. Routers use the multicast scope, together with information provided by multicast
routing protocols, to determine whether multicast traffic can be forwarded. For example, traf-
fic with the multicast address ff02::2 has a link-local scope and is never forwarded beyond the
local link. Table 1-1 lists the assigned scope field values.

TABLE 1-1 Scope Field Values

0 Reserved
Node-local scope
Link-local scope
Site-local scope
Organization-local scope

Global scope

M  m oo Ul N

Reserved

The group ID represents the multicast group and is unique within the scope. Permanently
assigned group IDs are independent of the scope. Transient group IDs are relevant only to
a specific scope. Multicast addresses from ff01:: through ffOf:: are reserved, well-known ad-
dresses.

In theory, 2112 group IDs are available. In practice, because of the way that IPv6 multicast
addresses are mapped to Ethernet multicast MAC addresses, RFC 2373, “IP Version 6 Address-
ing Architecture,” recommends assigning the group ID from the low-order 32 bits of the IPv6
multicast address and setting the remaining original group ID bits to zero. In this way, each
group ID maps to a unique Ethernet multicast MAC address.
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MORE INFO ASSIGNING GROUP IDS

For more information about assigning group IDs, see http://www.ietf.org/rfc/rfc2373.txt.

THE SOLICITED-NODE MULTICAST ADDRESS

The solicited-node multicast address facilitates the querying of network nodes during address
resolution. IPv6 uses the ND message to resolve a link-local IPv6 address to a node MAC ad-
dress. Rather than use the local-link scope all-nodes multicast address (which would be pro-
cessed by all nodes on the local link) as the neighbor solicitation message destination, IPv6
uses the solicited-node multicast address. This address comprises the prefix ff02::1:ff00:0/104
and the last 24 bits of the IPv6 address that is being resolved.

For example, if a node has the link-local address fe80::6b:28c:16d2:c97, the corresponding
solicited-node address is ff02::1:ffd2:c97.

The result of using the solicited-node multicast address is that address resolution uses a
mechanism that is not processed by all network nodes. Because of the relationship between
the MAC address, the Interface ID, and the solicited-node address, the solicited-node address
acts as a pseudo-unicast address for efficient address resolution.

IPv6 Anycast Addresses

An anycast address is assigned to interfaces on multiple hosts on the network. Packets sent

to an anycast address are forwarded by the routing infrastructure to the nearest of these in-
terfaces. The routing infrastructure must be aware of the interfaces that are assigned anycast
addresses and their distance in terms of routing metrics. Currently, anycast addresses are used
only as destination addresses and are assigned only to routers and several of the Internet’s
DNS root servers. Anycast addresses are assigned from the unicast address space, and the
scope of an anycast address is the scope of the unicast address type from which the anycast
address is assigned.

The objective of anycast addresses (although not yet fully implemented) is that an anycast
address gets assigned to interfaces on different servers that provide the same service. These
servers can reside on different subnets. When a client needs a service, the client sends its
request for service to the anycast address for that service. The anycast packet gets routed to
the nearest server with that anycast address. Any of the servers with the same anycast address
could have responded, but IPv6 tunes itself in this manner to optimize efficiency.

THE SUBNET-ROUTER ANYCAST ADDRESS

The subnet-router anycast address is created from the subnet prefix for a given interface. In a
subnet-router anycast address, the bits in the subnet prefix retain their current values and the
remaining bits are set to zero.

All router interfaces attached to a subnet are assigned the subnet-router anycast address
for that subnet. The subnet-router anycast address is used for communication with one of
multiple routers that are attached to a remote subnet.
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¥ Quick Check

B A node has the link-local address fe80::aa:cdfe:aaa4:cab7. What is its corre-

sponding solicited-node address?

Quick Check Answer

m ff02::1:ffad:cab7 (the prefix ff02::1:ff00:0/104 and the last 24 bits of the link-
local address, which are a4:cab7)

Investigating the Advantages of IPv6

IPv6 was designed to overcome the limitations of IPv4. This section lists the advantages that
IPv6 has over its predecessor.

Increased Address Space

In retrospect, the 32-bit structure that IPv4 uses was not sufficient for an addressing structure.
IPv6 offers 128 bits. This gives enough addresses for every device that requires one to have a
unique public IPv6 address. In addition, the 64-bit host portion (interface ID) of an IPv6 ad-
dress can be automatically generated from the network adapter hardware.

Automatic Address Configuration

Typically, IPv4 is configured either manually or by using DHCP. Automatic configuration (auto-
configuration) through APIPA is available for isolated subnets that are not routed to other
networks. IPv6 deals with the need for simpler and more automatic address configuration

by supporting both stateful and stateless address configuration. Stateful configuration uses
DHCPv6. If stateless address configuration is used, hosts on a link automatically configure
themselves with IPv6 addresses for the link and (optionally) with addresses that are derived
from prefixes advertised by local routers. You can also configure a stateless DHCPv6 configu-
ration that does not assign addresses to hosts but can assign settings to (for example) DNS
servers, the domain names of which are not included in the router advertisements.

Network-Level Security

Private communication over the Internet requires encryption to protect data from being
viewed or modified in transit. IPsec provides this facility, but its use is optional in IPv4. IPv6
makes IPsec mandatory. This provides a standards-based solution for network security needs
and improves interoperability among different IPv6 implementations.
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Real-Time Data Delivery

Quality of service (QoS) exists in IPv4, and bandwidth can be guaranteed for real-time traffic
(such as video and audio transmissions) over a network. However, IPv4 real-time traffic sup-
port relies on the Type of Service (ToS) field and the identification of the payload, typically
using a User Datagram Protocol (UDP) or Transmission Control Protocol (TCP) port.

The IPv4 ToS field has limited functionality, and payload identification using a TCP port
and a UDP port is not possible when an IPv4 packet payload is encrypted. Payload identifica-
tion is included in the Flow Label field of the IPv6 header, so payload encryption does not
affect QoS operation.

¥ Quick Check

1. How many bits are in an IPv4 address?

2. How many bits are in an IPv6 address?

Quick Check Answers
1. 32
2. 128

Routing Table Size

The IPv6 global addresses used on the Internet are designed to create an efficient, hierarchi-
cal, and summarizable routing infrastructure based on the common occurrence of multiple
levels of ISPs. On the Internet, backbone routers have greatly reduced routing tables that use
route aggregation and correspond to the routing infrastructure of top-level aggregators.

Route Aggregation

R oute aggregation provides for routing of traffic for networks with smaller
prefixes to networks with larger prefixes. In other words, it permits a number

of contiguous address blocks to be combined and summarized as a larger ad-

dress block. Route aggregation reduces the number of advertised routes on large
networks. When an ISP breaks its network into smaller subnets to provide service to
smaller providers, it needs to advertise the route only to its main supernet for traffic
to be sent to smaller providers.

Route aggregation is used when a large ISP has a contiguous range of IP addresses
to manage. IP addresses (IPv4 or IPv6) that are capable of summarization are
termed aggregatable addresses.
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Header Size and Extension Headers

IPv4 and IPv6 headers are not compatible, and a host or router must use both IPv4 and IPv6
implementations to recognize and process both header formats. Therefore, the IPv6 header
was designed to be as small as was practical. Nonessential and optional fields are moved to
extension headers placed after the IPv6 header. As a result, the IPv6 header is only twice as
large as the IPv4 header, and the size of IPv6 extension headers is constrained only by the size
of the IPv6 packet.

Removal of Broadcast Traffic

IPv4 relies on Address Resolution Protocol (ARP) broadcasts to resolve IP addresses to the
MAC addresses of network interface cards (NICs). Broadcasts increase network traffic and are
inefficient because every host processes them.

The ND protocol for IPv6 uses a series of Internet Control Message Protocol for IPv6 (IC-
MPv6) messages that manage the interaction of nodes on the same link (neighboring nodes).
ND replaces ARP broadcasts, ICMPv4 router discovery, and ICMPv4 Redirect messages with
efficient multicast and unicast ND messages.

Implementing IPv4-to-IPv6 Compatibility

In addition to the various types of addresses described earlier in this lesson, IPv6 provides the
following types of compatibility addresses to aid migration from IPv4 to IPv6 and to imple-
ment transition technologies.

IPv4-Compatible Address

The IPv4-compatible address 0:0:0:0:0:0:w.x.y.z (or ::w.x.y.z) is used by dual-stack nodes that
are communicating with IPv6 over an IPv4 infrastructure. The last four octets (w.x.y.z) repre-
sent the dotted decimal representation of an IPv4 address. Dual-stack nodes are nodes with
both IPv4 and IPv6 protocols. When the IPv4-compatible address is used as an IPv6 destina-
tion, the IPv6 traffic is automatically encapsulated with an IPv4 header and sent to the desti-
nation using the IPv4 infrastructure.

IPv4-Mapped Address

The IPv4-mapped address 0:0:0:0:0:ffff:w.x.y.z (or :fffff:w.x.y.z) is used to represent an IPv4-
only node to an IPv6 node and, hence, to map IPv4 devices that are not compatible with IPv6
into the IPv6 address space. The IPv4-mapped address is never used as the source or destina-
tion address of an IPv6 packet.

Planning Name Resolution and Internet Protocol Addressing



Teredo Address

Teredo is an IPv6-within-IPv4 tunneling protocol. It is intended to tunnel the IPv6 packets
within IPv4 to allow IPv6 systems to communicate with other IPv6 systems through a NAT
server. In Windows Server 2008 R2 and Windows 7, the Teredo client is enabled but inactive
by default and must be configured for proper functionality.

MORE INFO TEREDO IMPLEMENTATION

For more information about implementing Teredo on Windows Server 2008 R2 and on
Windows 7, see http://technet.microsoft.com/en-us/library/ee126159(WS.10).aspx.

A Teredo address consists of a 32-bit Teredo prefix. In Windows Server 2008 R2 (as well as
Windows Vista and Windows 7), this is 2001::/32. The prefix is followed by the IPv4 (32-bit)
public address of the Teredo server that assisted in the configuration of the address. The next
16 bits are reserved for Teredo flags. Currently, only the highest-ordered flag bit is defined.
This is the cone flag and is set when the NAT device connected to the Internet is a cone NAT.
A cone NAT stores the mapping between an internal address and port number and the public
address and port number.

NOTE WINDOWS XP AND WINDOWS SERVER 2003

In Windows XP and Windows Server 2003, the Teredo prefix was originally 3ffe:831f::/32.
Computers running Windows XP and Windows Server 2003 use the 2001::/32 Teredo prefix
when updated with Microsoft Security Bulletin MS06-064.

The next 16 bits store an obscured version of the external UDP port that corresponds to all
Teredo traffic for the Teredo client interface. When a Teredo client sends its initial packet to a
Teredo server, NAT maps the source UDP port of the packet to a different, external UDP port.
All Teredo traffic for the host interface uses the same external, mapped UDP port. The value
representing this external port is masked or obscured by XORing it with Oxffff. Obscuring the
external port prevents NATs from translating it within the payload of packets that are being
forwarded.

The final 32 bits store an obscured version of the external IPv4 address that corresponds
to all Teredo traffic for the Teredo client interface. The external address is obscured by
XORing the external address with Oxffffffff. As with the UDP port, this prevents NAT de-
vices from translating the external IPv4 address within the payload of packets that are being
forwarded. For example, the obscured version of the public IPv4 address 131.107.0.1 in
colon-hexadecimal format is 7c94:fffe. (131.107.0.1 equals 0x836b0001 in hexadecimal, and
0x836b0001 XOR Oxffffffff equals 0x7c94fffe.) Obscuring the external address prevents NAT
devices from translating it within the payload of the packets that are being forwarded. You
can perform this operation using Windows Calculator in Scientific view.
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\/

As a further example, Northwind Traders currently implements the following IPv4 private
networks at its headquarters and branch offices:

m Headquarters: 10.0.100.0 /24
m Branchl: 10.0.0.0 /24

m Branch2:10.0.10.0 /24

m Branch3:10.0.20.0 /24

The company wants to establish IPv6 communication among Teredo clients and between
Teredo clients and IPv6-only hosts. The presence of Teredo servers on the IPv4 Internet
enables this communication to take place. A Teredo server is an IPv6/IPv4 node connected to
both the IPv4 Internet and the IPv6 Internet that supports a Teredo tunneling interface. The
Teredo addresses of the Northwind Traders networks depend on a number of factors, such as
the port and type of NAT server used, but they could, for example, be the following:

m Headquarters: 2001::ce49:7601:e866:efff:f5ff:9bfe through 2001::0a0a:64fe:e866:efff
:5ff:9b01

m Branch 1: 2001:: ce49:7601:e866:efff:f5ff:fffe through 2001::0a0a:0afe:e866:efff
f5ff:ff01

m Branch 2: 2001:: ce49:7601:e866:efff:f5ff:f5fe through 2001::0a0a:14fe:e866:efff.f5ff
:f501

m Branch 3: 2001:: ce49:7601:e866:fff:f5ff:ebfe through 2001::0a0a:1efe:e866:efff:f5ff
:ebfe

Note that, for example, 10.0.100.1 is the equivalent of 0a00:6401, and 0a00:6401 XORed
with ffff:ffff is f5ff:9bfe.

EXAM TIP

The 70-647 exam objectives specifically mention Teredo addresses, which are supported

by Microsoft. However, the exam is unlikely to ask you to generate a Teredo address. You
might, however, be asked to identify such an address and work out its included IPv4 ad-

dress. Fortunately, you have access to a scientific calculator during the exam.

Cone NATs

C one NATs can be full cone, restricted cone, or port-restricted cone. In a full
cone NAT, all requests from the same internal IP address and port are mapped
to the same external IP address and port, and any external host can send a packet
to the internal host by sending a packet to the mapped external address.

In a restricted cone NAT, all requests from the same internal IP address and port are
mapped to the same external IP address and port, but an external host can send a
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packet to the internal host if the internal host had previously sent a packet to the

external host.

In a port-restricted cone NAT, the restriction includes port numbers. An external
host with a specified IP address and source port can send a packet to an internal
host only if the internal host had previously sent a packet to that IP address and
port.

Intra-Site Automatic Tunneling Addressing Protocol Addresses

IPv6 can use an Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) address to com-
municate between two nodes over an IPv4 intranet. An ISATAP address starts with a 64-bit
unicast link-local, site-local, global, or 6to4 global prefix. The next 32 bits are the ISATAP
identifier 0:5efe. The final 32 bits hold the IPv4 address in either dotted decimal or hexadeci-
mal notation. An ISATAP address can incorporate either a public or a private IPv4 address.

For example, the ISATAP fe80::5efe:w.x.y.z address has a link-local prefix; the
fec0::1111:0:5efe:w.x.y.z address has a site-local prefix; the 3ffe:1a05:510:1111:0:5efe:w.x.y.z
address has a global prefix; and the 2002:9d36:1:2:0:5efe:w.x.y.z address has a 6to4 global
prefix. In all cases, w.x.y.z represents an IPv4 address.

By default, Windows Server 2008 automatically configures the ISATAP address
fe80::5efe:w.x.y.z for each IPv4 address that is assigned to a node. This link-local ISATAP ad-
dress enables two hosts to communicate over an IPv4 network by using each other’s ISATAP
address.

You can implement IPv6-to-IPv4 configuration by using the netsh interface ipv6 6to4, netsh
interface ipv6 isatap, and netsh interface ipv6 add v6v4tunnel IPv6 commands. For example,
to create an IPv6-in-1Pv4 tunnel between the local address 10.0.0.11 and the remote address
192.168.123.116 on an interface named Remote, you would type netsh interface ipv6 add
v6v4tunnel “Remote” 10.0.0.11 192.168.123.116.

You can also configure the appropriate compatibility addresses manually by using the
netsh interface ipv6 set address command or the Internet Protocol Version 6 (TCP/IPv6) GUI as
described in the next section of this lesson.

NOTE 6TOACFG
Windows Server 2008 does not support the 6to4cfg tool.
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Planning an IPv4-to-IPv6 Transition Strategy

No specific timeframe is mandated for IPv4-to-IPv6 transition. As an enterprise administrator,
one of your decisions is whether to be an early adopter and take advantage of IPv6 enhance-
ments, such as addressing and stronger security, or wait and take advantage of the experi-
ence of others. Both are valid strategies.

However, you do need to find out whether your upstream ISPs support IPv6 and whether
the networking hardware in your organization (or the several organizations in your enterprise)
also supports the protocol. The most straightforward transition method, dual stack, requires
that both IPv4 and IPv6 be supported. By the same token, do not delay the decision to
transition to IPv6 for too long. If you wait until the IPv4 address space is fully depleted, dual
stack will no longer be available, and you (and the users you support) will find the transition
process much more challenging.

Currently, the underlying assumption in transition planning is that an existing IPv4 infra-
structure is available and that your most immediate requirement is to transport IPv6 packets
over existing IPv4 networks so that isolated IPv6 network islands do not occur. As more net-
works make the transition, the requirement will change to transporting IPv4 packets over IPv6
infrastructures to support earlier IPv4 applications and avoid isolated IPv4 islands.

Several transition strategies and technologies exist because no single strategy fits all.
RFC 4213, "Basic Transition Mechanisms for Hosts and Routers,” describes the key elements
of these transition technologies, such as dual-stack and configured tunneling. The RFC also
defines a number of node types based on their protocol support, including previous systems
that support only IPv4, future systems that will support only IPv6, and the dual node that
implements both IPv6 and IPv4.

MORE INFO IPV4-TO-IPV6 TRANSITION

For more information about basic transition mechanisms, see http://www.ietf.org/rfc
/rfc4213.txt, and download the white paper, “IPv6 Transition Technologies,” from
http://technet.microsoft.com/en-us/library/bb726951.aspx.

Dual-Stack Transition

Dual stack (also known as a dual IP layer) is arguably the most straightforward approach to
transition. It assumes that hosts and routers provide support for both protocols and can send
and receive both IPv4 and IPv6 packets. Thus, a dual-stack node can interoperate with an
IPv4 device by using IPv4 packets and interoperate with an IPv6 device by using IPv6 packets.
It can also operate in one of the following three modes:

m Only the IPv4 stack enabled
m Only the IPv6 stack enabled
m Both IPv4 and IPv6 stacks enabled
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Because a dual-stack node supports both protocols, you can configure it with both IPv4
32-bit addresses and IPv6 128-bit addresses. It can use, for example, DHCP to acquire its IPv4
addresses and stateless autoconfiguration or DHCPv6 to acquire its IPv6 addresses. Current
IPv6 implementations are typically dual stack. An IPv6-only product would have very few
communication partners.

Configured Tunneling Transition

If a configured tunneling transition strategy is employed, the existing IPv4 routing infra-
structure remains functional but also carries IPv6 traffic while the IPv6 routing infrastructure
is under development. A tunnel is a bidirectional, point-to-point link between two network
endpoints. Data passes through a tunnel using encapsulation, in which the IPv6 packet is car-
ried inside an IPv4 packet. The encapsulating IPv4 header is created at the tunnel entry point
and removed at the tunnel exit point. The tunnel endpoint addresses are determined from
configuration information that is stored at the encapsulating endpoint.

Configured tunnels are also called explicit tunnels. You can configure them as router-to-
router, host-to-router, host-to-host, or router-to-host, but they are most likely to be used in
a router-to-router configuration. The configured tunnel can be managed by a tunnel broker,
a dedicated server that manages tunnel requests coming from end users, as described in RFC
3053, “IPv6 Tunnel Broker.”

MORE INFO TUNNEL BROKER

For more information about tunnel brokers, see http://www.ietf.org/rfc/rfc3053.txt.

Automatic Tunneling

RFC 2893, “Transition Mechanisms for IPv6 Hosts and Routers” (replaced by RFC 4213), de-
scribes automatic tunneling. This enables IPv4/IPv6 nodes to communicate over an IPv4 rout-
ing infrastructure without using preconfigured tunnels. The nodes that perform automatic
tunneling are assigned a special type of address called an IPv4-compatible address, which
carries the 32-bit IPv4 address within a 128-bit IPv6 address format. The IPv4address can be
automatically extracted from the IPv6 address.

MORE INFO AUTOMATIC TUNNELING

For more information about automatic tunneling, see http://www.ietf.org/rfc/rfc2893.txt.
Be aware, however, that the status of this document is obsolete; RFC 4213 is the current
standard.
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6to4

RFC 3056, "Connection of IPv6 Domains via IPv4 Clouds,” describes the 6to4 tunneling
scheme, which enables IPv6 sites to communicate with each other via an IPv4 network with-
out using explicit tunnels and to communicate with native IPvé domains by relay routers. This
strategy treats the IPv4 Internet as a single data link.

MORE INFO 6TO4 TUNNELING

For more information about 6to4 tunneling, see http://www.ietf.org/rfc/rfc3056.txt.

Teredo

RFC 4380, “Teredo: Tunneling IPv6 over UDP through Network Address Translations (NATs),”
describes Teredo, which is an enhancement to the 6to4 method and is supported by Windows
Server 2008 R2. Teredo enables nodes that are located behind an IPv4 NAT device to obtain
IPv6 connectivity by using UDP to tunnel packets. Teredo requires the use of server and relay
elements to assist with path connectivity. Teredo address structure was discussed earlier in
this lesson.

MORE INFO TEREDO

For more information about Teredo, see http://www.ietf.org/rfc/rfc4380.txt and
http://technet.microsoft.com/en-us/network/cc917486.aspx.

ISATAP

RFC 4214, "Intra-Site Automatic Tunnel Addressing Protocol (ISATAP),” defines ISATAP, which
connects IPv6 hosts and routers over an IPv4 network, using a process that views the IPv4
network as a link layer for IPv6, and other nodes on the network as potential IPv6 hosts or
routers. This creates a host-to-host, host-to-router, or router-to-host automatic tunnel.

MORE INFO ISATAP

For more information about ISATAP, see http://www.ietf.org/rfc/rfc4214.txt and
download the “Manageable Transition to IPv6 Using ISATAP” white paper from
http://www.microsoft.com/downloads/details.aspx?Familyld=B8F50E07-17BF-4B5C
-A1F9-5A09E2AF698B&displaylang=en.

Using IPv6 Tools

Windows Server 2008 R2 provides tools with which you can configure IPv6 interfaces and
check IPv6 connectivity and routing. Tools also exist that implement and check IPv4 to IPv6
compatibility.
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In Windows Server 2008 R2, the standard command-line tools such as ping, ipconfig,
pathping, tracert, netsh, netstat, and route have full IPv6 functionality. Use the ping com-
mand to check connectivity with a link-local IPv6 address on a test network. Note that if you
were pinging from one host to another, you would also need to include the interface ID, for
example, ping fe80::fd64:b38b:cac6:cdd4%15. Interface IDs are discussed later in this lesson.

NOTE PING6

The ping6 command-line tool is not supported in Windows Server 2008 R2.

Tools specific to IPv6 are provided in the netsh (network shell) command structure. For
example, the netsh interface ipv6 show neighbors command shows the IPv6 interfaces of all
hosts on the local subnet. You use this command in the practice session later in this lesson,
after you have configured IPv6 connectivity on a subnet.

Verifying IPv6 Configuration and Connectivity

If you are troubleshooting connectivity problems or merely want to check your configuration,
arguably the most useful tool—and certainly one of the most widely used—is ipconfig. The
ipconfig /all tool displays both IPv4 and IPv6 configuration.

If you want to display the configuration of only the IPv6 interfaces on the local computer,
you can use the netsh interface ipv6 show address command. Figure 1-12 shows the output of
this command run on the Glasgow computer. Note the % character followed by a number af-
ter each IPv6 address. This is the interface ID, which identifies the interface that is configured
with the IPv6 address.

Interface 10: Local Area Connection®* 2

Addr Type DAD State Ualid Life Pref. Life Addr

ocher Deprecated  infinite infinite fe8@::
Interface 14: Local Area Connection 2

+ Type DAD State Valid Life Pref. Life Addm

er  Preferred  infinite infinits fe80
Interface 12: Local Area Connection* 11

+ Type DAD State Valid Life Pref. Life Addm

Deprecated infinite infinite fe8@::

C:\Usersikim_akers>

FIGURE 1-12 Displaying IPv6 addresses and interface IDs

If you are administering an enterprise network with a number of sites, you also need
to know site IDs. You can obtain a site ID by using the netsh interface ipv6 show address
level=verbose command.

Configuring IPv6 Interfaces

Typically, most IPv6 addresses are configured through autoconfiguration or DHCPv6. Howev-
er, if you need to configure an IPv6 address manually, you can use the netsh interface ipv6 set
address command, as in this example: netsh interface ipv6 set address “local area connection 2"
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fec0:0:0:fffe::2, where “local area connection 2" is the name of the network connection that
you wish to configure. You need to run the command console (also known as the command
prompt) as an administrator to use this command. In Windows Server 2008 R2 (as well as

in Windows Vista and Windows 7), you can also manually configure IPv6 addresses from
the TCP/IPv6 Properties dialog box. Figure 1-7, presented earlier in this chapter, shows this
configuration.

The advantage of using the TCP/IPv6 Properties dialog box is that you can specify the
IPv6 addresses of one or more DNS servers in addition to specifying the interface address.
If, however, you choose to use command-line interface commands, the command to add the
IPv6 addresses of DNS servers is netsh interface ipv6 add dnsserver, as in this example: netsh
interface ipv6 add dnsserver “local area connection 2" fec0:0:0:fffe::1. To change the proper-
ties of IPv6 interfaces (but not their configuration), use the netsh interface ipv6 set interface
command, as in this example: netsh interface ipv6 set interface “local area connection 2"
forwarding=enabled. You need to run the command console (command prompt) as an admin-
istrator to use the netsh interface ipv6 add and netsh interface ipv6 set commands.

¥ Quick Check

® Which netsh command lists site IDs?

Quick Check Answer

m netsh interface ipv6show address level=verbose

Verifying IPv6 Connectivity

To verify connectivity on a local network, your first step should be to flush the neighbor
cache, which stores recently resolved link-layer addresses and might give a false result if
you are checking changes that involve address resolution. You can check the contents of
the neighbor cache by using the netsh interface ipv6 show neighbors command. The netsh
interface ipv6 delete neighbors command flushes the cache. You need to run the command
console as an administrator to use the netsh tool.

You can test connectivity to a local host on your subnet and to your default gateway by
using the ping command. You can add the interface ID to the IPv6 interface address to ensure
that the address is configured on the correct interface. Figure 1-13 shows a ping command
using an IPv6 address and an interface ID.

To check connectivity to a host on a remote network, your first task should be to check
and clear the destination cache, which stores next-hop IPv6 addresses for destinations. You
can display the current contents of the destination cache by using the netsh interface ipv6
show destinationcache command. To flush the destination cache, use the netsh interface ipv6
delete destinationcache command. You need to run the command console as an administrator
to use this command.
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5+ Command Prompt

C:\Users:kim_akers>ping feB8@::98hd:6417:54c?:ha?x?
Pi“géng feBB::98bd:6417:54cP:ha?%9 from feBB::98hd:6417:54c¥:ha?x% with 32 hytes
ata:

Reply from £e8M::98hd:6417:54c9:ha??: time<

Ping statistics for fe8@::98hd:6417:54c?:ha?;

Packets: Sent = 4. Received = 4, Lost 8% loss>.
Approximate round trip times in milli-seco

Minimum = Bms. Maximum = Bms. Average = Bms

C:\Users:kim_akers>

FIGURE 1-13 Pinging an IPv6 address with an interface ID

Your next step is to check connectivity to the default router interface on your local subnet.
This is your default gateway. You can identify the IPv6 address of your default router inter-
face by using the ipconfig, netsh interface ipv6 show route, or route print commands. You can
also specify the zone ID, which is the interface ID for the default gateway on the interface
on which you want the ICMPv6 Echo Request messages to be sent. When you have ensured
that you can reach the default gateway on your local subnet, ping the remote host by its IPv6
address. Note that you cannot ping a remote host (or a router interface) by its link-local IPv6
address because link-local addresses are not routable.

If you can connect to the default gateway but cannot reach the remote destination ad-
dress, trace the route to the remote destination by using the tracert —-d command followed
by the destination IPv6 address. The —.d command-line switch prevents the tracert tool from
performing a DNS reverse query on router interfaces in the routing path. This speeds up the
display of the routing path. If you want more information about the routers in the path, and
particularly if you want to verify router reliability, use the pathping -d command, again fol-
lowed by the destination IPv6 address.

h/ Quick Check

m  Which netsh command could you use to identify the IPv6 address of your
default router interface?

Quick Check Answer

m netsh interface ipv6 show route

Troubleshooting Connectivity

As an experienced administrator, you know that if you cannot connect to a remote host,

you (or more probably a more junior member of your team) first want to check the various
hardware connections (wired and wireless) in your organization and ensure that all network
devices are running. If these basic checks do not find the problem, the IPsec configuration
might not be properly configured, or firewall problems (such as incorrectly configured packet
filters) might exist.
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You can use the IP Security Policies Management MMC snap-in to check and configure
IPsec policies, and the Windows Firewall with Advanced Security snap-in to check and config-
ure IPv6-based packet filters. Figures 1-14 and 1-15 show these tools.

= Consolel - [Console Root',IP Security Policies on Local Comp! - |EI|1|
File  Action Wiew Favorites  Window  Help | 18] =
B B
L | eemf| L R E Dl | =
| Consale Rook Mame | Descripkion Actions
g i Seauitzy Palfazsem | [-4] My Security Palicy IP Security Policies o... «
More Actions 3

4] | | Kl | -l

FIGURE 1-14 The IP Security Policies Management snap-in

NOTE IPSEC6
The IPSec6 tool is not implemented in Windows Server 2008 or in Windows Server 2008 R2.

= Console1 - [Console Root\Windows Firewall with Advanced Security o P [ 1
Fls Action Wew Fowortss  Window  Help ISETES)
I EAEIEY |

| Console Raot Name - | Enahl [ Actions

= g Windows Firewall with . Fygmptm ves | connection Secu... « 4]

B2 Inbound Rules
Outhound Rules Sa NewRuke...
"

T Fiker by Profils

B Firewal T Fiterby State >
Ea Connaction Sec

»
£ Security Assocl View

Rew Window ...
0 Refresh
= Export List...
Help
Estception -
¥ Disable Rule
K Delete
[E] Properties
Ll K | Help z
\ [ \

FIGURE 1-15 The Windows Firewall with Advanced Security snap-in

You might be unable to reach a local or remote destination because of incorrect or miss-
ing routes in the local IPv6 routing table. You can use the route print, netstat —r, or netsh
interface ipv6 show route commands to view the local IPv6 routing table and verify that you
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have a route corresponding to your local subnet and to your default gateway. Note that the
netstat —r command displays both IPv4 and IPv6 routing tables.

If you have multiple default routes with the same metric, you might need to modify your
IPv6 router configurations so that the default route with the lowest metric uses the inter-
face that connects to the network with the largest number of subnets. You can use the netsh
interface ipv6 set route command to modify an existing route. To add a route to the IPv6
routing table, use the netsh interface ipv6 add route command. The netsh interface ipv6 delete
route command removes an existing route. You need to run the command console as an
administrator to use these commands.

If you can access a local or remote host by IPv4 address but not by hostname, you might
have a DNS problem. Tools to configure, check, and debug DNS include dnscmd, ipconfig,
netsh interface ipv6 show dnsservers, netsh interface ipv6 add dnsserver, nslookup, and the
TCP/IPv6 Properties dialog box. This chapter has discussed these tools in earlier sections of
both lessons.

Verifying IPv6-Based TCP Connections

If the Telnet client tool is installed, you can verify that a TCP connection can be established to
a TCP port by entering the telnet command followed by the destination IPv6 address and the
TCP port number, as in this example: telnet fec0:0:0:fffe::1 80. If Telnet successfully creates a
TCP connection, the telnet> prompt appears, and you can type Telnet commands. If the tool
cannot create a connection, it will return an error message.

MORE INFO INSTALLING THE TELNET CLIENT

For more information about Telnet, including how to install the Telnet client, search Win-
dows Server 2008 R2 Help for “Telnet: frequently asked questions.”

Configuring Clients Through DHCPv6

You can choose stateless or stateful configuration when configuring hosts by using DHCPvé.
Stateless configuration does not generate a host address—which is instead autoconfigured—
but it can, for example, specify the address of a DNS server. Stateful configuration specifies
host addresses.

Whether you choose stateful or stateless configuration, you can assign the IPv6 addresses
of DN servers through the DNS Recursive Name Server DHCPv6 option (option 0023). If you
choose stateful configuration, the IPv6 addresses of DNS servers can be configured as a scope
option, so different scopes could have different DNS servers. Scope options override server
options for that scope. This is the preferred method of configuring DNS server IPv6 addresses,
which are not configured through router discovery.

With DHCPv6, an IPv6 host can receive subnet prefixes and other configuration parame-
ters. A common use of DHCPv6 for Windows-based IPv6 hosts is to configure the IPv6 ad-
dresses of DNS servers automatically.
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Currently, when you configure an IPv6 scope, you specify the 64-bit prefix. By default,
DHCPv6 can allocate host addresses from the entire 64-bit range for that prefix. This allows
for IPv6 host addresses that are configured through adapter hardware. You can specify exclu-
sion ranges, so if you wanted to allocate only host addresses in the range fec0::0:0:0:1 through
fec0::0:0:0:fffe, you would exclude addresses fec0::0:0:1:1 through fecO:ffff.ffff:ffff:fffe.

Several DHCPv6 options exist. Arguably the most useful option specifies the DNS server.
Other options are concerned with compatibility with other systems that support IPv6, such as
the UNIX Network Information Service (NIS).

DHCPV6 is similar to DHCP in many respects. For example, scope options override server
options, and DHCPv6 requests and acknowledgments can pass through BootP-enabled rout-
ers and layer-3 switches (almost all modern routers and switches act as DHCP relay agents) so
that a DHCPvV6 server can configure clients on a remote subnet.

NOTE CONFIGURING A DHCP RELAY AGENT

If you want to configure a Windows Server 2008 R2 server as a DHCP relay agent, you need
to install the Routing and Remote Access Services (RRAS) role service, available under the
Network Policy and Access Services role.

As with DHCP, you can implement the 80:20 rule so that a DHCPV6 server is configured
with a scope for its own subnet that contains 80 percent of the available addresses for that
subnet and a second scope for a remote subnet that contains 20 percent of the available ad-
dresses for that subnet. A similarly configured DHCPvV6 server on the remote subnet provides
failover. If either server fails, the hosts on both subnets still receive their configurations.

For example, the Tailspin Toys Melbourne office network has two private virtual local area
networks (VLANS) that have been allocated the following site-local networks:

m VLANLI: fec0:0:0:aaaa::1 through fec0:0:0:aaaa::fffe
m VLAN2: fec0:0:0:aaab::1 through fec0:0:0:aaab:fffe

Exceptions are defined so that IPv6 addresses on the VLANSs can be statically allocated to
servers. In this case, you could implement the 80:20 rule by configuring the following DHCPv6
scopes on the DHCP server on VLANL:

m fec0:0:0:aaaa:1 through fec0:0:0:aaaa::cccb

m fec0:0:0:aaab::cccc through fec0:0:0:aaab:fffe

You would then configure the following DHCPv6 scopes in the DHCP server on VLAN2:
m fec0:0:0:aaab::1 through fec0:0:0:aaab::cccb

m fec0:0:0:aaaa:cccc through fec0:0:0:aaaa:fffe

DHCP servers, and especially DHCP servers that host 20-percent scopes, are excellent
candidates for virtualization because they experience only limited 1/0 activity. Additionally,
you can deploy this role on a Server Core installation of Windows Server 2008. This technique
is particularly applicable to more complex networks.
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NOTE VIRTUAL DNS SERVERS

Like DHCP servers, DNS servers—particularly secondary DNS servers—are good candidates
for virtualization.

For example, Trey Research is a single-site organization but has five buildings within its
site, which are connected by fiber optic links to a layer-3 switch configured to allocate a VLAN
to each building. VLANL, allocated to the main office, supports the majority of the company’s
computers. VLAN3 supports most of the remainder. VLAN2, VLAN4, and VLAN5 each support
only a few computers.

In this case, you can configure the DHCP server on VLAN1 to host 80 percent of the VLAN1
address range. You can configure a virtual DHCP server on the same VLAN to host 20 percent
of the VLAN2 through VLANS address ranges. On VLAN3, you can configure a DHCP server to
host the 80 percent ranges for VLAN2 through VLANS and a virtual server to host the 20 per-
cent range for VLANL. If either server fails, hosts on all the VLANs can continue to receive
their configurations through DHCP.

NOTE THE 80:20 RULE

The 80:20 rule is typically implemented within an Active Directory site because a WAN link
(with routers over which you have no control) might not pass DHCP traffic. In general, if
you implement DHCP failover by using the 80:20 rule, you need at least two DHCP servers
per site.

Installing the DHCP Server role and configuring a DHCPv6 scope are practical procedures
and are, therefore, covered in detail in the practice session later in this lesson.

Planning an IPv6 Network

Configuring IPv6 and implementing IPv6 are relatively straightforward. Planning an IPv6
network is more complex. Every scenario has unique features, but, in general, you might want
to deploy IPv6 in conjunction with an existing IPv4 network. You might have applications
that require IPv6, although your network is principally IPv4. You might want to design a new
network or restructure a current one so it is primarily IPv6. You could be designing a network
for a large multinational company with multiple sites and thousands of users or for a small
organization with a head office and a single branch office.

Whatever the scenario, you will need to maintain interoperability with former functions
and with IPv4. Even in a new IPv6 network, it is (currently) unlikely that you can ignore IPv4
completely.
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Analyzing Hardware Requirements

An early step in the design process is to identify and analyze the required network infrastruc-
ture components. Hardware components could include the following:

m Routers

m Layer-3 switches

m Printers

= Faxes

m Firewalls

m [ntrusion-detection equipment
m Hardware load balancers

m Load-balancing server clusters
m Virtual private network (VPN) entry and exit points
m Servers and services

m  Network interconnect hardware
m [ntelligent NICs

This list is not exhaustive, and you might need to consider other hardware devices, de-
pending on the scenario. Which of these hardware devices store, display, or allow the input
of IP addresses? Can all the necessary hardware be upgraded to work with IPv6? If not, what
are the workarounds? If you need to replace hardware, is there a budget and a time frame for
hardware refresh?

Analyzing Software and Application Requirements

From the software and applications viewpoint, network management is the area most likely
to be affected by the version of IP used, although some line-of-business (LOB) applications
could also be affected. You might need to consider the IPv6 operation and compatibility of
the following components:

m  Network infrastructure management, such as WINS

m  Network management systems, such as systems based on Simple Network
Management Protocol (SNMP)

m Performance management systems

m High-level network management applications (typically third-party applications)
m  Configuration management, such as DHCP and DHCPv6

m Security policy management and enforcement

m LOB applications

m Transition tools

Consideration of transition tools implies the requirement—except in a new IPv6 net-
work—of determining the transition strategy you want to deploy. Transition strategies were
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discussed earlier in this lesson and depend largely on the planned scenario and whether both
IPv4 and IPv6 stacks are available. If some previous components do not support IPv6, you
need to consider how to support them while transitioning is in progress and whether you will
continue to support them in a dual-stack network when transitioning is complete. You need
to ensure interoperability between IPv4 and IPv6 components.

Possibly your first step in configuration management is to decide whether to use stateful
or stateless configuration. With IPv6, it is possible to have every component on your network
configured with its own global unicast address. Security is implemented by firewalls, virus
filters, spam filters, IP filtering, and all the standard security methods. IPsec provides end-
to-end encryption. You can configure peripheral zones in IPv6 networks like you can in IPv4
networks. DHCPVG6 in stateless mode can configure options—for example, DNS servers—that
are not configured through router discovery. In either case, you need to ensure that your ISP
is IPv6-compliant and obtain a range of IPv6 addresses.

Integrating DHCP with Network Access Protection

You can further increase security on your network by integrating DHCP and
DHCPv6 with Network Access Protection (NAP). NAP provides policy enforce-
ment components that help ensure that computers connecting to or communi-
cating on a network comply with administrator-defined requirements for system
health and limit the access of computers that do not meet these requirements to a
restricted network. The restricted network contains the resources needed to reme-
diate computers so that they meet the health requirements. When you integrate
DHCP with NAP, a computer must be compliant to obtain an unlimited access IP
address configuration from a DHCP server. Network access for noncompliant com-
puters is limited through an IP address configuration that allows access only to a
restricted network. DHCP enforcement ensures that clients conform to health policy
requirements every time a DHCP client attempts to lease or renew an IP address
configuration. DHCP enforcement also actively monitors the health status of the
NAP client and renews the IP address configuration for access to only the restricted
network if the client becomes noncompliant.

When planning DHCP integration with NAP, you must decide whether DHCP NAP
enforcement will be enabled on all DHCP scopes, selected DHCP scopes, or no
DHCP scopes at all. In addition, you must configure which NAP profile to use for
DHCP NAP enforcement. Last, you must determine how a DHCP server will behave
when the Network Policy Server (NPS) is unreachable. A DHCP server can be con-
figured to allow full access, allow restricted access, or drop client packets when the
NPS server is unreachable.

To learn more about NAP, see http://technet.microsoft.com/en-us/network
/bb545879.aspx.
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You might decide that exposing the global unicast addresses of all your network com-
ponents to the Internet represents a security risk. This is a matter of debate in the network-
ing community and is outside the scope of this book. If you do make that decision, you can
choose to implement site-local IPv6 addresses on your internal subnets, assuming your NAT
servers support IPv6. You can choose stateful configuration by DHCPv6. Assuming that your
routers or layer-3 switches can pass DHCP traffic, you can follow the 80:20 rule across your
subnets or VLANs to ensure that configuration still occurs if a DHCP server is down.

When you have made the basic decisions about network infrastructure and transitioning
strategy, and have discovered whether your current network (or proposed new network) is
capable of supporting IPv6, you then need to address other requirements and considerations.
For example, unless you are implementing a new IPv6 network, you need to ensure that IPv4
infrastructure is not disrupted during the transition. With this requirement in mind, it might
not be feasible to deploy IPv6 on all parts of your network immediately.

Alternatively, if your only requirement is to deploy a set of specified IPv6 applications (such
as peer-to-peer communication), your IPv6 deployment might be limited to the minimum
required to operate this set of applications.

Documenting Requirements

Your next step is to determine and document exactly what is required. For example, you
might need to address the following questions:

m [s external connectivity (to the Internet, for example) required?

m Does the organization have one site or several sites? If the latter, what are the geo-
graphical locations of the sites, and how is information currently passed securely
between them?

m What is the current IPv4 structure of the internetwork?

m What IPv6 address assignment plan is available from the provider?

m What IPv6 services does the provider offer?

m How should prefix allocation be delegated in the enterprise?

m  Are site-external and site-internal IPv6 routing protocols required? If so, which ones?

m Does the enterprise currently use an external data center? (For example, are servers
located at the provider?)

m |s IPv6 available using the same access links as IPv4?

m  Which applications need to support IPv6 and can they be upgraded to do so? Will
these applications need to support both IPv4 and IPv6?

m Do the enterprise platforms support both IPv4 and IPv6? Is IPv6 installed by default on
server and client platforms?

m |s NAT v4-v6 available, and do the applications have any issues with using it?
m Do the applications need globally routable IP addresses?

m Will multicast and anycast addresses be used?
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You also need to analyze and document the working patterns and support structure within
the organization. You need to obtain the following information:

m  Who takes ownership of the network? For example, is network support in-house or
outsourced?

m Does a detailed asset management database exist?

m Does the organization support remote workers? If so, how?

m |s IPv6 network mobility used or required for IPv6?

= What is the enterprise’s policy for geographical numbering?

m Do separate sites in the enterprise have different providers?

m What is the current IPv4 QoS policy (assuming you are not designing a new IPv6-only
network)? Will this change when IPv6 is implemented?

= What proposals are in place for training technical staff in the use of IPv6?

Documenting and analyzing this information will take some time. However, without this
documentation, you will not know the precise requirements for IPv6 implementation, and
the project will take much longer and result in a less satisfactory outcome. When you have
gathered the information, you can plan the tasks you and your team need to perform and
the requirements for each. You will have a better idea of the time and cost of the project and
whether it should be implemented in stages.

Your next step is to draw up and implement a project plan. Project planning is beyond the
scope of this book. However, you would be wise to heed this warning: Do not ignore what
might seem to be peripheral or not time-critical activities. Training your technical staff is a
good example. Every part of the final plan is important, and unless every aspect is imple-
mented, the result will be less than optimal. In the worst case, the project can fail completely
because of an unconsidered component.

MORE INFO 1PV6 NETWORK SCENARIOS

For more information about IPv6 planning and specific scenario examples, see RFC 4057,
“IPv6 Enterprise Network Scenarios,” at http://www.ietf.org/rfc/rfc4057.

Configuring IPv6 Connectivity

In this practice, you configure a site-local IPv6 address on your client computer interface
that connects to your private subnet (the IPv4 10.0.0.0/24 subnet). You test IPv6 connectiv-
ity between your client and domain controller. You then install the DHCP Server role on your
domain controller and configure a DHCPv6 scope.
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NOTE LOGGING ON TO THE DOMAIN CONTROLLER

You perform the server configurations in this practice session by interactively logging on
to the domain controller with an administrative-level account. However, in a production
network, this would be bad practice. If you want to make the exercises more realistic, you
can log on to your client computer and connect to your server through Remote Desktop or
run Administrative Tools on a client and specify the server within the tool.

EXERCISE 1 Configure IPv6

In this exercise, you configure IPv6 site-local addresses on your client computer and test
connectivity. You need to have configured the IPv6 settings on your domain controller in
Lesson 1 before you start this exercise.

1. Log on to your client computer, Melbourne, on the contoso.internal domain by using
the Kim_Akers account.

2. From Control Panel, access Network And Sharing Center. If you are not using Classic
View, first click Network And Internet, and then click Network And Sharing Center.
Click Change Adapter Settings.

. Right-click the interface that connects to your private network and choose Properties.

If a UAC dialog box appears, click Continue.

Select Internet Protocol Version 6 (TCP/IPv6) and click Properties.

Configure a static site-local IPv6 address, fec0:0:0:fffe:a.

ud\ylhw

Configure a DNS server address, fec0:0:0:fffe::1. The Properties dialog box should look
similar to Figure 1-16.

Intemet Protacol Version & (TCP/IPu6) Properties 7)==
General
You can get IPvé settings assigned automatically if your network supports this capability.
Otherwise, you need bo ask your nebwaork administrator For the appropriate TPve settings.
Obtain an IPv6 address aukomatically
@ Use the following Pv6 address:
IPvS address: FecD:0:0:fffer:s
Subnet prefix length: 64

Default gateway:

Obtain DS server address automatically
@ Use the following DN server addresses:

Preferred DNS server: fec0:0:0:fffexl

Alternate DNS server:

| Advanced... |

Ca=)

FIGURE 1-16 |IPv6 configuration on the client

8. Click OK. Close the Local Area Connections Properties dialog box.
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9.
10.

11.

12.

13.
14.
15.
16.

Close the Network Connections dialog box.

Close Network And Sharing Center.

NOTE VIRTUAL MACHINES

If you are using a virtual machine to implement your server and client on the same
computer, it is a good idea to close your virtual machine and restart your computer
after configuring interfaces.

Open the command console on the client computer. Enter ping fec0:0:0:fffe::1. You
should get the response from the domain controller shown in Figure 1-17.

BB Cornrmand Prormpt —|oj x|

C:\Users:kim_akers.CONTO080.8@@>ping fecP:0:@:fffez:1

[Pinging fec@:@: ffe::l from fecB:@:0:fffezzaxl with 32 hytes of data:

Reply from fecl ime=3ms
ime<ims
ime<ims

Reply from fec@ ime<ims

[Ping st. s for fecB:B:B:fff

Pa nt = 4, Rece Lost = B (Bx loss).
Approximate nd trip til li-second:

Hinimum ms ., Maximu - Average = By

C:\Users:kim_akers.CONTOS0.008>_

FIGURE 1-17 Pinging the domain controller from the client

NOTE FIREWALL CONFIGURATION

If the firewall on either your Glasgow domain controller or your Melbourne client

blocks ICMP traffic, you need to reconfigure this setting (or settings) before this com-
mand will work.

Enter ping glasgow. Note that the domain controller hostname resolves to the IPv6
address.

Log off from the client computer.
Log on to your domain controller, using the Kim_Akers account.
Open the command console on your domain controller.

Enter ping fec0:0:0:fffe::a. You should get the response shown in Figure 1-18.
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17.

v, Command Prompt

Microsoft Windows [Version 6.8.68811
Copyright (c> 2886 Microsoft Corporation. All rights reserved.

C:sUsersskim_akers>ping fecB:@:B:fffe::a

Pinging fecB:8 fffe::a from fecB:B:B:fffe::1x1 with 32 bytes
Reply from fec fff time=1ms
Reply from fec time{ims
Reply from fec time{ims
Reply from fecB:@:B:fffe::a: timedims

Ping statistics for fecB:@:B:fffe::a:

Packets: Sent = 4, Received = 4. Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms. Maximum = 1ms. Average = Bms

C:sUsersskim_akers>

FIGURE 1-18 Pinging the client from the domain controller

Enter netsh interface ipv6 show neighbors. Figure 1-19 shows the fec0:0:0:fffe::a
interface as a neighbor on the same subnet as the domain controller.

mmand Prompt

Interface 15: Local Area Connection 2

@8-Bc-29-ed—-£2-79 Reachable
33-33-00-86-08-82 Permanent
33-33-00 -Bc  Permanent

[ — Pernanent

16
33-00-@1-BA-03 Pernanent
3 -81 Permanent
33-3 Ba Permanent

33-3 —eh Permanent
zcdd4 33-33-ff-cb—cd-d4 Pernanent

33-

=1 33-
0:a

:88eh

Interface 17: Local Area Connection 2

FIGURE 1-19 Showing the domain controller neighbors

EXERCISE 2 Install the DHCP Server Role

In this exercise, you install the DHCP Server role and specify that DHCPv6 can provide stateful
IPv6 configuration.

1.
2.

If necessary, log on to the domain controller by using the Kim_Akers account.

If the Initial Configuration Tasks window opens when you log on, click Add Roles.
Otherwise, from Administrative Tools, open Server Manager, right-click Roles in the
console tree, and choose Add Roles.

The Add Roles Wizard starts. If the Before You Begin page appears, click Next.

Select the DHCP Server check box, as shown in Figure 1-20, and click Next. On the
Introduction To DHCP Server page, click Next.
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Add Roles Wizard x|

=
! Select Server Roles

Before You Begin

Select one or more roles ko install on this server,

Roles: Description:
DHCP Server Dynamic Host Configuration Pratacol
[] Active Directary Certificate Services THCE) Seresr enchies youta
Network Connection Bindings [7] Active Directory Domain Services (Installed) E—);entra"y O
[t DS et [] Active Directory Federation Services Srowide temparary [P addresses and
* (AT [] Active Directory Lightweight Directary Services telated information For cient
TP WINS Settings [ Active Directory Rights Management Services computers,
DHCP Scapes Ll
]

DHCPv6 Statsless Mode DS Server (Instaled)

Fax Server
File Services {Installed)
Hetwark Policy and Access Services

]

1Pw6 DS Settings
DHCP Serwer Authorization

@eiEn Print Services
Progress Terminal Services

UDDI Services
Results

Web Server (115)
Windouws Deployment Services
Windows SharePaint Services

oooooono

=

lore about serwer roles

< Previous | Next = I Instal Cancel

FIGURE 1-20 Selecting to install the DHCP Server role

On the Select Network Connection Bindings page, ensure that only the 10.0.0.11 IPv4
interface check box is selected for DHCP. Click Next.

On the Specify IPv4 DNS Server Settings page, verify that the domain is contoso
.internal and the Preferred DNS Server IPv4 Address is 10.0.0.11. Click Next.

On the Specify IPv4 WINS Settings page, verify that WINS Is Not Required For
Applications On This Network is selected. Click Next.

On the Add Or Edit DHCP Scopes page, you can define only IPv4 scopes, so the scope
list should be empty. Click Next.

On the Configure DHCPv6 Stateless Mode page, select Disable DHCPv6 Stateless Mode
For This Server. This enables you to use the DHCP Management Console to configure
DHCPv6 after the DHCP Server role has been installed. Figure 1-21 shows this setting.
Click Next.
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Add Roles Wizard x|

=
i * Configure DHCPv6 Stateless Mode

Before You Begin DHCF Server supports the DHCPy protocol for servicing IPve clients, Using DHCPvE, clients can
automatically configure their own IPYE addresses Using stateless mode, or they can acquire IPv6
addresses in stateful mode from the DHCP server, IF routers on your network are configured to support
DHCP Server DHCPv8, veriFy that your sslection below matches the router configuration.

Server Roles

Network Connection Bindings
IPyd NS Settings Select the DHCPw6 stateless mode configuration For this server.

TPw4 WINS Settings
DHCF Scopes

" Enable DHCPvE stateless mode for this server

1Py clients will be automatically configured without using this DHCP server.

D de

DHCP Server Autharization % Disable DHCPvB stateless mods for this server

After installing DHCP Server, you can configure the DHCPS mode using the DHCP Management: console.
Confirmation
Frogress

Results

More about DHCPvE stateless mode

< Previous | Mext = I Instal Cancel

FIGURE 1-21 Disabling DHCPv6 stateless mode

10. On the Authorize DHCP Server page, ensure that Use Current Credentials is selected.
Click Next.

11. On the Confirm Installation Selections page, check your settings.
12. Click Install. Click Close when installation completes.
13. Restart the domain controller.

Note that a reboot is always a good idea after you have installed a server role, even if
you are not prompted to do so, especially if you are using virtual machines.

EXERCISE 3 Set Up a DHCPv6 Scope

In this exercise, you configure a DHCPv6 scope. You need to have configured the IPv6 settings
on your client and domain controller computers and installed the DHCP Server role on your
domain controller before you carry out this exercise.

1. If necessary, log on to the domain controller by using the Kim_Akers account.
2. In Administrative Tools, choose DHCP.
3. If a UAC dialog box appears, click Continue to close it.

4. Expand glasgow.contoso.internal. Expand IPv6. Ensure that a green check mark appears
beside the IPv6 icon. This confirms that the DHCPv6 Server is authorized.

5. Right-click IPv6 and choose New Scope. The New Scope Wizard opens. Click Next.

6. Give the scope a name (such as Private Network Scope) and type a brief description.
Click Next.
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7. Set Prefix to fec0::fffe. You are configuring only one IPv6 scope on this subnet and do
not need to set Preference. Your screen should look similar to Figure 1-22. Click Next.

Mew Scope Wizard

Scope Prefix S
You have to provide 5 prefis to create the scope. You alsa have th option of providing &
preference value for the scope,

Enter the |P45 Frefi for the addiesses that the scope distributes and the
preference valus for the scope:

Prefi fecD:fie /64
Freh l__l
eference 0=

< Back I Next > I Cancel

FIGURE 1-22 Setting a DHCPV6 prefix

8. You want to exclude IPv6 addresses fec0:0:0:fffe::1 through fec0:0:0:fffe::ff from the
scope. Specify a Start Address of 0:0:0:1 and an End Address of 0:0:0:ff on the Add
Exclusions page and click Add, as shown in Figure 1-23.

New Scope Wizard

Add Exclusions =
Exclusions are addresses or a range of addresses that are not distributed by the server.

Type the IPYE address range that you want to exclude for the given scope. If you want
to exclude @ single addiess, type an ideniifier in Star IPvE Addiess enly

Start IPVE Addiess fecll: [0:0:0:1
End IPvB Address: fecll: [0:0:01f Add

Excluded address 1angs

Fiemave

< Back I Newt > I Cancel

FIGURE 1-23 Configuring DHCPV6 scope exclusions

9. Click Next. You can set the scope lease on the Scope Lease page. For the purposes of
this practice, the lease periods are acceptable. Click Next. Check the scope summary,
ensure that Yes is selected under Activate Scope Now, and then click Finish.

10. In the DHCP console, expand the scope, right-click Scope Options, choose Configure
Options, and examine the available options. Select Option 0023 DNS Recursive Server
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11.

IPv6 Address List. Specify fec0:0:0:fffe::1 as the DNS Server IPv6 address, as shown in
Figure 1-24.

Click Add, and then click OK. Close the DHCP console.

General |Advanced|
Awailable Options | Description AI
[ 00022 SIP Servers IPYE Address List IPvE addre:J
00023 DMS Recursive Mame Server IPYE Address .. [PvE Addre:
[ 00024 Domain Search List Domain sez
[ 00027 HIS IPYE Address List IPVE Addre +
| | »

— Data entry

Mew IPvE address:
fecd: 0: 0 e 1| Add

Current |PvE address:

Femove

Up

L

(B[]

ak. I Cancel | Apply |

FIGURE 1-24 Specifying a DNS server for DHCPv6 configuration
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IPv6 supports unicast, multicast, and anycast addresses. Unicast addresses can be glob-
al, site-local, link-local, or special. IPX and NSAP mapped addresses are also supported.

IPv6 is fully supported in Windows Server 2008 R2 and addresses problems, such as
lack of address space, that are associated with IPv4.

IPv6 is designed to be backward-compatible, and IPv4-compatible addresses can be
specified. Transitioning strategies include dual stack, configured tunneling, automatic
tunneling, 6to4, Teredo, and ISATAP.

IPv6 addresses can be configured through stateful (DHCPv6) and stateless (autocon-
figuration) methods. DHCPv6 can also be used statelessly to configure (for example)
DNS servers when hosts are autoconfigured.

Tools to configure and troubleshoot IPv6 include ping, ipconfig, tracert, pathping, and
netsh. You can also configure IPv6 by using the TCP/IPv6 Properties GUI.
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Lesson Review

Use the following questions to test your knowledge of the information in Lesson 2, “Planning
Internet Protocol Addressing.” The questions are also available on the companion CD if you
prefer to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct or incor-

rect are located in the "Answers” section at the end of the book.

1.

Which type of IPv6 address is the equivalent of a public unicast IPv4 address?
A. Unique-local

B. Global

C. Link-local

D. Special

A node has a link-local IPv6 address of fe80::6b:28c:16a7:d43a. What is its correspond-
ing solicited-node address?

A. ff02:1:ffa7:d43a
B. ff02:1:ff00:0:16a7:d43a
C. fec0:1:ff a7:.d43a
D. fec0:1:ff00:0:16a7:d43a

Which protocol uses ICMPv6 messages to manage the interaction of neighboring
nodes?

A. ARP

B. EUI-64
C. DHCPv6
D. ND

Which IPv6-to-IPv4 transition strategy uses preconfigured tunnels and encapsulates an
IPv6 packet within an IPv4 packet?

A. Configured tunneling
B. Dual stack

C. [SATAP

D. Teredo

Which command enables you to configure an IPv6 address manually on a specified
interface?

A. netsh interface ipv6 show address

B. netsh interface ipv6 add address
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C. netsh interface ipv6 set interface
D. netsh interface ipv6 set address

Trey Research is an innovative research organization that prides itself on being at the
forefront of technology. The company currently has 82 client computers all running
Windows Vista Ultimate. All its servers—including its domain controllers—have re-
cently been upgraded to Windows Server 2008 R2 Enterprise. Trey's site consists of two
buildings linked by a fiber optic cable. Each building has its own VLAN, and Trey's pe-
ripheral zone is on a separate VLAN. All Trey's clients receive their IPv4 configurations
through DHCP, and the 80:20 rule is used to implement failover if a DHCP server fails.
All servers and router interfaces are configured manually, as are the company’s net-
work printers and network projectors. Trey has a Class C public IPv4 allocation and sees
no need to implement NAT. It uses a network management system based on SNMP. It
uses a number of high-level graphics applications in addition to business software and
the Microsoft Office 2010 suite. The company wants to introduce IPv6 configuration
and access the Internet. It has verified that its provider and all its network hardware
fully support IPv6. Which of the following are likely to form part of Trey's IPv6 imple-
mentation plan? (Choose all that apply.)

A. Trey is likely to adopt a dual-stack transition strategy.
B. Trey is likely to adopt a configured tunneling transition strategy.

C. Trey is likely to configure its internal network hosts with unique-local unicast ad-
dresses.

D. Trey is likely to configure its internal network hosts with global unicast addresses.
E. Trey needs to ensure that its servers and clients support IPv6.

F. Trey needs to ensure that its network projectors and network printers support
IPv6.

G. Trey needs to ensure that its network management system is compatible with IPv6.

H. Trey needs to ensure that its graphic applications are compatible with IPv6.
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Chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform the

following tasks:

Review the chapter summary.

Review the list of key terms introduced in this chapter.

Complete the case scenarios. These scenarios set up real-world situations involving the

topics in this chapter and ask you to create a solution.
Complete the suggested practices.

Take a practice test.

Chapter Summary

IPv6 is fully supported in Windows Server 2008 R2 and is installed by default. It sup-
ports unicast, multicast, and anycast addresses. It is backward-compatible with IPv4
and offers a selection of transitioning strategies.

IPv6 addresses can be configured through stateful and stateless configuration. Both

GUI and command-line interface tools are available to configure IPv6 and check net-
work connectivity.

Windows Server 2008 R2 DNS fully supports IPv6 in addition to offering several new

and enhanced features. It conforms to all current standards. GUl and command-line
interface tools are available to configure DNS and check DNS functionality.

Key Terms

Do you know what these key terms mean? You can check your answers by looking up the
terms in the glossary at the end of the book.

6to4

AAAA forward lookup record
Active Directory integrated zone
Anycast

BIND server

Conditional forwarding

DNS Cache Locking

DNS Devolution

DNS Socket Pool

dnscmd

DNSSEC
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m Dual stack

m Forwarder

m  Global unicast address
m GlobalNames zone

m [SATAP

m Link-local address

m Loopback address

m Multicast/broadcast

m  Network Address Translation
m NS record

m nslookup

m Primary zone

m Read-only zone

m Reverse look-up zone
m Root hints

m Secondary zone

m SRV record

m Start of Authority (SOA)
m Stub zone

m Teredo

m Unicast

m Unique-local address
m Unspecified address

m WINS replication partners

m Zone transfer

Case Scenarios

In the following case scenarios, you apply what you have learned about planning name reso-
lution and IP addressing. You can find answers to these questions in the “Answers” section at
the end of this book.

Case Scenario 1: Configuring DNS

You administer the Windows Server 2008 R2 AD DS network at Blue Yonder Airlines. When
the company upgraded to Windows Server 2008 R2, it also introduced Active Directory—
integrated DNS, although two BIND servers are still used as secondary DNS servers. Answer
the following questions.
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Blue Yonder has set up wireless hotspots for the convenience of its customers. Howev-
er, management is concerned that attackers might attempt to register their computers
in the company’s DNS. How can you ensure against this?

Your boss is aware of the need to replicate DNS zones to the two stand-alone BIND
servers. She is concerned that an attacker might attempt to replicate DNS zone
information to an unauthorized server, thus exposing the names and IP addresses of
company computers. How do you reassure her?

For additional security, Blue Yonder uses RODCs at its branch locations. Management is
concerned about keeping DNS zone information on these computers up to date. What
information can you provide?

Blue Yonder wants to use an application that needs to resolve IPv6 addresses to host-
names. How do you implement this functionality?

Case Scenario 2: Implementing IPv6 Connectivity

You are a senior network administrator at Wingtip Toys. Your corporate network consists

of two subnets with contiguous private IPv4 networks configured as VLANs connected to a
layer-3 switch. Wingtip Toys accesses its ISP and the Internet through a dual-homed server
running Internet Security and Acceleration (ISA) Server that provides NAT and firewall services
and connects through a peripheral zone to a hardware firewall and, hence, to its ISP. The
company wants to implement IPv6 connectivity. All of the network hardware supports IPv6,
as does the ISP. Answer the following questions.

1.
2.

3.

What options are available for the type of unicast address used on the subnets?

Given that the Wingtip Toys network can support both IPv4 and IPv6, what is the most
straightforward transition strategy?

You decide to use stateful configuration to allocate IPv6 configuration on the two sub-
nets. How should you configure your DHCPv6 servers to provide failover protection?

Suggested Practices

To help you successfully master the exam objective presented in this chapter, complete the
following tasks.

Configure DNS

Do both practices in this section.

m Practicel Use the command-line interface tools. It would take an entire book to

do justice to the nslookup, dnscmd, ipconfig, and netsh tools. The only way to become
familiar with these tools is to use them.

m Practice 2 Configure IPv6 reverse lookup zones. This procedure was described earlier

in the lesson. Specifying IPv6 reverse lookup zones in DNS can be an error-prone

Suggested Practices
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procedure because of the way the prefixes are specified. You will become comfortable
with this notation only through practice.

Configure IPv6 Connectivity
Complete Practice 1 and Practice 2. Practice 3 is optional.

m Practice 1 Investigate netsh commands. The netsh command structure provides you
with many powerful commands. In particular, use the help function in the command
console to investigate the netsh interface ipv6 set, netsh interface ipv6 add, and netsh
interface ipv6 show commands. Also investigate the netshdhcp commands.

m Practice 2 Find out more about DHCPv6 scope and server options. Use the DHCP
administrative tool to list the DHCP scope and server options. Access Windows Server
2008 R2 Help and the Internet to find out more about these options. In the process,
you should learn something about NIS networks. Although the 70-647 exam objectives
do not cover NIS, you should, as a network professional, know what it is.

m Practice 3 Test DHCPv6 address allocation. If you have access to additional comput-
ers with suitable client operating systems, connect them to your network and config-
ure them to obtain IPv6 configuration automatically. Ensure that the DHCPv6 scope
you have configured provides configuration for these computers. Ensure that the host
IPv6 addresses configured fall outside the fec0:0:0:fffe::1 through fec0:0:0:fffe:ff range,
which includes the IPv6 addresses for the Glasgow and Melbourne computers.

Take a Practice Test

The practice tests on this book’s companion CD offer many options. For example, you can
test yourself on just one exam objective, or you can test yourself on all the 70-647 certifica-
tion exam content. You can set up the test so that it closely simulates the experience of taking
a certification exam, or you can set it up in study mode so that you can look at the correct
answers and explanations after you answer each question.

MORE INFO PRACTICE TESTS

For details about all the practice test options available, see the “How to Use the Practice
Tests” section in this book’s introduction.
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Designing Active Directory
Domain Services

Active Directory Domain Services (AD DS) is arguably one of the most important server
roles in Windows Server 2008 R2. AD DS provides the basis for authentication and
authorization for virtually all other server roles in Windows Server 2008 R2 and is the foun-
dation for the Microsoft Identity and Access solutions. Additionally, a number of enterprise
products, such as Microsoft Exchange Server and Microsoft Windows SharePoint Services,
require AD DS.

As an enterprise administrator, you are likely accountable for the architecture of AD DS
in your organization. Even though virtually all large organizations have already deployed
AD DS, you will inevitably need to design it because of constantly changing business and
technical requirements. Designing AD DS for large organizations is a complex task. As an
enterprise administrator, you must be able to gather the relevant business and technical
requirements, and you must design AD DS to meet these requirements.

This chapter empowers you to design AD DS forests and domains as well as the AD DS
physical topology.

Exam objectives in this chapter:

= Design Active Directory forests and domains.
= Design Active Directory physical topology.

= Design for data management and data access.

Lessons in this chapter:
= Lesson 1: Designing AD DS Forests and Domains 77
m  Lesson 2: Designing the AD DS Physical Topology 107
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Before You Begin

No special setup is required for this chapter.

REAL WORLD

John Policelli

When Active Directory directory service was first released as part of the
Microsoft Windows 2000 Server operating system, many organizations
quickly made a decision to migrate from Microsoft Windows NT 4.0 to Active
Directory. The buzz on the street was that Active Directory was a more robust
directory service than the security accounts manager (SAM) database used in
Windows NT 4.0, it provided significant scalability, and it promised to reduce
administrative overhead. Unfortunately, many organizations failed to realize the
full benefits of Active Directory because they did not spend enough time gathering
requirements; therefore, their design was inadequate.

When moving from Windows NT 4.0 to Active Directory, most organizations failed
to reassess business and technical requirements and, as a result, were left with an
Active Directory structure that was almost identical to the Windows NT 4.0 struc-
ture from which they were trying to move away. Many of these same organizations
have since realized that insufficient planning and lack of business-requirements
gathering has left them with a bloated Active Directory structure. A number of
these organizations have multiple-year plans to consolidate the number of forests
and domains so that they can fully realize the benefits of Active Directory Domain
Services (AD DS).

Designing AD DS requires a thorough understanding of business and technical re-
quirements. Investing the time to gather these requirements properly at the outset
and then designing AD DS based on these requirements can save you a significant
amount of time and expense in the future.
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Lesson 1: Designing AD DS Forests and Domains

When designing AD DS in Windows Server 2008 R2, you need to start with forests and do-
mains. Forests and domains act as the security, administration, and replication boundary for
AD DS and are required before you can design the physical topology.

The first part of your design will be the forest structure. To design the forest structure, you
need to start by gathering a number of requirements. When you have gathered the relevant
forest requirements, you can determine the number of forests you require and, finally, design
the forest model. After you have completed the forest design, you need to design the domain
structure. Designing the domain structure also starts with gathering a set of business and
technical requirements that will enable you to determine the domain model and the number
of domains you require. Because most organizations already have AD DS, you will also need
to decide whether to upgrade existing domains or deploy new ones. Last, you will need to
design the forest root domain and domain trees. When you have designed the forest and
domain structure, you need to design forest and domain functional levels, design the schema,
and design trusts to optimize intraforest authentication.

This lesson provides you with the knowledge needed to gather relevant business and tech-
nical requirements and then to create a forest and domain design in Windows Server 2008 R2
based on these requirements.

After this lesson, you will be able to:

= Gather forest and domain design requirements.

= Determine the number of forests and domains required.

= Design the forest model.

= Design the domain model.

= Decide whether to upgrade existing domains or deploy new ones.
= Design the forest root domain.

= Design forest and domain functional levels.

= Design the AD DS schema.

= Design trusts to optimize intraforest authentication.

Estimated lesson time: 45 minutes

Designing the Forest Structure

Every AD DS design starts with designing the forest structure. Without a design for the forest
structure, you will not be able to design the subsequent logical and physical components
within AD DS. Designing the forest structure consists of identifying the role of AD DS in your
organization; gathering business, technical, security, and network requirements; gathering
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autonomy and isolation requirements; determining the number of forests required; and
designing the forest model.

MORE INFO WHAT’'S NEW IN AD DS IN WINDOWS SERVER 2008 R2?

For more information about the changes in AD DS functionality in Windows Server
2008 R2, go to http://technet.microsoft.com/en-us/library/dd378796(WS.10).aspx.

Identifying the Role of AD DS

Before you can design the forest structure, you need to understand the role AD DS will have
in your organization. It can be used in a variety of ways. For example, it can be used as a net-
work operating system (NOS), as an enterprise directory, or as an Internet directory. Also, an
organization can have requirements to use AD DS for more than one purpose; for instance, as
an NOS directory and as an enterprise directory. How AD DS will be used in your organization
will have an effect on the forest structure.

When AD DS will be used strictly as an NOS directory, a single forest is usually sufficient.
However, as you will see, there are exceptions to this general rule when diverse organizational
structure, operational, or legal requirements exist within an organization.

When AD DS will be used as an enterprise directory, you must consider a number of
factors before you will be able to design the forest structure, and you must understand the
requirements to store information within the enterprise directory. First, identify whether the
enterprise directory will store confidential employee information such as payroll information.
If so, determine whether access to this information needs to be restricted, because authen-
ticated users have ready access to virtually all attributes in AD DS. If the enterprise directory
will store confidential employee information, and access to this information should be re-
stricted, it is more effective to deploy a separate forest for the enterprise directory or deploy
an Active Directory Lightweight Directory Services (AD LDS) instance, both of which will affect
the design of the forest structure. Although it is technically possible to modify permissions on
attributes, doing so can be very complex when attributes are shared by both an NOS direc-
tory and an enterprise directory.

After you have an understanding of the requirements to store confidential information,
determine whether the enterprise directory will require custom attributes and classes. Enter-
prise directories usually store more information, such as organizational information and pay-
roll information, than NOS directories. Because this information varies for each organization,
most enterprise directories introduce a requirement to modify the default AD DS schema, and
you must identify any requirements for custom attributes and classes and assess the impact
of these modifications on the schema when designing the forest structure. As previously
mentioned, new attributes are visible to authenticated users. If the enterprise directory re-
quires custom attributes, and access to these attributes must be restricted, a separate AD DS
forest or an AD LDS instance is better suited to be the enterprise directory. By using either
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a separate AD DS forest or a separate AD LDS instance, the enterprise directory will have a
dedicated schema that will not conflict with the schema for the NOS directory.

Last, when AD DS will be used as an Internet directory, there are a number of additional
factors to consider as part of the design of the forest structure. Internet directories are
typically used to store customer or partner identity information, which is accessed through
publicly accessible servers and applications. Most organizations are legally required to restrict
access to customer information. Additionally, most organizations want to separate customer
and partner identities from employee identities for organizational structure and operational
and security requirements. If AD DS will be used as an Internet directory, a separate AD DS
forest or an AD LDS instance is required to meet organizational structure and operational,
legal, and security requirements.

Gathering Business, Technical, Security, and Network Requirements

After you have a thorough understanding of the role that AD DS will have in your organiza-
tion, you must gather the business, technical, and security requirements. These requirements
for the forest structure typically fall into one or more of the following categories:

m Organizational structural requirements
m Operational requirements

m Legal requirements

Limited connectivity requirements

A proper understanding of the organizational structure is essential in designing the forest
structure. For example, there might be a requirement for a particular business unit to operate
independently from the rest of the organization so that the business unit can be divested in
the future with minimal effort. Also, a particular business unit might have a requirement to
install a number of directory-enabled applications that require changes to the AD DS schema.
In both cases, the business unit's unique requirements might have a negative impact on the
rest of the organization if the business unit belongs to the same forest as the rest of the
organization. To gather organizational structure requirements, start by identifying the various
groups within the organization that will take advantage of AD DS. Next, determine whether
any of these groups require the ability to operate separately from the rest of the organization.
If you do find organizational structure requirements that are unique to a specific group, you
must determine whether these requirements will adversely affect the rest of the organization.
In most cases, this impact can be mitigated only by deploying a separate forest for each busi-
ness unit that has diverse requirements from the rest of the organization.

After you have identified the organizational structure requirements, gather the operational
requirements that will influence the forest structure design. Organizations such as the military
and hosting companies that use AD DS are commonly bound by unique operational require-
ments. To identify operational requirements, start by inventorying the operational teams in
the organization along with the operational requirements for each team. By completing this
inventory of requirements, you will be able to select the appropriate forest design model.
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You must also have an understanding of the legal requirements to which an organization
must adhere in order to design the forest structure. Some organizations, such as financial
institutions and government organizations, have legal requirements to function in a spe-
cific way, such as restricting access to certain information as specified in a business contract.
Failure to meet these requirements can result in loss of the contract and possible legal action.
When gathering legal requirements as part of your forest structure design, start by identify-
ing the legal obligations with which the organization must comply. Next, determine whether
these legal obligations can be met by using a single AD DS forest. If not, a separate forest will
be required as part of the forest structure design.

Finally, identifying any limited connectivity requirements is essential in the design of the
forest structure. Some organizations have limited connectivity requirements, such as groups
that are located on restricted or isolated networks. Start by identifying all groups within the
organization that have such limitations. For each group with limited connectivity require-
ments, gather the details of which networks these groups are permitted to connect to or are
restricted from accessing.

Gathering Autonomy and Isolation Requirements

In addition to the forest design requirements, you must identify the autonomy and isolation
requirements to design the forest structure effectively.

Autonomy involves independent control of a resource. With autonomy, the control is
not exclusive. When you achieve autonomy, administrators have the authority to manage
resources independently; however, there are administrators with greater authority who also
have control over those resources and can take away control if necessary. The forest structure
can be designed to achieve the following types of autonomy:

m Service autonomy Service autonomy involves control over all or part of service man-
agement. Service autonomy might be required for a group within an organization that
wants to be able to control the service level of AD DS by adding and removing domain
controllers as needed.

m Data autonomy Data autonomy involves control over all or part of the data stored
in the directory or on member computers (member computers implies they are joined
to the directory). Data autonomy does not prevent service administrators in the forest
from accessing the data.

Isolation consists of independent, exclusive control of a resource. When you achieve isola-
tion, administrators have the authority to manage a resource independently, and no other
administrators can take away control of the resource. The forest structure can be designed to
achieve the following types of isolation:

m Service isolation Service isolation prevents administrators other than those specifi-
cally designated to control service management from controlling or interfering with
service management. Operational or legal requirements typically create a need for
service isolation.
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m Data isolation Data isolation prevents administrators other than those specifically
designated to control or view data from controlling or viewing a subset of data in the
directory or on member computers. Because data stored in AD DS and on comput-
ers joined to AD DS cannot be isolated from service administrators, the only way for a
group within an organization to achieve complete data isolation is to create a separate
forest for that data.

MORE INFO AUTONOMY VS. ISOLATION

For more information about autonomy versus isolation, go to http://technet.microsoft.com
/en-us/library/cc770331(WS.10).aspx.

Determining the Number of Forests Required

After you have collected the forest design requirements, the next step is to determine the
number of forests required. Start by reviewing the role of AD DS in your organization. If you
are designing a forest for an NOS directory, a single forest can be used. If you are design-
ing a forest as an enterprise directory, determine whether the existing NOS directory can be
extended to act as an enterprise directory also. As previously mentioned, if the schema and
data confidentiality of the enterprise directory will differ from those of the NOS directory, a
separate forest is required for the enterprise directory. Alternatively, if the schema and data
confidentiality requirements of the NOS directory and of the enterprise directory are consis-
tent, a single forest will suffice. Finally, if you are designing the forest as an Internet directory,
you will need to deploy a dedicated forest to ensure the separation of employee and client
data.

After you have reviewed the role of AD DS in your organization, review the autonomy and
isolation requirements to determine the number of forests required. Remember that with
autonomy, control is not exclusive. As such, if you have identified data autonomy and service
autonomy requirements, use a single forest. Conversely, if you have identified data isolation
and service isolation requirements, deploy a separate forest because isolation consists of
independent control.

When determining the number of forests required, it is also imperative to incorporate
the cost and administrative differences between a single-forest model and a multiple-forest
model into your design decision. A single forest requires the least amount of hardware and
administrative effort, which makes this model the most cost effective. Multiple forests require
additional hardware and administrative effort. When determining the number of forests
required, you must weigh the costs of additional forests against the requirements to deploy
these additional forests.

MORE INFO DETERMINING THE NUMBER OF FORESTS REQUIRED

For more information about determining the number of forests required, go to
http://technet.microsoft.com/en-us/library/cc731528(WS.10).aspx.
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Designing the Forest Model

When you have collected the forest design requirements, select the appropriate forest model
to meet them by first understanding the different forest models that exist. You can select
from three forest models when designing the forest structure:

CHAPTER 2

Organizational forest model In the organizational forest model, user accounts and
resources exist in the same forest and are managed separately. The organizational
forest model is used to provide service autonomy, service isolation, or data isolation.
Figure 2-1 illustrates the organizational forest model.

Servers
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Users

% Shares

@

Users

[% Shares

Servers Servers

Corporate Forest

FIGURE 2-1 Organizational forest model

Use the organizational forest model when you need to provide exclusive or inclusive
control of the AD DS infrastructure or when you need to prevent administrators from
controlling or viewing a subset of data in the directory or on member computers
joined to the directory.
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m Resource forest model In the resource forest model, a separate forest is used to
manage resources. Resource forests do not contain user accounts other than those
required for services. Forest trusts are established so that users from other forests can
access the resources contained in the resource forest. Resource forests, illustrated in
Figure 2-2, provide service isolation.

Forest Trust

o(

Users

Servers

Corporate Forest Resource Forest

FIGURE 2-2 Resource forest model

Use the resource forest model when you need to provide exclusive control of the
AD DS infrastructure.

m Restricted access forest model In the restricted access forest model, illustrated in
Figure 2-3, a separate forest is created to contain user accounts and data that must
be isolated from the rest of the organization. Restricted access forests provide data
isolation.
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FIGURE 2-3 Restricted access forest model
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Use the restricted access forest model when you need to prevent administrators from
controlling or viewing a subset of data in the directory or on member computers
joined to the directory.

MORE INFO FOREST DESIGN MODELS

For more information about forest design models, go to http://technet.microsoft.com
/en-us/library/cc770439(WS.10).aspx.

Now that you have an understanding of the three existing forest models, you are ready
to map the forest design requirements to the appropriate design model. Some organizations
might have a single forest requirement that maps directly to a forest design model, which
makes the selection of a forest design model straightforward. However, there will be cases in
which an organization has multiple design requirements, which will make mapping these re-
quirements to a forest design model more complex. You can use the information in Table 2-1
to map forest design requirements to the appropriate forest design model.

TABLE 2-1 Mapping Forest Design Requirements to Forest Design Models

LIMITED DATA DATA SERVICE SERVICE

CONNECTIVITY ISOLATION AUTONOMY ISOLATION AUTONOMY SCENARIO

No No Yes No No Join an existing forest for data
autonomy.

No No N/A No Yes Use an organizational forest or

domain for service autonomy.

No No N/A Yes N/A Use an organizational or
resource forest for service
isolation.

N/A Yes N/A N/A N/A Use an organizational or re-
stricted access forest for data
isolation.

Yes No N/A No No Use an organizational forest
or reconfigure the firewall for
limited connectivity.

Yes No N/A No Yes Use an organizational forest
or domain and reconfigure the
firewall for service autonomy
with limited connectivity.

Yes No N/A Yes N/A Use a resource forest and
reconfigure the firewall for
service isolation with limited
connectivity.

84 Designing Active Directory Domain Services


http://technet.microsoft.com

MORE INFO MAPPING DESIGN REQUIREMENTS TO FOREST DESIGN MODELS

For more information about mapping design requirements to forest design models, go to
http://technet.microsoft.com/en-us/library/cc732563(WS.10).aspx.

Designing the Domain Structure

After you have designed the forest structure, you are ready to design the domain structure
for each forest. Every AD DS forest must contain at least one domain. Designing the domain
structure consists of gathering domain design requirements, designing the domain model,
determining the number of domains required, determining whether to upgrade existing do-
mains or deploy new domains, designing the forest root domain, and designing domain trees.

Gathering Domain Design Requirements

Because AD DS domains are used primarily to partition a large forest into smaller components
for administration and replication purposes, you must gather the security, administration, and
replication requirements before you can design the domain structure. It is these requirements
that will aid you in determining how best to partition the AD DS data through domains.

Gathering security requirements is essential when designing the domain structure. Certain
security policies, such as the domain-wide password policy, can be applied only at the domain
level. When gathering security requirements, you must assess the domain-wide security
requirements for the various groups in the organization. Because these security settings are
domain-wide, you need to determine whether the different groups in the organization can
use the same security settings. In reality, it is difficult in large organizations to have several
groups agree on a common security policy. If there are groups in your organization that rep-
resent a subset of the users and have unique security requirements, you can use fine-grained
password policies. Alternatively, if the group represents a large portion of your organization,
it might be more efficient to deploy a dedicated domain to satisfy the group’s unique security
requirements. The administrative effort required to maintain the security groups used for
fine-grained password policies increases substantially when the number of users to which the
fine-grained password policy applies is large. Generally, any group that has unique security
requirements that can be applied only at the domain level requires a dedicated domain.

After you have gathered the relevant security requirements, gather the administration
requirements for the domain structure. Gathering these administrative requirements will en-
able you to better understand how the domains will be managed and will effectively aid you
in designing the domain structure. Start by identifying the team or teams that will be respon-
sible for AD DS service management in your organization. If you determine that a single team
will require administrative access to AD DS, you can deploy a single domain to meet the ad-
ministrative requirements. However, if multiple teams require administrative access to AD DS,
you then need to determine whether a single domain will meet those requirements. To do
this, establish the level of administrative access that is required by each team and whether the
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required access must be exclusive. If the access does not need to be exclusive, deploy a single
AD DS domain to meet the administrative requirements, because all teams will have the same
level of access. Alternatively, if the level of access needs to be exclusive to one or more teams,
deploy a dedicated domain for each team.

Because the domain partition is a writable copy of all attributes on every object in the
domain, you need to ensure that you account for the replication requirements when design-
ing the domain structure so that you can partition the AD DS forest into smaller portions that
will replicate more efficiently on your network. Start by identifying each location that will
contain AD DS users. Then determine the number of users in each location and the business
unit to which each user belongs. Next, gather the relevant network configuration informa-
tion for each location. When designing a domain structure, it is important to understand how
each location is connected to the remainder of the network. Collect the available bandwidth,
network usage, and connection information for each location in your organization. If all the
locations are interconnected through high-speed network links that have ample bandwidth,
the additional network bandwidth consumed by AD DS replication will not be a concern, and
a single domain will suffice. However, if there are one or more locations that have limited net-
work bandwidth or saturated network connections, then partitioning that location through a
dedicated domain will ensure that AD DS replication operates more efficiently.

Designing the Domain Model

Now that you have gathered the relevant domain structure design requirements, you can de-
sign the domain model for AD DS. To select the appropriate domain design model, you must
first understand the different models that exist. You can select from two when designing the

domain structure:

m Single-domain model The single-domain model, illustrated in Figure 2-4, consists of
a forest with a single domain. Any domain controller can authenticate any user in the
forest, and all domain controllers can be global catalog servers. In this model, all direc-
tory data is replicated to all locations that host domain controllers. The single-domain
model is the simplest because it is easier to administer and less expensive to maintain.
However, it creates the most replication traffic, especially when domain controllers are
decentralized. It is sufficient when security requirements, administrative requirements,
and replication requirements are consistent across the organization.
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FIGURE 2-4 Single-domain model

Use the single-domain model when fast network connections exist between domain
controllers, bandwidth consumption is not a concern, the administration of AD DS is
centralized, and security requirements are consistent across the organization.

Regional domain model The regional domain model consists of a forest root do-
main and one or more regional domains, which represent the geographic locations
within an organization. The regions used to define the domains in this model typically
represent fixed elements, such as countries. Wide area network (WAN) connectivity is
a key factor when planning to use a regional domain model, which is more complex
to design and requires a thorough analysis of the WAN connectivity and the number
of users in each region. However, because all object data within a domain is replicated
to all domain controllers in that domain, regional domains can reduce network traffic
over the WAN link. This model is better suited when diverse security requirements,
administrative requirements, or replication requirements exist across the organization.
Figure 2-5 illustrates the regional domain model.

Use the regional domain model when not all domain controllers are connected to the
rest of the network through fast connections, network traffic needs to be minimized,
the administration of AD DS is decentralized, and security requirements are diverse
across the organization.
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FIGURE 2-5 Regional domain model

MORE INFO REVIEWING THE DOMAIN MODELS

For more information about domain models, go to http://technet.microsoft.com/en-us
/library/cc731718(WS.10).aspx.

Determining the Number of Domains Required

After you have selected a domain model, determine the number of domains required, which
will vary depending on the domain model you choose. Additionally, the maximum number
of users that a domain can contain will vary depending on the slowest link that must accom-
modate replication between domain controllers and the amount of network bandwidth you
can allocate to AD DS replication. For example, if all the domain controllers are connected
by network links that have a speed of 1,500 kilobits per second (Kbps), and you are able to
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allocate 5 percent of bandwidth to AD DS replication, the domain can contain approximately
100,000 users while maintaining efficient replication. However, if you have a domain control-
ler connected with a 64-Kbps link, and you are able to allocate 5 percent of bandwidth to

AD DS replication, the domain can contain only approximately 50,000 users while maintaining
efficient replication. If you are unable to accommodate all users in a single domain, use the
regional domain model so you can divide your organization into regions in a way that makes
sense for your organization and your existing network.

MORE INFO DETERMINING THE NUMBER OF DOMAINS REQUIRED

For more information about determining the number of domains required, go to
http://technet.microsoft.com/en-us/library/cc732201(WS.10).aspx.

Determining Whether to Upgrade Existing Domains or Deploy
New Ones

As part of your domain structure design, determine whether to upgrade existing domains or
deploy new domains. AD DS in Windows Server 2008 R2 can be installed as a new domain or
by upgrading an existing domain, which is known as an in-place upgrade. If you choose to
install a new domain as opposed to using the in-place upgrade path, you must migrate users
from the existing domain to the new domain. User account migrations between domains can
be a costly and time-consuming task and could potentially affect end users.

MORE INFO DETERMINING WHETHER TO UPGRADE EXISTING DOMAINS OR DEPLOY
NEW ONES

For more information about determining whether to upgrade existing domains or deploy
new domains, go to http://technet.microsoft.com/en-us/library/cc730800(WS.10).aspx.

You must consider a number of factors when determining whether to upgrade exist-
ing domains or deploy new ones. First, you need to determine whether the existing domain
model still meets the requirements of your organization. In large organizations, requirements
tend to change over time, which is why you need to determine your satisfaction level with
the existing domain model. If no major changes to the domain model are desired as part
of the upgrade to Windows Server 2008 R2, and the existing domain structure meets the
business and technical requirements, the in-place upgrade will provide the easiest migration
path. Conversely, if the existing domain structure does not meet the business and migration
goals of the organization, the deployment of a new domain is required. By deploying a new
domain, you can design and deploy the domain according to the current domain structure
requirements and then migrate objects from the old domain into the new domain structure.

Next, determine how much downtime can be incurred when moving to Windows Server
2008 R2 and how much downtime is acceptable in your organization. Review any service-
level agreements (SLAs) that exist for AD DS in your organization in order to identify the
acceptable downtime and maintenance windows. The in-place upgrade performs an upgrade
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of the operating system on each domain controller. Although this can be phased, the in-place
upgrade does result in downtime. Alternatively, the deployment of a new domain does not
require you to take the existing domain or any domain controllers offline, so downtime is
minimal. If downtime is a concern, deploy a new domain instead of upgrading an existing
domain.

The next key criterion to consider is time constraints. You need to know how much time
you have been allocated to upgrade to Windows Server 2008 R2. If the upgrade to Windows
Server 2008 R2 needs to occur sooner rather than later, the in-place upgrade is the right path
to take. The in-place upgrade takes roughly 60 to 90 minutes per domain controller. The
deployment of new domains and migrating objects to them is time intensive and should be
avoided if time constraints exist.

Last, consider budget. Determine the budget you have been allocated to upgrade to
Windows Server 2008 R2. If budget is limited, use the in-place upgrade because the costs
are typically lower than those of a new domain deployment. Because the existing domain
controllers are upgraded, in-place upgrades do not require additional hardware or software.
Also, in-place upgrades require less resource time to perform. If budget is not a concern, and
you have other factors that will make the deployment of a new domain more beneficial, use
the new-domain deployment strategy.

Designing the Forest Root Domain

If you decide to deploy new AD DS domains, you must first design the forest root domain,
which is the first domain you deploy in an AD DS forest. After you deploy the forest root do-
main, it remains the forest root domain for the life of the AD DS deployment. It is not possible
to change the forest root domain, so designing it involves determining whether you need to
deploy a dedicated one.

A dedicated forest root domain is an AD DS domain created exclusively to function as the
forest root domain. A dedicated forest root domain does not contain any end-user accounts
and allows the separation of forest-level service administrators from domain-level service
administrators. Additionally, a dedicated forest root domain is not usually affected by orga-
nizational changes that can result in the restructuring or renaming of domains. However, the
use of a dedicated forest root domain introduces additional management overhead.

MORE INFO SELECTING THE FOREST ROOT DOMAIN

For more information about selecting the forest root domain, go to http://technet
.microsoft.com/en-us/library/cc726016(WS.10).aspx.

If you will not use a dedicated forest root domain, you must select a regional domain to
function as the forest root domain. That regional domain will be the first domain in the for-
est to be deployed. Using a regional domain as a forest root domain does not generate the
additional management overhead that a dedicated forest root domain does, as Figure 2-6
illustrates.
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FIGURE 2-6 Dedicated forest root domain vs. regional forest root domain
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MORE INFO DEPLOYING A WINDOWS SERVER 2008 R2 FOREST ROOT DOMAIN

For more information about deploying a Windows Server 2008 R2 forest root domain, go
to http://technet.microsoft.com/en-us/library/cc731174(WS.10).aspx.

Use a dedicated forest root domain to separate the responsibilities of forest management
and domain management.

Designing Domain Trees

When the forest root domain is in place, additional domains can be added to the forest in
the same domain tree as the forest root domain or in additional domain trees. All domains in
the same domain tree will share a contiguous namespace, whereas domains that are added
through a new domain tree will have a different namespace.

Using the same domain tree or a new domain tree does not provide any difference in
functionality. In both cases, each domain within an AD DS forest will share a transitive trust
with all other domains, and each domain will share the schema directory partition, configura-
tion directory partition, and global catalog directory partition. The principles for deciding
whether to use existing domain trees or additional domain trees are the same as those for
planning a Domain Name System (DNS) namespace for AD DS. A domain tree is warranted
when one group in the organization has a requirement for a DNS namespace that is not con-
tiguous with the existing DNS namespace that AD DS uses. Consider the example of an AD DS
forest that has an existing domain with the DNS name of tailspintoys.com. If the business unit
called Wingtip Toys needs to have its own DNS domain name for AD DS, you would deploy a
second domain tree that has a DNS domain name of wingtiptoys.com.

Designing Functional Levels

When you have designed the forest structure and the domain structure, you are ready to de-
sign the functional levels, which provide a way to enable domain-wide features or forest-wide
AD DS features. Different levels of domain functionality and forest functionality are available,
depending on your network environment. Designing functional levels includes designing
domain functional levels and then designing forest functional levels.

MORE INFO UNDERSTANDING AD DS FUNCTIONAL LEVELS

For more information about AD DS functional levels, go to http://technet.microsoft.com
/en-us/library/understanding-active-directory-functional-levels(WS.10).aspx.

EXAM TIP

Before you take the 70-647 exam, make sure you are familiar with the different AD DS
features available at each functional level.
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Designing Domain Functional Levels

Designing functional levels starts with designing domain functional levels. Domain func-
tional levels enable features that affect the entire domain and are dependent on the ver-
sion of Windows that is installed on the domain controllers in the domain. Therefore, start
by identifying the version of Windows that is installed on each domain controller in each
domain in the forest. If you have domain controllers in a domain that have Windows 2000
Server installed on them, the highest domain functional level you can set for that domain is
Windows 2000 Native. If the domain controllers in a domain have Windows Server 2003 in-
stalled on them, the highest domain functional level you can set for that domain is Windows
Server 2003. If all domain controllers in the domain have Windows Server 2008 installed on
them, you can set the domain functional level to Windows Server 2008. If all domain control-
lers in the domain have Windows Server 2008 R2 installed on them, then you can set the
domain functional level to Windows Server 2008 R2.

NOTE DETERMINING THE OPERATING SYSTEM INSTALLED ON EXISTING DOMAIN
CONTROLLERS

In large environments, it is not practical to log on to each domain controller to determine
the version of the operating system it is running. The Systeminfo command in Windows
Server 2008 R2 enables you to retrieve operating system information remotely from mul-
tiple computers. For more information about the Systeminfo command in Windows Server
2008 R2, go to http://technet.microsoft.com/en-us/library/cc771190(WS.10).aspx.

Table 2-2 lists the domain functional levels and their corresponding supported domain
controllers.

TABLE 2-2 Domain Functional Levels and Supported Domain Controllers

DOMAIN FUNCTIONAL LEVEL DOMAIN CONTROLLERS SUPPORTED

Windows 2000 Native Windows 2000 Server
Windows Server 2003
Windows Server 2008
Windows Server 2008 R2

Windows Server 2003 Windows Server 2003
Windows Server 2008
Windows Server 2008 R2

Windows Server 2008 Windows Server 2008
Windows Server 2008 R2
Windows Server 2008 R2 Windows Server 2008 R2
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When designing domain functional levels, determine which advanced AD DS features you
need to enable in each domain. If you find that the domain functional level you require can-
not be achieved because of domain controllers with earlier versions of Windows, you will have
to upgrade those domain controllers or decommission them from the domain. Table 2-3 lists
the domain-wide features that are enabled for the domain functional levels.

TABLE 2-3 Domain-Wide Features for Domain Functional Levels

DOMAIN FUNCTIONAL

LEVEL ENABLED FEATURES

Windows 2000 Native All default Active Directory features and the following features:

Universal groups for both distribution groups and security groups
Group nesting

Group conversion, which makes conversion between security groups
and distribution groups possible

Security identifier (SID) history

Windows Server 2003 All default Active Directory features, all features from the Windows 2000
Native domain functional level, plus the following features:

The availability of the domain management tool,
Netdom.exe, to prepare for a domain controller rename

Update of the logon time stamp

The ability to set the userPassword attribute as the effective password
on the inetOrgPerson object and user objects

The ability to redirect Users and Computers containers
Authorization Manager, to store its authorization policies in AD DS
Constrained delegation

Support for selective authentication

Windows Server 2008 All default Active Directory features, all features from the Windows Server
2003 domain functional level, plus the following features:

Distributed File System (DFS) Replication support for SYSVOL

Advanced Encryption Services (AES 128 and 256) support for the Kerbe-
ros authentication protocol

Last Interactive Logon Information

Fine-grained password policies
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Windows Server 2008 R2 Al default Active Directory features, all features from the Windows Server
2008 domain functional level, plus the following features:

m Authentication mechanism assurance
m  Automatic service principal name (SPN) management for services run-
ning on a particular computer under the context of a Managed Service

Account when the name or DNS host name of the machine account
changes

IMPORTANT RAISING THE DOMAIN FUNCTIONAL LEVEL

When the domain functional level is raised, domain controllers running earlier operating
systems cannot be introduced into the domain.

h/ Quick Check

1. Which domain functional levels are supported if your forest functional level is
set to Windows 2008 R2?

2. Which operating systems are supported on domain controllers when the domain
functional level is set to Windows Server 2008?

Quick Check Answer
1. Windows Server 2008 R2

2. Windows Server 2008 and Windows Server 2008 R2

Designing Forest Functional Levels

After you have designed the domain functional levels, you are ready to design the forest
functional levels. Forest functional levels enable features that affect the entire forest and

are dependent on the domain functional levels of the domains in the forest. To design for-
est functional levels, start by identifying the domain functional level for each domain in the
forest. If domains in the forest have a domain functional level of Windows 2000 Native, the
highest forest functional level that can be set is Windows 2000. If domains in the forest have
a domain functional level of Windows Server 2003, the highest forest functional level that
can be set is Windows Server 2003. If all domains in the forest have a domain functional level
of Windows Server 2008, the forest functional level can be set to Windows Server 2008. If all
domains in the forest have a domain functional level of Windows Server 2008 R2, the forest
functional level can be set to Windows Server 2008 R2. Table 2-4 lists the forest functional
levels and their corresponding supported domain functional levels.
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TABLE 2-4 Forest-Wide Features for Forest Functional Levels

FOREST FUNCTIONAL LEVEL DOMAIN FUNCTIONAL LEVELS SUPPORTED
Windows 2000 Windows 2000 Native

Windows Server 2003

Windows Server 2008

Windows Server 2003 Windows Server 2003
Windows Server 2008

Windows Server 2008 Windows Server 2008

Windows Server 2008 R2 Windows Server 2008 R2

When designing forest functional levels, determine which advanced AD DS features you
need to enable across the forest. If you find that the forest functional level you require cannot
be achieved because of domains with earlier, lower-level domain functional levels, you will
have to upgrade the domain functional level for these domains. Table 2-5 lists the forest-wide
features that are enabled for the forest functional levels.

TABLE 2-5 Forest Functional Levels Features

FOREST FUNCTIONAL LEVEL DOMAIN FUNCTIONAL LEVELS SUPPORTED

Windows 2000 All default Active Directory features

Windows Server 2003 All default Active Directory features, plus the following features:
m Support for forest trusts
m Support for renaming domains

m Support for linked-value replication, which enables domain control-
lers to replicate individual property values for objects instead of the
complete objects to reduce network bandwidth usage

m The ability to deploy a read-only domain controller (RODC) that runs
Windows Server 2008 or Windows Server 2008 R2

m Improved Knowledge Consistency Checker (KCC) algorithms and
scalability

m The ability to create instances of the dynamic auxiliary class called
dynamicObject in a domain directory partition

m The ability to convert an inetOrgPerson object instance into a User
object instance and the reverse

m The ability to create instances of the new group types, called applica-
tion basic groups and Lightweight Directory Access Protocol (LDAP)
query groups, to support role-based authorization

m Deactivation and redefinition of attributes and classes in the schema
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Windows Server 2008 All the features available at the Windows Server 2003 forest functional
level but no additional features

Windows Server 2008 R2 All the features that are available at the Windows Server 2003 forest func-
tional level, plus the following features:

= Active Directory Recycle Bin

IMPORTANT RAISING THE FOREST FUNCTIONAL LEVEL

When the forest functional level is raised, domain controllers running earlier operating
systems cannot be introduced into the forest.

Designing the Schema

After you have designed the forest structure, domain structure, and functional levels, you
are ready to design the AD DS schema. Because there is a single schema for the entire forest
and schema changes are global, designing the schema requires careful planning and testing
and consists of designing a schema modification process, upgrading the schema to support
Windows Server 2008 R2, and designing schema attributes and classes.

Designing a Schema Modification Process

Because schema modifications are global changes that cannot be reversed, designing a
schema modification process is imperative when designing the schema. A properly designed
schema modification process will aid in mitigating the impact of a problematic schema modi-
fication.

To start, determine the requirement for a schema modification. If it is required for an
enterprise-wide application such as Exchange Server, then it is usually warranted. However, if
it is required for an application that will be used by only a small population of the organiza-
tion, determine whether you want to deploy a global change to satisfy the needs of those us-
ers. As previously mentioned, schema modifications are global, so schema modifications that
are required for a non-enterprise-wide product will still require a global change that is not
reversible. Additionally, schema modifications that are required for a subset of users in the
organization are typically required on a short-term basis, so you must analyze the duration
of the requirement. Although schema attributes can be deactivated at a later time, attributes
still consume space in the schema partition, which is replicated to all domain controllers in the
forest. Whenever possible, aim to limit schema changes to requirements that are enterprise-
wide and long-term.

When you have decided to proceed with a proposed schema modification, you are ready
to test it, an absolutely critical process that should never be ignored in view of the permanent
nature of the change. When testing a schema modification, ensure that the test environment
has a schema that is consistent with production. After you have deployed the schema change
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in your test environment, perform a level of regression testing against AD DS to determine
that the schema change was not problematic. When performing regression testing, verify that
AD DS is still able to replicate the schema partition to all domain controllers in the test envi-
ronment. Next, modify the object type or object class that was changed as part of the schema
modification. For example, if you created a new attribute and added it to the User class, you
must modify it on a user object as part of your regression testing. Next, verify that you are
still able to modify attributes that existed prior to the schema modification.

When you have thoroughly tested the schema modification in a test environment, you are
ready to modify the schema in the production AD DS forest. By this time, you should have
thoroughly reviewed and tested the schema modification in your preproduction environ-
ments, so you should be in a position to simply follow your standard change management
process.

Upgrading the Schema to Support Windows Server 2008 R2

AD DS in Windows Server 2008 R2 introduces a number of changes to the schema. If you are
installing a new Windows Server 2008 R2—-based AD DS forest, you do not need to pre-

pare the forest for Windows Server 2008 R2. However, if you are installing Windows Server
2008 R2 domain controllers into an existing Windows 2000 Server, Windows Server 2003,

or Windows Server 2008 forest, you need to perform a number of tasks to prepare it for
Windows Server 2008 R2.

Before you can add the first Windows Server 2008 R2 domain controller to an existing
Windows 2000 Server, Windows Server 2003, or Windows Server 2008 forest, you must pre-
pare the existing forest, introducing a number of schema changes and forest-wide changes by
running the adprep /forestprep command on the server that holds the schema master opera-
tions master role.

After you have prepared the forest for Windows Server 2008 R2, prepare each domain in
which you will install Windows Server 20008 R2 domain controllers. Doing so introduces a
number of domain-wide changes and consists of running the adprep /domainprep /gpprep
command on the server in each domain that holds the infrastructure operations master role.

Finally, if you are installing RODCs into an existing Windows Server 2003 forest, you must
also prepare the forest for them by modifying the permissions in each domain. You do this by
running the adprep /rodcprep command on any computer in the forest.

MORE INFO PREPARE YOUR INFRASTRUCTURE FOR UPGRADE

For more information about schema changes in Windows Server 2008 R2, go to
http://technet.microsoft.com/en-us/library/cc771461(WS.10).aspx.
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Designing Trusts to Optimize Intraforest Authentication

The final component in forest and domain design consists of designing trusts to optimize
intraforest authentication. In a complex forest with multiple-domain trees, intraforest au-
thentication can take a substantial amount of time because the authentication request must
traverse the trust path. Figure 2-7 shows the default trust path in a complex forest.

corp.tailspintoys.com Tree-Root Trust
(Forest Root Domain)

Parent-Child Trust

Parent-Child Trust /europe.corp.tailspintoys.com| corp.wingtiptoys.com "\ Parent-Child Trust

italy.europe.corp.tailspintoys.com usa.corp.wingtiptoys.com

Tree 1 Tree 2

FIGURE 2-7 Default trust path in a complex forest

In this example, when a user in the usa.corp.wingtiptoys.com domain needs to access a
resource in the italy.europe.corp.tailspintoys.com domain, the authentication request must
traverse the following path:

1. corp.wingtiptoys.com domain

2. corp.tailspintoys.com domain

3. europe.corp.tailspintoys.com domain

4. jtaly.europe.corp.tailspintoys.com domain

This amount of time can be reduced significantly by using a shortcut trust. Figure 2-8
shows a shortcut trust in the same forest.
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corp.tailspintoys.com '\ Tree-Root Trust
(Forest Root Domain) |

Parent-Child Trust

Parent-Child Trust /europe.corp.tailspintoys.com | corp.wingtiptoys.com \ Parent-Child Trust

¢ Shortcut

italy.europe.corp.tailspintoys.com usa.corp.wingtiptoys.com

Tree 1 Tree 2

FIGURE 2-8 Shortcut trust

A shortcut trust between the usa.corp.wingtiptoys.com domain and the italy.europe.corp
.tailspintoys.com domain optimizes intraforest authentication because the authentication
request does not have to traverse the default trust path, but rather is sent directly between
these two domains.

When designing trusts to optimize intraforest authentication, start by identifying each
domain in the forest that has frequent cross-domain resource access requirements. For these
domains, deploy a shortcut trust. When deploying the shortcut trust, you can use a one-way
trust or a two-way trust. To determine the direction of the trust, you need to understand the
resource access requirements in your organization. If bidirectional resource access is required,
use a two-way shortcut trust. If unidirectional resource access is required, use a one-way
shortcut trust.

MORE INFO UNDERSTANDING WHEN TO CREATE A SHORTCUT TRUST

For more information about when to create a shortcut trust, go to http://technet.microsoft
.com/en-us/library/cc754538.aspx.
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Designing AD DS Forests and Domains

You are the enterprise administrator at Contoso, Ltd. Contoso is a large corporation with of-
fices located throughout the United Kingdom. As an enterprise administrator, it is your role to
design AD DS for Contoso and its subsidiaries.

Contoso's head office is located in Glasgow, Scotland, and contains 15,000 employees. It
has remote offices in England, Wales, and Northern Ireland, each containing approximately
5,000 employees. Each of the remote offices is connected to the head office through the
corporate WAN.

All the Windows-based workstations and servers for Contoso and its subsidiaries will
use AD DS for authentication and authorization. Contoso has a number of publicly acces-
sible applications that require customer accounts to reside in AD DS for authentication and
authorization.

For legal and security reasons, Contoso must separate employee information from cus-
tomer information. The company has an IT department, located in its head office, which will
be responsible for AD DS forest service management. Local IT departments situated in each
location are responsible for the AD DS service management and data management in their
respective location.

To comply with Contoso's IT security policies, forest-level service management and
domain-level service management must be performed by different teams. Each of Contoso’s
locations has its own password policy requirements. The amount of bandwidth AD DS replica-
tion uses must be minimized. The domain controllers for the NOS directory will be decentral-
ized, but the domain controllers for the Internet directory will be centralized. Contoso plans
to implement fine-grained password policies in the future. It also wants to use AES 128 and
256 for the Kerberos authentication protocol for its publicly accessible applications. All AD DS
domain controllers will have Windows Server 2008 R2 installed.

Contoso recently acquired a subsidiary named Fabrikam, Inc., with an office in Seattle,
Washington, containing 5,000 employees. Fabrikam has diverse requirements for the internal
DNS name used for resources in AD DS. Active Directory service management and data man-
agement for Fabrikam will be performed by Contoso’s IT departments. Fabrikam's employ-
ees will frequently access resources located on servers in the Wales remote office. Contoso
wants to ensure that the authentication process for Fabrikam users accessing resources in the
Wales Contoso remote office is fast.

EXERCISE 1 Design the Forest Structure

In this exercise, you review the business and technical requirements to design the forest struc-
ture for Contoso and its subsidiaries.

1. What are the relevant forest design requirements for Contoso and its subsidiaries?
The relevant forest design requirements for Contoso and its subsidiaries are as follows:

m AD DS will act as the NOS directory and as an Internet directory for Contoso and its
subsidiaries.
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3.

m Service management requirements suggest the need for service autonomy. Multiple
teams will be managing the AD DS infrastructure, but control for any one team does
not need to be exclusive.

m Data management requirements suggest the need for data autonomy. Multiple
teams will be managing the AD DS data, but control for any one team does not
need to be exclusive.

m Data management requirements also suggest the need for data isolation in the case
of customer information. Employee information must be separated from customer
information.

Based on your analysis of the requirements, how many forests are required for Contoso
and its subsidiaries?

Two AD DS forests are required to meet the business and technical requirements. The
first forest will be used as the NOS directory for Contoso and its Fabrikam subsid-
iary. Both companies can reside in the same forest because they have consistent data
autonomy and services autonomy requirements; the AD DS data and service will be
managed by the same IT departments.

A second forest is required to serve as Contoso’s Internet directory. The Internet direc-
tory requires a dedicated forest because of the data isolation requirement; Contoso
must separate employee information from customer information.

Which forest model(s) will be used in the design?
The first forest, which will be used as the NOS directory, will use the organizational for-
est model because user accounts will be stored in this forest and managed separately.

There are no limited connectivity or service isolation requirements to suggest the need
for a resource forest model.

The second forest, which will be used as the Internet directory, will use the restricted
access forest model because there are data isolation requirements.

EXERCISE 2 Design the Domain Structure

In this exercise, you review the business and technical requirements to design the domain
structure for Contoso and its subsidiaries.

1.

What are the relevant domain design requirements for Contoso and its subsidiaries?

The relevant domain design requirements for Contoso and its subsidiaries are as
follows:

m The security requirements state that each Contoso location has its own password
policy requirements.

m The security requirements state that forest-level service management and domain-
level service management must be performed by different teams.

m  The business requirements state that the DNS name used for the Fabrikam subsid-
iary must be different from the DNS name used for the rest of the organization.
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m The technical requirements state that the amount of bandwidth used by AD DS
replication must be minimized.

m The technical requirements state that the domain controllers for the NOS directory
forest will be decentralized, but the domain controllers for the Internet directory
forest will be centralized.

2. Which domain model will be used for each forest?

The forest used as the NOS directory will use the regional domain model because
users are distributed throughout various remote locations. Additionally, by using the
regional domain model for this forest, the amount of bandwidth AD DS replication
uses will be minimized in accordance with the technical requirement to minimize it.

The forest used as the Internet directory will use the single-domain model because all
domain controllers will be centralized.

3. What will the forest root domain design be for the NOS directory forest?

The forest root design for the NOS directory forest will consist of a dedicated forest
root domain, which is necessary to meet the security requirement to have forest-level
and domain-level service management performed by different teams.

4. Based on your analysis of the requirements, how many domains are required for each
forest?

The forest used as the NOS directory will require six domains. The first domain in this
forest will be the dedicated forest root domain. Four additional domains are required
for the remote Contoso locations in Scotland, England, Wales, and Northern Ireland
because of the security requirement to create separate password policies for each
location. Additionally, the Fabrikam subsidiary requires its own domain in this for-
est because of the business requirement to use a different DNS name for Fabrikam's
resources.

The forest used as the Internet directory will have a single domain to store customer
information, and there are no technical or business requirements that suggest the
need for multiple domains.

5. How many domain trees will be required for each forest?

The forest used as the NOS directory will require two domain trees because there are
diverse DNS namespace requirements between Contoso and its Fabrikam subsidiary.
A separate domain tree is required for the Fabrikam subsidiary to meet its unique DNS
namespace requirements.

EXERCISE 3 Design the Functional Levels

In this exercise, you review the business and technical requirements to design the functional
levels for Contoso and its subsidiaries.

1. What are the relevant functional level design requirements for Contoso and its
subsidiaries?
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The relevant functional level design requirements for Contoso and its subsidiaries are
as follows:

m Contoso plans to implement automatic SPN management in the future.

m Contoso wants to use authentication mechanism assurance for its publicly accessible
applications.

m Contoso plans to use the Active Directory Recycle Bin in each forest.
= All AD DS domain controllers will have Windows Server 2008 R2 installed.
What will the domain functional level design be for each forest?

The domain functional level design for the NOS directory forest will consist of a
domain functional level of Windows Server 2008 R2 for each domain so that Contoso
can use automatic SPN management in the future. This functional level is also recom-
mended for this forest because all the domain controllers will have Windows Server
2008 R2 installed.

The domain functional level design for the Internet directory forest will consist of a
domain functional level of Windows Server 2008 R2 so that Contoso can use authen-
tication mechanism assurance for its publicly accessible applications. This functional
level is also recommended for this forest because all the domain controllers will have
Windows Server 2008 R2 installed.

What will the forest functional level design be for each forest?

Both forests will have a forest functional level of Windows Server 2008 R2. This
is recommended because all the domains will have a domain functional level of
Windows Server 2008 R2, and this is required to use the Active Directory Recycle Bin.

EXERCISE 4 Design Shortcut Trusts

In this exercise, you review the business and technical requirements for the shortcut trusts for
Contoso and its subsidiaries.

1.

What are the relevant shortcut trust design requirements for Contoso and its
subsidiaries?

The relevant shortcut trust design requirements for Contoso and its subsidiaries are as
follows:

m Fabrikam employees will frequently access resources located on servers in the Wales
remote office.

m Authentication should be optimized for Fabrikam employees accessing resources in
the Wales remote office.

What will the shortcut trust design be?

The shortcut trust design will consist of a shortcut trust between the Wales Contoso
domain and the Fabrikam domain. This is required in order to optimize authentication
between Fabrikam users and resources in the Wales Contoso domain.
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Lesson Summary

Gathering forest design requirements consists of identifying the role of AD DS in your
organization and gathering business, technical, security, network, autonomy, and isola-
tion requirements.

You can choose the organizational forest model, resource forest model, or the restrict-
ed access forest model when designing forests.

You can choose either the single-domain model or the regional domain model when
designing the domains within a forest.

A dedicated forest root domain enables the separation of forest-level service adminis-
trators from domain-level service administrators.

Domain functional levels enable features that affect the entire domain, and forest
functional levels enable features that affect the entire forest.

Before you can add the first Windows Server 2008 R2 domain controller to an exist-
ing Windows 2000, Windows Server 2003, or Windows Server 2008 forest, you must
prepare the existing forest by using the adprep command. If you are installing RODCs
into an existing Windows 2000 Server or Windows Server 2003 forest, you must also
prepare the forest for RODCs.

You can use shortcut trusts to optimize intraforest authentication.

Lesson Review

The following questions are intended to reinforce key information presented in this lesson.
The questions are also available on the companion CD if you prefer to review them in elec-
tronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct or incor-

rect are located in the “Answers” section at the end of the book.

1.

How can you achieve data autonomy when designing the forest structure?
A. Create a new forest by using the resource forest model.

B. Join an existing forest.

C. Create a new forest by using the organizational forest model.

D. Create a new forest by using the restricted access forest model.

How can you achieve service autonomy when designing the forest structure?
A. Create a new forest by using the restricted access forest model.

B. Create a new forest by using the resource forest model.

C. Create a new forest by using the organizational forest model.

D. Join an existing forest.
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3. You are examining an existing AD DS environment to determine whether to up-
grade the existing domains or deploy new domains. What factors must you consider?
(Choose all that apply.)

A. Existing domain model
B. The amount of downtime that can be incurred
C. Time constraints

D. Budget
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Lesson 2: Designing the AD DS Physical Topology

Now that you have designed the forest and domain structure in Lesson 1, you are ready to
complete the AD DS design by designing the physical topology, which is required so that

AD DS can replicate the directory data to domain controllers in the various locations on your
network. Also, the physical topology defines how clients are directed to the appropriate do-
main controller for authentication and enables clients to search for printers based on location
information.

The design of the physical topology starts with designing the site structure, which rep-
resents the physical structure of your network. AD DS uses that structure to build the most
efficient replication topology. Designing the site structure consists of selecting a site model
based on the relevant site design requirements. After you have designed the site structure,
you must design replication to control how the directory data is replicated between the
various domain controllers on your network. Designing replication involves designing the
replication topology as well as site links, site link properties, and site link bridging. Next, you
must design the placement of domain controllers—specifically, forest root domain control-
lers, regional domain controllers, read-only domain controllers, global catalog servers, and
operations master role holders. Last, you must design printer location policies so that users
can search for printers based on location information stored in AD DS.

This lesson provides you with the knowledge needed to gather relevant business and
technical requirements and then to design the AD DS physical topology in Windows Server
2008 R2.

After this lesson, you will be able to:

= Gather site design requirements.

= Design the site model.

= Select a replication topology.

= Design site links and site link properties.

= Design site link bridging.

= Design the placement of forest root domain controllers, regional domain con-
trollers, RODCs, global catalog servers, and operations master role holders.

= Design a location schema for printer location policies.

Estimated lesson time: 35 minutes
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REAL WORLD

John Policelli

recently spearheaded a site and replication redesign initiative, which emphasized
the importance of reevaluating networking information and location data on an
ongoing basis as part of an AD DS physical topology design.

When our client, a large financial institution with a global presence, first deployed
Active Directory seven years ago, a requirement forced it to disable the Intersite
Topology Generator (ISTG) on all sites. Effectively, all intersite replication connec-
tions had to be created manually. As you would expect, the network topology and
location data had changed drastically from the time when the original replication
design was created. However, because the client did not experience any issues with
replication, it never reevaluated these requirements or its AD DS physical topology
design.

We were faced with a major initiative to replace 25 percent of our client’s former
domain controllers with new domain controllers that would be located in a new
datacenter. To make this even more complex, this was being driven by a time-
sensitive data center consolidation project, which would result in a significant
change to the physical topology design.

I made a conscious decision to reevaluate our client’s network topology, location
data, and requirements as part of the site and replication redesign initiative | was
leading. As a result, | was able to validate that ISTG could be reenabled. Given the
benefits of ISTG in a large environment, we decided to reenable the ISTG on all sites
as part of our AD DS site and replication redesign. We saved a significant amount
of time introducing the new domain controllers and decommissioning the earlier
domain controllers during the data center consolidation project. Furthermore, the
decision to reenable the ISTG on all sites improved the client’s disaster recovery
readiness. All this was exactly what | expected, knowing the benefits of ISTG. How-
ever, what surprised me the most was the fact that the forest convergence time—
the time it takes for a change to the AD DS database to reach all domain controllers
in the forest—was reduced by almost 40 percent as a result of reenabling the ISTG
on all sites. Effectively, changes to the database were being replicated faster and
more efficiently.

As you will see in this lesson, one of the most important tasks when designing the
AD DS physical topology is collecting network information and location data. How-
ever, as was true in the site-and-replication redesign initiative that I led, this is not
only required during the initial design phase but rather is something you need to
do on an ongoing basis to ensure that your physical topology meets the constantly
changing needs of your organization.
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Designing the Site Structure

Designing the AD DS physical topology begins with designing the site structure, which is the
foundation for the physical topology AD DS uses. Designing the site structure consists of
gathering site design requirements, designing the site model, and designing site settings.

MORE INFO DESIGNING THE SITE TOPOLOGY FOR WINDOWS SERVER 2008 AD DS

For more information about designing the site topology for Windows Server 2008 R2
AD DS, go to http://go.microsoft.com/fwlink/?Linkld=89026.

Gathering Site Design Requirements

To begin the site structure design, you need to gather the existing network information.
Because sites in AD DS represent the physical structure of your network, AD DS uses network
topology information to build the most efficient replication topology. Domain controllers are
placed into sites according to where the domain data is needed, and sites are used for repli-
cation, authentication, and service location.

Start by creating a location map that represents the physical network infrastructure of your
organization. Most large organizations have a network group with which you will need to
consult in order to obtain the necessary information. On the location map, identify the geo-
graphic locations that contain groups of computers and users. For each location, gather the
relevant network information, including the type of communication link, the link speed, and
the available bandwidth between locations. Figure 2-9 shows a sample location map.

Italy

512 kbps total
25% available

Argentina United States Canada

1.5 Mbps total
75% available

1.5 Mbps total

256 kbps total
55% available

25% available

Mexico

FIGURE 2-9 Sample location map
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When you have collected the relevant network information, collect location data as part
of your site design. Location data is required in order to determine the placement of domain
controllers. Begin by gathering the IP subnets in each location; the AD DS authentication pro-
cess uses IP subnets to direct clients to the closest domain controller. If you do not know the
subnet mask and network address within each location, consult your networking group. Next,
for each location, detail the number of users for each domain, the number of workstations,
and the number of servers. Table 2-6 is a sample table you can use to document the relevant
network information and location data for each region.

TABLE 2-6 Sample Network Information and Location Data Gathering Table

NAME OF TOTAL AVAILABLE NETWORK NUMBER
REGION BANDWIDTH BANDWIDTH SEGMENTS OF USERS DOMAINS

The location map you create and the location data you collect are required in order to
identify the site model that best matches the physical topology of your network and to
design the site structure. By collecting this information, you will be able to determine which
physical locations need a dedicated site object and which physical locations can be combined
into a single site object. Additionally, you'll use this information to design the placement of
domain controllers and global catalog servers.

MORE INFO COLLECTING NETWORK INFORMATION

For more information about collecting network information, go to http://technet.microsoft
.com/en-us/library/cc771466(WS.10).aspx.

Designing the Site Model

When you have obtained or created a location map and collected the location data, you are
ready to design the site model AD DS replication will use. The two available site models are as
follows:

m Single site model The single site model consists of a single site object. In this model,
all domains in the forest belong to the same site object, and all IP subnets are associat-
ed with this site object. In the single site model, all authentication requests are directed
to domain controllers in the same site. Additionally, all replication occurs through
intrasite replication.

The goal of the single site model is to reduce AD DS replication latency by ensur-
ing that all domain controllers in the site are updated as quickly as possible. Through
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intrasite replication, replication occurs more or less immediately after a change has
been made; replication traffic is not compressed; the replication process is initiated by
a notification from the sending domain controller; replication traffic is sent to several
replication partners during each replication cycle; and replication traffic within a single
site requires virtually no customization. Use the single site model when all domain
controllers are interconnected through fast network connections and there is ample
available bandwidth.

= Multiple sites model The multiple sites model consists of domain controllers distrib-
uted across two o