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	This article includes a list of references, related reading or external links, but its sources remain unclear because it lacks inline citations.Please improve this article by introducing more precise citations where appropriate. (September 2010)


In software engineering, software configuration management (SCM) is the task of tracking and controlling changes in the software. Configuration management practices include revision control and the establishment of baselines.

SCM concerns itself with answering the question "Somebody did something, how can one reproduce it?" Often the problem involves not reproducing "it" identically, but with controlled, incremental changes. Answering the question thus becomes a matter of comparing different results and of analysing their differences. Traditional configuration management typically focused on controlled creation of relatively simple products. Now, implementers of SCM face the challenge of dealing with relatively minor increments under their own control, in the context of the complex system being developed.[clarification needed]
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[edit] Terminology

The history and terminology of SCM (which often varies) has given rise to controversy. Roger Pressman, in his book Software Engineering: A Practitioner's Approach, states that SCM is a "set of activities designed to control change by identifying the work products that are likely to change, establishing relationships among them, defining mechanisms for managing different versions of these work products, controlling the changes imposed, and auditing and reporting on the changes made."

Source configuration management is a related practice often used to indicate that a variety of artifacts may be managed and versioned, including software code, hardware, documents, design models, and even the directory structure itself.

Atria (later Rational Software, now a part of IBM), used "SCM" to mean "software configuration management". Gartner uses the term software change and configuration management.

[edit] Purposes

The goals of SCM are generally:[citation needed]
· Configuration identification - Identifying configurations, configuration items and baselines. 

· Configuration control - Implementing a controlled change process. This is usually achieved by setting up a change control board whose primary function is to approve or reject all change requests that are sent against any baseline. 

· Configuration status accounting - Recording and reporting all the necessary information on the status of the development process. 

· Configuration auditing - Ensuring that configurations contain all their intended parts and are sound with respect to their specifying documents, including requirements, architectural specifications and user manuals. 

· Build management - Managing the process and tools used for builds. 

· Process management - Ensuring adherence to the organization's development process. 

· Environment management - Managing the software and hardware that host the system. 

· Teamwork - Facilitate team interactions related to the process. 

· Defect tracking - Making sure every defect has traceability back to the source. 
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Automation & Control

Stay in Control, Automatically

Some IT staff falsely believe network automation is risky, bypasses their expertise and takes away control. In truth, the “self-healing network” has never materialized, nor has the “auto-configuration” of routers that seem to cause more headaches than problems they solve. Rather, network automation takes care of the mundane tasks so that IT professionals can handle the real problems.

Imagine what your team could do with a few extra hours each day if you relieved them of manual and reactive tasks. Automation eliminates daily manual chores and the ordinary management of the core network infrastructure. Maintaining the status quo today uses over 80% of IT resources. Infoblox can automate a majority of those manual repetitive processes, such as making device changes, managing IP addresses or chasing problems with DNS and DHCP services, and save your IT staff countless hours of time and effort.

Today’s IT staff is asked to deliver more with less. Network automation and control is an essential key to maximizing competitive business drivers, such as virtualization, cloud computing, compliance and mergers 

http://www.infoblox.com/en/solutions/business-drivers/network-automation-and-control.html
StarTeam

Software Change and Configuration Management
StarTeam® is a fully integrated, cost-effective software change and configuration management tool, designed for both centralized and geographically distributed software development environments.

Benefits:

· Provides a single source of key information for distributed teams 

· Streamlines collaboration through a unified view of code and change requests 

· Industry leading scalability combined with low total cost of ownership 

Our StarTeam Family Products Consist of:
· StarTeam Enterprise Edition - Coordination and management of the entire software delivery process is essential; StarTeam promotes team communication and collaboration through centralized control of project activities and digital assets. 

· StarTeam Enterprise Advantage Edition - Delivers all the capabilities of StarTeam Enterprise Edition, plus it is further optimized to meet the needs of large, geographically distributed development environments. 

· StarTeam Express Edition - Download StarTeam Express, the free version of StarTeam. Enjoy all the benefits of StarTeam Enterprise Edition, limited to 10 users. 

Related Borland Products

· CaliberRM™: an enterprise software requirements management system 

· Silk™ 
· Silk4J™ 
· Implementing and troubleshooting Group Policy 

Once you’ve planned and deployed Group Policy and optimized its performance, things should work as expected if you’ve done your homework properly. But what if Group Policy doesn’t work as you expect it to? What if certain users or computers don’t receive the policy settings intended for them? Then you need to haul out your arsenal of Group Policy troubleshooting tools and try to find out what’s gone wrong. That’s what this article is about.

Start With The Basics

Before you start running various Group Policy troubleshooting tools and techniques however, take a moment to step back and ask some simple questions. This phase of the troubleshooting process is based on the motto that a minute of thinking is worth an hour of brute force effort. Below are some simple questions you should ask yourself before you dive into the troubleshooting process. 

1. Should the policy be applied to the affected users and computers? That’s a great question to begin with, isn’t it. Say a user comes to you and says he can’t install a certain application by invoking a shortcut on the Start menu. His neighboring workers can do this, but his machine must be broken because he doesn’t have the shortcut for that program. So he complains and you scratch your head wondering why the software installation policy that installs this program isn’t being applied to that user. But should it apply in the first place? What does the user mean by his “neighboring workers”? Maybe other employees on the same floor but belonging to a different department, and while users in that department need that particular program, the complaining user doesn’t and perhaps shouldn’t have access to the program. So actually Group Policy is working just fine in this situation—it’s the user that’s broken! Users are particularly envious of other users’ privileges, and this sort of thin happens a lot in some companies. The key troubleshooting question here is “Who should this policy apply to? 

2. What is common to the users or computers to whom the policy is not being applied? This question is applicable if several people or machines aren’t getting the policy they’re supposed to receive. Five people in the Marketing Department come to you and complain that they can’t access Control Panel anymore from the Start menu. What does this tell you? Check the GPO linked to the OU for Marketing users and see whether the policy “Prohibit access to the Control Panel” is Enabled (this policy is found under User Configuration\Administrative Templates\Control Panel). If this policy is Disabled or Not Configured, check GPOs linked to parent OUs to Marketing or linked to the domain and see whether security filtering is mistakenly configured so that users in the Marketing security group have this policy applied. 

3. When did users start complaining about the issue? Was it immediately after you made some change to your Group Policy settings, for example by creating and linking a new GPO to an OU? That should tell you something right away. Or did it happen when you made some administrative change to Active Directory, for example moving some computer accounts out of the default Computers container into an OU created specially for such accounts. In this case, the computer accounts were previously receiving their policy from domain-linked GPOs, but now any GPOs linked to the new OU will affect them as well. Or did the complaints start coming with no warning out of the blue and you’ve made no changes to any GPOs for several months? In that case something else is interfering with Group Policy processing for the affected users or computers, and you’ll need to use some of the tools described below to try and find the cause. Or maybe users haven’t been complaining to you at all. 

4. When did you actually configure the policy in question? In this situation what happened is that you configured a policy and then checked with the targeted users to see if the policy has been applied and it hasn’t. Well, don’t forget that Group Policy refreshes in the background only periodically, so maybe everything is fine and you just have to wait a while for Group Policy to refresh itself automatically. Or maybe the policy you configured is one that can’t be applied during background refresh and requires the user to log off and on again or to restart their machine. Examples of such policies include those for software installation, folder redirection, and scripts. In that case to ensure the new policy is processed you’ll have to wait until users log off at the end of the day, send them an email asking them to log off and then on again, or forcible reboot their machines remotely and face their wrath if they lose any of their work. Or maybe you configured a folder redirection policy and users rebooted their machines and the policy is still not applied. In that case asking the earlier question “What do they have in common” might reveal that the affected users all work at a remote site and receive their policy over a WAN connection from domain controllers at company headquarters. In that case, slow link processing for Group Policy may have come into effect, which can again prevent certain kinds of policy from being processed due to the bandwidth constraints of WAN links. 

Bring On The Tools

Once you’ve asked these preliminary questions, which are essential to ask as they can often pinpoint the problem exactly but usually at least help to narrow the scope of what you need to investigate, it’s time to start testing things using tools ranging from ping to userenv logging. It’s difficult to cover such a broad topic in a short article, so I’ll just give you some tips to point you in the right direction:

1. Check the network connection for the affected machine. Maybe it’s not just Group Policy processing that’s not working; maybe the affected user can’t even connect to the network because the network cable for her computer is unplugged! It’s amazing how something as simple like this can be the source of what seems at first to be a complex problem. For Group Policy is quite complicated in how it operates, and an understanding of how it works can help you pinpoint problems more easily. For a good explanation of how Group Policy works, see the new Group Policy Guide from Microsoft Press, which is part of the recently released Microsoft Windows Server 2003 Resource Kit. I worked as tech editor on this title, and its an excellent resource on all things Group Policy that Windows administrators should be sure to have on their bookshelf. 

2. Check if the affected machines can correctly perform DNS resolution. Probably half of all Group Policy processing issues are related to DNS problems such as corrupt resource records on DNS servers, misconfigured DHCP options on DHCP servers, users changing DNS settings on their machines, and so on. Remember that to process Group Policy a computer must first obtain a list of GPOs that apply to it. To do this, they need to query a domain controller. And to locate a domain controller, they need correct client DNS settings so they can obtain SRV records by querying the DNS server. So if DNS is broken then Group Policy is also. Tools for verifying and testing DNS include ipconfig, nslookup, netdiag, and Network Diagnostics in Help and Support. 

3. If you’re using the Group Policy Management Console (GPMC) to work with Group Policy, run the Group Policy Results wizard, specifying an affected user and computer on the wizard pages. This will query WMI on the affected machine and create an HTML report that displays which GPOs have been processed and which policy settings have been applied. You can save these reports and view them on any machine using Internet Explorer, and it’s a great way to troubleshoot Group Policy issues. An alternative to using the wizard is to run the command-line tool Gpresults.exe on the affected machine, see the article by Brien Posey on this topic right here on WindowsNetworking.com. In addition to generating RSoP reports, the GPMC can also help you troubleshoot Group Policy problems in other ways. For example, if you right-click on a GPO you can select Save Report to generate an HTML report showing all the configured settings in the GPO. This makes it simple to find out what effect a particular GPO actually has on the accounts in the container it’s linked to—a heck of a lot easier than opening the GPO in the Group Policy Object Editor and expanding all the nodes to see what policies are configured. Another benefit of the GPMC over the out of the box Group Policy tools included with Windows Server 2003 is that you can easily see what GPOs are linked where and which GPOs are disabled, which containers have inheritance blocking configured on them, which GPO links are enforced, and so on. Get the GPMC today from Microsoft’s website and use it for managing Group Policy on your network. 

Troubleshooting Group Policy Problems

Updated: March 2, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

This topic introduces the recommended framework for troubleshooting Group Policy.

Understanding Group Policy Processing

Before discussing Group Policy troubleshooting, you need to develop a general understanding of how Group Policy is processed at the client. Group Policy processing has two distinct phases: 

· Core Group Policy processing. When a client begins to process Group Policy, it must determine whether it can reach a domain controller, whether any GPOs have changed, and what policy settings (based on client side extension) must be processed. The core Group Policy engine performs the processing of this in the initial phase.

· Client side extension (CSE) processing. Policy settings are grouped into different categories, such as Administrative Templates, Security Settings, Folder Redirection, Disk Quota, and Software Installation. The settings in each category require a specific CSE to process them, and each CSE has its own rules for processing settings. The core Group Policy engine calls the CSEs that are required to process the settings that apply to the client. 

Recommended Process for Troubleshooting

High level steps to troubleshoot Group Policy 
1. Check the required infrastructure. Make sure required services and components are running and configured as expected.

2. Check the core configuration. Verify that the computer is connected to the network, joined to the domain, and has the correct system time. 

3. Check Group Policy exceptions. Verify that exceptions (scope of management) such as security filtering, WMI filters, block inheritance, enforcement , loopback processing and slow link settings are not affecting normal GPO processing.

4. Use tools like GPResult.exe, GPOTool.exe and the GPMC to ensure that Group Policy settings that are expected to be delivered are actually delivered and that Group Policy objects on domain controllers are consistent and available.

5. Use event logs, userenv logs, and CSE logs to analyze the problem and find a solution.

After checking network connectivity, it's recommended to first verify whether a problem can be traced to core Group Policy. Because CSEs cannot begin to work until core Group Policy processing is completed, the issues described in the topics in Fixing Core Group Policy problems apply regardless of which CSE processes the setting. Therefore, you should make sure that your problem is not a core Group Policy problem before you begin to troubleshoot the other areas listed above. 

To help determine what kind of Group Policy problems you have, do the following:

1. Generate a Group Policy Results report using GPMC.

2. Examine the results of the report to find the answers to three questions that are used in navigating the flowchart:

· Does Group Policy Results list the GPO as applied?

· Is the setting listed in Group Policy Results Report?

· Is the GPO listed in the Denied List?

3. Compare the results of the report to the flowchart in Figure 1.

4. Most of the results in the report map to core Group Policy problems in the flowchart. Investigate the core Group Policy problems first, even if the results of your report point to a specific CSE.

5. If the problem persists, assess whether a CSE is involved. 

6. If you still haven't located the problem, you might need to look at log files to determine the cause. 

7. If you experience a component failure, check the userenv log and see if the Local Security Authority has logged any events. 
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For more information about running the Group Policy Results Report and interpreting the flowchart, see Fixing Core Group Policy problems.

To troubleshoot Group Policy, you need to address one or more of the following areas: 

· Fixing Core Group Policy problems 

This section begins with a flowchart for troubleshooting Group Policy core functionality. It's designed to help you pinpoint likely causes of the problem and quickly eliminate other possible causes. For more information about specific problems, see the following:

· Fixing Group Policy networking issues
· Fixing Group Policy processing issues
· Fixing Group Policy scoping issues
· Fixing Group Policy structural issues
· Fixing issues relating to a specific CSE or type of policy setting. This section includes ways of troubleshooting that are unique to a specific type of policy. For information about specific problems, see the following:

· Fixing Administrative Template policy setting problems
· Fixing Security Settings Problems
· Fixing Scripts policy settings problems
· Fixing Software Installation policy setting problems
· Fixing Folder Redirection policy settings problems
· Fixing Disk Quota extension problems
· Fixing Group Policy problems by using log files 

This section helps you interpret many of the errors found in logs such as userenv.log and winlogon.log. Sometimes, you need to enable verbose logging on log files and analyze the results.

Asynchronous Processing and Logon Optimization in Windows XP

Group Policy can be applied during startup and logon (synchronous processing) or as a background task after startup or logon has completed (asynchronous processing). Changes received during periodic Group Policy refresh or in response to the gpupdate command are processed asynchronously. On computers running Windows XP, group policies received during logon are also processed asynchronously by default, so that the logon is completed more quickly.

Software Installation and scripts processing must be applied during startup or logon. Folder Redirection assigned to the user must be applied during logon. By default, Windows XP logs a user on in asynchronous mode. Group Policy is then applied in the background after the user is logged on. This results in faster logons. However, when a new GPO setting for Software Installation, Scripts, or Folder Redirection arrives at a computer running Windows XP, the user has already logged on by the time Group Policy has been evaluated. It is too late to apply the Software Installation setting. In this case a flag is set so that the next time computer is rebooted or the user logs on Group Policy will be evaluated and applied before the startup or logon is completed. 

In situations where you need for users to receive software, implement folder redirection, or run new scripts in a single logon, apply a GPO with the setting Always wait for the network at computer startup and logon to the computer. This setting is located under Computer Configuration\Administrative Templates\System\Logon in the Group Policy Object Editor. For this setting to take effect, Group Policy must be refreshed or the computer restarted.

Table 1 Timing of Synchronous and Asynchronous Processing

	By default, how is policy processed on the client? 
	At Startup 
	At Logon 
	At Policy Refresh 

	Windows 2000
	Synchronously
	Synchronously
	Asynchronously

	Windows XP Pro
	Asynchronously
	Asynchronously
	Asynchronously

	Windows Server 2003
	Synchronously
	Synchronously
	Asynchronously
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Note 

	Servers do not perform asynchronous processing. 


For more information about different types of client side extension problems, see the following:

· Fixing Administrative Template policy setting problems 

· Fixing Security Settings Problems 

· Fixing Scripts policy settings problems 

· Fixing Software Installation policy setting problems 

· Fixing Folder Redirection policy settings problems 

· Fixing Disk Quota extension problems 

· Fixing Administrative Template policy setting problems

· Updated: March 2, 2005

· Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

· This topic highlights issues related to processing of the Administrative Templates extension, also known as the registry extension.

· Administrative Templates

· Administrative Template settings take the form of true policies or preferences. Preferences can be deployed using Group Policy, but they cannot be enforced to the same degree as true policies. For this reason they are hidden by default in the Group Policy Object Editor.

· Users can change preferences, but they cannot change true policies.

· True policies are more secure because they are stored in secured registry hives.

· Changes to true policies override but do not overwrite user preferences. If the policy is later removed, the user setting will again prevail.

· If the GPO ceases to apply to the user or computer, policies no longer apply but preferences remain. This occurs if the user or computer moves out of the site, domain, or OU that the GPO is linked to, or if the GPO is deleted. 

· If the setting you are using is a preference rather than a true policy be aware that because preferences can be overwritten but are not removed, the end user might see their behavior as unpredictable. As a result, there might be perceived problems even when preferences are behaving as intended. Troubleshooting preferences requires knowledge about changes to both the GPO and the preferences set by the user. 

· The registry CSE writes the value for the setting to the registry. Some settings take effect as soon as they are written to the registry, but others take effect only at startup or logon. If you are not seeing the expected results and the Group Policy Results report shows that the policy has been applied, restart the computer or log off and log back on. 

Fixing Security Settings Problems

Updated: March 2, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

This section discusses how to troubleshoot problems related to Security Settings policy.

Security Settings CSE Background

The Security Settings CSE provides client side interfaces to the security configuration engine and performs Resultant Set of Policies (RsoP) logging during policy propagation. 

The binary file that contains the Security CSE is Scecli.dll. This name will usually appear in Events, error messages, and log entries generated and logged during processing of Security GPOs. Scecli manages application of the Security policy settings that appear under the Security Settings node in the Group Policy Object Editor. Scecli is responsible for the following areas:

· Account Policies

· Local Policies

· Event Log

· Restricted Groups

· System Services

· Registry

· File System

When the Security CSE is notified by the Group Policy engine, it is provided a list of GPOs to apply. The Security CSE then copies the gpttmpl.inf file from the folder structure of each policy in the Sysvol. It copies that file locally to the hidden folder %SYSTEMROOT%\Security\Templates\Policies. The settings are read from the gpttmpl.inf in the Sysvol and written to an intermediary file named tmpgptfl.inf. Once the copy has completed successfully the file is copied off and is named incrementally starting from gpt00000.inf. If the GPO is linked to the domain then the cached template will be named with the .dom extension, otherwise it will be named with the .inf extension. 

This is done because some settings are only applied if they are linked to the domain. For more information, see Group Policy Application Rules for Domain Controllers on the Microsoft Web site at (http://go.microsoft.com/fwlink/?LinkId=39978). The templates are then applied from the cached location in order from least to greatest. This means that the gpt00000.inf will be applied before gpt00001.inf and that gpt00001.inf will have a higher precedence in the case of a conflict.

Fixes for specific Security Settings issues

From the following list, choose the problem that best describes your situation, and then step through the suggested fix:

· Replication of Group Policy settings between domain controllers fails 

· Password Policy settings changes do not take effect 

· Account Policy templates are applied incorrectly 

· Security Settings policies are propagated with warnings 

· Scecli.dll errors occur when opening Account Policies or Local Policies 

· Default Group Policy objects become corrupted: disaster recovery 

· Windows Security Settings remain in effect after removal
Fixing Scripts policy settings problems

Updated: March 2, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

This section discusses troubleshooting issues related to Scripts policy settings.

Scripts Processing Background

Startup, logon, logoff, and shutdown scripts can be applied using Group Policy settings. The Scripts CSE processes these script settings. The Scripts CSE updates the registry with the location of one or more script files so that the UserInit process can find those values in the course of its normal processing. When a CSE reports success, it might only mean that the value has been placed in the registry. Even though the setting is in the registry, there could be problems preventing the setting from being applied to the client. For example, if a script specified in a Script setting has an error that prevents it from completing, that Script CSE does not detect error.

Scripts processing contains two steps--Group Policy processes a GPO and stores the script information in the registry:

· HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\System\Scripts (User Scripts)

· HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System\Scripts (Machine Scripts)
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Note 

	Script is run by means of a UserInit process. (By default, scripts that cannot be completed time out after 10 minutes.) 


Only Windows XP, Windows Server 2003, and later operating systems support WMI filtering. If the computer is running an earlier operating system, the WMI filter is ignored and the GPO is applied.
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Note 

	The time-out is the time allotment for all scripts to run. This can be modified using the Computer policy setting Maximum wait time for Group Policy Scripts. 


Common script errors include: 

· Incorrect script path.

· Script time-out.

· Access to script is restricted by means of ACLs (typically for startup/shutdown scripts that run as computer, not user).

If a logon script fails, it typically does not affect the other scripts. However, startup scripts are often run synchronously, and a failure of one of these scripts can affect scripts intended to run later.

To investigate, check the Application Event Log for entries with UserInit as the source.

Fixes for specific Scripts policy settings issues

From the following list, choose the problem that best describes your situation, and then step through the suggested fix:

· Startup scripts do not run as expected on a computer running Windows XP SP1 or Windows XP SP2 

· Scripts deployed to computer do not run (Userinit events 1000 and 1001) 

Fixing Software Installation policy setting problems

Updated: March 2, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

This topic explains issues related to deploying software using Group Policy software installation. 

Software Installation CSE Background

A number of special issues affect Group Policy software installation. For example, network connectivity issues can disrupt access to the software installation packages. Software installation processing is never performed while the user is logged on because doing so could disrupt work and result in data loss. This has implications when Group Policy is configured to run asynchronously. 

Software Installation is managed by the Software Installation CSE, which appears as the source Application Manager on the Policy Events tab in Group Policy Results reports. If you need additional logging information, enable verbose logging for the Software Installation CSE and Microsoft® Windows® Installer, as described under Troubleshooting Group Policy Using Log Files.

The Software Installation Diagnostics tool (addiag.exe) provides detailed information about the applications visible in Active Directory and installed for the current user, as well as general diagnostic information and related Event Log entries. It is available in the Windows 2000 Server Resource Kit.

Fixes for specific Software Installation policy setting issues

From the following list, choose the problem that best describes your situation, and then step through the suggested fix:

· Software Installation changes do not apply after logon 

· Failure to access software share points 

· User uninstalls a deployed application on a computer and application is unavailable to the user on every computer 

· Software is not listed in Add or Remove Programs 

· Install on demand fails 

· Software Installation operation fails 

Fixing Folder Redirection policy settings problems

Updated: March 2, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

This topic discusses troubleshooting for Folder Redirection issues.

Folder Redirection CSE Background

The Folder Redirection client side extension, fdeploy.dll, processes Group Policy settings for Folder Redirection. Folder Redirection also includes the following components:

· {25537BA6-77A8-11D2-9B6C-0000F8080861}.ini: A locally cached redirection information file specific to each user profile. 

· {1C08E84D-F112-4252-978B-EC82A225CC20}.ini: A file indicating the status of the previous locations used for redirected folders. This file is used to detect server location changes and user name changes.

Folder Redirection is used to maintain user data in a centralized location. This permits regular backups of the information, and also provides the user with access to the data from any computer in the network.

The following folders can be redirected:

· My Documents

· Application Data

· Desktop

· Start Menu

The Folder Redirection CSE manages folder Redirection. When events from this CSE are listed on the Policy Events tab in Group Policy Results reports, the source is listed as Folder Redirection. 

Fdeploy.dll is loaded during the logon process by the Group Policy engine. The Folder Redirection policies are passed to fdeploy.dll, which then examines the policy settings and redirects user folders based on those settings. 

The first step in Folder Redirection is to get a list of all Folder Redirection policies and evaluate them. The policies are handed down to the fdeploy.dll by the Group Policy engine through an API call into fdeploy.dll. The policies come in the form of two linked lists. The first list is a list of added policies. This refers to a list of Folder Redirection policies that are still applicable to the user. The second list is a list of deleted policies that refers to policies that used to be applicable to the user but are no longer applicable. The changes that result from Folder Redirection are then updated with the shell. The client-side cache, also referred to as offline files, is also updated to reflect the files moved by Folder Redirection.

Fixes for specific Folder Redirection policy setting issues

This section provides information for troubleshooting the following Folder Redirection problem:

· Folder Redirection encounters errors and redirection fails 

· Folder Redirection CSE processing is delayed 

Fixing Disk Quota extension problems

Updated: March 2, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

This topic discusses troubleshooting for Disk Quota issues.

Disk Quota CSE Background

Disk quotas allow administrators to control the usage of hard drive space by their users. The policy is applied on a per user/per drive letter basis. This allows an administrator to keep a user from filling up a hard drive that multiple people share.

If the Disk Quota CSE is unable to read the registry on the target computer, or is unable to access a list of the available hard drives on the target computer, the Disk Quota will not be applied. This could be potentially lead to a user unwittingly filling up all the hard drive space on a server or other unwanted situations.

Fixes for specific Disk Quota extension issues

From the following list, choose the problem that best describes your situation, and then step through the suggested fix:

· Disk Quota CSE processed with errors 

Group Policy

From Wikipedia, the free encyclopedia

Jump to: navigation, search 
File:Gpedit-1.png 

Local Group Policy Editor in Windows XP Media Center Edition
Group Policy is a feature of the Microsoft Windows NT family of operating systems. Group Policy is a set of rules which control the working environment of user accounts and computer accounts. Group Policy provides the centralized management and configuration of operating systems, applications and users' settings in an Active Directory environment. In other words, Group Policy in part controls what users can and can't do on a computer system. Although Group Policy is more often seen in use for enterprise environments, it is also common in schools, smaller businesses and other kinds of smaller organizations. Group Policy is often used to restrict certain actions that may pose potential security risks, for example: to block access to the Task Manager, restrict access to certain folders, disable the downloading of executable files and so on.

As part of Microsoft's IntelliMirror technologies, Group Policy aims to reduce the cost of supporting users. IntelliMirror technologies relate to the management of disconnected machines or roaming users and include roaming user profiles, folder redirection and offline files.

Group Policy Objects don't necessarily need Active Directory; Novell has supported roaming profiles since Windows 2000 with their ZENworks Desktop Management software package, and starting with Windows XP also supports group policy objects.
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[edit] Overview
Windows Management Instrumentation (WMI) filtering is the process of customizing the scope of the GPO by choosing a WMI filter to apply.

[edit] GPO application
The Group Policy client operates on a "pull" model - every so often (a randomized delay of between 60 and 120 minutes, although this offset is configurable via Group Policy) it will collect the list of GPOs appropriate to the machine and logged on user (if any). The Group Policy client will then apply those GPOs which will thereafter affect the behavior of policy-enabled operating system components.

[edit] Local Group Policy
Local Group Policy (LGP) is a more basic version of the Group Policy used by Active Directory. In versions of Windows before Windows Vista, LGP can configure the Group Policy for a single local computer, but unlike Active Directory Group Policy, can not make policies for individual users or groups. It also has far fewer options overall than Active Directory Group Policy. The specific-user limitation can be overcome by using the Registry Editor to make changes under the HKCU or HKU keys. LGP simply makes registry changes under the HKLM key, thus affecting all users. The same changes can be made under HKCU or HKU to only affect certain users. Microsoft has more information on using the Registry Editor to configure Group Policy available on TechNet.[1] LGP can be used on a computer on a domain, and it can be used on Windows XP Home Edition.

Windows Vista supports Multiple Local Group Policy objects (MLGPO), which allows setting local Group Policy for individual users.[2]
[edit] Processing order for policy settings
Group policies are processed in the following order;

Local Group Policy objects - This applies to any settings in the computer's local policy (accessed by running gpedit.msc). There is only one local group policy stored per computer.

Site - Next the computer processes any group policies that are applied to the site the computer is currently in. If multiple policies are linked to a site these are processed in the order set by the administrator using the Linked Group Policy Objects tab, policies with the lowest link order are processed last and have the highest precedence.

Domain - Any policies applied at the domain level (default domain policy) are processed next. If multiple policies are linked to a site these are processed in the order set by the administrator using the Linked Group Policy Objects tab, policies with the lowest link order are processed last and have the highest precedence.

Organizational Unit - Last group policies assigned to the Organization Unit the computer or user is a member of are processed. If multiple policies are linked to a site these are processed in the order set by the administrator using the Linked Group Policy Objects tab, policies with the lowest link order are processed last and have the highest precedence.

Inheritance - Inheritance can be blocked or enforced to control what policies are applied at each level. If a higher level administrator (enterprise administrator) creates a policy that has inheritance blocked by a lower level administrator (domain administrator) this policy will still be processed.

[edit] Group Policy Preferences
They are a set of group policy setting extensions that were previously known as PolicyMaker. Microsoft bought PolicyMaker and then integrated them with Windows Server 2008. Microsoft has since released a migration tool that allows users to migrate PolicyMaker items to Group Policy Preferences.[3]
Group Policy Preferences adds a number of new configuration items. These items also have number of additional targeting options that can be used to granularly control the application of these setting items.

Group Policy Preferences are compatible with x86 and x64 versions of Windows XP, Windows Server 2003 and Windows Vista with the addition of the Client Side Extensions (also known as CSE).[4] [5] [6] [7] [8] [9]
Client Side Extensions are now included in Windows Server 2008, Windows 7 and Windows Server 2008 R2.

[edit] Group Policy Management Console
Originally Group Polices were modified using the Group Policy Edit tool that was integrated with Active Directory Users and Computers Microsoft Management Console (MMC) snap-in but it was later split into a separate MMC snap-in called the Group Policy Management Console (GPMC). The GPMC is now a user component in Windows Server 2008 and Windows Server 2008 R2 and is provided as a download as part of the Remote Server Administration Tools for Windows Vista and Windows 7.[10]

 HYPERLINK "http://en.wikipedia.org/wiki/Group_Policy" \l "cite_note-10" [11] [12] [13]
[edit] Security
Group Policy settings are enforced voluntarily by the targeted applications. In many cases, this merely consists of disabling the user interface for a particular function, without disabling lower-level means of accessing it.[14]
Alternatively, a malevolent user can modify or interfere with the application so that it cannot successfully read its Group Policy settings thus enforcing potentially lower security defaults or even returning arbitrary values.[15]
[edit] See also
· Group Policy improvements in Windows Vista 

· Administrative Templates 

[edit] References
1. ^ Group Policy Settings Reference 

2. ^ Step-by-Step Guide to Managing Multiple Local Group Policy Objects 

3. ^ Group Policy Preference Migration Tool (GPPMIG) 

4. ^ Group Policy Preference Client Side Extensions for Windows XP (KB943729) 
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[edit] External links
· Group Policy Team Blog 

· Windows Server Group Policy Home 
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What Is Group Policy Object Editor?

Updated: March 28, 2003

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

In this section 

· Group Policy Object Editor Core Scenarios 

· Group Policy Object Editor Dependencies 

Group Policy Object Editor is a Microsoft Management Console (MMC) snap-in used for configuring and modifying Group Policy settings within Group Policy objects (GPOs).

Administrators need to be able to quickly modify Group Policy settings for multiple users and computers throughout a network environment. The Group Policy Object Editor provides administrators with a hierarchical tree structure for configuring Group Policy settings in GPOs. These GPOs can then be linked to sites, domains, and organizational units (OU) containing computer or user objects.

Group Policy Object Editor consists of two main sections: User Configuration, which holds settings that are applied to users (at logon and periodic background refresh), and Computer Configuration, which holds settings that are applied to computers (at startup and periodic background refresh). These sections are further divided into the different types of policies that can be set, such as Administrative Templates, Security, or Folder Redirection.

To work efficiently, administrators need to have immediate access to information about the function and purpose of individual policy settings. For Administrative Templates policy settings, Group Policy Object Editor provides information about each policy setting directly in the Web view of the console. This information is called explain text. Explain text shows operating system requirements, defines the policy setting, and includes any specific details about the effect of enabling or disabling the policy setting.

In addition, developers should be able to quickly and easily add Group Policy support to their software products. The Group Policy Object Editor is designed to be extensible. The easiest way for developers to extend Group Policy Object Editor for their applications is to write custom Administrative Template files that “plug in” to Group Policy Object Editor.

Group Policy Object Editor Core Scenarios

There are two core scenarios for Group Policy Object Editor: editing GPOs, and extending the user interface (UI) to accommodate new applications or features. Both of these scenarios are described in detail in the following section.

Editing Group Policy Objects

Group Policy Object Editor is the primary tool used for configuring policy settings within a GPO. Group Policy Object Editor operates as an extension to Group Policy Management Console (GPMC). When an administrator elects to edit a GPO from within GPMC, Group Policy Object Editor appears, displaying the settings for that particular GPO. If GPMC is not available, Group Policy Object Editor operates as an extension to Active Directory management tools, such as the Active Directory Users and Computers snap-in or the Active Directory Sites and Services snap-in. Regardless of the tool an administrator uses to call Group Policy Object Editor, the primary function of Group Policy Object Editor is to edit settings within GPOs.

In addition to editing Active Directory-based GPOs, Group Policy Object Editor can also edit the local Group Policy object (local GPO). There is a local GPO stored on each computer running Windows 2000, Windows XP Professional, Windows XP 64-Bit Edition, or Windows Server 2003, regardless of whether the computers are part of an Active Directory environment. Local GPOs are always processed, but are the least influential GPOs in an Active Directory environment, because Active Directory-based GPOs have precedence.

Local GPOs do not support certain extensions, such as Folder Redirection or Group Policy Software Installation. Local GPOs do support many security settings, but the Security Settings extension of Group Policy Object Editor does not support remote management of local GPOs.

Extending Group Policy Object Editor

The Group Policy Object Editor is designed so that it can be extended. This architecture enables developers to create applications and features that can be administered with Group Policy. All of the nodes in the Group Policy Object Editor are themselves MMC snap-in extensions. These extensions include Administrative Templates, Scripts, Security Settings, Software Installation, Folder Redirection, Remote Installation Services, and Internet Explorer Maintenance. Extension snap-ins can in turn be extended. For example, the Security Settings snap-in includes several snap-in extensions.

Writing Group Policy extensions allows developers to use their own data store for policy settings, create a richer UI through the Group Policy Object Editor, or implement their own client-side processing for Group Policy. Developers can provide any one or all of the previous elements, or combine them with existing parts of the Group Policy infrastructure. For example, a developer could write a server-side extension snap-in to the Group Policy Object Editor that provides a UI on the server and a corresponding client-side extension that processes your data on the client. Alternately, a developer could write only a client-side extension and allow an existing Group Policy Object Editor extension to provide the UI, or vice versa.

Extending Registry-Based Policy

Registry-based policy is the least complex method to implement policy, and for administrators, registry-based policy settings are easy to configure and deploy. In addition, registry-based policy settings managed through administrative template (.adm) files automatically support Resultant Set of Policy (RSoP) capabilities.

Registry-based policy settings work by modifying the registry on the client computer. They utilize the Administrative Templates node of Group Policy Object Editor for a UI, and the default client side extension for registry-based policy to implement settings on the client. In addition to these components, registry-based policy settings also utilize an administrative template file. Written by the developer, an .adm file is a text file that specifies the registry-based policy that users modify through the Group Policy Object Editor. This file is then loaded into the Group Policy Object Editor. The Group Policy Object Editor displays the information contained in loaded .adm files as administrators navigate through the Administrative Templates node.

Group Policy Object Editor Dependencies

You must have edit rights on a GPO in order to open it in Group Policy Object Editor.

Uses of Group Policy
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In Microsoft Windows XP, you use Group Policy to define user and computer configurations for groups of users and computers. You create a specific desktop configuration for a particular group of users and computers by using the Group Policy Microsoft Management Console (MMC) snap-in. The Group Policy settings that you create are contained in a Group Policy Object (GPO), which is in turn associated with selected Active Directory containers, such as sites, domains, or organizational units (OUs). With the Group Policy snap-in you can specify policy settings for the following: 

· Registry-based policies.
These include Group Policy for the Windows XP operating system and its components and for programs. To manage these settings, use the Administrative Templates node of the Group Policy snap-in. 

· Security options.
These include options for local computer, domain, and network security settings. 

· Software installation and maintenance options.
These are used to centrally manage program installation, updates, and removal. 

· Scripts options.
These include scripts for computer startup and shutdown, and user logon and logoff. 

· Folder redirection options. 
These allow administrators to redirect users' special folders to the network. 

With Group Policy, you can define the state of users' work environment once and rely on the system to enforce the policies that you define. 


Back to the top

How to Start the Group Policy Editor
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To start the group policy editor, follow these steps.

NOTE: You must be logged on to the computer using an account that has administrator privileges in order to use Group Policy Editor. 

1. Click Start, and then click Run. 

2. In the Open box, type mmc, and then click OK. 

3. On the File menu, click Add/Remove Snap-in. 

4. Click Add. 

5. Under Available Stand-alone Snap-ins, click Group Policy, and then click Add. 

6. If you do not want to edit the Local Computer policy, click Browse to locate the group policy object that you want. Supply your user name and password if prompted, and then when you return to the Select Group Policy Object dialog box, click Finish. 

NOTE: You can use the Browse button to locate group policy objects linked to sites, domains, organizational units (OU), or computers. Use the default Group Policy Object (GPO) (Local Computer) to edit the settings on the local computer. 

7. Click Close, and then in the Add/Remove Snap-in dialog box, click OK.

The selected GPO is displayed in the Console Root.


Back to the top

How to Use the Group Policy Editor
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The Group Policy snap-in contains the following major branches: 

· Computer Configuration
Administrators can use Computer Configuration to set policies that are applied to computer, regardless of who logs on to the computers. Computer Configuration typically contains sub-items for software settings, Windows settings, and administrative templates. 

· User Configuration
Administrators can use User Configuration to set policies that apply to users, regardless of which computer they log on to. User Configuration typically contains sub-items for software settings, Windows settings, and administrative templates.

To use the group policy editor, follow these steps: 

1. Expand the GPO that you want. For example, Local Computer Policy. 

2. Expand the configuration item that you want. For example, Computer Configuration. 

3. Expand the sub-item that you want. For example, Windows Settings. 

4. Navigate to the folder that contains the policy setting that you want. The policy items are displayed in the right pane on the Group Policy Editor snap-in.

NOTE: If no policy is defined for the selected item, right-click the folder that you want and then on the shortcut menu that appears, point to All Tasks, and then click the command that you want. The commands that are displayed on the All Tasks submenu are context sensitive. Only those commands that are applicable to the selected policy folder appear on the menu. 

5. In the Setting list, double-click the policy item that you want.

NOTE: When you work with policy items in the Administrative Templates folder, click the Extended tab in the right pane of the MMC if you want to view more information about the selected policy item. 

6. Edit the settings of the policy in the dialog box that appears, and then click OK. 

7. When you are finished, quit the MMC.


Back to the top

Example
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The following example illustrates the use of the Group Policy Editor to customize the Windows XP user interface. In this example, we will use the Group Policy Editor to temporarily remove the Turn Off Computer button from the Start menu. To do this, follow these steps: 

1. Start the Group Policy Editor and open the Local Computer policy by using the steps provided in the How to Start the Group Policy Editor section of this article.

NOTE: You can start the Group Policy Editor snap-in from the command line. This automatically loads the Local Computer GPO. To do this, follow these steps: 

. Click Start, and then click Run. 

a. In the Open box, type Gpedit.msc, and then click OK.

a. Expand User Configuration (if it is not already expanded). 

a. Under User Configuration, expand Administrative Templates. 

a. Click Start Menu and Taskbar. 

a. In the right pane, double-click Remove and disable the Turn Off Computer button. 

a. Click Enabled, and then click Apply. 

a. Click Start.

Notice that the Turn Off Computer button is no longer displayed. 

a. Select the Remove and disable the Turn Off Computer button Properties dialog box. 

a. Click Not Configured, then click Apply, and then click OK. 

a. Click Start.

Notice that the Turn Off Computer button is again displayed on the Start menu. 

a. Quit the Group Policy Editor snap-in.

Working with Group Policy

by Daniel Petri - January 7, 2009 
Printer Friendly Version 

This article deals with the mechanism of deploying and verifying GPO deployment. It will not deal in the GPO itself and the settings inside it (these settings and configurations will be discussed in different articles).

Note that this article was written and contributed to the site by Amir Meron.
FREE Tool: Visualize Active Directory Performance

 

Solarwinds' Free WMI monitor gives you complete visibility into Active Directory performance, tracking changes and modifications to your sensitive AD data.

Design your own custom AD monitoring template or download free pre-built templates from the Solarwinds community.

-The Petri IT Knowledgebase Team

Get the Free Download Here...
Group Policy is a one of the most useful tools found in the Windows 2000/2003 Active Directory infrastructure. Group Policy can help you do the following:

1. Configure user's desktops 

2. Configure local security on computers 

3. Install applications 

4. Run start-up/shut-down or logon/logoff scripts 

5. Configure Internet Explorer settings 

6. Redirect special folders 

In fact, you can configure any aspect of the computer behavior with it. Although it is a cool toy; working with it without proper attention can cause unexpected behavior.

Terms

Here are some basic terms you need to be familiar with before drilling down into Group Policy:

Local policy - Refers to the policy that configures the local computer or server, and is not inherited from the domain. You can set local policy by running gpedit.msc from the Run command, or you can add "Group Policy Object Editor" snap-in to MMC. Local Policies also exist in the Active Directory environment, but have many fewer configuration options that the full-fledged Group Policy in AD.

GPO - Group Policy Object - Refers to the policy that is configured at the Active Directory level and is inherited by the domain member computers. You can configure a GPO – Group Policy Object - at the site level, domain level or OU level.

GPC – Group Policy Container - The GPC is the store of the GPOs; The GPC is where the GPO stores all the AD-related configuration. Any GPO that is created is not effective until it is linked to an OU, Domain or a Site. The GPOs are replicated among the Domain Controllers of the Domain through replication of the Active Directory.

GPT - Group Policy Templates - The GPT is where the GPO stores the actual settings. The GPT is located within the Netlogon share on the DCs.

Netlogon share - A share located only on Domain Controllers and contains GPOs, scripts and .POL files for policy of Windows NT/98. The Netlogon share replicates among all DCs in the Domain, and is accessible for read only for the Everyone group, and Full Control for the Domain Admins group. The Netlogon's real location is:

C:\WINDOWS\SYSVOL\sysvol\domain.com\SCRIPTS
When a domain member computer boots up, it finds the DC and looks for the Netlogon share in it.

To see what DC the computer used when it booted, you can go to the Run command and type %logonserver%\Netlogon. The content of the Netlogon share should be the same on all DCs in the domain.

GPO behavior

Group Policy is processed in the following order:

Local Policy > Site GPO > Domain GPO > OU GPO > Child OU GPO
and so on.

GPOs inherited from the Active Directory are always stronger than local policy. When you configure a Site policy it is being overridden by Domain policy, and Domain policy is being overridden by OU policy. If there is an OU under the previous OU, its GPO is stronger the previous one.

The rule is simple, as more you get closer to the object that is being configured, the GPO is stronger.

What does it mean "stronger"? If you configure a GPO and linke it to "Organization" OU, and in it you configure Printer installation – allowed and then at the "Dallas" OU you configured other GPO but do not allow printer installation, then the Dallas GPO is more powerful and the computers in it will not allow installation of printers.




The example above is true when you have different GPOs that have similar configuration, configured with opposite settings. When you apply couple of GPOs at different levels and every GPO has its own settings, all settings from all GPOs are merged and inherited by the computers or users.




Also see » What's New in Group Policy?


Group Policy sections

Each GPO is built from 2 sections:

· Computer configuration contains the settings that configure the computer prior to the user logon combo-box. 

· User configuration contains the settings that configure the user after the logon. You cannot choose to apply the setting on a single user, all users, including administrator, are affected by the settings. 

Within these two section you can find more sub-folders:

· Software settings and Windows settings both of computer and user are settings that configure local DLL files on the machine. 

· Administrative templates are settings that configure the local registry of the machine. You can add more options to administrative templates by right clicking it and choose .ADM files. Many programs that are installed on the computer add their .ADM files to %systemroot%\inf folder so you can add them to the Administrative Templates. 

You can download .ADM files for the Microsoft operating systems[image: image17.png]



Tools used to configure GPO

You can configure GPOs with these set of tools from Microsoft (other 3rd-party tools exist but we will discuss these in a different article):

1. Group Policy Object Editor snap-in in MMC - or - use gpedit.msc from the Run command. 

2. Active Directory Users and Computers snap in - or dsa.msc – to invoke the Group Policy tab on every OU or on the Domain. 

3. Active Directory Sites and Services - or dssite.msc – to invoke the Group Policy tab on a site. 

4. Group Policy Management Console - or gpmc.msc - this utility is NOT included in Windows 2003 server and needs to be separately installed. You can download it from HERE

 INCLUDEPICTURE "http://www.petri.co.il/images/link_out_ico.gif" \* MERGEFORMATINET 
 

Note that if you'd like to use the GPMC tool on Windows XP, you need to install it on computers running Windows XP SP2. Installing it on computers without SP2 will generate errors due to unsupported and newer .ADM files.

GPMC utility - Creating a GPO

When you create a GPO it is stored in the GPO container. After creation you should link the GPO to an OU that you choose.




Linking a GPO

To link a GPO simply right click an OU and choose Link an existing GPO or you can create and link a GPO in the same time. You can also drag and drop a GPO from the Group Policy Objects folder to the appropriate Site, Domain or OU.

When you right-click a link you can:




Edit a GPO - This will open the GPO window so you can configure settings.

Link/Unlink a GPO - This setting allows you to temporarily disable a link if you need to add settings to it or if you will activate it later.

Enabling/disabling computer or user settings

GPO has computer and user settings but if you create a GPO that contains only computer settings, you might want to disable the user settings in that GPO, this will reduce the amount of settings replicated and can also be used for testing.

To disable one of the configurations simply choose the GPO link and go to Details tab:




How do I know what are the settings in a GPO?

Prior to the use of GPMC, an administrator who wanted to find out which one of the hundreds of settings of a GPO were actually configured - had to open each GPO and manually comb through each and every node of the GPO sections. Now, with GPMC, you can simply see what the configurations of any GPO are if you point on that GPO and go to the Settings tab. There you can use the drop-down menus to see computer or user settings.




Block/Enforce inheritance

You can block policy inheritance to an OU if you don’t want the settings from upper GPOs to configure your OU.
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To block GPO inheritance, simply right click your OU and choose "Block Inheritance". Blocking inheritance will block all upper GPOs. 

In case you need one of the upper GPOs to configure all downstream OUs and overcome Block inheritance, use the Enforce option of a link. Enforcing a GPO is a powerful option and rarely should be used.

You can see in this example that when you look at Computers OU, three different GPOs are inherited to it.




In this example you can see that choosing "Block inheritance" will reject all upper GPOs.




Now, if we configure the "Default domain policy" with the Enforce option, it will overcome the inheritance blocking.




Link order

When linking more than one GPO to an OU, there could be a problem when two or more GPOs have the same settings but with opposite configuration, like, GPO1 have Allow printer installation among other settings but GPO2 is configured to prevent printer installation among other settings. Because the two GPOs are at the same level, there is a link order which can be changed.

The GPO with the lowest link order is processed last, and therefore has the highest precedence.




Security Filtering

Filtering let you choose the user, group or computer that the GPO will apply onto. If you configured "Computers" OU with a GPO but you only want to configure Win XP stations with that GPO and exclude Win 2000 stations, you can easily create a group of Win XP computers and apply the GPO only to that group.

This option save you from creating complicated OU tree with each type of computer in it.

A user or a group that you configure in the filtering field have by default the "Read" and "Apply" permission. By default when you create a GPO link, you can see that "Authenticated users" are listed.




In the above example, Office 2K3 will be installed on all computers that are part of the two listed groups.

If we still were using Authenticated users, the installation of the Office suite could have followed the user to any computer that he logs onto, like servers or other machines. Using filtering narrows the installation options.

If you want to configure these permissions with higher resolution, you can go to Delegation tab and see the permissions. Going to the Advanced Tab will let you configure the ACL permission with the highest resolution.




How the GPO is updated on the computers

GPO inherited from AD is refreshed on the computers by several ways:

1. Logon to computer (If the settings are of "user settings" in GPO) 

2. Restart of the computer (If the settings are of "computer settings" in GPO) 

3. Every 60 to 90 minutes, the computers query their DC for updates. 

4. Manually by using gpupdate command. You can add the /force switch to force all settings and not only the delta. 

Note: Windows 2000 doesn't support the Gpupdate command so you need run a different command instead:

Secedit /refreshpolicy machine_policy

for computer settings.

Secedit /refreshpolicy user_policy

for user settings.

In both commands you can use the /enforce that is similar to the /force in gpupdate.

If any configuration change requires a logoff or a restart message will appear:




You can force logoff or reboot using gpupdate switches.

How to check that the GPO was deployed

To be sure that GPO was deployed correctly, you can use several ways. The term for the results is called RSoP – Resultant Sets of Policies.

1. Use gpresult command in the command prompt. 

The default result is for the logged on user on that machine. You can also choose to check what is the results for other users on to that machine. If you use /v or /z switches you will get very detailed information.

You can see what GPOs were applied and what GPOs were filtered out and the reason for not being deployed.

Microsoft (R) Windows (R) XP Operating System Group Policy Result tool v2.0

Copyright (C) Microsoft Corp. 1981-2001

Created On 04/24/2005

RSOP results for XPPRO\Administrator on XPPRO: Logging Mode

-------------------------------------------------------------------------

OS Type: Microsoft Windows XP Professional

OS Configuration: Member Workstation

OS Version: 5.1.2600

Domain Name: NWTRADERS

Domain Type: WindowsNT 4

Site Name: N/A

Roaming Profile:

Local Profile: C:\Documents and Settings\Administrator

Connected over a slow link?
No

COMPUTER SETTINGS

-------------------------

Last time Group Policy was applied: 04/24/2005

Group Policy was applied from: london.nwtraders.msft

Group Policy slow link threshold: 500 kbps

Applied Group Policy Objects

--------------------------------

Default Domain Policy

Raanana WSUS Updates

Local Group Policy

The following GPOs were not applied because they were filtered out

----------------------------------------------------------------------------

Raanana XP SP2 Behavior

Filtering: Not Applied (Empty)

The computer is a part of the following security groups:

--------------------------------------------------------------

BUILTIN\Administrators

Everyone

Debugger Users

BUILTIN\Users

NT AUTHORITY\NETWORK

NT AUTHORITY\Authenticated Users

USER SETTINGS

--------------

Last time Group Policy was applied: 04/24/2005

Group Policy was applied from: N/A

Group Policy slow link threshold: 500 kbps

Applied Group Policy Objects

--------------------------------

Local Group Policy

The user is a part of the following security groups:

----------------------------------------------------

Everyone, BUILTIN\Administrators, Remote Desktop Users, BUILTIN\Users, LOCAL,

NT AUTHORITY\INTERACTIVE, NT AUTHORITY\Authenticated Users

1. Resultant Set of Policy snap-in in MMC. 

The snap-in has two modes:

Logging mode which tells you what are the real settings that were deployed on the machine

Planning mode which tells you what will be the results if you choose some options.

This option is not so compatible because you need to browse in the RSoP data to find the settings.




1. Group Policy Results in GPMC. 

This is the most comfortable option that let you check the RSoP data on every computer or user from a central location. This option also displays the summary of the RSoP and Detailed RSoP data in HTML format.




In the example above example you can see the summary of applied or non applied GPOs both of computer and user settings.

When looking at the Settings tab we can see what settings did applied on the computer and see which is the "Winning GPO" that actually configured the computer with the particular setting.







Also see » What's New in Group Policy?
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Step-by-Step Guide to Understanding the Group Policy Feature Set 

Group Policy is the central component of the Change and Configuration Management features of the Microsoft® Windows® 2000 operating system. Group Policy specifies settings for groups of users and of computers, including registry-based policy settings, security settings, software installation, scripts (computer startup and shutdown, and log on and log off), and folder redirection.

This paper is a technical step-by-step guide of the capabilities of Group Policy. It is intended for IT managers, system administrators, and others who are interested in using Group Policy to manage users' desktop environments.
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Introduction

This document is part of a set of step-by-step guides that introduce IT managers and system administrators to the features of the Windows 2000® operating system. This document presents a brief overview of Group Policy, and shows how to use the Group Policy snap-in to specify policy settings for groups of users and of computers. It includes information on:

· Configuring the Group Policy snap-in.

· Creating and managing Group Policy objects.

· Setting options for registry-based policy, scripts, and loopback policy.

· Using security groups with Group Policy.

· Linking multiple Group Policy Objects.

· Blocking and enforcing Group Policy.

Group Policy and the Active Directory

In Windows 2000, administrators use Group Policy to enhance and control users' desktops. To simplify the process, administrators can create a specific desktop configuration that is applied to groups of users and computers. The Windows 2000 Active Directory™ service enables Group Policy. The policy information is stored in Group Policy objects (GPOs), which are linked to selected Active Directory containers: sites, domains, and organizational units (OUs).

A GPO can be used to filter objects based on security group membership, which allows administrators to manage computers and users in either a centralized or a de-centralized manner. To do this, administrators can use filtering based on security groups to define the scope of Group Policy management, so that Group Policy can be applied centrally at the domain level, or in a decentralized manner at the OU level, and can then be filtered again by security groups. Administrators can use security groups in Group Policy to:

· Filter the scope of a GPO. This defines which groups of users and computers a GPO affects.

· Delegate control of a GPO. There are two aspects to managing and delegating Group Policy: managing the group policy links and managing who can create and edit GPOs.

Administrators use the Group Policy Microsoft Management Console (MMC) snap-in to manage policy settings. Group Policy includes various features for managing these policy settings. In addition, third parties can extend Group Policy to host other policy settings. The data generated by Group Policy is stored in a Group Policy object (GPO), which is replicated in all domain controllers within a single domain.

The Group Policy snap-in includes several MMC snap-in extensions, which constitute the main nodes in the Group Policy snap-in. The extensions are as follows:

· Administrative templates. These include registry-based Group Policy, which you use to mandate registry settings that govern the behavior and appearance of the desktop, including the operating system components and applications.

· Security settings. You use the Security Settings extension to set security options for computers and users within the scope of a Group Policy object. You can define local computer, domain, and network security settings.

· Software installation. You can use the Software Installation snap-in to centrally manage software in your organization. You can assign and publish software to users and assign software to computers.

· Scripts. You can use scripts to automate computer startup and shutdown and user logon and logoff. You can use any language supported by Windows Script Host. These include the Microsoft Visual Basic® development system, Scripting Edition (VBScript); JavaScript; PERL; and MS-DOS®-style batch files (.bat and .cmd).

· Remote Installation Services. You use Remote Installation Services (RIS) to control the behavior of the Remote Operating System Installation feature as displayed to client computers.

· Internet Explorer maintenance. You use Internet Explorer Maintenance to manage and customize Microsoft® Internet Explorer on Windows 2000-based computers.

· Folder redirection. You use Folder Redirection to redirect Windows 2000 special folders from their default user profile location to an alternate location on the network. These special folders include My Documents, Application Data, Desktop, and the Start Menu.

Figure 1 below shows how Group Policy objects use the Active Directory hierarchy for deploying Group Policy.




Figure 1: The Hierarchy of Group Policy and the Active Directory 

Group Policy objects are linked to site, domain, and OU containers in the Active Directory. The default order of precedence follows the hierarchical nature of the Active Directory: sites are first, then domains, and then each OU. A GPO can be associated with more than one Active Directory container or multiple containers can be linked to a single GPO.
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Prerequisites and Initial Configuration

Prerequisites

This Software Installation and Maintenance document is based on Step-by-Step to a Common Infrastructure for Windows 2000 Server Deployment http://www.microsoft.com/windows2000/techinfo/planning/server/serversteps.asp 

Before using this guide, you need to build the common infrastructure as described in the document above. This infrastructure specifies a particular hardware and software configuration. If you are not using the common infrastructure, you must take this into account when using the guide.

Group Policy Scenarios

Note that this document does not describe all of the possible Group Policy scenarios. Please use this instruction set to begin to understand how Group Policy works and begin to think about how your organization might use Group Policy to reduce its TCO. Other Windows 2000 features, including Security Settings and Software Installation and Maintenance, are built on Group Policy. To learn how to use Group Policy in those specific scenarios, refer to the white papers and Windows 2000 Server online help on Windows 2000 Security and Software Installation and Maintenance, which are available on the Windows 2000 Web site.

Important Notes

The example company, organization, products, people, and events depicted in this guide are fictitious. No association with any real company, organization, product, person, or event is intended or should be inferred.

This common infrastructure is designed for use on a private network. The fictitious company name and DNS name used in the common infrastructure are not registered for use on the Internet. Please do not use this name on a public network or Internet.

The Active Directory™ service structure for this common infrastructure is designed to show how Windows 2000 Change and Configuration Management works and functions with Active Directory. It was not designed as a model for configuring an Active Directory service for any organization—for such information see the Active Directory documentation.
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Group Policy Snap-in Configuration

Group Policy is tied to the Active Directory service. The Group Policy snap-in extends the Active Directory management tools using the Microsoft Management Console (MMC) snap-in extension mechanism.

The Active Directory snap-ins set the scope of management for Group Policy. The most common way to access Group Policy is by using the Active Directory User and Computers snap-in, for setting the scope of management to domain and organizational units (OUs). You can also use the Active Directory Sites and Services snap-in to set the scope of management to a site. These two tools can be accessed from the Administrative Tools program group; the Group Policy snap-in extension is enabled in both tools. Alternatively, you can create a custom MMC console, as described in the next section.

Configuring a Custom Console

The examples in this document use the custom MMC console that you can create by following the procedure in this section. You need to create this custom console before attempting the remaining procedures in this document.

Note: If you want more experience building MMC consoles, run through the procedures outlined in "Step-by-Step Guide to Microsoft Management Console"

To configure a custom console 

1. Log on to the HQ-RES-DC-01 domain controller server as an administrator.

2. Click Start, click Run, type mmc, and then click OK.

3. On the Console menu, click Add/Remove Snap-in.

4. In the Add/Remove Snap-in dialog box, click Add.

5. In the Add Standalone Snap-in dialog box, in the Available standalone snap-ins list box, click Active directory users and computers, and then click Add.

6. Double-click Active directory sites and services snap-in from the Available standalone snap-ins list box.

7. In the Available standalone snap-ins list box, double-click Group Policy.

8. In the Select Group Policy object dialog box, Local computer is selected under Group Policy object. Click Finish to edit the local Group Policy object. Click Close in the Add standalone snap-in dialog box.

9. In the Add/Remove Snap-in dialog box, click the Extensions tab. Ensure that the Add all extensions check box is checked for each primary extension added to the MMC console (these are checked by default). Click OK.

To save console changes 

1. In the MMC console, on the Console menu, click Save.

2. In the Save As dialog box, in the File name text box, type GPWalkthrough, and then click Save.

The console should appear as in Figure 2 below:




Figure 2: Group Policy MMC Console 

Accessing Group Policy

You can use the appropriate Active Directory tools to access Group Policy while focused on any site, domain, or OU.

To open Group Policy from Active Directory Sites and Services 

1. In the GPWalkthrough MMC console, in the console tree, click the + next to Active Directory Sites and Services.

2. In the console tree, right-click the site for which to access Group Policy.

3. Click Properties, and click Group Policy.

To open Group Policy from Active Directory Users and Computers 

1. In the console tree in the GPWalkthrough MMC console, click the + next to Active Directory Users and Computers.

2. In the console tree, right-click either the reskit domain or the OU for which to access Group Policy.

3. Click Properties, and click Group Policy.

To access Group Policy scoped to a specific computer (or the local computer), you must load the Group Policy snap-in into the MMC console namespace targeted at the specific computer (or local computer). There are two major reasons for these differences:

· Sites, domains, and OUs can have multiple GPOs linked to them; these GPOs require an intermediate property page to manage them.

· A GPO for a specific computer is stored on that computer and not in the Active Directory.

Scoping a Domain or OU

To scope the domain or OU, use the GPWalkthrough MMC console that you saved earlier.

To scope Group Policy for a domain or OU 

1. Click Start, point to Programs, click Administrative Tools, and click GPWalkthrough to open the MMC console you created earlier.

2. Click the + next to Active Directory Users and Computers to expand the tree.

3. Click the + next to reskit.com to expand the tree.

4. Right-click either the domain (reskit.com) or an OU, and click Properties.

5. Click the Group Policy tab as shown in Figure 3 below.

This displays a property page where the GPOs associated with the selected Active Directory container can be managed. You use this property page to add, edit, delete (or remove), and disable GPOs; to specify No Override options; and to change the order of the associated GPOs. Selecting Edit starts the Group Policy snap-in. More information on using the Group Policy property page and the Group Policy snap-in can be found later in this document.

Note: The Computers and Users containers are not organizational units; therefore, you cannot apply Group Policy directly to them. Users or computers in these containers receive policies from GPOs scoped to the domain and site objects only. The domain controller container is an OU, and Group Policy can be applied directly to it.




Figure 3: Group Policy Link Management 

Scoping Local or Remote Computers

To access Group Policy for a local or a remote computer, you add the Group Policy snap-in to the MMC console, and focus it on a remote or local computer. To access Group Policy for the local computer, use the GPWalkthrough console created earlier in this document, and choose the Local Computer Policy node. You can add other computers to the console namespace by adding another Group Policy snap-in to the GPWalkthrough console, and clicking the Browse button when the Select Group Policy object dialog box is displayed.

Note: Some of the Group Policy extensions are not loaded when Group Policy is run against a local GPO.

Creating a Group Policy Object

The Group Policy settings you create are contained in a Group Policy Object (GPO) that is in turn associated with selected Active Directory objects, such as sites, domains, or organizational units (OUs).

To create a Group Policy Object (GPO) 

1. Open the GPWalkthrough MMC console.

2. Click the + next to Active Directory Users and Computers, and click the reskit.com domain.

3. Click the + next to Accounts to expand the tree.

4. Right-click Headquarters, and select Properties from the context menu.

5. In the Headquarters Properties page, click the Group Policy tab.

6. Click New, and type HQ Policy.

The Headquarters Properties page should appear as in Figure 4 below:




Figure 4: Headquarters Properties 

At this point you could add another GPO for the Headquarters OU, giving each one that you create a meaningful name, or you could edit the HQ Policy GPO, which starts the Group Policy snap-in for that GPO. All Group Policy functionality is derived from the snap-in extensions. In this exercise, all of these extensions are enabled. It is possible—using standard MMC methods—to restrict the extension snap-ins that are loaded for any given snap-in. For information on this capability, see the Windows 2000 Server Online Help for Microsoft Management Console.

There is also a Group Policy that you can use to restrict the use of MMC snap-in extensions. To access this policy, navigate to the System\Group Policy node under Administrative Templates. Use the Explain tab to learn more about the use of these policies.

If you have more than one GPO associated with an Active Directory folder, verify the GPO order; a GPO that is higher in the list has the highest precedence. Note that GPOs higher in the list are processed last (this is what gives them a higher precedence). GPOs in the list are objects; they have context menus that you use to view the properties of each GPO. You can use the context menus to obtain and modify general information about a GPO. This information includes Discretionary Access Control Lists (DACLs, which are covered in the Security Group Filtering section of this document), and lists the other site, domain, or OUs to which this GPO is linked.

7. Click Close 

Best Practice You can further refine a GPO by using user or computer membership in security groups and then setting DACLs based on that membership. This is covered in the Security Group Filtering section below.

Managing Group Policy

To manage Group Policy, you need to access the context menu of a site, domain, or OU, select Properties, and then select the Group Policy tab. This displays the Group Policy Properties page. Please note the following:

· This page displays any GPOs that have been associated with the currently selected site, domain, or OU. The links are objects; they have a context menu that you can access by right-clicking the object. (Right-clicking the white space displays a context menu for creating a new link, adding a link, or refreshing the list.)

· This page also shows an ordered GPO list, with the highest priority GPO at the top of the list. You can change the list order by selecting a GPO and then using the Up or Down buttons.

· To associate (link) a new GPO, click the Add button.

· To edit an existing GPO in the list, select the GPO and click the Edit button, or just double-click the GPO. This starts the Group Policy snap-in, which is how the GPO is modified. This is described in more detail later in this document.

· To permanently delete a GPO from the list, select it from the list and click the Delete button. Then, when prompted, select Remove the link and delete the Group Policy object permanently. Be careful when deleting an object, because the GPO may be associated with another site, domain, or OU. If you want to remove a GPO from the list, select the GPO from the links list, click Delete, and then when prompted, select Remove the link from the list.

· To determine what other sites, domains, or OUs are associated with a given GPO, right-click the GPO, select Properties from the context menu, and then click the Links tab in the GPO Properties page.

· The No override check column marks the selected GPO as one whose policies cannot be overridden by another GPO.

Note: You can enable the No Override property on more than one GPO. All GPOs that are marked as No override will take precedence over all other GPOs not marked. Of those GPOs marked as No override, the GPO with the highest priority will be applied after all the other similarly marked GPOs.

· The Disabled check box simply disables (deactivates) the GPO without removing it from the list. To remove a GPO from the list, select the GPO from the links list, click Delete, and then select Remove the link from the list in the Delete dialog box.

· It is also possible to disable only the User or Computer portion of the GPO. To do this, right-click the GPO, click Properties, click either Disable computer configuration settings or Disable user configuration settings, and then click OK. These options are available on the GPO Properties page, on the General tab.

· The Block policy inheritance check box has the effect of negating all GPOs that exist higher in the hierarchy. However, it cannot block any GPOs that are enforced by using the No override check box; those GPOs are always applied.

Note: Policy settings contained within the local GPO that are not specifically overridden by domain-based policy settings are also always applied. Block Policy Inheritance at any level will not remove local policy.

Editing a Group Policy Object

You can use the custom console to edit a GPO. You will need to log on to the HQ-RES-DC-01 server as an Administrator, if you have not already done so.

To edit a Group Policy Object (GPO) 

1. Click Start, point to Programs, click Administrative Tools, and then select GPWalkthrough.

2. Click the + next to Active Directory Users and Computers, click the reskit.com domain, and then click the Accounts OU.

3. Right-click Headquarters, select Properties, and then click the Group Policy tab. HQ Policy in the Group Policy object links list box should be highlighted.

4. Double-click the HQ Policy GPO (or click Edit).

This opens the Group Policy snap-in focused on a GPO named HQ Policy, which is linked to the OU named Headquarters. It should appear as in Figure 5 below:




Figure 5: HQ Policy 

Adding or Browsing a Group Policy Object

The Add a Group Policy Object Link dialog box shows GPOs currently associated with domains, OUs, sites, or all GPOs without regard to their current associations (links). The Add a Group Policy Object Link dialog box is shown in Figure 6 below.




Figure 6: Add a Group Policy Object Link 

· GPOs are stored in each domain. The Look In drop-down box allows you to select a different domain to view.

· In the Domains/OUs tab, the list box displays the sub-OUs and GPOs for the currently selected domain or OU. To navigate the hierarchy, double-click a sub-OU or use the Up one level toolbar button. [image: image51.png]



· To add a GPO to the currently selected domain or OU, either double-click the object, or select it and click OK.

· Alternatively, you can create a new GPO by clicking the All tab, right-clicking in the open space, and selecting New on the context menu, or by using the Create New GPO toolbar button. [image: image52.png]


The Create New GPO toolbar button is only active in the All tab. To create a new GPO and link it to a particular site, domain, or OU, use the New button on the Group Policy Property page.

Note: It is possible to create two or more GPOs with the same name. This is by design and is because the GPOs are actually stored as GUIDs and the name shown is a friendly name stored in the Active Directory.

· In the Sites tab, all GPOs associated with the selected site are displayed. Use the drop-down list to select another site. There is no hierarchy of sites.

· The All tab shows a flat list of all GPOs that are stored in the selected domain. This is useful when you want to select a GPO that you know by name, rather than where it is currently associated. This is also the only place to create a GPO that does not have a link to a site, domain, or OU.

· To create an unlinked GPO, access the Add a Group Policy Link dialog box from any site, domain, or OU. Click the All tab, select the toolbar button or right-click the white space, and select New. Name the new GPO, and click Enter, and then click Cancel—do not click OK . Clicking OK links the new GPO to the current site, domain, or OU. Clicking Cancel creates an unlinked GPO.
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Registry-based Policies

The user interface for registry-based policies is controlled by using Administrative Template (.adm) files. These files describe the user interface that is displayed in the Administrative Templates node of the Group Policy snap-in. These files are format-compatible with the .adm files used by the System Policy Editor tool (poledit.exe) in Microsoft Windows NT 4.0. With Windows 2000, the available options have been expanded.

Note: Although it is possible to add any .adm file to the namespace, if you use an .adm file from a previous version of Windows, the registry keys are unlikely to have an effect on Windows 2000, or they actually set preference settings and mark the registry with these settings; that is, the registry settings persist.

By default, only those policy settings defined in the loaded .adm files that exist in the approved Group Policy trees are displayed; these settings are referred to as true policies. This means that the Group Policy snap-in does not display any items described in the .adm file that set registry keys outside of the Group Policy trees; such items are referred to as Group Policy preferences. The approved Group Policy trees are:

\Software\Policies

\Software\Microsoft\Windows\CurrentVersion\Policies

A Group Policy called Enforce Show Policies Only is available in User Configuration\Administrative Templates, under the System\Group Policy nodes. If you set this policy to Enabled, the Show policies only command is turned on and administrators cannot turn it off, and the Group Policy snap-in displays only true policies. If you set this policy to Disabled or Not configured, the Show policies only command is turned on by default; however, you can view preferences by turning off the Show policies only command. To view preferences, you must turn off the Show policies only command, which you access by selecting the Administrative Templates node (under either User Configuration or Computer Configuration nodes), and then clicking the View menu on the Group Policy console and clearing the Show policies only check box. Note that it is not possible for the selected state for this policy to persist; that is, there is no preference for this policy setting.

In Group Policy, preferences are indicated by a red icon to distinguish them from true policies, which are indicated by a blue icon.

Use of non-policies within the Group Policy infrastructure is strongly discouraged because of the persistent registry settings behavior mentioned previously. To set registry policies on Windows NT 4.0, and Windows 95 and Windows 98 clients, use the Windows NT 4.0 System Policy Editor tool, Poledit.exe.

By default the System.adm, Inetres.adm, and Conf.adm files are loaded and present this namespace as shown in Figure 7 below:




Figure 7: User Configuration 

The .adm files include the following settings:

· System.adm: Operating system settings

· Inetres.adm: Internet Explorer restrictions

· Conf.adm: NetMeeting settings

Adding Administrative Templates

The .adm file consists of a hierarchy of categories and subcategories that together define how options are organized in the Group Policy user interface.

To add administrative templates (.adm files) 

1. In the Group Policy console double-click Active Directory Users and Computers, select the domain or OU for which you want to set policy, click Properties, and then click Group Policy.

2. In the Group Policy properties page, select the Group Policy Object you want to edit from the Group Policy objects links list, and click Edit to open the Group Policy snap-in.

3. In the Group Policy console, click the plus sign (+) next to either User Configuration or Computer Configuration. The .adm file defines which of these locations the policy is displayed in, so it doesn't matter which node you choose.

4. Right-click Administrative Templates, and select Add/Remove Templates. This shows a list of the currently active templates files for this Active Directory container.

5. Click Add. This shows a list of the available .adm files in the %systemroot%\inf directory of the computer where Group Policy is being run. You can choose an .adm file from another location. Once chosen, the .adm file is copied into the GPO.

To set registry-based settings using administrative templates 

1. In the GPWalkthrough console, double-click Active Directory Users and Computers, double-click the reskit.com domain, double-click Accounts, right-click the Headquarters OU, and then click Properties.

2. In the Headquarters Properties dialog box, click Group Policy.

3. Double-click the HQ Policy GPO from the Group Policy object links list to edit the HQ Policy GPO.

4. In the Group Policy console, under the User Configuration node, click the plus sign (+) next to Administrative Templates.

5. Click Start Menu & Taskbar. Note that the details pane shows all the policies as Not configured.

6. In the details pane, double-click the Remove Run menu from Start menu policy. This displays a dialog box for the policy as shown in Figure 8 below.




Figure 8: Remove Run menu from Start Menu 

7. In the Remove Run menu from Start menu dialog box, click Enabled.

Note the Previous Policy and Next Policy buttons in the dialog box. You can use these buttons to navigate the details pane to set the state of other policies. You can also leave the dialog box open and click another policy in the details pane of the Group Policy snap-in. After the details pane has the focus, you can use the Up and Down arrow keys on the keyboard and press Enter to quickly browse through the settings (or Explain tabs) for each policy in the selected node.

8. Click OK. Note the change in state in the Setting column, in the details pane. This change is immediate; it has been saved to the GPO. If you are in a replicated domain controller (DC) environment, this action sets a flag that triggers a replication cycle.

If you log on to a workstation in the reskit.com domain with a user from the Headquarters OU, you will note that the Run menu has been removed.

At this point, you may want to experiment with the other available policies. Look at the text in the Explain tab for information about each policy.
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Scripts

You can set up scripts to run when users log on or log off, or when the system starts up or shuts down. All scripts are Windows Script Host (WSH)-enabled. As such, they may include Java Scripts or VB Scripts, as well as .bat and .cmd files. Links to more information on the Windows Script Host are located in the More Information section at the end of this document.

Setting up a Logon Script

Use this procedure to add a script that runs when a user logs on.

Note: This procedure uses the Welcome2000.js script described in Appendix A of this document, which includes instructions for creating and saving the script file. Before performing the procedure for setting up logon scripts, you need to create the Welcome2000.js script file and copy it to the HQ-RES-DC-01 domain controller.

To set up logon scripts 

1. In the GPWalkthrough console, double-click Active Directory Users and Computers, right-click the reskit.com domain, click Properties, and then click Group Policy.

2. In the Group Policy properties page, select the Default Domain Policy GPO from the Group Policy objects links list, and click Edit to open the Group Policy snap-in.

3. In the Group Policy snap-in, under User Configuration, click the + next to Windows Settings, and then click the Scripts (Logon/Logoff) node.

In the details pane, double-click Logon.

· The Logon Properties dialog box displays the list of scripts that run when affected users log on. This is an ordered list, with the script that is to run first appearing at the top of the list. You can change the order by selecting a script and then using the Up or Down buttons.

· To add a new script to the list, click the Add button. This displays the Add a Script dialog box. Browsing from this dialog allows you to specify the name of an existing script located in the current GPO or to browse to another location and select it for use in this GPO. The script file must be accessible to the user at logon or it does not run. Scripts in the current GPO are automatically available to the user. You can create a new script by right-clicking the empty space and selecting New, then selecting a new file.

Note: If the View Folder Options for this folder are set to Hide file extensions for known file types, the file may have an unwanted extension that prevents it from being run.

· To edit the name or the parameters of an existing script in the list, select it and click the Edit button. This button does not allow the script itself to be edited. That can be done through the Show Files button.

· To remove a script from the list, select it and click Remove.

· The Show Files button displays an Explorer view of the scripts for the GPO. This allows quick access to these files or to the place to copy support files to if the script files require them. If you change a script file name from this location, you must also use the Edit button to change the file name, or the script cannot execute.

4. Click on the Start menu, click Programs, click Accessories, click Windows Explorer, navigate to the Welcome2000.js file (use Appendix A to create the file), and then right-click the file and select Copy.

5. Close Windows Explorer.

6. In the Logon Properties dialog box, click the Show Files button, and paste the Welcome2000.js script into the default file location. It should appear as in Figure 9 below:




Figure 9: Welcome2000.js 

7. Close the Logon window.

8. Click the Add button in the Logon Properties dialog box.

9. In the Add a Script dialog box, click Browse, and then in the Browse dialog box, double-click the Welcome2000.js file.

10. Click Open.

11. In the Add a Script dialog box, click OK (no script parameters are needed), and then click OK again.

You can then logon to a client workstation that has a user in the Headquarters OU, and verify that the script is run when the user logs on.

Setting Up a Logoff or Computer Startup or Shutdown Script

You can use the same procedure outlined in the preceding section to set up scripts that run when a user logs off or when a computer starts up or is shut down. For logoff scripts, you would select Logoff in step 4.

Other Script Considerations

By default, Group Policy scripts that run in a command window (such as .bat or .cmd files) run hidden, and legacy scripts (those defined in the user object) are by default visible as they are processed (as was the case for Windows NT 4.0), although there is a Group Policy that allows this visibility to be changed. The policy for users is called Run logon scripts visible or Run logoff scripts visible, and is accessed in the User Configuration\Administrative Templates node, under System\Logon/Logoff. For computers, the policy is Run startup scripts visible and can be accessed in the Computer Configuration\Administrative Templates node, under System\Logon.
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Security Group Filtering

You can refine the effects of any GPO by modifying the computer or user membership in a security group. To do this, you use the Security tab to set Discretionary Access Control Lists (DACLs) for the properties of a GPO. DACLs are used for performance reasons, the details of which are contained in the Group Policy technical paper referenced earlier in this document. This feature allows for tremendous flexibility in designing and deploying GPOs and the policies they contain.

By default, all GPOs affect all users and machines that are contained in the linked site, domain, or OU. By using DACLs, the effect of any GPO can be modified to exclude or include the members of any security group.

You can modify a DACL using the standard Windows 2000 Security tab, which is accessed from the Properties page of any GPO.

To access a GPO Properties page from the Group Policy Properties page of a Domain, or OU 

1. In the GPWalkthrough console, double-click Active Directory Users and Computers, double-click the reskit.com domain, double-click Accounts, right-click the Headquarters OU, and then click Properties.

2. In the Headquarters Properties dialog, click Group Policy.

3. Right-click the HQ Policy GPO from the Group Policy Object Links list, and select Properties from the context menu.

4. In the Properties page, click the Security tab. This displays the standard Security properties page.

You will see security groups and users based on the Common Infrastructure. For more information, see the Windows 2000 step-by-step guide, A Common Infrastructure for Change and Configuration Management. Make sure that you have completed the appropriate steps in that document before continuing.

5. In the Security property page, click Add.

6. In the Select Users, Computers, and Groups dialog box, select the Management group from the list, click Add, and click OK to close the dialog.

7. In the Security tab of the HQ Policy Properties page, select the Management group, and view the permissions. By default, only the Read Access Control Entry (ACE) is set to Allow for the Management group. This means that the members of the Management group do not have this GPO applied to them unless they are also members of another group (by default, they are also Authenticated Users) that has the Apply Group Policy ACE selected.

At this point, everyone in the Authenticated Users group has this GPO applied, regardless of having added the Management group to the list, as shown in Figure 10 below..




Figure 10: Authenticated Users 

8. Configure the GPO so that it applies to the members of the Management group only. Select Allow for the Apply Group Policy ACE for the Management group, and then remove the Allow Group Policy ACE from the Authenticated Users group.

By changing the ACEs that are applied to different groups, administrators can customize how a GPO affects the users or computers that are subject to that GPO. Write access is required for modifications to be made; Read and Allow Group Policy ACEs are required for a policy to affect a group (for the policy to apply to the group).

Use the Deny ACE with caution. A Deny ACE setting for any group has precedence over any Allow ACE given to a user or computer because of membership in another group. Details of this interaction may be found in the Windows 2000 Server online Help by searching on Security Group.

Figure 11 belows shows an example of the security settings that allow everyone to be affected by this GPO except the members of the Management group, who were explicitly denied permission to the GPO by setting the Apply Group Policy ACE to Deny. Note that if a member of the Management group were also a member of a group that had an explicit Allow setting for the Apply Group Policy ACE, the Deny would take precedence and the GPO would not affect the user.




Figure 11: Security Settings 

Variations on the above may include:

· Adding additional GPOs with different sets of policies and having them apply only to groups other than the Management group.

· Creating another group with members of the existing groups in them, and then using those groups as filters for a GPO.

Note: You can use these same types of security options with the Logon scripts you set up in the preceding section. You can set a script to run only for members of a particular group or for everyone except the members of a specific group.

Security group filtering has two functions: the first is to modify which group is affected by a particular GPO, and the second is to delegate which group of administrators can modify the contents of the GPO by restricting Full Control to a limited set of administrators (by a group). This is recommended because it limits the chance of multiple administrators making changes at any one time.
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Blocking Inheritance and No Override

The Block inheritance and No override features allow you to have control over the default inheritance rules. In this procedure, you set up a GPO in the Accounts OU, which applies by default to the users (and computers) in the Headquarters, Production, and Marketing OUs.

You then establish another GPO in the Accounts OU and set it as No override. These settings apply to the children OUs, even if you set up a contrary setting in a GPO scoped to that OU.

You then use the Block inheritance feature to prevent Group policies set in a parent site, domain, or OU (in this case, the Accounts OU) from being applied to the Production OU.

A description of how to disable portions of a GPO to improve performance is also included.

Setting Up the Environment

You must first set up the environment for the procedures in this section.

To set up the GPO environment 

1. Open the saved MMC GP console GPWalkthrough, and then open the Active Directory User and Computers node.

2. Double-click the reskit.com domain, and then double-click the Accounts OU.

3. Right-click the Accounts OU, and select Properties from the context menu, and click the Group Policy tab.

4. Click New to create a new GPO called Default User Policies.

5. Click New to create a new GPO called Enforced User Policies.

6. Select the Enforced Users Policies GPO, and click the Up button to move it to the top of the list. The Enforced Users Policies GPO should have the highest precedence. Note that this step only serves to demonstrate the functionality of the Up button; an enforced GPO always takes precedence over those that are not enforced.

7. Select the No override setting for the Enforced User Policies GPO by double-clicking the No override column or using the Options button. The Accounts Properties page should now appear as in Figure 12 below:




Figure 12: Enforced User Policies 

8. Double-click the Enforced User Policies GPO to start the Group Policy snap-in.

9. In the Group Policy snap-in, under User Configuration, click Administrative Templates, click System, and then click Logon/Logoff.

10. In the details pane, double-click the Disable Task Manager policy, click Enabled in the Disable Task Manager dialog box, and then click OK. For information on the policy, click the Explain tab. Note that the setting is now Enabled as in Figure 13 below.




Figure 13: Task Manager 

11. Click the Close button to exit the Group Policy snap-in.

12. In the Accounts Properties dialog box, on the Group Policy tab, double-click the Default User Policies GPO from the Group Policy objects links list.

13. In the Group Policy snap-in, in the User Configuration node, under Administrative Templates, click the Desktop node, click the Active Desktop folder, and then double-click the Disable Active Desktop policy on the details pane.

14. Click Enabled, click OK, and click Close.

15. In the Accounts Properties dialog box, click Close.

You can now log on to a client workstation as any user in any of the OUs under the Accounts OU. Note that you cannot run the Task Manager—the tab is unavailable from both CTRL+SHIFT+ESC and CTRL+ALT+DEL. In addition, the Active Desktop cannot be enabled. When you right-click on Desktop and select Properties, you will see that the Web tab is missing.

As an extra step, you can reverse the setting of the Disable Task Manager policy in a GPO that is linked to any of the child OUs of the Accounts OU (Headquarters, Production, Marketing). To do this, change the radio button for that policy.

Note: Doing this has no effect while the Enforced User Policies GPO is enabled in the Accounts OU.

Disabling Portions of a GPO

Because these GPOs are used solely for user configuration, the computer portion of the GPO can be turned off. Doing so reduces the computer startup time, because the Computer GPOs do not have to be evaluated to determine if any policies exist. In this procedure, no computers are affected by these GPOs. Therefore, disabling a portion of the GPO has no immediate benefit. However, since these GPOs could later be linked to a different OU that may include computers, you may want to disable the computer side of these GPOs.

To disable the Computer portion of a GPO 

1. Open the saved MMC console GPWalkthrough, and then double-click the Active Directory User and Computers node.

2. Double-click the reskit.com domain.

3. Right-click the Accounts OU, select Properties from the context menu, and click the Group Policy tab.

4. In the Accounts Properties dialog box, click the Group Policy tab, right-click the Enforced User Policies GPO, and select Properties.

5. In the Enforced User Policies Properties dialog box, select the General tab, and then select the Disable computer configuration settings check box. In the Confirm Disable dialog box click Yes.

Note that the General properties page includes two check boxes for disabling a portion of the GPO.

6. Repeat steps 4 and 5 for the Default Users Policies GPO.

Blocking Inheritance

You can block inheritance so that one GPO does not inherit policy from another GPO in the hierarchy. After you block inheritance, only those settings in the Enforced User Policies affect the users in this OU. This is simpler than reversing each individual policy in a GPO scoped at this OU.

To block inheritance of Group Policy for the Production OU 

1. Open the saved MMC console GPWalkthrough, and then double-click the Active Directory User and Computers node.

2. Double-click the reskit.com domain, and then double-click the Accounts OU.

3. Right-click the Production OU, select Properties from the context menu, and then click the Group Policy tab.

4. Select the Block policy inheritance check box, and click OK.

To verify that inherited settings are now blocked, you can logon as any user in the Production OU. Notice that the Web tab is present in the Display setting properties page. Also, note that the task manager is still disabled, as it was set to No Override in the parent OU.
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Linking a GPO to Multiple Sites, Domains, and OUs

This section demonstrates how you can link a GPO to more than one container (site, domain, or OU) in the Active Directory. Depending on the exact OU configuration, you can use other methods to achieve similar Group Policy effects; for example, you can use security group filtering or you can block inheritance. In some cases, however, those methods do not have the desired affects. Whenever you need to explicitly state which sites, domains, or OUs need the same set of policies, use the method outlined below:

To link a GPO to multiple sites, domains, and OUs 

1. Open the saved MMC console GPWalkthrough, and then double-click the Active Directory User and Computers node.

2. Double-click the reskit.com domain, and double-click the Accounts OU.

3. Right-click the Headquarters OU, select Properties from the context menu, and then click the Group Policy tab.

4. In the Headquarters Properties dialog box, on the Group Policy tab, click New to create a new GPO named Linked Policies.

5. Select the Linked Policies GPO, and click the Edit button.

6. In the Group Policy snap-in, in the User Configuration node, under Administrative Templates node, click Control Panel, and then click Display.

7. On the details pane, click the Disable Changing Wallpaper policy, and then click Enabled in the Disable Changing Wallpaper dialog box and click OK.

8. Click Close to exit the Group Policy snap-in.

9. In the Headquarters Properties page, click Close.

Next you will link the Linked Policies GPO to another OU.

1. In the GPWalkthrough console, double-click the Active Directory User and Computers node, double-click the reskit.com domain, and then double-click the Accounts OU.

2. Right-click the Production OU, click Properties on the context menu, and then click the Group Policy tab on the Production Properties dialog box.

3. Click the Add button, or right-click the blank area of the Group Policy objects links list, and select Add on the context menu.

4. In the Add a Group Policy Object Link dialog box, click the down arrow on the Look in box, and select the Accounts.reskit.com OU.

5. Double-click the Headquarters.Accounts.reskit.com OU from the Domains, OUs, and linked Group Policy objects list.

6. Click the Linked Policies GPO, and then click OK.

You have now linked a single GPO to two OUs. Changes made to the GPO in either location result in a change for both OUs. You can test this by changing some policies in the Linked Policies GPO, and then logging onto a client in each of the affected OUs, Headquarters and Production.
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Loopback Processing

This section demonstrates how to use the loopback processing policy to enable a different set of user type Group Policies based on the Computer being logged onto. This policy is useful when you need to have user type policies applied to users of specific computers. There are two methods for doing this. One allows for the policies applied to the user to be processed, but to also apply user policies based on the computer that the user has logged onto. The second method does not apply the user's settings based on where the user object is, but only processes the policies based on the computer's list of GPOs. Details on this method can be found in the Group Policy white paper referred to earlier.

To use the Loopback processing policy 

1. In the GPWalkthrough console, double-click the Active Directory User and Computers node, double-click the reskit.com domain, and then double-click the Resources OU.

2. Right-click the Desktop OU, click Properties on the context menu, and then click the Group Policy tab on the Desktop Properties dialog box.

3. Click New to create a new GPO named Loopback Policies.

4. Select the Loopback Policies GPO, and click Edit.

5. In the Group Policy snap-in, under the Computer Configuration node, click Administrative Templates, click System, and then click Group Policy.

6. In the details pane, double-click the User Group Policy loopback processing mode policy.

7. Click Enabled in the User Group Policy loopback processing mode dialog box, select Replace in the Mode drop-down box, and then click OK to exit the property page.

Next, you will set several User Configuration policies by using the Next Policy navigation buttons in the policy dialog boxes.

1. In the Group Policy snap-in, under the User Configuration node, click Administrative Templates, and click Start Menu & Taskbar.

2. In the details pane, double-click the Remove user's folders from the Start menu policy, and then click Enabled in the Remove user's folders from the Start menu dialog box.

3. Click Apply to apply the policy, and click the Next Policy button to go on to the next policy, Disable and remove links to Windows update.

4. In the Disable and Remove Links to Windows Update dialog box, click Enabled, click Apply, and then click the Next Policy button.

5. In each of the following policies' dialog boxes, set the state of the policies as indicated on the list below:

	Policy
	Setting

	Remove common program groups from Start Menu
	Enabled

	Remove Documents from Start Menu
	Enabled

	Disable programs on Settings Menu
	Enabled

	Remove Network & Dial-up Connections from Start menu
	Enabled

	Remove Favorites Menu from Start menu
	Enabled

	Remove Search Menu from Start menu
	Enabled

	Remove Help Menu from Start menu
	Enabled

	Remove Run Menu from Start menu
	Enabled

	Add Logoff on the Start Menu
	Enabled

	Disable Logoff on the Start Menu
	Not configured

	Disable and remove the Shut Down command
	Not configured

	Disable drag-and-drop context menus on the Start Menu
	Enabled

	Disable changes to Taskbar and Start Menu Settings
	Enabled

	Disable Context menus for the taskbar
	Enabled

	Do not keep history of recently opened documents
	Enabled

	Clear history of recently opened documents on exit
	Enabled


6. Click OK when you have set the last policy from the list in step 5.

7. In the Group Policy console tree, navigate to the Desktops node under User Configuration\Administrative Templates, and set the following policies to Enabled:

	Policy
	Setting

	Hide Remove My Documents from Start Menu
	Enabled

	Hide My Network Places icon on desktop
	Enabled

	Hide Internet Explorer icon on desktop
	Enabled

	Prohibit user from changing My Documents path
	Enabled

	Disable adding, dragging, dropping and closing the Taskbar's toolbars
	Enabled

	Disable adjusting desktop toolbars
	Enabled

	Don't save settings at exit
	Enabled


8. Click OK when you have set the last policy from the list in step 7.

9. In the Group Policy console tree, navigate to the Active Desktop node under User Configuration\Administrative Templates\Desktops, set the Disable Active Desktop policy to Enabled, and then click OK.

10. In the Group Policy console tree, navigate to the Control Panel node under User Configuration\Administrative Templates, click the Add/Remove Programs node, double-click the Disable Add/Remove Programs policy, set it to Enabled, and then click OK.

11. In the Group Policy console tree, navigate to the Control Panel node under User Configuration\Administrative Templates, click the Display node, double click the Disable display in control panel policy, set it to Enabled, and then click OK.

12. In the Group Policy snap-in, click Close.

13. In the Desktops Properties dialog box, click Close.

At this point, all users who log on to computers in the Desktops OU have no policies that would normally be applied to them; instead, they have the user policies set in the Loopback Policies GPO. You may want to use the procedures outlined in the section on Security Group Filtering to restrict this behavior to specific groups of computers, or you may want to move some computers to another OU.

For the following example, a security group called No Loopback is created. To do this, use the Active Directory Users and Computers snap-in, click the Groups container, click New, and create this global security group.

In this example, computers that are in the No-Loopback security group are excluded from this loopback policy, if the following steps are taken:

1. In the GPWalkthrough console, double-click Active Directory Users and Computers, double-click reskit.com, double-click Resources, right-click Desktop, and then select Properties.

2. In the Desktop Properties dialog box, click Group Policy, right-click the Loopback Policies GPO, and then select Properties.

3. In the Loopback Policies Properties page, click Security, and select Allow for the Apply Group Policy ACE for the Authenticated Users group.

4. Add the No Loopback group to the Name list. To do this, click Add, select the No Loopback group, and click OK.

5. Select Deny for the Apply Group Policy ACE for the No Loopback group, and click OK.

6. Click OK in the Loopback Policies Properties page.

7. Click Close in the Desktop Properties dialog box

8. In the GPWalkthrough console, click Save on the Console menu.
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Other Group Policy Scenarios

Now that you familiar with the methodologies for administrating Group Policy, you may want to set up some security policies, perform some software installation and maintenance, and redirect some user folders—such as the My Documents folder. These topics are covered in detail in the following step-by-step guides, available on the Windows 2000 Server Web site:

· Deploying Security Policies

· Software Installation and Maintenance

· User Data and Settings Management
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For More Information

For specific help about installing and using Windows 2000, see Windows 2000 Professional Online Help http://windows.microsoft.com/windows2000/en/professional/help/ and Windows 2000 Server Online Help http://windows.microsoft.com/windows2000/en/server/help/.

For help in determining the best deployment practices for your company, see the Windows 2000 Deployment and Planning Guide http://www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/w2rkbook/dpg.asp.

For additional information on Group Policy, refer to the Windows 2000 Group Policy technical paper http://www.microsoft.com/downloads/details.aspx?familyid=354B9F45-8AA6-4775-9208-C681A7043292&displaylang=en. This paper includes information about the Group Policy infrastructure and mechanics, the Group Policy snap-in and its capabilities, extending the Group Policy functionality, and using Group Policy on stand-alone computers. It also presents instructions for creating administrative templates (.adm files).

For more information on Windows Script Host, see the Windows Script Host white paper http://www.microsoft.com/windows2000/docs/winscrwp.doc.

For information about MMC, see the Microsoft Management Console Overview white paper http://www.microsoft.com/windows2000/techinfo/howitworks/management/mmcover.asp and a Step-by-Step Guide to the Microsoft Management Console http://www.microsoft.com/technet/prodtechnol/windows2000serv/howto/mmcsteps.mspx.

For more information on .adm files, persistent registry settings, and using the Windows NT 4.0 System Policy Editor, see the Windows 2000 Group Policy technical paper http://www.microsoft.com/downloads/details.aspx?familyid=354B9F45-8AA6-4775-9208-C681A7043292&displaylang=en, and Implementing Profiles and Policies for Windows NT 4.0 http://www.microsoft.com/technet/archive/winntas/maintain/featusability/prof_pol.mspx.
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Appendix A: Welcome2000.js Sample Script

The code for the Welcome2000.js sample script is shown following the procedure for creating and saving the sample script file.

To create and save this sample script 

1. Select and copy all the sample code presented in this section, beginning with the line with // Script Sample for Windows Script Host, and ending with the line with }.

2. Click Start, click Run, type notepad, and then click OK. This starts the Windows Notepad application.

3. In Notepad, click Edit, and click Paste.

4. On the File menu, click Save, type Welcome.js in the File name text box, save as type text, and click OK.

The Welcome2000.js script code is shown next.

// Script Sample for Windows Script Host

//

// Define constant values.

//

var MB_ICONINFORMATION  = 0x40;

var MB_ICONQUESTION     = 0x20;

var MB_ICONYESNO        = 0x04

var IDYES               = 6;

var IDTIMEOUT           = -1;

var POPUP_WAIT          = 5;   // close popup after 5 seconds.

//

// Create ActiveX Controls

//

var Shell = WScript.CreateObject("WScript.Shell")

var Env = Shell.Environment("PROCESS")

//

// Set greeting message.

//

var strTitle = "Sample Login Script";

var strMsg = "Welcome \"" + Env("UserName")

strMsg += "\" to the \"" + Env("UserDomain") + "\" domain\r\n\r\n"

Shell.Popup(strMsg, POPUP_WAIT, strTitle, MB_ICONINFORMATION);

//

// Launch Internet Explorer if user wants.

//

strMsg = "Do you want to visit the Windows 2000 web site?";

var strURL;

strURL = "http://www.microsoft.com/windows";

var intAnswer = Shell.Popup(strMsg,

POPUP_WAIT,

strTitle,

MB_ICONQUESTION | MB_ICONYESNO );

if (intAnswer == IDYES) {

    Shell.Run(strURL);

}

Delegating administration

Updated: January 21, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

Delegating administration

By delegating administration, you can assign a range of administrative tasks to the appropriate users and groups. You can assign basic administrative tasks to regular users or groups, and leave domain-wide and forest-wide administration to members of the Domain Admins and Enterprise Admins groups. By delegating administration, you can allow groups within your organization to take more control of their local network resources. You also help secure your network from accidental or malicious damage by limiting the membership of administrator groups. 

You can delegate administrative control to any level of a domain tree by creating organizational units within a domain and delegating administrative control for specific organizational units to particular users or groups.

To decide what organizational units you want to create, and which organizational units should contain accounts or shared resources, consider the structure of your organization. 

For example, you might want to create an organizational unit that enables you to assign a user the administrative control for all user and computer accounts in all branches of a department, such as Human Resources. Or, you might want to assign a user administrative control only to some resources within a department, for example, computer accounts. Another possible delegation of administrative control would be to assign a user the administrative control for the Human Resources organizational unit, but not any organizational units contained within the Human Resources organizational unit.

Active Directory defines specific permissions and user rights that can be used for the purposes of delegating or restricting administrative control. Using a combination of organizational units, groups, and permissions, you can define the most appropriate administrative scope for a particular person, which could be an entire domain, all organizational units within a domain, or a single organizational unit.

Administrative control can be assigned to a user or group by using the Delegation of Control Wizard or through the Authorization Manager console. Both of these tools allow you to assign rights or permissions to particular users or groups. 

For example, a user can be given permissions to modify the Owner Of Accounts property, without being assigned the permissions to delete accounts in that organizational unit. The Delegation of Control Wizard, as its name suggests, allows you to delegate administrative tasks using a wizard that steps you through the entire process. The Authorization Manager is a Microsoft Management Console (MMC) console that also allows you to delegate administration. The Authorization Manager provides greater flexibility than the Delegation of Control Wizard, at the cost of greater complexity. 

For more information about using the Delegation of Control Wizard, see To delegate control. For more information about using Authorization Manager, see Authorization Manager.

Delegating administration safely

Delegate administration carefully and document all your delegated assignments. Before you delegate any tasks, ensure adequate training for users who will be assigned administrative control of objects. To review Active Directory security concepts, including permissions and inheritance, see Access control in Active Directory.

For more information about delegating administration safely, see Designing the Active Directory Logical Structure.

Customizing MMC consoles for specific groups

You can use Microsoft Management Console (MMC) options to create a limited-use version of a snap-in such as Active Directory Users and Computers. This allows administrators to control the options available to groups to whom you have delegated administrative responsibilities by restricting access to operations and areas within that customized console.

For example, suppose you delegate the Manage Printers right to the PrintManagers group in the Manufacturing organizational unit. To simplify administration, you can create a custom console for use by members of the PrintManagers group containing only the Manufacturing organizational unit and restrict the scope of the console using the console modes.

For more information about customizing a console and using console modes, see Using custom consoles and Console access options.

This type of delegation is also enhanced by the Group Policy settings available for MMC. These settings enable the administrator to establish which MMC snap-ins can be run by a particular user. The settings can be inclusive, allowing a set of snap-ins to run, or exclusive, restricting the set of snap-ins to run.

For more information about Group Policy settings for MMC, see Setting Group Policy in MMC.

Using Group Policy to publish and assign customized consoles

Using Group Policy, you can distribute a customized console to specific groups in one of two modes: publishing or assigning. Publishing a customized console advertises the console to the members of a group specified in the Group Policy setting by adding the console to the list of available programs in Add or Remove Programs. The next time the members of the group open Add or Remove Programs they have the option to install the new console. Assigning (as opposed to publishing) a console forces the console to be automatically installed for all specified accounts.

To publish or assign a console, create or modify a Group Policy object and then apply it to the appropriate group of users. Then, use the Software Installation extension of the Group Policy snap-in to either publish or assign the console.

For more information, see Group Policy (pre-GPMC).

Important 

· The console must be packaged before using the Software Installation snap-in. You can use a tool such as Windows Installer to package the customized console. Once this has been accomplished you can configure the Software Installation snap-in to publish or assign the newly created package. For more information about how to package an application, see Using the Windows Deployment and Resource Kits.

· If the customized console you are packaging uses a snap-in that is not installed on the destination workstation or server for the published or assigned user, you will need to include the snap-in file and the registration of the file in the package. You can either create a separate package that contains the snap-in or add the snap-in during the creation of the customized console package so that it will be properly installed on the computer every time a user installs the console package.

Note 

· If a user is logged on to their computer at the time that a Group Policy object is applied to their account, the user will not see the published or assigned console until they log off and then log on again.

For more information about other Active Directory security issues, see Security overview.

Delegating Administrative Control of Group Policy

In larger enterprises, network administration is usually distributed among multiple individuals, often at multiple locations in multiple cities. It becomes necessary for more than one person to be able to complete a given task, and in some instances you might need to allow a nonadministrator to have a subset of administrative authority in order to complete a task. Such would be the case at a small, remote branch office that does not have enough staff to warrant having a full-time systems administrator onsite to manage the servers. To accommodate this, Windows Server 2003 provides the capability for administrators to delegate authority of certain Group Policy tasks.

Keep in mind that the delegation applies only to nonlocal GPOs. Local Group Policy applies to standalone computers only, whereas nonlocal Group Policy requires a Windows domain controller. The rights to administer Group Policy can be found under the <GPO name>\User Configuration\Administrative Templates\Windows Components\Microsoft Management Console\Group Policy node while the GPO is open in the Group Policy Object Editor.

Managing Group Policy Links

The Delegation of Control Wizard is used to delegate control to users or groups that will manage GPO links. The wizard, which was covered in Chapter 3 is accessible by right-clicking the desired domain or OU in Active Directory Users and Computers and selecting Delegate Control.

When the wizard starts, it is first necessary to select the users and/or groups to which you want to delegate control. After the appropriate users and/or groups are selected, click Next. Then you will see a window that shows a list of tasks to be delegated. As you can see, the Delegation of Control Wizard can delegate tasks other than Manage Group Policy Links. For Group Policy, though, only this task is applicable. Click Finish after you've made your settings and then click Next; the wizard requires no other settings.

When you delegate control, you are allowing the individuals or groups to perform those functions as if they were an administrator. Therefore, it is important to be careful not to delegate control indiscriminately.

Creating GPOs

Delegating the ability to create GPOs is accomplished through Active Directory Users and Computers as well. To create a GPO, a user account must belong to the Group Policy Creator Owners administrators group. Double-click the Group Policy Creator Owners group in the Users container, shown in Figure 5.12, and then click the Members tab. Now you can add the users who should be able to create GPOs.

Figure 5.12. To create a GPO, a user or group must belong to the Group Policy Creator Owners group.
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Editing GPOs

You might also want a nonadministrator to be able to edit a specific GPO in the domain. The capability to edit a GPO comes from an administrator having delegated administrative control of a specific GPO. This delegation is completed by opening the GPO into the Group Policy Object Editor. Click the Delegation tab, as shown in Figure 5.13, which shows the current permissions delegated to the GPO. You can add or remove users and groups with specific permissions by clicking the appropriate buttons.

Figure 5.13. Delegating permissions to specific GPOs.
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For the exam you will need to know how Group Policy tasks are delegated, so you should take care to know the information in Table 5.1.

	Table 5.1. Group Policy Tasks and Their Delegation Methods

	Task
	Method

	Managing Group Policy links
	Delegation of Control Wizard

	Creating GPOs
	Group Policy Creator Owners membership

	Editing GPOs
	Group Policy Object Editor Delegation tab of the GPO in the GPMC


http://windows-active-directory.net/Que-MCSE.70-294.Exam.Cram-Pl/0789736209/ch05lev1sec3.html
Ever since Microsoft released Windows 2000 way back when, the options for delegating certain tasks have been available. The concepts of delegation can be a bit confusing, but in the core of what the delegation provides is essential to an efficient network. Without the use of delegations, you are stuck with only default groups that grant administrative privileges over certain tasks and objects. For example, without delegation over user and group accounts, a user must be placed in the Account Operators group to be given the ability to just manage users, groups, and computers in the domain. Of course, a user could also be placed in the Domain Admins or Enterprise Admins groups, but this would grant them far too many privileges than just managing accounts. In a similar manner, placing users in the Account Operators group also grants them too many privileges, such as modifying not only user accounts, but all administrative accounts. Delegation solves this issue, by allowing very granular delegations to objects and tasks throughout the enterprise.

Breaking down Delegation

As you evaluate making your network administration more efficient by implementing delegation, you will need to consider a few things:

1. Who will receive the delegated privileges? 

2. What task should the group of users be delegated? 

3. Which objects should the group be delegated control over? 

4. Where is the delegation performed? 

5. What specific permissions do I configure to accomplish the delegation?

If we tackle each of these items separately, we can get to the bottom of each faster when we need to put the rubber to the road. 

For the first, it is ideal to create groups which will be granted the delegations. This way, it is easy to add more users and just as easy to remove the user from having the privilege. 

For the second point, not all tasks can be delegated. So, a list of possible delegations should be created. We will create these lists later on, per tool where the delegation can be established. Once you have a list of delegations to choose from, it is much easier to pick and choose which ones you want to dole out. 

For object delegation, you will need to get granular in what you want to delegate. Do you want to allow others to control user accounts, or just some of the properties of users accounts? You can also choose from groups, computers, organizational units, Group Policy Objects, etc. 

One of the most important concepts is to know where to go to configure the delegation. There are three primary tools that you have to configure delegations. We will break down all three tools later on. 

Finally, once you get into the tool and know what you want to delegate, you still need to know which “clicks and boxes” will accomplish your goals. Some delegations are easy, where others require you to do some testing and evaluation before you can be assured you are done.

Active Directory Users and Computers

Active Directory has a complete, comprehensive delegation component. If you are not using delegation within AD, you are missing out on one of the most important reasons to move to AD. Delegation within AD allows the administrator of AD to configure groups of users to have access to certain tasks. The benefit of this is that tasks can be very detailed and reduction of overall administrative control is limited to only those tasks that should be granted to the group of users. 

In my opinion, the key to understanding delegation within AD is what the possibilities are. Microsoft added quite a few options when they went to Server 2003, but there are still unlimited options for delegating administrative control. Here is a list of objects that are typically configured with delegated controls:

· user accounts 

· group accounts 

· organizational units 

· computer accounts

Although I list all of the objects that can be controlled, it is important to understand the limitations of delegating to each object. Specifically, I want to discuss what delegations are possible for user, group, and computer accounts. 

· reset passwords 

· manage user accounts 

· manage groups 

· modify group membership 

· add computer to OU 

· computers have little control… use user rights via GPOs

Some of the delegations can be seen in Figure 1.
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Figure 1: ADUC delegation wizard

Group Policy Management Console (GPMC)

The GPMC provides an environment that not only allows for administration of GPOs, but also protection of who can manage the GPOs. With the advent of the GPMC all of the GPO management and delegation is now encompassed within this tool. I want to be clear in that the GPMC only provides delegation of GPO management, not any other AD management delegations. So, anything like controlling OUs, users, groups, etc must be done within the ADUC. 

For the delegations that come with the GPMC you have the following delegation options:

· Create GPOs 

· Edit GPOs 

· Delete and manage security of GPOs 

· Link GPOs 

· Read GPO settings

Some of these delegations can be seen in Figure 2.
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Figure 2: GPMC delegations to control and manage GPO management

Since the creation of GPOs is done for the “domain,” there is no mechanism to control this just for an OU. However, you can delegate who can link GPOs to OUs, which gives you a bit of control over tasks like these that you might want to be delegated at a more granular level. Linking GPOs is delegated at the domain, OUs, or sites, since these are the only nodes where GPOs can be linked. Editing, managing, deleting, and reading GPOs is delegated at each GPO, giving you very granular control over these delegations. 

Advanced Group Policy Management (AGPM)

The final piece to the delegation model for AD and GPOs is AGPM. This tool provides the grand finale for GPO management. The GPMC is great, for what it does. However, it lacks key management features that the AGPM fulfills. AGPM provides the following features over GPMC:

· offline editing of GPOs 

· change management of GPO edits 

· roll-back and roll-forward to archived GPOs 

· automatic backups of GPOs as the are modified

Some of these delegations can be seen in Figure 3. 
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Figure 3: AGPM delegation management options

Within AGPM you can delegate the tasks to anyone in the company. The AGPM interface provides a perfect solution for you to allow an administrator to edit a GPO, but those edits won’t affect production computers until another administrator, with deployment delegation, approves the changes. 

Summary

advertisement
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With these three solutions you have almost everything you would ever need for delegating responsibilities and tasks for AD and GPO objects. The ADUC provides an excellent solution for AD related tasks, outside of GPO management. GPO management can be done within both the GPMC and AGPM. The combination of both of the tools provides an excellent solution for complete GPO management. Once you have your delegations established in these tools, you will have a more efficient management model and you will be ensured that administrators can alter only what you have specified. 
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Active Directory Group Policy Object (GPO) Delegation and Approval Workflow With AGPM 3.0
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In the TechNet Webcast: Microsoft Solutions for Windows Vista Management (Level 300), I will demo a number of capabilities for managing Vista desktops and Windows environment in general. Microsoft Advanced Group Policy Management (AGPM) 3.0 is one of the 5 components in Microsoft Desktop Optimization Pack for Software Assurance (MDOP) 2008 R2. AGPM enables the change-approval workflow of Group Policy Objects (GPOs) and is something I thought worth a special introduction here. Meanwhile I am also developing a screencast and will publish it here soon.

AGPM is to help customers better manage GPOs, particularly those with complex information technology (IT) environments. A robust delegation model, role-based administration, and change-request approval provide granular administrative control as described in the overview whitepaper and shown below. 

For example, you can delegate Reviewer, Editor, and Approver roles to other administrators — even administrators who do not have access to production GPOs.  The Editor role can edit GPOs but not deploy them; the Approver role can deploy GPO changes. AGPM also helps reduce the risk of widespread failures. You can use AGPM to edit GPOs offline, outside of the production environment, and then audit changes and easily find differences between GPO versions. In addition, AGPM supports effective change control by providing version tracking, history capture, and quick rollback of deployed GPO changes. It also supports a management workflow by allowing you to create GPO template libraries and send GPO change e-mail notifications. Step-by-Step and Operations Guides of AGM 3.0 are also readily available. 

For those who are interested in finding more, MDOP 2008 R2 was RTM in September of 2008. Here are demos, more demos, and FAQ. Subscribers can download MDOP 2008 R2 from the TechNet and MSDN subscription sites. The availability of the components is as follows through Microsoft Volume Licensing Service (MVLS):

· Microsoft Application Virtualization 4.5 

· Microsoft Advanced Group Policy Management 3.0 

· Microsoft Asset Inventory Service 1.5 

· Microsoft System Center Desktop Error Monitoring 3.0 

· Microsoft Diagnostics and Recovery toolset 5.0 

The official MDOP blog is the channel to get the latest.

· 1 Comments 
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Understanding Security Filtering

Security filtering is based on the fact that GPOs have access control lists (ACLs) associated with them. These ACLs contain a series of ACEs for different security principals (user accounts, computer accounts, security groups and built-in special identities), and you can view the default ACL on a typical GPO as follows:

1. Open the Group Policy Management Console (GPMC) 

2. Expand the console tree until you see the Group Policy Objects node. 

3. Select a particular GPO under the Group Policy Objects node. 

4. Select the Delegation tab in the right-hand pane (see Figure 1). 
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Figure 1: Viewing the ACL for the Vancouver GPO using the Delegation tab

For a more detailed view of the ACEs in this GPO ACL, click the Advanced button to display the familiar ACL Editor (Figure 2):
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Figure 2: Viewing the ACL for the Vancouver GPO using the ACL Editor 

An obvious difference between these two views is that the ACL Editor displays the Apply Group Policy permission while the Delegation tab doesn’t. This is because the Delegation tab only displays ACEs for security principles that actually process the GPO, and that implicitly means those security principals have the Apply Group Policy permission set to Allow. More specifically, if you want a GPO to be processed by a security principal in a container linked to the GPO, the security principal requires at a minimum the following permissions:

· Allow Read 

· Allow Apply Group Policy 

The actual details of the default ACEs for a newly created GPO are somewhat complex if you include advanced permissions, but here are the essentials as far as security filtering is concerned:

	Security Principal
	Read
	Apply Group Policy

	Authenticated Users
	Allow
	Allow

	CREATOR OWNER
	Allow (implicit)
	

	Domain Admins
	Allow
	

	Enterprise Admins
	Allow
	

	ENTERPRISE DOMAIN CONTROLLERS
	Allow
	

	SYSTEM
	Allow
	


Note that Domain Admins, Enterprise Admins and the SYSTEM built-in identity have additional permissions (Write, Create, Delete) that let these users create and manage the GPO. But since these additional permissions are not relevant as far as security filtering is concerned, we’ll ignore them for now.

The fact that Authenticated Users have both Read and Apply Group Policy permission means that the settings in the GPO are applied to them when the GPO is processed, that is, if they reside in a container to which the GPO is linked. But who exactly are Authenticated Users? The membership of this special identity is all security principals that have been authenticated by Active Directory. In other words, Authenticated Users includes all domain user accounts and computer accounts that have been authenticated by a domain controller on the network. So what this means is that by default the settings in a GPO apply to all user and computer accounts residing in the container linked to the GPO. 

Using Security Filtering

Let’s now look at a simple scenario where you might use security filtering to resolve an issue in Group Policy design. Figure 3 below shows an OU structure I developed in a previous article. Note that the Vancouver top-level OU has three departments under it defined as second-level OUs, with user and computer accounts stored below these departments in third-level OUs:
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Figure 3: Sample OU structure for Vancouver office

Let’s say that of the fifteen users who work in the Sales and Marketing Department in Vancouver, three of them are senior people who have special requirements, for example access to certain software that other people in the department shouldn’t have access to. Such software could be provided to them by publishing it in Add or Remove Programs using a user policy-based software installation GPO. The trouble is, if you link this GPO to the Sales and Marketing Users OU then all fifteen users in the department will have access to it through Add or Remove Programs. But you only want this special group of three users to be able to access the software, so what do you do?  

You could create another OU beneath the Sales and Marketing Users OU and call this new OU the Senior Sales and Marketing Users OU. Then you could move the user accounts for the three senior employees to this new OU and create your software installation GPO and link it to the new OU. While this approach will work, it has several disadvantages:

· It makes your OU structure deeper and more complicated, making it harder to understand. 

· It disperses user accounts into more containers making them more difficult to manage. 

A better solution is to leave your existing OU structure intact and all fifteen Sales and Marketing users in the Sales and Marketing Users OU, create your software installation GPO and link it to the Sales and Marketing Users OU (see Figure 4), and then use security filtering to configure the ACL on the software installation GPO to ensure that only the three senior users receive the policy. 
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Figure 4: Senior Sales and Marketing Users Software Installation GPO 

To filter the software installation GPO so that only users Bob Smith, Mary Jones, and Tom Lee receive it during policy processing, let’s first use Active Directory Users and Computers to create a global group called Senior Sales and Marketing Users that has only these three users as members (see Figure 5):
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Figure 5: Membership of the Senior Sales and Marketing Users global group

Note that you can store this security group in any container in the domain, but for simplicity you’ll probably want to store it in the Sales and Marketing Users GPO since that’s where its members reside. 

Now go back to the GPMC with the software installation GPO selected in the left-hand pane, and on the Scope tab of the right-hand pane, remove the Authenticated Users special identity from the Security Filtering section and then add the Senior Sales and Marketing Users global group (Figure 6):
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Figure 6: Filtering the GPO so it only targets the Senior Sales and Marketing Users group

That’s it, we’re done! Now when policy is processed for a user account residing in the Sales and Marketing Users OU, the Group Policy engine on the client will first determine which GPOs need to be applied to the user. If the user is a member of the Senior Sales and Marketing Users security group, the following GPOs will be applied in the following order (assuming we haven’t used blocking or enforcement anywhere):

1. Default Domain Policy 

2. Vancouver GPO 

3. Sales and Marketing GPO 

4. Sales and Marketing Users GPO 

5. Senior Sales and Marketing Users GPO 

If however the user is one of the other twelve (junior) members of the Sales and Marketing Department, then the last policy above (Senior Sales and Marketing Users GPO) will not be applied to them. In other words, the published software will only be made available to Bob, Mary and Tom as desired. 

The Power of Security Filtering

The power of security filtering is that it allows us to simplify our OU structure while still ensuring that Group Policy is processed as designed. For example, in my original OU structure for Vancouver (see Figure 3 above) I created separate OUs for three departments in that location, namely the IT Department, Management, and Sales and Marketing. In Toronto however I could have taken a different approach and lump all my users and computers together like this (Figure 7):
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Figure 7: Toronto has a simpler OU structure than Vancouver

Then I could group user and computer accounts in Toronto into global groups like this:

· IT Department Users 

· IT Department Computers 

· Management Users 

· Management Computers 

· Sales and Marketing Users 

· Sales and Marketing Computers 

I could then create GPOs for each group of users and computers in Toronto, link these GPOs to the appropriate container, and use security filtering to ensure they are applied only to the desired security principals (Figure 8):
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Figure 8: Using Group Policy to manage users in Toronto

The main downside of this approach is that as you flatten your OU structure you can end up with lots of GPOs linked to each OU, which can make it harder at first glance to figure out which policies are processed by each user or computer unless you examine in detail the security filtering setup. 

Filter using security groups

Updated: January 21, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

To filter using security groups

1. Open Group Policy Management.

2. In the console tree, double-click Group Policy Objects, which contains the Group Policy object (GPO) to which you want to apply security filtering (console tree location is: Forest name/Domains/Domain name/Group Policy Objects).

3. Click the GPO.

4. In the results pane, on the Scope tab, click Add.

5. In the Enter the object name to select box, type the name of the group, user, or computer that you want to add to the security filter. Click OK.

If Authenticated Users appears in the Security Filtering section of the Scope tab, select this group and click Remove. This will ensure that only members of the group or groups you added in step 5 can receive the settings in this GPO.

Notes 

· You must have Edit settings, delete, and modify security permissions on the GPO to perform these procedures.

· The settings in a GPO will apply only to users and computers that are contained in the domain, organizational unit, or organizational units where the GPO is linked, and that are specified in, or are members of a group that are specified in Security Filtering. You can specify multiple groups, users or computers in the security filter for a single GPO.

· You can also perform this procedure or a related task by using one or more of the sample scripts included with Group Policy Management. For more information, see "Scripting Group Policy tasks" in Related Topics.

Information about functional differences

· Your server might function differently based on the version and edition of the operating system that is installed, your account permissions, and your menu settings. For more information, see Viewing Help on the Web.

See Also 
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Security filtering using GPMC 
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Scripting Group Policy tasks using GPMC 
Start Group Policy Management Console 

Step-by-Step Guide to Understanding the Group Policy Feature Set 

Group Policy is the central component of the Change and Configuration Management features of the Microsoft® Windows® 2000 operating system. Group Policy specifies settings for groups of users and of computers, including registry-based policy settings, security settings, software installation, scripts (computer startup and shutdown, and log on and log off), and folder redirection.

This paper is a technical step-by-step guide of the capabilities of Group Policy. It is intended for IT managers, system administrators, and others who are interested in using Group Policy to manage users' desktop environments.

On This Page

Introduction 
Prerequisites and Initial Configuration 
Group Policy Snap-in Configuration 
Registry-based Policies 
Scripts 
Security Group Filtering 
Blocking Inheritance and No Override 
Linking a GPO to Multiple Sites, Domains, and OUs 
Loopback Processing 
Other Group Policy Scenarios 
For More Information 
Appendix A: Welcome2000.js Sample Script 

Introduction

This document is part of a set of step-by-step guides that introduce IT managers and system administrators to the features of the Windows 2000® operating system. This document presents a brief overview of Group Policy, and shows how to use the Group Policy snap-in to specify policy settings for groups of users and of computers. It includes information on:

· Configuring the Group Policy snap-in.

· Creating and managing Group Policy objects.

· Setting options for registry-based policy, scripts, and loopback policy.

· Using security groups with Group Policy.

· Linking multiple Group Policy Objects.

· Blocking and enforcing Group Policy.

Group Policy and the Active Directory

In Windows 2000, administrators use Group Policy to enhance and control users' desktops. To simplify the process, administrators can create a specific desktop configuration that is applied to groups of users and computers. The Windows 2000 Active Directory™ service enables Group Policy. The policy information is stored in Group Policy objects (GPOs), which are linked to selected Active Directory containers: sites, domains, and organizational units (OUs).

A GPO can be used to filter objects based on security group membership, which allows administrators to manage computers and users in either a centralized or a de-centralized manner. To do this, administrators can use filtering based on security groups to define the scope of Group Policy management, so that Group Policy can be applied centrally at the domain level, or in a decentralized manner at the OU level, and can then be filtered again by security groups. Administrators can use security groups in Group Policy to:

· Filter the scope of a GPO. This defines which groups of users and computers a GPO affects.

· Delegate control of a GPO. There are two aspects to managing and delegating Group Policy: managing the group policy links and managing who can create and edit GPOs.

Administrators use the Group Policy Microsoft Management Console (MMC) snap-in to manage policy settings. Group Policy includes various features for managing these policy settings. In addition, third parties can extend Group Policy to host other policy settings. The data generated by Group Policy is stored in a Group Policy object (GPO), which is replicated in all domain controllers within a single domain.

The Group Policy snap-in includes several MMC snap-in extensions, which constitute the main nodes in the Group Policy snap-in. The extensions are as follows:

· Administrative templates. These include registry-based Group Policy, which you use to mandate registry settings that govern the behavior and appearance of the desktop, including the operating system components and applications.

· Security settings. You use the Security Settings extension to set security options for computers and users within the scope of a Group Policy object. You can define local computer, domain, and network security settings.

· Software installation. You can use the Software Installation snap-in to centrally manage software in your organization. You can assign and publish software to users and assign software to computers.

· Scripts. You can use scripts to automate computer startup and shutdown and user logon and logoff. You can use any language supported by Windows Script Host. These include the Microsoft Visual Basic® development system, Scripting Edition (VBScript); JavaScript; PERL; and MS-DOS®-style batch files (.bat and .cmd).

· Remote Installation Services. You use Remote Installation Services (RIS) to control the behavior of the Remote Operating System Installation feature as displayed to client computers.

· Internet Explorer maintenance. You use Internet Explorer Maintenance to manage and customize Microsoft® Internet Explorer on Windows 2000-based computers.

· Folder redirection. You use Folder Redirection to redirect Windows 2000 special folders from their default user profile location to an alternate location on the network. These special folders include My Documents, Application Data, Desktop, and the Start Menu.

Figure 1 below shows how Group Policy objects use the Active Directory hierarchy for deploying Group Policy.




Figure 1: The Hierarchy of Group Policy and the Active Directory 

Group Policy objects are linked to site, domain, and OU containers in the Active Directory. The default order of precedence follows the hierarchical nature of the Active Directory: sites are first, then domains, and then each OU. A GPO can be associated with more than one Active Directory container or multiple containers can be linked to a single GPO.
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Prerequisites and Initial Configuration

Prerequisites

This Software Installation and Maintenance document is based on Step-by-Step to a Common Infrastructure for Windows 2000 Server Deployment http://www.microsoft.com/windows2000/techinfo/planning/server/serversteps.asp 

Before using this guide, you need to build the common infrastructure as described in the document above. This infrastructure specifies a particular hardware and software configuration. If you are not using the common infrastructure, you must take this into account when using the guide.

Group Policy Scenarios

Note that this document does not describe all of the possible Group Policy scenarios. Please use this instruction set to begin to understand how Group Policy works and begin to think about how your organization might use Group Policy to reduce its TCO. Other Windows 2000 features, including Security Settings and Software Installation and Maintenance, are built on Group Policy. To learn how to use Group Policy in those specific scenarios, refer to the white papers and Windows 2000 Server online help on Windows 2000 Security and Software Installation and Maintenance, which are available on the Windows 2000 Web site.

Important Notes

The example company, organization, products, people, and events depicted in this guide are fictitious. No association with any real company, organization, product, person, or event is intended or should be inferred.

This common infrastructure is designed for use on a private network. The fictitious company name and DNS name used in the common infrastructure are not registered for use on the Internet. Please do not use this name on a public network or Internet.

The Active Directory™ service structure for this common infrastructure is designed to show how Windows 2000 Change and Configuration Management works and functions with Active Directory. It was not designed as a model for configuring an Active Directory service for any organization—for such information see the Active Directory documentation.

Top of page 

Group Policy Snap-in Configuration

Group Policy is tied to the Active Directory service. The Group Policy snap-in extends the Active Directory management tools using the Microsoft Management Console (MMC) snap-in extension mechanism.

The Active Directory snap-ins set the scope of management for Group Policy. The most common way to access Group Policy is by using the Active Directory User and Computers snap-in, for setting the scope of management to domain and organizational units (OUs). You can also use the Active Directory Sites and Services snap-in to set the scope of management to a site. These two tools can be accessed from the Administrative Tools program group; the Group Policy snap-in extension is enabled in both tools. Alternatively, you can create a custom MMC console, as described in the next section.

Configuring a Custom Console

The examples in this document use the custom MMC console that you can create by following the procedure in this section. You need to create this custom console before attempting the remaining procedures in this document.

Note: If you want more experience building MMC consoles, run through the procedures outlined in "Step-by-Step Guide to Microsoft Management Console"

To configure a custom console 

1. Log on to the HQ-RES-DC-01 domain controller server as an administrator.

2. Click Start, click Run, type mmc, and then click OK.

3. On the Console menu, click Add/Remove Snap-in.

4. In the Add/Remove Snap-in dialog box, click Add.

5. In the Add Standalone Snap-in dialog box, in the Available standalone snap-ins list box, click Active directory users and computers, and then click Add.

6. Double-click Active directory sites and services snap-in from the Available standalone snap-ins list box.

7. In the Available standalone snap-ins list box, double-click Group Policy.

8. In the Select Group Policy object dialog box, Local computer is selected under Group Policy object. Click Finish to edit the local Group Policy object. Click Close in the Add standalone snap-in dialog box.

9. In the Add/Remove Snap-in dialog box, click the Extensions tab. Ensure that the Add all extensions check box is checked for each primary extension added to the MMC console (these are checked by default). Click OK.

To save console changes 

1. In the MMC console, on the Console menu, click Save.

2. In the Save As dialog box, in the File name text box, type GPWalkthrough, and then click Save.

The console should appear as in Figure 2 below:




Figure 2: Group Policy MMC Console 

Accessing Group Policy

You can use the appropriate Active Directory tools to access Group Policy while focused on any site, domain, or OU.

To open Group Policy from Active Directory Sites and Services 

1. In the GPWalkthrough MMC console, in the console tree, click the + next to Active Directory Sites and Services.

2. In the console tree, right-click the site for which to access Group Policy.

3. Click Properties, and click Group Policy.

To open Group Policy from Active Directory Users and Computers 

1. In the console tree in the GPWalkthrough MMC console, click the + next to Active Directory Users and Computers.

2. In the console tree, right-click either the reskit domain or the OU for which to access Group Policy.

3. Click Properties, and click Group Policy.

To access Group Policy scoped to a specific computer (or the local computer), you must load the Group Policy snap-in into the MMC console namespace targeted at the specific computer (or local computer). There are two major reasons for these differences:

· Sites, domains, and OUs can have multiple GPOs linked to them; these GPOs require an intermediate property page to manage them.

· A GPO for a specific computer is stored on that computer and not in the Active Directory.

Scoping a Domain or OU

To scope the domain or OU, use the GPWalkthrough MMC console that you saved earlier.

To scope Group Policy for a domain or OU 

1. Click Start, point to Programs, click Administrative Tools, and click GPWalkthrough to open the MMC console you created earlier.

2. Click the + next to Active Directory Users and Computers to expand the tree.

3. Click the + next to reskit.com to expand the tree.

4. Right-click either the domain (reskit.com) or an OU, and click Properties.

5. Click the Group Policy tab as shown in Figure 3 below.

This displays a property page where the GPOs associated with the selected Active Directory container can be managed. You use this property page to add, edit, delete (or remove), and disable GPOs; to specify No Override options; and to change the order of the associated GPOs. Selecting Edit starts the Group Policy snap-in. More information on using the Group Policy property page and the Group Policy snap-in can be found later in this document.

Note: The Computers and Users containers are not organizational units; therefore, you cannot apply Group Policy directly to them. Users or computers in these containers receive policies from GPOs scoped to the domain and site objects only. The domain controller container is an OU, and Group Policy can be applied directly to it.




Figure 3: Group Policy Link Management 

Scoping Local or Remote Computers

To access Group Policy for a local or a remote computer, you add the Group Policy snap-in to the MMC console, and focus it on a remote or local computer. To access Group Policy for the local computer, use the GPWalkthrough console created earlier in this document, and choose the Local Computer Policy node. You can add other computers to the console namespace by adding another Group Policy snap-in to the GPWalkthrough console, and clicking the Browse button when the Select Group Policy object dialog box is displayed.

Note: Some of the Group Policy extensions are not loaded when Group Policy is run against a local GPO.

Creating a Group Policy Object

The Group Policy settings you create are contained in a Group Policy Object (GPO) that is in turn associated with selected Active Directory objects, such as sites, domains, or organizational units (OUs).

To create a Group Policy Object (GPO) 

1. Open the GPWalkthrough MMC console.

2. Click the + next to Active Directory Users and Computers, and click the reskit.com domain.

3. Click the + next to Accounts to expand the tree.

4. Right-click Headquarters, and select Properties from the context menu.

5. In the Headquarters Properties page, click the Group Policy tab.

6. Click New, and type HQ Policy.

The Headquarters Properties page should appear as in Figure 4 below:




Figure 4: Headquarters Properties 

At this point you could add another GPO for the Headquarters OU, giving each one that you create a meaningful name, or you could edit the HQ Policy GPO, which starts the Group Policy snap-in for that GPO. All Group Policy functionality is derived from the snap-in extensions. In this exercise, all of these extensions are enabled. It is possible—using standard MMC methods—to restrict the extension snap-ins that are loaded for any given snap-in. For information on this capability, see the Windows 2000 Server Online Help for Microsoft Management Console.

There is also a Group Policy that you can use to restrict the use of MMC snap-in extensions. To access this policy, navigate to the System\Group Policy node under Administrative Templates. Use the Explain tab to learn more about the use of these policies.

If you have more than one GPO associated with an Active Directory folder, verify the GPO order; a GPO that is higher in the list has the highest precedence. Note that GPOs higher in the list are processed last (this is what gives them a higher precedence). GPOs in the list are objects; they have context menus that you use to view the properties of each GPO. You can use the context menus to obtain and modify general information about a GPO. This information includes Discretionary Access Control Lists (DACLs, which are covered in the Security Group Filtering section of this document), and lists the other site, domain, or OUs to which this GPO is linked.

7. Click Close 

Best Practice You can further refine a GPO by using user or computer membership in security groups and then setting DACLs based on that membership. This is covered in the Security Group Filtering section below.

Managing Group Policy

To manage Group Policy, you need to access the context menu of a site, domain, or OU, select Properties, and then select the Group Policy tab. This displays the Group Policy Properties page. Please note the following:

· This page displays any GPOs that have been associated with the currently selected site, domain, or OU. The links are objects; they have a context menu that you can access by right-clicking the object. (Right-clicking the white space displays a context menu for creating a new link, adding a link, or refreshing the list.)

· This page also shows an ordered GPO list, with the highest priority GPO at the top of the list. You can change the list order by selecting a GPO and then using the Up or Down buttons.

· To associate (link) a new GPO, click the Add button.

· To edit an existing GPO in the list, select the GPO and click the Edit button, or just double-click the GPO. This starts the Group Policy snap-in, which is how the GPO is modified. This is described in more detail later in this document.

· To permanently delete a GPO from the list, select it from the list and click the Delete button. Then, when prompted, select Remove the link and delete the Group Policy object permanently. Be careful when deleting an object, because the GPO may be associated with another site, domain, or OU. If you want to remove a GPO from the list, select the GPO from the links list, click Delete, and then when prompted, select Remove the link from the list.

· To determine what other sites, domains, or OUs are associated with a given GPO, right-click the GPO, select Properties from the context menu, and then click the Links tab in the GPO Properties page.

· The No override check column marks the selected GPO as one whose policies cannot be overridden by another GPO.

Note: You can enable the No Override property on more than one GPO. All GPOs that are marked as No override will take precedence over all other GPOs not marked. Of those GPOs marked as No override, the GPO with the highest priority will be applied after all the other similarly marked GPOs.

· The Disabled check box simply disables (deactivates) the GPO without removing it from the list. To remove a GPO from the list, select the GPO from the links list, click Delete, and then select Remove the link from the list in the Delete dialog box.

· It is also possible to disable only the User or Computer portion of the GPO. To do this, right-click the GPO, click Properties, click either Disable computer configuration settings or Disable user configuration settings, and then click OK. These options are available on the GPO Properties page, on the General tab.

· The Block policy inheritance check box has the effect of negating all GPOs that exist higher in the hierarchy. However, it cannot block any GPOs that are enforced by using the No override check box; those GPOs are always applied.

Note: Policy settings contained within the local GPO that are not specifically overridden by domain-based policy settings are also always applied. Block Policy Inheritance at any level will not remove local policy.

Editing a Group Policy Object

You can use the custom console to edit a GPO. You will need to log on to the HQ-RES-DC-01 server as an Administrator, if you have not already done so.

To edit a Group Policy Object (GPO) 

1. Click Start, point to Programs, click Administrative Tools, and then select GPWalkthrough.

2. Click the + next to Active Directory Users and Computers, click the reskit.com domain, and then click the Accounts OU.

3. Right-click Headquarters, select Properties, and then click the Group Policy tab. HQ Policy in the Group Policy object links list box should be highlighted.

4. Double-click the HQ Policy GPO (or click Edit).

This opens the Group Policy snap-in focused on a GPO named HQ Policy, which is linked to the OU named Headquarters. It should appear as in Figure 5 below:




Figure 5: HQ Policy 

Adding or Browsing a Group Policy Object

The Add a Group Policy Object Link dialog box shows GPOs currently associated with domains, OUs, sites, or all GPOs without regard to their current associations (links). The Add a Group Policy Object Link dialog box is shown in Figure 6 below.




Figure 6: Add a Group Policy Object Link 

· GPOs are stored in each domain. The Look In drop-down box allows you to select a different domain to view.

· In the Domains/OUs tab, the list box displays the sub-OUs and GPOs for the currently selected domain or OU. To navigate the hierarchy, double-click a sub-OU or use the Up one level toolbar button. [image: image124.png]



· To add a GPO to the currently selected domain or OU, either double-click the object, or select it and click OK.

· Alternatively, you can create a new GPO by clicking the All tab, right-clicking in the open space, and selecting New on the context menu, or by using the Create New GPO toolbar button. [image: image125.png]


The Create New GPO toolbar button is only active in the All tab. To create a new GPO and link it to a particular site, domain, or OU, use the New button on the Group Policy Property page.

Note: It is possible to create two or more GPOs with the same name. This is by design and is because the GPOs are actually stored as GUIDs and the name shown is a friendly name stored in the Active Directory.

· In the Sites tab, all GPOs associated with the selected site are displayed. Use the drop-down list to select another site. There is no hierarchy of sites.

· The All tab shows a flat list of all GPOs that are stored in the selected domain. This is useful when you want to select a GPO that you know by name, rather than where it is currently associated. This is also the only place to create a GPO that does not have a link to a site, domain, or OU.

· To create an unlinked GPO, access the Add a Group Policy Link dialog box from any site, domain, or OU. Click the All tab, select the toolbar button or right-click the white space, and select New. Name the new GPO, and click Enter, and then click Cancel—do not click OK . Clicking OK links the new GPO to the current site, domain, or OU. Clicking Cancel creates an unlinked GPO.
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Registry-based Policies

The user interface for registry-based policies is controlled by using Administrative Template (.adm) files. These files describe the user interface that is displayed in the Administrative Templates node of the Group Policy snap-in. These files are format-compatible with the .adm files used by the System Policy Editor tool (poledit.exe) in Microsoft Windows NT 4.0. With Windows 2000, the available options have been expanded.

Note: Although it is possible to add any .adm file to the namespace, if you use an .adm file from a previous version of Windows, the registry keys are unlikely to have an effect on Windows 2000, or they actually set preference settings and mark the registry with these settings; that is, the registry settings persist.

By default, only those policy settings defined in the loaded .adm files that exist in the approved Group Policy trees are displayed; these settings are referred to as true policies. This means that the Group Policy snap-in does not display any items described in the .adm file that set registry keys outside of the Group Policy trees; such items are referred to as Group Policy preferences. The approved Group Policy trees are:

\Software\Policies

\Software\Microsoft\Windows\CurrentVersion\Policies

A Group Policy called Enforce Show Policies Only is available in User Configuration\Administrative Templates, under the System\Group Policy nodes. If you set this policy to Enabled, the Show policies only command is turned on and administrators cannot turn it off, and the Group Policy snap-in displays only true policies. If you set this policy to Disabled or Not configured, the Show policies only command is turned on by default; however, you can view preferences by turning off the Show policies only command. To view preferences, you must turn off the Show policies only command, which you access by selecting the Administrative Templates node (under either User Configuration or Computer Configuration nodes), and then clicking the View menu on the Group Policy console and clearing the Show policies only check box. Note that it is not possible for the selected state for this policy to persist; that is, there is no preference for this policy setting.

In Group Policy, preferences are indicated by a red icon to distinguish them from true policies, which are indicated by a blue icon.

Use of non-policies within the Group Policy infrastructure is strongly discouraged because of the persistent registry settings behavior mentioned previously. To set registry policies on Windows NT 4.0, and Windows 95 and Windows 98 clients, use the Windows NT 4.0 System Policy Editor tool, Poledit.exe.

By default the System.adm, Inetres.adm, and Conf.adm files are loaded and present this namespace as shown in Figure 7 below:




Figure 7: User Configuration 

The .adm files include the following settings:

· System.adm: Operating system settings

· Inetres.adm: Internet Explorer restrictions

· Conf.adm: NetMeeting settings

Adding Administrative Templates

The .adm file consists of a hierarchy of categories and subcategories that together define how options are organized in the Group Policy user interface.

To add administrative templates (.adm files) 

1. In the Group Policy console double-click Active Directory Users and Computers, select the domain or OU for which you want to set policy, click Properties, and then click Group Policy.

2. In the Group Policy properties page, select the Group Policy Object you want to edit from the Group Policy objects links list, and click Edit to open the Group Policy snap-in.

3. In the Group Policy console, click the plus sign (+) next to either User Configuration or Computer Configuration. The .adm file defines which of these locations the policy is displayed in, so it doesn't matter which node you choose.

4. Right-click Administrative Templates, and select Add/Remove Templates. This shows a list of the currently active templates files for this Active Directory container.

5. Click Add. This shows a list of the available .adm files in the %systemroot%\inf directory of the computer where Group Policy is being run. You can choose an .adm file from another location. Once chosen, the .adm file is copied into the GPO.

To set registry-based settings using administrative templates 

1. In the GPWalkthrough console, double-click Active Directory Users and Computers, double-click the reskit.com domain, double-click Accounts, right-click the Headquarters OU, and then click Properties.

2. In the Headquarters Properties dialog box, click Group Policy.

3. Double-click the HQ Policy GPO from the Group Policy object links list to edit the HQ Policy GPO.

4. In the Group Policy console, under the User Configuration node, click the plus sign (+) next to Administrative Templates.

5. Click Start Menu & Taskbar. Note that the details pane shows all the policies as Not configured.

6. In the details pane, double-click the Remove Run menu from Start menu policy. This displays a dialog box for the policy as shown in Figure 8 below.




Figure 8: Remove Run menu from Start Menu 

7. In the Remove Run menu from Start menu dialog box, click Enabled.

Note the Previous Policy and Next Policy buttons in the dialog box. You can use these buttons to navigate the details pane to set the state of other policies. You can also leave the dialog box open and click another policy in the details pane of the Group Policy snap-in. After the details pane has the focus, you can use the Up and Down arrow keys on the keyboard and press Enter to quickly browse through the settings (or Explain tabs) for each policy in the selected node.

8. Click OK. Note the change in state in the Setting column, in the details pane. This change is immediate; it has been saved to the GPO. If you are in a replicated domain controller (DC) environment, this action sets a flag that triggers a replication cycle.

If you log on to a workstation in the reskit.com domain with a user from the Headquarters OU, you will note that the Run menu has been removed.

At this point, you may want to experiment with the other available policies. Look at the text in the Explain tab for information about each policy.

Top of page 

Scripts

You can set up scripts to run when users log on or log off, or when the system starts up or shuts down. All scripts are Windows Script Host (WSH)-enabled. As such, they may include Java Scripts or VB Scripts, as well as .bat and .cmd files. Links to more information on the Windows Script Host are located in the More Information section at the end of this document.

Setting up a Logon Script

Use this procedure to add a script that runs when a user logs on.

Note: This procedure uses the Welcome2000.js script described in Appendix A of this document, which includes instructions for creating and saving the script file. Before performing the procedure for setting up logon scripts, you need to create the Welcome2000.js script file and copy it to the HQ-RES-DC-01 domain controller.

To set up logon scripts 

1. In the GPWalkthrough console, double-click Active Directory Users and Computers, right-click the reskit.com domain, click Properties, and then click Group Policy.

2. In the Group Policy properties page, select the Default Domain Policy GPO from the Group Policy objects links list, and click Edit to open the Group Policy snap-in.

3. In the Group Policy snap-in, under User Configuration, click the + next to Windows Settings, and then click the Scripts (Logon/Logoff) node.

In the details pane, double-click Logon.

· The Logon Properties dialog box displays the list of scripts that run when affected users log on. This is an ordered list, with the script that is to run first appearing at the top of the list. You can change the order by selecting a script and then using the Up or Down buttons.

· To add a new script to the list, click the Add button. This displays the Add a Script dialog box. Browsing from this dialog allows you to specify the name of an existing script located in the current GPO or to browse to another location and select it for use in this GPO. The script file must be accessible to the user at logon or it does not run. Scripts in the current GPO are automatically available to the user. You can create a new script by right-clicking the empty space and selecting New, then selecting a new file.

Note: If the View Folder Options for this folder are set to Hide file extensions for known file types, the file may have an unwanted extension that prevents it from being run.

· To edit the name or the parameters of an existing script in the list, select it and click the Edit button. This button does not allow the script itself to be edited. That can be done through the Show Files button.

· To remove a script from the list, select it and click Remove.

· The Show Files button displays an Explorer view of the scripts for the GPO. This allows quick access to these files or to the place to copy support files to if the script files require them. If you change a script file name from this location, you must also use the Edit button to change the file name, or the script cannot execute.

4. Click on the Start menu, click Programs, click Accessories, click Windows Explorer, navigate to the Welcome2000.js file (use Appendix A to create the file), and then right-click the file and select Copy.

5. Close Windows Explorer.

6. In the Logon Properties dialog box, click the Show Files button, and paste the Welcome2000.js script into the default file location. It should appear as in Figure 9 below:




Figure 9: Welcome2000.js 

7. Close the Logon window.

8. Click the Add button in the Logon Properties dialog box.

9. In the Add a Script dialog box, click Browse, and then in the Browse dialog box, double-click the Welcome2000.js file.

10. Click Open.

11. In the Add a Script dialog box, click OK (no script parameters are needed), and then click OK again.

You can then logon to a client workstation that has a user in the Headquarters OU, and verify that the script is run when the user logs on.

Setting Up a Logoff or Computer Startup or Shutdown Script

You can use the same procedure outlined in the preceding section to set up scripts that run when a user logs off or when a computer starts up or is shut down. For logoff scripts, you would select Logoff in step 4.

Other Script Considerations

By default, Group Policy scripts that run in a command window (such as .bat or .cmd files) run hidden, and legacy scripts (those defined in the user object) are by default visible as they are processed (as was the case for Windows NT 4.0), although there is a Group Policy that allows this visibility to be changed. The policy for users is called Run logon scripts visible or Run logoff scripts visible, and is accessed in the User Configuration\Administrative Templates node, under System\Logon/Logoff. For computers, the policy is Run startup scripts visible and can be accessed in the Computer Configuration\Administrative Templates node, under System\Logon.
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Security Group Filtering

You can refine the effects of any GPO by modifying the computer or user membership in a security group. To do this, you use the Security tab to set Discretionary Access Control Lists (DACLs) for the properties of a GPO. DACLs are used for performance reasons, the details of which are contained in the Group Policy technical paper referenced earlier in this document. This feature allows for tremendous flexibility in designing and deploying GPOs and the policies they contain.

By default, all GPOs affect all users and machines that are contained in the linked site, domain, or OU. By using DACLs, the effect of any GPO can be modified to exclude or include the members of any security group.

You can modify a DACL using the standard Windows 2000 Security tab, which is accessed from the Properties page of any GPO.

To access a GPO Properties page from the Group Policy Properties page of a Domain, or OU 

1. In the GPWalkthrough console, double-click Active Directory Users and Computers, double-click the reskit.com domain, double-click Accounts, right-click the Headquarters OU, and then click Properties.

2. In the Headquarters Properties dialog, click Group Policy.

3. Right-click the HQ Policy GPO from the Group Policy Object Links list, and select Properties from the context menu.

4. In the Properties page, click the Security tab. This displays the standard Security properties page.

You will see security groups and users based on the Common Infrastructure. For more information, see the Windows 2000 step-by-step guide, A Common Infrastructure for Change and Configuration Management. Make sure that you have completed the appropriate steps in that document before continuing.

5. In the Security property page, click Add.

6. In the Select Users, Computers, and Groups dialog box, select the Management group from the list, click Add, and click OK to close the dialog.

7. In the Security tab of the HQ Policy Properties page, select the Management group, and view the permissions. By default, only the Read Access Control Entry (ACE) is set to Allow for the Management group. This means that the members of the Management group do not have this GPO applied to them unless they are also members of another group (by default, they are also Authenticated Users) that has the Apply Group Policy ACE selected.

At this point, everyone in the Authenticated Users group has this GPO applied, regardless of having added the Management group to the list, as shown in Figure 10 below..




Figure 10: Authenticated Users 

8. Configure the GPO so that it applies to the members of the Management group only. Select Allow for the Apply Group Policy ACE for the Management group, and then remove the Allow Group Policy ACE from the Authenticated Users group.

By changing the ACEs that are applied to different groups, administrators can customize how a GPO affects the users or computers that are subject to that GPO. Write access is required for modifications to be made; Read and Allow Group Policy ACEs are required for a policy to affect a group (for the policy to apply to the group).

Use the Deny ACE with caution. A Deny ACE setting for any group has precedence over any Allow ACE given to a user or computer because of membership in another group. Details of this interaction may be found in the Windows 2000 Server online Help by searching on Security Group.

Figure 11 belows shows an example of the security settings that allow everyone to be affected by this GPO except the members of the Management group, who were explicitly denied permission to the GPO by setting the Apply Group Policy ACE to Deny. Note that if a member of the Management group were also a member of a group that had an explicit Allow setting for the Apply Group Policy ACE, the Deny would take precedence and the GPO would not affect the user.




Figure 11: Security Settings 

Variations on the above may include:

· Adding additional GPOs with different sets of policies and having them apply only to groups other than the Management group.

· Creating another group with members of the existing groups in them, and then using those groups as filters for a GPO.

Note: You can use these same types of security options with the Logon scripts you set up in the preceding section. You can set a script to run only for members of a particular group or for everyone except the members of a specific group.

Security group filtering has two functions: the first is to modify which group is affected by a particular GPO, and the second is to delegate which group of administrators can modify the contents of the GPO by restricting Full Control to a limited set of administrators (by a group). This is recommended because it limits the chance of multiple administrators making changes at any one time.
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Blocking Inheritance and No Override

The Block inheritance and No override features allow you to have control over the default inheritance rules. In this procedure, you set up a GPO in the Accounts OU, which applies by default to the users (and computers) in the Headquarters, Production, and Marketing OUs.

You then establish another GPO in the Accounts OU and set it as No override. These settings apply to the children OUs, even if you set up a contrary setting in a GPO scoped to that OU.

You then use the Block inheritance feature to prevent Group policies set in a parent site, domain, or OU (in this case, the Accounts OU) from being applied to the Production OU.

A description of how to disable portions of a GPO to improve performance is also included.

Setting Up the Environment

You must first set up the environment for the procedures in this section.

To set up the GPO environment 

1. Open the saved MMC GP console GPWalkthrough, and then open the Active Directory User and Computers node.

2. Double-click the reskit.com domain, and then double-click the Accounts OU.

3. Right-click the Accounts OU, and select Properties from the context menu, and click the Group Policy tab.

4. Click New to create a new GPO called Default User Policies.

5. Click New to create a new GPO called Enforced User Policies.

6. Select the Enforced Users Policies GPO, and click the Up button to move it to the top of the list. The Enforced Users Policies GPO should have the highest precedence. Note that this step only serves to demonstrate the functionality of the Up button; an enforced GPO always takes precedence over those that are not enforced.

7. Select the No override setting for the Enforced User Policies GPO by double-clicking the No override column or using the Options button. The Accounts Properties page should now appear as in Figure 12 below:




Figure 12: Enforced User Policies 

8. Double-click the Enforced User Policies GPO to start the Group Policy snap-in.

9. In the Group Policy snap-in, under User Configuration, click Administrative Templates, click System, and then click Logon/Logoff.

10. In the details pane, double-click the Disable Task Manager policy, click Enabled in the Disable Task Manager dialog box, and then click OK. For information on the policy, click the Explain tab. Note that the setting is now Enabled as in Figure 13 below.




Figure 13: Task Manager 

11. Click the Close button to exit the Group Policy snap-in.

12. In the Accounts Properties dialog box, on the Group Policy tab, double-click the Default User Policies GPO from the Group Policy objects links list.

13. In the Group Policy snap-in, in the User Configuration node, under Administrative Templates, click the Desktop node, click the Active Desktop folder, and then double-click the Disable Active Desktop policy on the details pane.

14. Click Enabled, click OK, and click Close.

15. In the Accounts Properties dialog box, click Close.

You can now log on to a client workstation as any user in any of the OUs under the Accounts OU. Note that you cannot run the Task Manager—the tab is unavailable from both CTRL+SHIFT+ESC and CTRL+ALT+DEL. In addition, the Active Desktop cannot be enabled. When you right-click on Desktop and select Properties, you will see that the Web tab is missing.

As an extra step, you can reverse the setting of the Disable Task Manager policy in a GPO that is linked to any of the child OUs of the Accounts OU (Headquarters, Production, Marketing). To do this, change the radio button for that policy.

Note: Doing this has no effect while the Enforced User Policies GPO is enabled in the Accounts OU.

Disabling Portions of a GPO

Because these GPOs are used solely for user configuration, the computer portion of the GPO can be turned off. Doing so reduces the computer startup time, because the Computer GPOs do not have to be evaluated to determine if any policies exist. In this procedure, no computers are affected by these GPOs. Therefore, disabling a portion of the GPO has no immediate benefit. However, since these GPOs could later be linked to a different OU that may include computers, you may want to disable the computer side of these GPOs.

To disable the Computer portion of a GPO 

1. Open the saved MMC console GPWalkthrough, and then double-click the Active Directory User and Computers node.

2. Double-click the reskit.com domain.

3. Right-click the Accounts OU, select Properties from the context menu, and click the Group Policy tab.

4. In the Accounts Properties dialog box, click the Group Policy tab, right-click the Enforced User Policies GPO, and select Properties.

5. In the Enforced User Policies Properties dialog box, select the General tab, and then select the Disable computer configuration settings check box. In the Confirm Disable dialog box click Yes.

Note that the General properties page includes two check boxes for disabling a portion of the GPO.

6. Repeat steps 4 and 5 for the Default Users Policies GPO.

Blocking Inheritance

You can block inheritance so that one GPO does not inherit policy from another GPO in the hierarchy. After you block inheritance, only those settings in the Enforced User Policies affect the users in this OU. This is simpler than reversing each individual policy in a GPO scoped at this OU.

To block inheritance of Group Policy for the Production OU 

1. Open the saved MMC console GPWalkthrough, and then double-click the Active Directory User and Computers node.

2. Double-click the reskit.com domain, and then double-click the Accounts OU.

3. Right-click the Production OU, select Properties from the context menu, and then click the Group Policy tab.

4. Select the Block policy inheritance check box, and click OK.

To verify that inherited settings are now blocked, you can logon as any user in the Production OU. Notice that the Web tab is present in the Display setting properties page. Also, note that the task manager is still disabled, as it was set to No Override in the parent OU.

Top of page 

Linking a GPO to Multiple Sites, Domains, and OUs

This section demonstrates how you can link a GPO to more than one container (site, domain, or OU) in the Active Directory. Depending on the exact OU configuration, you can use other methods to achieve similar Group Policy effects; for example, you can use security group filtering or you can block inheritance. In some cases, however, those methods do not have the desired affects. Whenever you need to explicitly state which sites, domains, or OUs need the same set of policies, use the method outlined below:

To link a GPO to multiple sites, domains, and OUs 

1. Open the saved MMC console GPWalkthrough, and then double-click the Active Directory User and Computers node.

2. Double-click the reskit.com domain, and double-click the Accounts OU.

3. Right-click the Headquarters OU, select Properties from the context menu, and then click the Group Policy tab.

4. In the Headquarters Properties dialog box, on the Group Policy tab, click New to create a new GPO named Linked Policies.

5. Select the Linked Policies GPO, and click the Edit button.

6. In the Group Policy snap-in, in the User Configuration node, under Administrative Templates node, click Control Panel, and then click Display.

7. On the details pane, click the Disable Changing Wallpaper policy, and then click Enabled in the Disable Changing Wallpaper dialog box and click OK.

8. Click Close to exit the Group Policy snap-in.

9. In the Headquarters Properties page, click Close.

Next you will link the Linked Policies GPO to another OU.

1. In the GPWalkthrough console, double-click the Active Directory User and Computers node, double-click the reskit.com domain, and then double-click the Accounts OU.

2. Right-click the Production OU, click Properties on the context menu, and then click the Group Policy tab on the Production Properties dialog box.

3. Click the Add button, or right-click the blank area of the Group Policy objects links list, and select Add on the context menu.

4. In the Add a Group Policy Object Link dialog box, click the down arrow on the Look in box, and select the Accounts.reskit.com OU.

5. Double-click the Headquarters.Accounts.reskit.com OU from the Domains, OUs, and linked Group Policy objects list.

6. Click the Linked Policies GPO, and then click OK.

You have now linked a single GPO to two OUs. Changes made to the GPO in either location result in a change for both OUs. You can test this by changing some policies in the Linked Policies GPO, and then logging onto a client in each of the affected OUs, Headquarters and Production.
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Loopback Processing

This section demonstrates how to use the loopback processing policy to enable a different set of user type Group Policies based on the Computer being logged onto. This policy is useful when you need to have user type policies applied to users of specific computers. There are two methods for doing this. One allows for the policies applied to the user to be processed, but to also apply user policies based on the computer that the user has logged onto. The second method does not apply the user's settings based on where the user object is, but only processes the policies based on the computer's list of GPOs. Details on this method can be found in the Group Policy white paper referred to earlier.

To use the Loopback processing policy 

1. In the GPWalkthrough console, double-click the Active Directory User and Computers node, double-click the reskit.com domain, and then double-click the Resources OU.

2. Right-click the Desktop OU, click Properties on the context menu, and then click the Group Policy tab on the Desktop Properties dialog box.

3. Click New to create a new GPO named Loopback Policies.

4. Select the Loopback Policies GPO, and click Edit.

5. In the Group Policy snap-in, under the Computer Configuration node, click Administrative Templates, click System, and then click Group Policy.

6. In the details pane, double-click the User Group Policy loopback processing mode policy.

7. Click Enabled in the User Group Policy loopback processing mode dialog box, select Replace in the Mode drop-down box, and then click OK to exit the property page.

Next, you will set several User Configuration policies by using the Next Policy navigation buttons in the policy dialog boxes.

1. In the Group Policy snap-in, under the User Configuration node, click Administrative Templates, and click Start Menu & Taskbar.

2. In the details pane, double-click the Remove user's folders from the Start menu policy, and then click Enabled in the Remove user's folders from the Start menu dialog box.

3. Click Apply to apply the policy, and click the Next Policy button to go on to the next policy, Disable and remove links to Windows update.

4. In the Disable and Remove Links to Windows Update dialog box, click Enabled, click Apply, and then click the Next Policy button.

5. In each of the following policies' dialog boxes, set the state of the policies as indicated on the list below:

	Policy
	Setting

	Remove common program groups from Start Menu
	Enabled

	Remove Documents from Start Menu
	Enabled

	Disable programs on Settings Menu
	Enabled

	Remove Network & Dial-up Connections from Start menu
	Enabled

	Remove Favorites Menu from Start menu
	Enabled

	Remove Search Menu from Start menu
	Enabled

	Remove Help Menu from Start menu
	Enabled

	Remove Run Menu from Start menu
	Enabled

	Add Logoff on the Start Menu
	Enabled

	Disable Logoff on the Start Menu
	Not configured

	Disable and remove the Shut Down command
	Not configured

	Disable drag-and-drop context menus on the Start Menu
	Enabled

	Disable changes to Taskbar and Start Menu Settings
	Enabled

	Disable Context menus for the taskbar
	Enabled

	Do not keep history of recently opened documents
	Enabled

	Clear history of recently opened documents on exit
	Enabled


6. Click OK when you have set the last policy from the list in step 5.

7. In the Group Policy console tree, navigate to the Desktops node under User Configuration\Administrative Templates, and set the following policies to Enabled:

	Policy
	Setting

	Hide Remove My Documents from Start Menu
	Enabled

	Hide My Network Places icon on desktop
	Enabled

	Hide Internet Explorer icon on desktop
	Enabled

	Prohibit user from changing My Documents path
	Enabled

	Disable adding, dragging, dropping and closing the Taskbar's toolbars
	Enabled

	Disable adjusting desktop toolbars
	Enabled

	Don't save settings at exit
	Enabled


8. Click OK when you have set the last policy from the list in step 7.

9. In the Group Policy console tree, navigate to the Active Desktop node under User Configuration\Administrative Templates\Desktops, set the Disable Active Desktop policy to Enabled, and then click OK.

10. In the Group Policy console tree, navigate to the Control Panel node under User Configuration\Administrative Templates, click the Add/Remove Programs node, double-click the Disable Add/Remove Programs policy, set it to Enabled, and then click OK.

11. In the Group Policy console tree, navigate to the Control Panel node under User Configuration\Administrative Templates, click the Display node, double click the Disable display in control panel policy, set it to Enabled, and then click OK.

12. In the Group Policy snap-in, click Close.

13. In the Desktops Properties dialog box, click Close.

At this point, all users who log on to computers in the Desktops OU have no policies that would normally be applied to them; instead, they have the user policies set in the Loopback Policies GPO. You may want to use the procedures outlined in the section on Security Group Filtering to restrict this behavior to specific groups of computers, or you may want to move some computers to another OU.

For the following example, a security group called No Loopback is created. To do this, use the Active Directory Users and Computers snap-in, click the Groups container, click New, and create this global security group.

In this example, computers that are in the No-Loopback security group are excluded from this loopback policy, if the following steps are taken:

1. In the GPWalkthrough console, double-click Active Directory Users and Computers, double-click reskit.com, double-click Resources, right-click Desktop, and then select Properties.

2. In the Desktop Properties dialog box, click Group Policy, right-click the Loopback Policies GPO, and then select Properties.

3. In the Loopback Policies Properties page, click Security, and select Allow for the Apply Group Policy ACE for the Authenticated Users group.

4. Add the No Loopback group to the Name list. To do this, click Add, select the No Loopback group, and click OK.

5. Select Deny for the Apply Group Policy ACE for the No Loopback group, and click OK.

6. Click OK in the Loopback Policies Properties page.

7. Click Close in the Desktop Properties dialog box

8. In the GPWalkthrough console, click Save on the Console menu.
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Other Group Policy Scenarios

Now that you familiar with the methodologies for administrating Group Policy, you may want to set up some security policies, perform some software installation and maintenance, and redirect some user folders—such as the My Documents folder. These topics are covered in detail in the following step-by-step guides, available on the Windows 2000 Server Web site:

· Deploying Security Policies

· Software Installation and Maintenance

· User Data and Settings Management
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For More Information

For specific help about installing and using Windows 2000, see Windows 2000 Professional Online Help http://windows.microsoft.com/windows2000/en/professional/help/ and Windows 2000 Server Online Help http://windows.microsoft.com/windows2000/en/server/help/.

For help in determining the best deployment practices for your company, see the Windows 2000 Deployment and Planning Guide http://www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/w2rkbook/dpg.asp.

For additional information on Group Policy, refer to the Windows 2000 Group Policy technical paper http://www.microsoft.com/downloads/details.aspx?familyid=354B9F45-8AA6-4775-9208-C681A7043292&displaylang=en. This paper includes information about the Group Policy infrastructure and mechanics, the Group Policy snap-in and its capabilities, extending the Group Policy functionality, and using Group Policy on stand-alone computers. It also presents instructions for creating administrative templates (.adm files).

For more information on Windows Script Host, see the Windows Script Host white paper http://www.microsoft.com/windows2000/docs/winscrwp.doc.

For information about MMC, see the Microsoft Management Console Overview white paper http://www.microsoft.com/windows2000/techinfo/howitworks/management/mmcover.asp and a Step-by-Step Guide to the Microsoft Management Console http://www.microsoft.com/technet/prodtechnol/windows2000serv/howto/mmcsteps.mspx.

For more information on .adm files, persistent registry settings, and using the Windows NT 4.0 System Policy Editor, see the Windows 2000 Group Policy technical paper http://www.microsoft.com/downloads/details.aspx?familyid=354B9F45-8AA6-4775-9208-C681A7043292&displaylang=en, and Implementing Profiles and Policies for Windows NT 4.0 http://www.microsoft.com/technet/archive/winntas/maintain/featusability/prof_pol.mspx.
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Appendix A: Welcome2000.js Sample Script

The code for the Welcome2000.js sample script is shown following the procedure for creating and saving the sample script file.

To create and save this sample script 

1. Select and copy all the sample code presented in this section, beginning with the line with // Script Sample for Windows Script Host, and ending with the line with }.

2. Click Start, click Run, type notepad, and then click OK. This starts the Windows Notepad application.

3. In Notepad, click Edit, and click Paste.

4. On the File menu, click Save, type Welcome.js in the File name text box, save as type text, and click OK.

The Welcome2000.js script code is shown next.

// Script Sample for Windows Script Host

//

// Define constant values.

//

var MB_ICONINFORMATION  = 0x40;

var MB_ICONQUESTION     = 0x20;

var MB_ICONYESNO        = 0x04

var IDYES               = 6;

var IDTIMEOUT           = -1;

var POPUP_WAIT          = 5;   // close popup after 5 seconds.

//

// Create ActiveX Controls

//

var Shell = WScript.CreateObject("WScript.Shell")

var Env = Shell.Environment("PROCESS")

//

// Set greeting message.

//

var strTitle = "Sample Login Script";

var strMsg = "Welcome \"" + Env("UserName")

strMsg += "\" to the \"" + Env("UserDomain") + "\" domain\r\n\r\n"

Shell.Popup(strMsg, POPUP_WAIT, strTitle, MB_ICONINFORMATION);

//

// Launch Internet Explorer if user wants.

//

strMsg = "Do you want to visit the Windows 2000 web site?";

var strURL;

strURL = "http://www.microsoft.com/windows";

var intAnswer = Shell.Popup(strMsg,

POPUP_WAIT,

strTitle,

MB_ICONQUESTION | MB_ICONYESNO );

if (intAnswer == IDYES) {

    Shell.Run(strURL);

}
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Introduction to Active Directory Design and Administration
by Jason Zandri 

Welcome to the first installment of Learn Active Directory Design and Administration in 15 Minutes a Week, a weekly series aimed at current IT professionals preparing to write the new Windows Active Directory Design and Administration exams (70-219 and 70-217 respectively), as well as newcomers to the field who are trying to get a solid grasp on this new and emerging directory service from Microsoft.
The idea behind this series is to give an overview (and sometimes detailed view) of the different topics and to assist in learning the material associated with the Microsoft Certified Professional exams 70-217 (Implementing and Administering a Microsoft Windows 2000 Directory Services Infrastructure) and 70-219, (Designing a Microsoft Windows 2000 Directory Services Infrastructure)
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When you pass the Implementing and Administering a Microsoft Windows 2000 Directory Services Infrastructure exam, (70-217) you achieve Microsoft Certified Professional status. You also earn credit toward the following certifications:

Core credit toward Microsoft Certified Systems Engineer on Microsoft Windows 2000 certification 

When you pass the Designing a Microsoft Windows 2000 Directory Services Infrastructure exam, (70-219) you achieve Microsoft Certified Professional status. You also earn credit toward the following certifications:

Core or elective credit toward Microsoft Certified Systems Engineer on Microsoft Windows 2000 certification 

These two exams measure your ability to implement, administer, design and troubleshoot information systems and the infrastructure that incorporates Microsoft Windows Active Directory. This series of articles will touch upon most of the required subject areas of Active Directory itself, as well as its administration, overall design and implementation. In addition to your hands-on experience working with the product, you should consider reviewing other sources of information on Active Directory, such as books from Microsoft Press as well as practice tests offered by Practice Test Providers like Boson Software in order to receive feedback on your level of knowledge and exam-readiness prior to taking the actual certification exams. 

Scores on a practice test do not necessarily indicate what your score will be on a certification exam, nor do they show that you will pass your exam at an official test center, but a practice test will give you the opportunity to answer questions that are similar to those on the certification exam and can help you identify your areas of greatest strength and weakness. 

While I am not 100% sure of my entire weekly format, I will be trying to put out the articles with some degree of similarity to the skills that are required knowledge for the exam, which are as follows;

Installing and Configuring Active Directory
· Install forests, trees, and domains 

· Automate domain controller installation 

· Create sites, subnets, site links, and connection objects 

· Configure server objects Considerations include site membership and global catalog designation 

· Transfer operations master roles 

· Verify and troubleshoot Active Directory installation 

· Implement an organizational unit (OU) structure 

Installing, Configuring, Managing, Monitoring, and Troubleshooting DNS for Active Directory
· Install and configure DNS for Active Directory 

· Integrate Active Directory DNS zones with existing DNS infrastructure 

· Configure zones for dynamic updates and secure dynamic updates 

· Create and configure DNS records 

· Manage, monitor, and troubleshoot DNS 

Configuring, Managing, Monitoring, Optimizing, and Troubleshooting Change and Configuration Management
· Implement and troubleshoot Group Policy 

· Create and modify a Group Policy object (GPO) 

· Link to an existing GPO 

· Delegate administrative control of Group Policy 

· Configure Group Policy options 

· Filter Group Policy settings by using security groups 

· Modify Group Policy prioritization 

· Manage and troubleshoot user environments by using Group Policy 

· Install, configure, manage, and troubleshoot software by using Group Policy 

· Manage network configuration by using Group Policy 

· Configure Active Directory to support Remote Installation Services (RIS) 

· Configure RIS options to support remote installations 

· Configure RIS security 

Managing, Monitoring, and Optimizing the Components of Active Directory
· Manage Active Directory objects 

· Move Active Directory objects 

· Publish resources in Active Directory 

· Locate objects in Active Directory 

· Create and manage objects manually or by using scripting 

· Control access to Active Directory objects 

· Delegate administrative control of objects in Active Directory 

· Monitor, optimize, and troubleshoot Active Directory performance and replication 

· Back up and restore Active Directory 

· Perform an authoritative and a nonauthoritative restore of Active Directory 

· Recover from a system failure 

· Seize operations master roles 

Configuring, Managing, Monitoring, and Troubleshooting Security in a Directory Services Infrastructure
· Apply security policies by using Group Policy 

· Create, analyze, and modify security configurations by using the Security Configuration and Analysis snap-in and the Security Templates snap-in 

· Implement an audit policy 

· Monitor and analyze security events 

Analyzing Business Requirements
· Analyze the existing and planned business models 

· Analyze the company model and the geographical scope Models include international, national, regional, branch, and subsidiary offices 

· Analyze company processes Processes include information flow, communication flow, service and product life cycles, and decision-making 

· Analyze the existing and planned organizational structures Considerations include the management model; company organization; vendor, partner, and customer relationships; and acquisition plans 

· Analyze factors that influence company strategies 

· Identify company priorities 

· Identify the projected growth and growth strategy 

· Identify relevant laws and regulations 

· Identify the company's tolerance for risk 

· Identify the total cost of operations 

· Analyze the structure of IT management Considerations include the type of administration, such as centralized or decentralized; funding model; outsourcing; decision-making process; and change-management process 

Analyzing Technical Requirements
· Evaluate the company's existing and planned technical environment 

· Analyze company size and the distribution of users and resources 

· Assess the available connectivity between the geographic locations of work sites and remote sites 

· Assess the net available bandwidth 

· Analyze performance requirements 

· Analyze data and system access patterns 

· Analyze network roles and responsibilities 

· Analyze security considerations 

· Analyze the impact of Active Directory on the existing and planned technical environment Considerations include Microsoft Exchange 2000 

· Assess existing systems and applications 

· Identify existing and planned upgrades and rollouts 

· Analyze the technical support structure 

· Analyze existing and planned network and systems management 

· Analyze the business requirements for client computer desktop management 

· Analyze end-user work needs 

· Identify technical support needs for end users 

· Establish the required client computer environment 

Designing a Directory Service Architecture
· Define the scope of the Active Directory design 

· Design an Active Directory forest and domain structure 

· Design a forest and schema structure 

· Design a domain structure 

· Analyze and optimize trust relationship requirements 

· Design an Active Directory naming strategy 

· Plan the WINS NetBIOS name resolution strategy 

· Design the namespace 

· Plan the DNS strategy 

· Design and plan the structure of organizational units Considerations include administrative control, existing domain structures, administrative policy, and geographic and company structure 

· Develop an organizational unit delegation plan 

· Plan Group Policy object management 

· Develop a change in the configuration management plan for client computers 

· Plan for the coexistence of Active Directory and other directory services 

· Design a schema modification policy 

· Design an Active Directory implementation plan 

Designing Service Locations
· Design the placement of operations masters Considerations include performance, fault tolerance, functionality, and manageability 

· Design the placement of global catalog servers Considerations include performance, fault tolerance, functionality, and manageability 

· Design the placement of domain controllers Considerations include performance, fault tolerance, functionality, and manageability 

· Design the placement of DNS, WINS, and DHCP servers Considerations include performance, fault tolerance, functionality, manageability, and interoperability 

· Design an Active Directory site topology 

· Design a replication strategy 

· Define site boundaries 

Well, that wraps up my introductory article for the series. I hope you found it informative and will return for the next regular weekly installment. If you have any questions, comments or even constructive criticism, please feel free to drop me a note. I want to write good, solid technical articles that appeal to a large range of readers and skill levels and I can only be sure of that through your feedback.

Next week, I plan to write a detailed Introduction to Active Directory column, describing the function of Active Directory and it's physical and logical structure.

Until then, remember, 

"Weak passwords trump strong security."
Managing Printers Using Group Policy (Part 1)
Figure 1 shows the Group Policy Object Editor of Windows Server 2003 with the policies found under Computer Configuration\Administrative Templates\Printers displayed in the right-hand pane:
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Figure 1: Machine policies for managing printers. These policies apply to the domain, OU or site in which the target machines (domain controllers, print servers, or desktops depending on the policy) reside

The machine policies that govern printing can be summarized mainly under the following headings: publishing, pruning, searching, and some miscellaneous machine policies relating to Internet printing, drivers, and other stuff. Let’s look at each of these policy settings briefly. 

Note: 
Similar to other Group Policy settings, printer policies can be applied at the domain, site, or organizational unit level. For example, to manage printers in an OU (i.e. whose print servers have their computer accounts residing in the OU), create a new Group Policy Object and link it to the OU, then configure the policies described below.

Note: 
All screenshots in this article were done on Windows XP and Windows Server 2003. Note that a few printer policies are named differently on Windows 2000. 

Publishing
There are three policies that control how printers are published in Active Directory. Publishing a printer means creating an object in Active Directory that is a representation of the printer. If printers are published in Active Directory, users can search for a particular printer based on its name, location, and other properties. This makes it easier for users to find the appropriate printer for a specific job i.e. printing a batch job at night on a heavy duty laser printer, using a color printer, using the closest printer to their location, and so on. 

Allow printers to be published 
This policy determines whether printers can be published or not in Active Directory. By default, printers can be published, so there’s usually no need to explicitly enable this setting unless it was disabled previously. If you disable this setting however, printers cannot be published, and when you try and share a printer using the Sharing tab, the “List in the directory” option will be unavailable (Figure 2).

[image: image146.jpg]& Laser Printer 5th floor Properties. E

Gereral Sharng | ot | Advanced]| Secy | Device etings |

21|

L You can share tisprinter with other users on yout network. To
enable shaing for tis prite, lck Share this piter.

Dot sharetis pintr
 Bhas s e

Share name: [Lasers

I~ Listin the diectory.

Diivers

1fthis printr is shared with users runring diferent versions of
Windows, you may wani t instal addiionaldivers, 5o tha the
users do ot have to find the pit diver hen they connect to

the shared piter.
Addiional Divers.

Cancel Aol





Figure 2: If the Allow printers to be published policy is disabled, then the “List in the directory” checkbox shown here is not displayed

Automatically publish new printers in Active Directory 
This policy only applies if the “Allow printers to be published” policy is either enabled or not configured. If this is the case, then this policy causes new printers to be automatically published in Active Directory when you create and share them. If you would rather decide yourself which printers will be published and which ones will not, you can set this policy to Disabled and then publish your printers manually by selecting the “List in the directory” checkbox shown in Figure 2 above.

Note: 
To manually publish downlevel (pre-Windows 2000) or non-Windows (e.g. Linux/UNIX) shared printers, right-click on a domain or OU and select New --> Printer using the Active Directory Users and Computers console.  

If you’re experiencing intermittent problems with printers published in Active Directory, you can try enabling the Check published state policy setting to verify whether published printers are still present in Active Directory. If this setting is not configured, then the domain controller this policy applies to will check published printers each time it boots up, however you can enable the policy and configure it to check more often if needed. Configuring this policy setting to Never is the same as disabling it completely. 

Pruning
Pruning is a process by which printers that are published but which are no longer available on the network are removed from the directory to prevent users from trying to print to non-existent printers. Pruning can be useful in an environment where printers are frequently being added, removed, or moved around, or where print servers occasionally go down or printers get turned off when not in use. The policies described below apply only to domain controllers in the domain, site or OU to which your GPO applies. 

Allow pruning of published printers 
If this policy is enabled or not configured, printers are automatically pruned (unpublished) when the computer that published them (the print server) can’t be contacted by the domain controller. This is helpful because it means users don’t waste time trying to locate and print to printers that are unavailable on the network. Then, when the printer becomes available again on the network, the print server automatically republishes the printer in Active Directory and it shows up again when users are searching for printers in their location. 

By default, domain controllers try and prune printers every 8 hours. If a printer can’t be contacted for some reason, the domain controller tries twice more before pruning the printer from the directory. If these default settings aren’t suitable for your business environment, you can tune them further using the following two policies:

· Directory pruning interval 

· Directory pruning retry
In addition, if your domain controller is heavily used then you may need to elevate the priority of the pruning thread to ensure the pruning function operates optimally. This can be done by configuring the Directory pruning priority policy setting. 

If you are experiencing problems with the pruning process, you can enable the Log directory pruning retry events policy setting to help you troubleshoot things. Doing so will cause each pruning attempt to be logged as an event in the Event log. Disabling this setting or leaving it not configured will cause only successful pruning operations to be logged. Note however that this particular policy only applies to Windows XP and Windows Server 2003, and not to Windows 2000 machines.

Pruning downlevel (pre-Windows 2000) and non-Windows (e.g. Linux/UNIX) shared printers is handled by two another policy named Prune printers that are not automatically republished. If this policy is enabled or not configured, non-Windows and downlevel (NT and earlier) printers that have been manually published in Active Directory are never pruned. This setting can be modified to prune such printers when they become available, but doing so means you’ll have to manually republish them when they become available again, so it’s generally best to leave this policy alone and manually prune these printers from the directory when they are permanently removed from the network (you can do this by deleting the Printer object you previously created for them using Active Directory Users and Computers). 

Searching
When you create a new printer and share it using the Add Printer Wizard you can specify a location and describe the use or properties of the printer (Figure 3):
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Figure 3: Specifying a location for a printer 

This location information is stored in Active Directory as an attribute of the Printer object associated with the printer (assuming the printer is being published in Active Directory). Users can then search for a printer based on text in the Location field (Figure 4):
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Figure 4: Searching for a printer by location.

For searches like this to be successful however, the user needs to be able to specify the location properly. For example, if the user typed “third” instead of “3rd” then the search above would fail. 

To simplify searches for nearby printers, you can implement location tracking, a feature of Windows 2000 and later. Then you can configure how location tracking is used so that users can more easily locate printers that are near to them on the network. The two policies that are used to configure location tracking are the Pre-populate printer search location text and Computer location policy settings. Using these policy settings causes a Browse button to appear beside the Location field in the Find Printers dialog box (compare previous figure with Figure 5 below):
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Figure 5: Location tracking adds a Browse button beside the Location field in the Find Printers dialog. 

Setting up location tracking in your Active Directory environments requires that you have Subnet objects created for each physical subnet on your network and location attributes defined for Site and Subnet objects. To learn how to set up location tracking, search for the topic “Enabling printer location tracking” using Windows 2000/2003 Help and Support. Once location tracking is set up on your network, users can find nearby printers so they won’t have to walk long distances (or perhaps book a flight) to pick up their print jobs from remote locations. 

The second article in this series, entitled Managing Printers Using Group Policy: Part 2, will continue by examining additional machine policies for managing printers, user policies, and a third-party tool that extends Group Policy’s capabilities for managing printers. 

If you would like to be notified when Mitch Tulloch release Part 2 click here to sign up to our Real-time article updates!
	Installing, Configuring, and Troubleshooting Active Directory

Install, configure, and troubleshoot the components of Active Directory. 

· Install Active Directory 

· Create sites 

· Create subnets 

· Create site links 

· Create site link bridges 

· Create connection objects 

· Create global catalog servers 

· Move server objects between sites 

· Transfer operations master roles 

· Verify Active Directory installation. 

· Implement an organizational unit (OU) structure 

Back up and restore Active Directory. 

· Perform an authoritative restore of Active Directory. 

· Recover from a system failure 

Installing, Configuring, Managing, Monitoring, and Troubleshooting DNS for Active Directory 

Install, configure, and troubleshoot DNS for Active Directory 

· Integrate Active Directory DNS zones with non-Active Directory DNS zones. 

· Configure zones for dynamic updates. 

Manage, monitor, and troubleshoot DNS. 

· Manage replication of DNS data. 

Installing, Configuring, Managing, Monitoring, Optimizing, and Troubleshooting Change and Configuration Management 

Implement and troubleshoot Group Policy. 

· Create a Group Policy object (GPO). 

· Link an existing GPO. 

· Delegate administrative control of Group Policy. 

· Modify Group Policy inheritance. 

· Filter Group Policy settings by associating security groups to GPOs. 

· Modify Group Policy. 

Manage and troubleshoot user environments by using Group Policy. 

· Control user environments by using administrative templates. 

· Assign script policies to users and computers. 

Manage and troubleshoot software by using Group Policy. 

· Deploy software by using Group Policy. 

· Maintain software by using Group Policy. 

· Configure deployment options. 

· Troubleshoot common problems that occur during software deployment. 

Manage network configuration by using Group Policy.

Deploy Windows 2000 by using Remote Installation Services (RIS). 

· Install an image on a RIS client computer. 

· Create a RIS boot disk. 

· Configure remote installation options. 

· Troubleshoot RIS problems. 

· Manage images for performing remote installations. 

Configure RIS security. 

· Authorize a RIS server. 

· Grant computer account creation rights. 

· Prestage RIS client computers for added security and load balancing. 

Managing, Monitoring, and Optimizing the Components of Active Directory 

Manage Active Directory objects. 

· Move Active Directory objects. 

· Publish resources in Active Directory. 

· Locate objects in Active Directory. 

· Create and manage accounts manually or by scripting. 

· Control access to Active Directory objects. 

· Delegate administrative control of objects in Active Directory. 

Manage Active Directory performance. 

· Monitor, maintain, and troubleshoot domain controller performance. 

· Monitor, maintain, and troubleshoot Active Directory components. 

Manage and troubleshoot Active Directory replication. 

· Manage intersite replication. 

· Manage intrasite replication. 

Configuring, Managing, Monitoring, and Troubleshooting Active Directory Security Solutions 

Configure and troubleshoot security in a directory services infrastructure. 

· Apply security policies by using Group Policy. 

· Create, analyze, and modify security configurations by using Security Configuration and Analysis and Security Templates. 

· Implement an audit policy. 

Monitor and analyze security events. 
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Description of Remote Installation Services
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You can use Remote Installation Services (RIS) for Windows 2000 to install a local copy of the operating system to other computers from remote locations. You can start up your computer, contact a Dynamic Host Configuration Protocol (DHCP) server for an Internet Protocol (IP) address, and then contact a boot server to install the operating system.

RIS requires several other services. These services can be installed on individual servers, or all of these services can be installed on a single server. The type of installation depends upon your network design: 

· DNS server: RIS relies on DNS for locating the directory service and client computer accounts. You can use any Windows 2000 Active Directory service-compliant DNS server, or you can use the DNS server that is provided with Windows 2000 Server. 

· Dynamic Host Configuration Protocol (DHCP) server: RIS requires an active DHCP server on the network. The remote boot-enabled clients receive an IP address from the DHCP server before they contact RIS. 

· Active Directory: RIS relies on Windows 2000 Active Directory for locating existing clients as well as existing RIS servers. RIS must be installed on a Windows 2000-based server that has access to Active Directory, for example, a domain controller or a server that is a member of a domain with access to Active Directory. 


Back to the top

Using RIS
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To ensure a successful installation, you must install and configure the additional services previously described for RIS to function. Also, ensure that you have both the Windows 2000 Server and Windows 2000 Professional CD-ROMs available. The following steps are an overview of how to set up and configure the RIS process.



Installing RIS

1. [image: image161.png]


On Windows 2000 Server, click Start, point to Settings, and then click Control Panel. 

2. Double-click Add/Remote Programs. 

3. Double-click Add/Remove Windows Components. 

4. Scroll down and click Remote Installation Services, and then click Next. 

5. Insert the Windows 2000 Server CD-ROM into the CD-ROM drive, and then click OK. The necessary files are copied to the server. 

NOTE: After you insert the CD-ROM, a dialog box is displayed that prompts you to upgrade the operating system. Click No, and then close this screen. 

6. Click Finish to end the wizard. 

7. When you are prompted to restart your computer, click Yes. 

8. When the server has restarted, log on to the computer as a local administrator. 

Setting up RIS
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Click Start, click Run, and then type: risetup.exe to start the Remote Installation Services Setup Wizard. 

2. When the Welcome screen is displayed, which indicates some of the requirements to successfully install RIS, click Next. 

3. The next screen prompts you to enter the server drive and folder where you want to install the RIS files. The default drive and folder are going to be on the largest NTFS-formatted drive that is neither a system nor a boot drive. In this example, this drive is: E:\RemoteInstall. Then, click Next.

NOTE: The drive on which you want to install RIS must be formatted with the NTFS file system. RIS requires a significant amount of disk space and cannot be installed on the same drive or partition on which Windows 2000 Server is installed. Ensure that the selected drive contains enough free disk space for at least 1 full Windows 2000 Professional CD-ROM. That CD-ROM must contain a minimum of 800 megabytes (MB) to 1 gigabyte (GB) of disk space. 

4. The next screen enables you to configure client support. By default, the RIS server does not support clients until you have set up RIS and configured the server. If you want the server to begin supporting clients immediately after the setup of RIS, select the Respond to clients requesting service option. If you select this option, the server can respond to clients and provide them with operating system installation options. If you do not select this option, the RIS server does not respond to the clients that request service. 

5. The Setup Wizard prompts you for the location of the Windows 2000 Professional installation files. RIS supports only the remote installation of Windows 2000 Professional. Insert the Windows 2000 Professional CD-ROM into the CD-ROM drive of the server, and then enter the drive letter that contains the CD-ROM or browse to a network share that contains the installation source files. Then, click Next. 

6. The wizard prompts you to enter the folder name that contains the workstation files on the RIS server. This folder is created beneath the folder that is specified in the preceding step 3. The folder name must reflect its contents, for example, Win2000.pro. Click Next to accept the default name of Win2000.pro. 

7. You are prompted for a "friendly" description and help text that describes this operating system image. For this example, click Next to accept the default name of Microsoft Windows 2000 Professional. 

8. You are presented with a summary screen that indicates the choices that you have made. Click Finish to confirm your choices. When the installation wizard is complete, you can either service clients, or configure the RIS settings. 

9. The wizard installs the service and settings that you have selected. This process takes several minutes. When this process is finished, click Done.

When RIS is successfully installed, you must authorize the RIS server in Active Directory. If you do not authorize the RIS server, it cannot service clients that request a network service boot. The next section outlines these steps.



Authorizing RIS in Active Directory
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To authorize an RIS server in Active Directory, you must be logged on to your computer as an enterprise administrator or a domain administrator of the root domain. You can complete the following steps on any domain controller, member server of the domain, or a Windows 2000 Professional-based workstation that has installed the Administrator Tools Package that contains the DHCP Server Management snap-in. This section describes the authorization process on a domain controller: 

1. Click Start, point to Programs, point to Administrative Tools, and then click DHCP to activate the DHCP snap-in. 

2. Right-click DHCP in the upper-left corner of the DHCP screen, and then click Manage Authorized Servers. If your server is not already listed, click Authorize, and then enter the IP address of the RIS server. Click Yes when you are prompted to verify that the address is correct.NOTE: If you authorize the RIS server on a computer that is not a domain controller, use the following steps to install the Administrator Tools Package: Click Start, click Run, and then type: adminpak.msi on a server network. From a Windows 2000 Professional-based computer, run the Adminpak.msi program from the Windows 2000 Server CD-ROM.

Setting the Required User Permissions
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The permissions that are granted by using the following steps can enable users to create computer accounts anywhere in the domain: 

1. Click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers. 

2. Right-click the domain name that is listed at the top of the snap-in, and then select the Delegate Control option. After a wizard starts, click Next. 

3. Click Add to add the users who are able to install their own computers by using Microsoft Windows 2000 Remote OS Installation. 

4. Select the necessary users, click Add, and then click OK. 

5. Click Next to continue. 

6. Select the Join a Computer to the Domain option, and then click Next. 

7. Click Finish. Users can create computer account objects during the operating system installation by using the RIS service.

NOTE: You can either use the default RIS settings and immediately begin servicing clients, or you can make changes to the RIS settings first.

Installing Clients By Using Remote Installation
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This section describes the steps that are required to successfully install Windows 2000 Professional on a network computer, a managed computer, or a computer that contains a network adapter that is supported by the remote installation boot floppy disk: 

1. Restart your client from either the remote floppy disk or the Pre-Boot Execution Environment (PXE) boot CD-ROM. When you are prompted, press the F12 key to start the download of the Client Installation Wizard. 

2. At the Welcome screen, press ENTER. 

3. For the username, enter a username from the domain. Enter the password and domain name, and then press ENTER to continue. 

4. After you receive a warning message that all data on the client hard disk is going to deleted, press ENTER to continue. 

5. After a computer account and a global unique identification (ID) for this workstation are displayed, press ENTER to begin Setup. Windows 2000 Setup starts. 

6. If you are prompted, type the product key (which is located on the back of the Windows 2000 Professional CD-ROM case), and then click Next.

NOTE: This step can be avoided by specifying the product key in the .sif file. You have successfully configured and installed a remote operating system by using RIS. Refer to the following section for additional information about configuration options. 

Prestaging
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By prestaging the client, the administrator can define a specific computer name, and optionally, the RIS server that can service the client: 

1. Locate the container in the Active Directory service in which you want your client accounts to be created. 

2. Right-click the container, click New, and then click Computer. The New Object-Computer dialog box is displayed. 

3. Enter the computer name and authorize domain-join permissions for the user or security group that contains the user who is going to use the computer that this computer account represents. 

4. In the next dialog box, you are prompted for either the globally unique identifier (GUID) or universally unique identifier (UUID) of the computer itself and whether you intend to use this computer as a managed (Remote OS Installation-enabled) client. Enter either the GUID or UUID, and then click to select the This is a managed computer check box. 

The GUID or UUID is a unique 32-character number that is supplied by the manufacturer of the computer, and is stored in the system basic input/output system (BIOS) of the computer. This number is written on the case of the computer, or on the outside of the box that the computer had been shipped in. If you cannot locate this number, run the system BIOS configuration utility. The GUID is stored as part of the system BIOS. Contact your OEM for a VBScript (created with Visual Basic Scripting Edition) that can be used to prestage newly purchased clients in Active Directory for use with Remote OS Installation. 

The next screen prompts you to indicate the RIS server that this computer is serviced by. This option can be left blank to indicates that any available RIS server can answer and service this client. If you know the physical location of the specific RIS server and where this computer can be delivered, you can use this option to manually load clients in the RIS servers in your organization as well as segment the network traffic. For example, if a RIS server had been located on the fifth floor of your building, and you are delivering these computers to users on that floor, you can assign this computer to the RIS server on the fifth floor.
a. Components of a directory service infrastructure encompassing

	Active Directory Objects

Object Types
There are two types of Active Directory groups, each with a different purpose. These are: 

· Security principal groups - These objects can be assigned permissions and consist of: 

· users 

· groups 

· computers 

· Distribution groups - Used to group users for applications such as mail. 

Object Characteristics
Every object has a: 

· Globally Unique Identifier (GUID) - Uniquely identifies each object. Its size is 128 bits. 

· Security Identifier (SID) - A SID is created by the Windows 2000 security subsystem and assigned to security principal objects. 

Active Directory Objects
Active directory may contain all objects listed here and all objects listed that are contained by organizational units (OU). 

· Domain - The core unit in the Active Directory structure. 

· Organizational Unit (automatically published) - Other organizational units may be contained inside organizational units. 

Leaf objects are objects such as users and computers which cannot contain other objects. 
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Organizational Units
Organizational Units are called container objects since they help to organize the directory and can contain other objects including other OUs. The basic unit of administration is now organizational units rather than domains. Organizational units allow the creation of subdomains which are also called logical domains. Microsoft recommends that there should never be more than 10 levels or organizational unit nesting. Since deeper OU nesting slows directory access, normally there should be no more than three or four levels of nesting. Organizational units may contain:? 

· Organizational Unit (automatically published) - Used to create a heirarchy of AD objects into logical business units. Other organizational units may be contained inside organizational units. 

· User (automatically published) - Individual person 

· Group (automatically published) - Groups of user accounts. Groups make user management easier. 

· Computer (Those in the domain are automatically published) - Specific workstations. 

· Contact (automatically published) - Administrative contact for specific active directory objects. 

· Connection - A defined one direction replication path between two domain controllers making the domain controllers potential replication partners. These objects are maintained on each server in "Active Directory Sites and Services". 

· Shared folder - Used to share files and they map to server shares. 

· Printer (Most are automatically published) - Windows NT shared printers are not published automatically. 

· Site - A grouping of machines based on a subnet of TCP/IP addresses. An administrator determines what a site is. Sites may contain multiple subnets. There can be several domains in a site. For example, an organization may have branches around the city they are located in. Each location may be a site. 

· Site container 

· Site link - Defines the connection between sites. Can indicate the cost of sending data across a network in terms of available bandwidth. It is a list of two or more connected sites. Whether the link will use RPC or SMTP for passing data must be determined before creating the link since it cannot be changed 

· Site link bridge - Allows one site in a string of sites to replicate through one or two sites to a second or third site. These are only used for fine control of how replication will occur across WAN links. 

· Site settings 

· Subnet - A part of a network based on addresses which is usually connected using routers. Subnets must be created in each site object before it is really active. A network address and subnet mask is used to define the subnet. 

· Subnet container 

· Trusted domain 

Pre-installed Container Objects
Pre-installed container objects provide backward compatibility with Windows NT. They look and act like organizational units and include: 

· Builtin - Build in local groups. 

· Computers - Computer accounts created using Windows NT. It is a list of workstations 

· Computer - Used to manage particular workstations. 

· Domain Controllers - A list of domain controllers. 

· Foreign Security Principles - Shows trust relationships with other domains. 

· Users - Windows NT users. 

Object Access
Controlling objects in Active Directory controls access only to objects in Active Directory. Objects outside Active Directory may have their own access control. Permissions on corresponding objects in Active Directory do not affect permissions on external objects. Therefore, the user must have both Active Directory and object access. 

When setting object permissions, they can be set so the change applies to all children of the object or only to the object itself. You can also set child objects to inherit permissions from their parent object. Access to specific object properties can be controlled. Object permissions for users and groups include: 

· Full Control - Allows full access to the object and its sub objects, with the ability to take ownership of objects and change permissions of objects and sub objects 

· Read - Allows object contents and properties to be displayed. 

· Write - Allows object contents and properties to be changed except for modifying permissions, configuring auditing, or taking ownership. 

· Create All Child Objects - Allows creation of any child objects. 

· Delete All Child Objects - Allows deletion of any child objects. 

Object access is controlled using the Active Directory Users and Computers tool by clicking on "View", "Advanced Features", Click + next to the domain, right click the object, select "Properties", click the "Security" tab, and continue. 

Permission Combinations
When user and group permissions that the user is in differ for specific objects the least restrictive permissions normally apply. The only exception to this if the user or group is specifically denied one or more specific permissions to the object. When some permissions are denied, the user will have the most restricrictive denials of permissions apply. If the full control permission is denied to a user or group, that user or group will have no permissions. Explicit permissions set at the child object level override permission denial at the parent level even if the child is set to inherit permissions from the parent. 

Object Ownership
Ownership can be taken if a user has the take ownership right to the object or if the user is part of the Domain Admins group. Object access is controlled using the Active Directory Users and Computers tool by clisking on "View", "Advanced Features", Click + next to the domain, right click the object, select "Properties", click the "Security" tab, click "Advanced", and continue. 

Active Directory Object Administration Delegation
Management of objects listed in Active Directory can be delegated to other administrators. Administrative authority cannot be delegated for objects smaller than the Organizational Unit (OU). There are two ways to delegate object control: 

· Find the object in the Active Directory Users and Computers tool, right click on the object, and select "Delegate Control". The Delegation of Control Wizard will start. 

· Perform the same action as is done when configuring permissions by using the "View" menu in the Active Directory Users and Computers tool, and click on "Advanced Features". 

Object Identifiers
Object identifiers are strings in a dot notation similar to IP addresses. There are authorities that issue object identifiers. Each of these authorities can give an object identifier on a sublevel to other authorities. The International Standards Organization (ISO) is the root authority. The ISO has a number of 1. When it assigns a number to another organization, that number is used to identify that organization. If it assigned CTDP the number 469034, and CTDP issued 1 to Mark Allen, and Mark Allen assigned 10 to an application, the number of the application would be "1.469034.1.10". 

Object Attribute Syntax
Attribute syntax defines the type of data the attribute contains. The following are attribute syntaxes defined by the oMSyntax numbers 2.2.2.0 through 2.5.5.17 

· Undefined - illegal 

· Object (DN-DN) 

· String (Object ID) 

· Case sensitive string 

· String not sensitive to case 

· Printable string 

· Numeric string 

· Binary object 

· Boolean 

· Integer 

· Octet string 

· Time string 

· Unicode string 

· Presentation address 

· DN string object 

· NT-sec-desc - Windows NT security descriptor 

· Large integer 

· Security ID - Windows NT security ID 

· Active Directory Object Restore Wizard

· Freeware vs Commercial version comparison table.

· Restoring deleted objects, incorrect modifications, unauthorized changes to group memberships, and other information in Active Directory can be a difficult and error-prone task — sometimes it is impossible. Should somebody accidentally drop a user or an entire OU, you've got a lot of work to do on your weekend or Friday night. You will, of course, have to learn the AD architecture, including object types, tombstone, and attributes, and you still may not obtain 100% recovery of certain attributes (e.g., group membership, home directory, enabled/disabled status). Native and third-party backup and recovery tools in most cases require non-authoritative restore and DC downtime, and they don´t always have object-level restore capabilities. 

· NetWrix AD Object Restore is a FREE tool that allows you to quickly restore deleted and modified objects in Windows 2003 or 2008 Active Directory without rebooting a domain controller. This freeware tool goes beyond the standard tombstone capabilities in Active Directory and stores more information than what is normally preserved in the AD tombstone. Therefore, it´s much more reliable than other tools based on standard Microsoft Tombstone Reanimation interfaces. Moreover, no tool relying only on the tombstone will be able to revert modified and incorrectly added objects. 

· This tool is a part of the AD Change Reporter, so you will have a convenient change management solution for free, and you won't have to do manual tracking of unauthorized changes or perform routine manual recovery. You just receive a daily report of all changes and launch the wizard if recovery is required. Summary reports show what objects and attributes have been changed, deleted, or added in Active Directory to ease recovery tasks and to help you perform object- or even attribute-level recoveries.

· To learn how to configure the product, please refer to the Quick Start Guide:


   Active Directory Object Restore Wizard Quick Start Guide
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	The Active Directory is supposed to make it easy to control users and groups, but managing it can be difficult. The tools on this page are for the administrator to use. 

Tools end users can use to update their own records are located at Active Directory User Update Tools.

	
	

	Tools in the Spotlight
	ChangeAuditor for Active Directory 


ChangeAuditor for Active Directory is the first solution available to track all critical Active Directory configuration changes (including GPO and Schema changes) as they occur. ChangeAuditor tells you who made the change, what the change was, including new and previous values, when, where, and why the change was made.
Profiler 


Profiler gives the typical end user the ability to update their directory information (telephone number, office location etc) using their browser. Supports password management. Reset Passwords with security questions. Updating membership of Groups and Distribution lists are supported. Because the software is web based, deploying the solution is as easy as giving your users the correct URL or adding a link to your intranet. Supports Exchange 200x and LDAP SSL for secure connections.


	More Tools
	Account Management Spreadsheet 
This program is designed to provide a quick and effective method of creating a large quantity of user accounts. In comparison to Microsoft's own bulk import tool, csvde, this program is easier to use and supports some options that are unavailable in csdve. Create user accounts and exchange mailboxes, if required. Option to create work areas with custom NTFS security applied. Support for most common user attributes. Configure group membership Enable/Disable user accounts.
Active Directory Command Center 
Active Directory Command Centre is a tool that lets the administrator easily create/modify/remove and export active directory objects. Beta version .95
Active Directory Plus 
Active Directory Plus is an easy to use, drag & drop application based on Microsoft's Active Directory Users and Computers. It offers the following functionality: -- Exchange 2003, 2007 and 2010 support -- Active Directory Access and Functionality restriction via so called Active Directory Plus Profiles -- central logging and Roll Back of any changes made to your Active Directory or Network environment
activeImport 
activeImport will automatically keep your Active Directory user information up-to-date including Telephone Numbers, Departmental Information, Company Information, Addresses, and more. Use all employee information in your existing databases in Active Directory and view this directly in Outlook.
AD Bulk Contacts 
Active Directory Contact Import Tool. Import, modify or delete Active Directory Contacts in bulk, mail-enable contacts on import. Can be automated to keep Contacts up to date.
AD Bulk Users 
AD Bulk Users makes importing and modifying large numbers of Active Directory Users easy. You can import simple or very detailed account information such as Passwords, Group Membership, Expiry Date, Profile locations, Exchange Mailbox and many more attributes. The import file is constructed in the simple CSV (comma separated value) format.
AD Tidy 
A completely free tool to clean up inactive user and computer accounts in your Active Directory domain. This application will search your Active Directory domain for user/computer accounts that match your search criteria (for example all users in a specific OU that have not logged on for 60 days), then you can perform a number of actions on the accounts that were found - such as moving them to another OU, disabling them, removing them from all groups, and many more.
Adaxes 
Adaxes by Softerra is a comprehensive solution for management, administration and monitoring of Active Directory. It helps to automate and secure user provisioning and de-provisioning in Active Directory environments, guarantees high-performance user lifecycle management for any enterprise.
ADDelegates 
Use U-BTech's ADDelegates to manage recipient and mailbox folder permissions. Delegate control, including the "Deliver meeting requests" setting, outlook folder permissions, Free/Busy options for controlling the time, subject and location details are now at your Active Directory MMC.
ADO++ 
ADO++ is a management Tool for Exchange 2010/2007/2003 and Active Directory. With ADO++ the administrator can edit all attributes of an AD-Object with one tool, including managing mailbox rights in Exchange 2010/2007. ADO++ additionally has a GUI for restoring deleted objects and a GUI for managing the new Exchange 2010 RBAC feature. The program is multilingual (English and German).
ADSynch Light 
ADSynch Light is a lightweight Active Directory, Exchange and LDAP synchronization tool, enabling you to easily and securely synchronize two or more directories using optimized dotNet technologies. Set a few parameters within the GUI, like user credentials, select the attributes and the objects you want to synchronize and you can start keeping two LDAP directories in synch with each other using any data transformation you like, e.g. for enabling mail communication, user migration, etc. ADSynch Light is not a directory or a metadirectory, it simply synchronises directory information.
Directory Search 
Directory Search is a standalone Web application that you can give to your users that will allow them to use the Active Directory as a web-based phone book. 
Exchange Tasks 2007 
U-BTech's Exchange Tasks 2007 extends the ADUC snap-in to include all the great management tools and screens we have all gotten used to over the years, with some major improvements like bulk object changes and more...
Exchange Tasks 2010 
U-BTech's Exchange Tasks 2010 extends the ADUC snap-in to include all the great management tools and screens we have all gotten used to over the years, with some major improvements like bulk object changes and more...
Exclaimer AD Pictures 
Exclaimer AD Pictures allows you to import images into your Active Directory. Exclaimer AD Pictures also allows you to save images to any AD record, as well as extracting and editing images which are already stored. When used in conjunction with any of Exclaimer’s Disclaiming and Signature products you can dynamically add the images as part of an email signature so that every email sent by a user has their signature and picture. AD Pictures provides the ability to make use of the features within Outlook 2010 to view an image of the user sending or receiving an email by enabling the management of images within Active Directory.
ExMS Directory Integrity Agent 
Synchronizes the GAL or Active Directory with other databases. Also automatically rebuilds distribution lists according to criteria, searches mailboxes for specific content and acts on matching messages, archives messages meeting certain criteria, manages public folder permissions, and provides other Exchange management features. 
extVIEW 
The extVIEW Active Directory View/Search Software for Intranets is a browser-based solution that makes viewing and searching Active Directory users and resources fast, easy, and accurate.
GALHider 
GALHider allows network administrators to easily hide and show users in the Exchange Global Address List (GAL). GALHider is compatible with Windows 95/98/ME/NT/2000/XP/Server 2003.GALHider requires a network with Active Directory and Microsoft Exchange. 
GALsync 
Synchronize objects between multiple domains and forests – Share information securely between Exchange organizations. GALsync allows you to share Exchange mail-enabled objects of your Active Directory forest with other forests. Transfer types are ftp, windows shares and email. Encryption possible. Sharing objects helps users in one or both messaging organizations to access information about users and groups of the partner organization. Easy to use – simple in pricing, no additional software or hardware required. Works fine with Windows 200x and Exchange 200x. Version 2.5 
GenerateSignature FromLDAP 
Small signature generator for Microsoft Outlook, ideal for use in logon scripts. Outlook signature files are generated based on templates that pull data from Active Directory using LDAP.
GroupID 
GroupID takes all of Imanami's core products and bundles them into a suite, integrating functionality and administration while still enabling them to function independently. With GroupID its easy to keep distribution and security groups up to date. Membership will always be accurate and outdated groups will be removed from your Global Address List (GAL).
Mailbox Manager 
Symprex Mailbox Manager allows administrators to maintain mailbox properties, i.e. account information, for mailboxes on Exchange 5.5, 2000 and 2003. Account information can be listed and changed manually or automatically for any number of mailboxes. Update the company, department, office, assistant, contact telephone numbers etc., or set the custom attributes for any number of mailboxes, all at the click of a button. Symprex Mailbox Manager maintains account information and ensures valid up-to-date address lists. 
Microsoft Active Directory Topology Diagrammer 
The Active Directory Topology Diagrammer reads an Active Directory configuration using ActiveX Data Objects (ADO), and then automatically generates a Visio diagram of your Active Directory and /or your Exchange 200x Server topology. The diagrams include domains, sites, servers, administrative groups, routing groups and connectors and can be changed manually in Visio if needed.
Password Control/Bulk Password Control/Bulk Modify 
For helpdesk staff its a simple interface for resetting AD passwords, disabling, enabling and unlocking accounts. For system admins, its a bulk password reset tool. Bulk Modify tool to change attribute values for many user accounts.
PeopleMinder 
PeopleMinder is a simple, easy, and affordable way to alert users that their Windows password is about to expire. PeopleMinder allows administrators to schedule email notification to their end-users of an upcoming Active Directory password expiration. PeopleMinder is both a standalone product or available as an add-on to PeoplePassword. 
PeopleSearch 
Features added to PeopleSearch v.3 include the ability to target Active Directory views to specific groups or users, construct user, computer, and group reports against Active Directory, localize your installation using multilanguage support. PeopleSearch uses a web browser to retrieve information stored in the directory, such as telephone number, location, title, and manager. Administrators can customize PeopleSearch to set up searches for any object or attribute in the Active Directory, as well as configure how search results are displayed in the browser. Version 3. 
PeopleUpdate 
PeopleUpdate provides a web-based search and update interface for Microsoft Active Directory environments. PeopleUpdate allows for search, export, and update functionality from a web-based interface. PeopleUpdate allows for drop-down lists and input masks for controlling data being updated. Version 3.
Priasoft Migration Suite for Exchange 
The new Priasoft Migration Suite for Exchange is a stand-alone, single-step Exchange migration solution for migrating from Exchange 5.5, 2000, 2003, or 2007 to Exchange 2000, 2003, 2007, or 2010. Priasoft Migration Suite for Exchange works without migration expertise or pricey product consultants, and combines all the tools you need to migrate. To see for yourself how Priasoft can easily and successfully manage your migration, visit our Web site for a FREE EVALUATION.
SmartDL 
Build distribution lists based on queries against the Exchange 5.5 directory or Active Directory, either with or without Exchange Server, or from files, databases, or other external sources. Also provides tools for managing all types of DLs and groups and printing DL lists. Supports Exchange 5.5 and 2000/2003/2007. 
Spotlight on Active Directory 
The Spotlight on Active Directory Pack provides you with the information you need to quickly resolve AD issues before they impact users. Identify replication, performance and availability problems, get real-time diagnostics and proactive problem resolution, and automate AD troubleshooting and repair.
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	The Active Directory is supposed to make it easy to control users and groups, but managing it can be difficult. The tools on this page are for the administrator to use. 

Tools end users can use to update their own records are located at Active Directory User Update Tools.

	
	

	Tools in the Spotlight
	ChangeAuditor for Active Directory 


ChangeAuditor for Active Directory is the first solution available to track all critical Active Directory configuration changes (including GPO and Schema changes) as they occur. ChangeAuditor tells you who made the change, what the change was, including new and previous values, when, where, and why the change was made.
Profiler 


Profiler gives the typical end user the ability to update their directory information (telephone number, office location etc) using their browser. Supports password management. Reset Passwords with security questions. Updating membership of Groups and Distribution lists are supported. Because the software is web based, deploying the solution is as easy as giving your users the correct URL or adding a link to your intranet. Supports Exchange 200x and LDAP SSL for secure connections.


	More Tools
	Account Management Spreadsheet 
This program is designed to provide a quick and effective method of creating a large quantity of user accounts. In comparison to Microsoft's own bulk import tool, csvde, this program is easier to use and supports some options that are unavailable in csdve. Create user accounts and exchange mailboxes, if required. Option to create work areas with custom NTFS security applied. Support for most common user attributes. Configure group membership Enable/Disable user accounts.
Active Directory Command Center 
Active Directory Command Centre is a tool that lets the administrator easily create/modify/remove and export active directory objects. Beta version .95
Active Directory Plus 
Active Directory Plus is an easy to use, drag & drop application based on Microsoft's Active Directory Users and Computers. It offers the following functionality: -- Exchange 2003, 2007 and 2010 support -- Active Directory Access and Functionality restriction via so called Active Directory Plus Profiles -- central logging and Roll Back of any changes made to your Active Directory or Network environment
activeImport 
activeImport will automatically keep your Active Directory user information up-to-date including Telephone Numbers, Departmental Information, Company Information, Addresses, and more. Use all employee information in your existing databases in Active Directory and view this directly in Outlook.
AD Bulk Contacts 
Active Directory Contact Import Tool. Import, modify or delete Active Directory Contacts in bulk, mail-enable contacts on import. Can be automated to keep Contacts up to date.
AD Bulk Users 
AD Bulk Users makes importing and modifying large numbers of Active Directory Users easy. You can import simple or very detailed account information such as Passwords, Group Membership, Expiry Date, Profile locations, Exchange Mailbox and many more attributes. The import file is constructed in the simple CSV (comma separated value) format.
AD Tidy 
A completely free tool to clean up inactive user and computer accounts in your Active Directory domain. This application will search your Active Directory domain for user/computer accounts that match your search criteria (for example all users in a specific OU that have not logged on for 60 days), then you can perform a number of actions on the accounts that were found - such as moving them to another OU, disabling them, removing them from all groups, and many more.
Adaxes 
Adaxes by Softerra is a comprehensive solution for management, administration and monitoring of Active Directory. It helps to automate and secure user provisioning and de-provisioning in Active Directory environments, guarantees high-performance user lifecycle management for any enterprise.
ADDelegates 
Use U-BTech's ADDelegates to manage recipient and mailbox folder permissions. Delegate control, including the "Deliver meeting requests" setting, outlook folder permissions, Free/Busy options for controlling the time, subject and location details are now at your Active Directory MMC.
ADO++ 
ADO++ is a management Tool for Exchange 2010/2007/2003 and Active Directory. With ADO++ the administrator can edit all attributes of an AD-Object with one tool, including managing mailbox rights in Exchange 2010/2007. ADO++ additionally has a GUI for restoring deleted objects and a GUI for managing the new Exchange 2010 RBAC feature. The program is multilingual (English and German).
ADSynch Light 
ADSynch Light is a lightweight Active Directory, Exchange and LDAP synchronization tool, enabling you to easily and securely synchronize two or more directories using optimized dotNet technologies. Set a few parameters within the GUI, like user credentials, select the attributes and the objects you want to synchronize and you can start keeping two LDAP directories in synch with each other using any data transformation you like, e.g. for enabling mail communication, user migration, etc. ADSynch Light is not a directory or a metadirectory, it simply synchronises directory information.
Directory Search 
Directory Search is a standalone Web application that you can give to your users that will allow them to use the Active Directory as a web-based phone book. 
Exchange Tasks 2007 
U-BTech's Exchange Tasks 2007 extends the ADUC snap-in to include all the great management tools and screens we have all gotten used to over the years, with some major improvements like bulk object changes and more...
Exchange Tasks 2010 
U-BTech's Exchange Tasks 2010 extends the ADUC snap-in to include all the great management tools and screens we have all gotten used to over the years, with some major improvements like bulk object changes and more...
Exclaimer AD Pictures 
Exclaimer AD Pictures allows you to import images into your Active Directory. Exclaimer AD Pictures also allows you to save images to any AD record, as well as extracting and editing images which are already stored. When used in conjunction with any of Exclaimer’s Disclaiming and Signature products you can dynamically add the images as part of an email signature so that every email sent by a user has their signature and picture. AD Pictures provides the ability to make use of the features within Outlook 2010 to view an image of the user sending or receiving an email by enabling the management of images within Active Directory.
ExMS Directory Integrity Agent 
Synchronizes the GAL or Active Directory with other databases. Also automatically rebuilds distribution lists according to criteria, searches mailboxes for specific content and acts on matching messages, archives messages meeting certain criteria, manages public folder permissions, and provides other Exchange management features. 
extVIEW 
The extVIEW Active Directory View/Search Software for Intranets is a browser-based solution that makes viewing and searching Active Directory users and resources fast, easy, and accurate.
GALHider 
GALHider allows network administrators to easily hide and show users in the Exchange Global Address List (GAL). GALHider is compatible with Windows 95/98/ME/NT/2000/XP/Server 2003.GALHider requires a network with Active Directory and Microsoft Exchange. 
GALsync 
Synchronize objects between multiple domains and forests – Share information securely between Exchange organizations. GALsync allows you to share Exchange mail-enabled objects of your Active Directory forest with other forests. Transfer types are ftp, windows shares and email. Encryption possible. Sharing objects helps users in one or both messaging organizations to access information about users and groups of the partner organization. Easy to use – simple in pricing, no additional software or hardware required. Works fine with Windows 200x and Exchange 200x. Version 2.5 
GenerateSignature FromLDAP 
Small signature generator for Microsoft Outlook, ideal for use in logon scripts. Outlook signature files are generated based on templates that pull data from Active Directory using LDAP.
GroupID 
GroupID takes all of Imanami's core products and bundles them into a suite, integrating functionality and administration while still enabling them to function independently. With GroupID its easy to keep distribution and security groups up to date. Membership will always be accurate and outdated groups will be removed from your Global Address List (GAL).
Mailbox Manager 
Symprex Mailbox Manager allows administrators to maintain mailbox properties, i.e. account information, for mailboxes on Exchange 5.5, 2000 and 2003. Account information can be listed and changed manually or automatically for any number of mailboxes. Update the company, department, office, assistant, contact telephone numbers etc., or set the custom attributes for any number of mailboxes, all at the click of a button. Symprex Mailbox Manager maintains account information and ensures valid up-to-date address lists. 
Microsoft Active Directory Topology Diagrammer 
The Active Directory Topology Diagrammer reads an Active Directory configuration using ActiveX Data Objects (ADO), and then automatically generates a Visio diagram of your Active Directory and /or your Exchange 200x Server topology. The diagrams include domains, sites, servers, administrative groups, routing groups and connectors and can be changed manually in Visio if needed.
Password Control/Bulk Password Control/Bulk Modify 
For helpdesk staff its a simple interface for resetting AD passwords, disabling, enabling and unlocking accounts. For system admins, its a bulk password reset tool. Bulk Modify tool to change attribute values for many user accounts.
PeopleMinder 
PeopleMinder is a simple, easy, and affordable way to alert users that their Windows password is about to expire. PeopleMinder allows administrators to schedule email notification to their end-users of an upcoming Active Directory password expiration. PeopleMinder is both a standalone product or available as an add-on to PeoplePassword. 
PeopleSearch 
Features added to PeopleSearch v.3 include the ability to target Active Directory views to specific groups or users, construct user, computer, and group reports against Active Directory, localize your installation using multilanguage support. PeopleSearch uses a web browser to retrieve information stored in the directory, such as telephone number, location, title, and manager. Administrators can customize PeopleSearch to set up searches for any object or attribute in the Active Directory, as well as configure how search results are displayed in the browser. Version 3. 
PeopleUpdate 
PeopleUpdate provides a web-based search and update interface for Microsoft Active Directory environments. PeopleUpdate allows for search, export, and update functionality from a web-based interface. PeopleUpdate allows for drop-down lists and input masks for controlling data being updated. Version 3.
Priasoft Migration Suite for Exchange 
The new Priasoft Migration Suite for Exchange is a stand-alone, single-step Exchange migration solution for migrating from Exchange 5.5, 2000, 2003, or 2007 to Exchange 2000, 2003, 2007, or 2010. Priasoft Migration Suite for Exchange works without migration expertise or pricey product consultants, and combines all the tools you need to migrate. To see for yourself how Priasoft can easily and successfully manage your migration, visit our Web site for a FREE EVALUATION.
SmartDL 
Build distribution lists based on queries against the Exchange 5.5 directory or Active Directory, either with or without Exchange Server, or from files, databases, or other external sources. Also provides tools for managing all types of DLs and groups and printing DL lists. Supports Exchange 5.5 and 2000/2003/2007. 
Spotlight on Active Directory 
The Spotlight on Active Directory Pack provides you with the information you need to quickly resolve AD issues before they impact users. Identify replication, performance and availability problems, get real-time diagnostics and proactive problem resolution, and automate AD troubleshooting and repair.
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Abstract 

In the Microsoft® Windows® 2000 operating system, the Active Directory™ service provides user and computer accounts and distribution and security groups. The operating system integrates user, computer, and group security with the Windows 2000 security subsystem as a whole. This paper introduces administrators unfamiliar with Windows 2000 to the way users, computers, and groups are organized and how user authentication and authorization are used to provide security.
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Introduction

A great part of network administration involves management of users, computers, and groups. A successful operating system must ensure that only properly authenticated users and computers can logon to the network and that each network resource is available only to authorized users. In the Microsoft® Windows® 2000 operating system, the Active Directory™ service plays several major roles in providing security. Among these roles are the efficient and effective management of user logon authentication and user authorization. Both are central features of the Windows 2000 security subsystem and both are fully integrated with Active Directory.

Active Directory user authentication confirms the identity of any user trying to log on to a domain and lets users access resources (such as data, applications, or printers) located anywhere on the network. A key feature of Windows 2000 user authentication is its single sign-on capability, which makes multiple applications and services available to the user over the network without the user having to provide credentials more than once.

Active Directory user authorization secures resources from unauthorized access. After a user account has received authentication and can potentially access an object, the type of access actually granted is determined by what user rights are assigned to the user and which access control permissions are attached to the objects the user wishes to access. An object is a distinct, named set of attributes, and includes shared resources such as servers, shared volumes, and printers; network user and computer accounts; as well as domains, applications, services, and security policies.

This paper describes Windows 2000 users, computers, and groups from the perspective of security, with an emphasis on the security issues of authentication and authorization. The following sections cover these topics:

· Active Directory User and Computer Accounts

· Active Directory Groups

· User Authentication

· User Authorization

For security topics not covered in this paper and for information about the structure of Active Directory (including Active Directory objects, domains, trees, forests, trusts, organizational units, and sites), see the section "For More Information" at the end of this document.

Concepts

The following definitions will help you understand the basic concepts that are used throughout the paper:

· User rights are assigned to groups (or users). User rights include both privileges (such as Back Up Files and Directories) and logon rights (such as Access this Computer from Network).

· Access control permissions (such as Read, Write, Full Control, or No Access) are attached to Windows 2000 objects. In the case of Active Directory objects, access control can be defined not only for each object in the directory but also for each property of each object. (For a list of all object types, see the section "Object Types, Managers, and Tools.")

· Access token. Each time a user logs on, Windows 2000 creates an access token. The access token is a representation of the user account and contains the following elements:

· Individual SID. Security identifier (SID) representing the logged-on user

· Group SIDs. SIDs representing the logged-on user's group memberships

· User Rights. Privileges (associated with each SID) granted to the user or to groups to which the user belongs

· When the user tries to access an object, Windows 2000 compares each SID in the user's access token to entries in an object's discretionary access control list (DACL) to determine whether the user has permission to access the object and, if access is allowed, what type of access it is. In some cases, user rights in the user's token may override the permissions listed in the DACL and access may be granted that way.

· An access token is not updated until the next logon, which means that if you add a user to a group, the user must log off and log on before the access token is updated.

· Security identifier (SID). A SID is a code that uniquely identifies a specific user, group, or computer to the Windows 2000 security system. A user's own SID is always attached to the user's access token. When a user is made a member of a group, the SID for that group is also attached to the user's access token.

· Access Control List (ACL). Each Active Directory object (as well as each file, registry key, and so on) has two associated ACLs:

· DACL. The discretionary access control list (DACL) is a list of user accounts, groups, and computers that are allowed (or denied) access to the object.

· SACL. The System Access Control List (SACL) defines which events (such as file access) are audited for a user or group.

· Access Control Entry (ACE). A DACL or SACL consists of a list of Access Control Entries (ACEs), where each ACE lists the permissions granted or denied to the users, groups, or computers listed in the DACL or SACL. An ACE contains a SID with a permission, such as Read access or Write access. Windows 2000 combines access permissions—if you have Read access to an object because you are a member of Group A and if you have Write access because you are a member of Group B, you have both Read and Write access to the object. However, if you have No Access as a member of Group C, you will not have access to the object.

Figure 1 shows how a user's access token and an object's DACL let the user (in this case) access the object. When the user, Adam, requests access to the payroll file object, Windows 2000 compares each SID in Adam's access token to each ACE in the DACL to see if access is explicitly denied to Adam or to any group to which Adam belongs. It then checks to see if the requested access is specifically permitted. Windows repeats these steps until it encounters a No Access or until it has collected all the necessary permissions to grant the requested access. If the DACL does not specifically allow permission for each requested access, access is denied.




Figure 1: User authentication creates an access token for the user. The access token contains the user's primary SID, together with the SIDs of any groups to which the user belongs. This user is authorized to access this domain resource, a payroll file. 
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Active Directory User and Computer Accounts

The Windows 2000 operating system uses a user or computer account to authenticate the identity of the user or computer and to authorize or deny access to domain resources. For example, users who are members of the Enterprise Administrators group are, by default, granted permission to log on at any domain controller in the Active Directory forest. Administrators can audit actions performed by user or computer accounts.

You add, disable, reset, or delete user and computer accounts using the Active Directory Users and Computers tool.

This section covers the following topics:

· User Accounts

· Computer Accounts

· Security Principals

· Group Policy Applied to User and Computer Accounts

User Accounts

A user requires an Active Directory user account to log on to a computer or to a domain. The account establishes an identity for the user; the operating system then uses this identity to authenticate the user and to grant him or her authorization to access specific domain resources.

User accounts can also be used as service accounts for some applications. That is, a service can be configured to log on (authenticate) as a user account, and it is then granted access to specific network resources through that user account.

Predefined User Accounts 

Windows 2000 provides the following two predefined user accounts1:

· Administrator account

· Guest account

You can use these accounts to log on locally to a computer running Windows 2000 and to access resources on the local computer. These accounts are designed primarily for initial logon and configuration of a local computer. The Guest account is disabled and you must enable it explicitly if you want to allow unrestricted access to the computer. The Administrator account is the most powerful account because it is a member of the Administrators group by default. This account must be protected with a strong password to avoid the potential for security breach to the computer.

To enable the Windows 2000 user authentication and authorization features, you create an individual user account for each user who will participate on your network. Then add each user account—including the Administrator and Guest accounts—to Window 2000 groups, and assign appropriate rights and permissions to each group.

Computer Accounts

Like user accounts, Windows 2000 computer accounts provide a means for authenticating and auditing the computer's access to the network2 and its access to domain resources. Each Windows 2000 computer to which you want to grant access to resources must have a unique computer account.

Computers running Windows 98 and Windows 95 do not have the advanced security features of those running Windows 2000 and Windows NT, and they cannot be assigned computer accounts in Windows 2000 domains. However, you can log on to a network and use Windows 98 and Windows 95 computers in Active Directory domains.

Security Principals

Active Directory user and computer accounts (as well as groups, covered later) are referred to as security principals, a term that emphasizes the security that the operating system implements for these entities. Security principals are directory objects that are automatically assigned SIDs when they are created. Objects with SIDs can log on to the network and can then access domain resources.

If you establish a trust relationship between a domain in your Windows 2000 forest and a Windows 2000 domain external to your forest, you can grant security principals from the external domain access to resources in your forest. To do so, add external security principals to a Windows 2000 group, which causes Active Directory to create a "foreign security principal" object for those security principals3. You can make foreign security principals members of domain local groups (covered later). You cannot manually modify foreign security principals, but you can see them in the Active Directory Users and Computers interface by enabling Advanced Features.

Group Policy Applied to User and Computer Accounts

In the Windows 2000 operating system environment, you can associate Group Policy configuration settings with three Active Directory containers—organizational units (OUs), domains, or sites. Group Policy settings associated with a given container either affect all users or computers in that container, or they affect specified sets of objects within that container. You can use Group Policy to configure security options, manage applications, manage desktop appearance, assign scripts, and redirect folders from local computers to network locations. The system applies group policy to computers at boot time or to users when they log on. (You can also set the group policy refresh interval policy for users or computers; the default refresh interval for both users and computers is 90 minutes.)

Here are three examples of using group policy settings:

· Set the minimum password length and the maximum length of time that a password remains valid for an entire domain.

· Assign logon and logoff scripts to the user accounts in each organizational unit.

· Specify which applications are available to users when they log on.

For detailed information about Group Policy, see "For More Information."
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Active Directory Groups

Groups are Active Directory (or local computer) objects that can contain users, contacts, computers, and other groups. In Windows 2000, groups are created in domains, using the Active Directory Users and Computers tool. You can create groups in the root domain, in any other domain in the forest, in any organizational unit, or in any Container class object (such as the default Users container). Like user and computer accounts, groups are Windows 2000 security principals; they are directory objects to which SIDs are assigned at creation.

You can nest groups; that is, you can add a group as a member of another group (according to specified rules—see the section "Mode Governs Nesting Options"). Nesting groups makes it easier to manage users and can reduce network traffic caused by replication of group membership changes.

Planning group strategies is an essential part of deploying Active Directory. Before you create groups, determine the number of domains you will have on your network and which of those domains (if any) are mixed-mode and which are native-mode:

· Mixed-mode domain. The Windows 2000 operating system installs, by default, in a mixed-mode network configuration. A mixed-mode domain is a networked set of computers running both Windows NT 4.0 and Windows 2000 domain controllers. (You can also have a mixed-mode domain running only Windows 2000 domain controllers.)

· Native-mode domain. You can convert a domain to native mode when it contains only Windows 2000 Server domain controllers.

Important: Do not change from mixed to native mode if you have, or will have, any Windows NT 4.0 backup domain controllers (BDCs) in the domain. Changing a domain from mixed mode to native mode is an irreversible operation.

Both mixed-mode and native-mode domains can contain Windows NT 4.0 member servers and Windows NT and Windows 9.x clients.

The following sections discuss the structure of groups and how you can use the various groups to help organize your network:

· Group Type: Security or Distribution

· Group Scope: Local, Domain Local, Global, or Universal

· How Domain Mode Affects Groups

· Windows 2000 Built-in, Predefined, and Special Groups

· Groups on Standalone Servers and Windows 2000 Professional

Group Type: Security or Distribution

Windows 2000 Server has two kinds of groups:

· Distribution groups

· Security groups

Although this section is primarily about the role groups play in security, distribution groups are also briefly described to clarify the difference between the two group types. The next two subsections describe the characteristics of security and distribution groups.

Distribution Groups 

Distribution groups have only one function—to create e-mail distribution lists. You use distribution groups with e-mail applications (such as Microsoft Exchange) to send e-mail to the members of the group. As with a security group, you can add a contact to a distribution group so that the contact receives e-mail sent to the group.

Distribution groups play no role in security (you do not assign permissions to distribution groups), and you cannot use them to filter Group Policy settings.

Security Groups 

In the Windows 2000 operating system, security groups are an essential component of the relationship between users and security. Security groups have two functions:

· To manage user and computer access to shared resources

· To filter Group Policy settings

You collect users, computers, and other groups into a security group and then assign appropriate permissions to specific resources (such as file shares and printers) to the security group. This simplifies administration by letting you assign permissions once to the group instead of multiple times to each individual user. When you add a user to an existing group, the user automatically gains the rights and permissions already assigned to that group.

Integral to understanding security groups is the concept of an access token. As explained in the Introduction, an access token is an object containing the security information for a logon session. Windows 2000 creates an access token when a user logs on, and every process executed on behalf of the user has a copy of the token. (A process is software that is currently running.) The token identifies the user, the security groups to which the user belongs, and the privileges granted to the user and to the user's security groups. The system uses the token to control access to securable objects and to control the ability of the user to perform various system-related operations on the local computer.

If you use an e-mail client that can use Active Directory for address book lookup, or an e-mail system that uses Active Directory as its directory (such as Exchange 2000), you can also use security groups to send e-mail to all members of the group. You can add a contact to a security group, and that contact is sent e-mail along with the other members of the group. However, you cannot assign rights and permissions to a contact.

When implementing an administration strategy for security groups, keep the following general guidelines in mind:

· Small organizations. Some small organizations with a Windows 2000 native-mode forest will choose to use security groups with Universal scope to manage all their group needs. For organizations that expect to grow, two alternative strategies are available:

· Use Universal groups initially and then convert to the Global/Local pattern (described next) recommended for medium to large organizations.

· Some growing small organizations will choose to implement the Global/Local pattern used by larger organizations from the start. Because groups with universal scope (and their members) are listed in the global catalog database4, a large number of universal groups—especially where membership changes frequently—can cause a lot of replication traffic. If this is the situation, use the guidelines for medium to large organizations.

· Medium to large organizations. Experience shows that using the approach described below will help you achieve maximum flexibility, scalability, and ease of administration when managing security groups. Using Account (global) groups and Resource (local) groups in the way described here lets you use groups to mirror your organization's functional structure.

· Put users into security groups with global scope. A global group can usually be thought of as an Accounts group, that is, a group that contains user accounts.

· Put resources into security groups with domain local (or machine local) scope. A local group can usually be thought of as a Resource group, that is, a group to which you assign permissions to access a resource.

· Put a global group into any domain local (or machine local) group in the forest (this is especially efficient when more than one domain is involved).

· Assign permissions for accessing resources to the domain local (or machine local) groups that contain them.

· Delegate administration of groups to the appropriate manager or group leader.

Understanding what these guidelines mean requires understanding the different kinds of group scope, explained in the next section.

Group Scope: Local, Domain Local, Global, or Universal

Both types of group—security and distribution—can have one of three scopes (four when you include local groups, which exist in Windows 2000 to provide backward compatibility with Windows NT groups). A group's scope determines the extent to which the group can be nested in other groups or referenced in DACLs on resources in the Active Directory domain or forest.

Important: In the following discussion of group scope, remember that you assign permissions only to security groups (not to distribution groups).

By default, when you create a new group, it is configured as a security group with global scope (in both mixed-mode and native-mode domains).

If you have multiple forests, you can place groups (or users—but, typically, you should put users only into global groups) from any trusted domain into a local or domain local group. You can establish trust between any two domains in any two forests.

The four possible Windows 2000 group scopes are:

· Groups with local scope (also called local groups)

· Groups with domain local scope (also called domain local groups)

· Groups with global scope (also called global groups)

· Groups with universal scope (also called universal groups)

With some minor differences, domain local and global groups exist in the Windows NT operating system (where they are called local groups and global groups). Universal groups are new in Windows 2000. The following subsections describe each type of group scope.

Groups with Local Scope 

The local groups used in both Windows NT and Windows 2000 are precursors of and are in some ways similar to the domain local groups (described next) introduced in Windows 2000. Local groups are sometimes referred to as machine local groups to contrast them with domain local groups. Local groups have the following features:

· Mode. Local groups are the only type of local group available in a Windows 2000 mixed-mode domain. In the case of Windows 2000 native-mode domains, only Built-in groups have local scope.

· Membership. Local groups can have members from anywhere in the forest, from trusted domains in other forests, and from trusted down-level domains.

· Permissions. A local group has only machine-wide scope; that is, it can be used to grant resource permissions only on the machine on which it exists. (Note, however, that local groups created on a domain controller are available on every domain controller in that domain and can be used to grant resource permissions on any domain controller in that domain.)

Groups with Domain Local Scope 

Domain local groups, a new feature of the Windows 2000 operating system, have the following features:

· Mode. Domain local groups are available only in native-mode (but not mixed-mode) domains.

· Membership. Like local groups, domain local groups can have members from anywhere in the forest, from trusted domains in other forests, and from trusted down-level domains.

· Permissions. A domain local group has domain-wide scope; that is, it can be used to grant resource permissions on any Windows 2000 machine within the domain in which it exists (but not beyond its domain).

Using Domain Local Groups 

Groups with domain local scope are designed to be used in DACLs on a domain's resources. That is, domain local groups help you define and manage access to resources within a single domain.

For example, to give five users access to a particular printer, you could add all five user accounts, one at a time, to the printer permissions list. Later, if you wanted to give the same five users access to a new printer, you would again have to specify all five accounts in the permissions list for the new printer. Or, you could take advantage of groups with domain local scope. To do so, perform the following steps:

1. Create a group with domain local scope, and assign it permission to access the printer (this is the Resource group).

2. Put the five user accounts into a group with global scope (this is the Accounts group), and add this global group to the group having domain local scope. (Global groups are described in the next subsection.)

Now, when you want to give another five users access to this printer, you can simply add them to the global group that is a member of the domain local group which has permission to access the printer, and you are done. Doing so gives all five new members of the group access to the printer in one step. Using domain local groups in this way provides the following benefits:

· Membership of the domain local group is controlled by the administrator(s) where the resource (the printer) is located, not where the users are—which makes it in line with how administration is typically done.

· Because a domain local group is associated with an access token built when a member of that group authenticates to a resource in that domain, unnecessary network traffic (carrying of membership information) is avoided. (If, instead, you assigned a global group permission to access the printer, the global group can end up in a user's token anywhere in the forest, causing unnecessary network traffic.)

Groups with Global Scope 

Global groups, effectively the same as Windows NT global groups, have the following features:

· Mode. Global groups exist in both mixed-mode and native-mode domains.

· Membership. Global groups can have members from within their own domain (only).

· Permissions. Although a global group is limited to domain-wide scope as far as membership goes, it can be made a member of machine or domain local groups or granted permissions in any domain (including trusting domains in other forests and down-level domains with which a trust relationship exists). That is, groups with global scope can be put into other groups in any trusting domain.

Using Global Groups 

Groups with global scope help you manage directory objects that require daily maintenance, such as user and computer accounts.

Use global groups to collect users or computers that are in the same domain and share the same job, organizational role, or function. For example, "Full-time employees," "Managers," "RAS Servers" are all possible global groups. Because group members typically need to access the same resources, make these global groups members of domain local or machine local groups, which, in turn, are listed on the DACL of needed resources. Membership of these groups can be efficiently managed by administrators of user domains, because these administrators are familiar with the functions and roles played by users and computers in their domain.

Groups with Universal Scope 

Universal groups, a new feature of the Windows 2000 operating system, have the following features:

· Mode. Universal groups are available only in native-mode domains.

· Membership. Universal groups can have members from any Windows 2000 domain in the forest. (Universal groups can contain members from mixed-mode domains in the same forest, but this is not recommended. Members from such domains cannot have the universal group's SID added to their access token because universal groups are not available in mixed-mode domains. Therefore, troubleshooting access problems would be difficult.)

· Permissions. Universal groups can be granted permissions in any domain, including in domains in other forests with which a trust relationship exists.

Using Universal Groups 

A small organization can use universal groups to implement a relatively simple group structure. If you choose to use groups with universal scope in a multi-domain environment, these groups can help you represent and consolidate groups that span domains. For example, you might use universal groups to build groups that perform a common function across an enterprise.

Although few organizations will choose to implement this level of complexity, you can add user accounts to groups with global scope, nest these groups within groups having universal scope, and then make the universal group a member of a domain local (or machine local) group that has access permissions to resources. Using this strategy, any membership changes in the groups having global scope do not affect the groups with universal scope.

A useful guideline is to designate widely used groups that seldom change as universal groups. The reasons for this approach are explained next.

Group Scope and Replication Traffic 

Groups having universal scope—and all of their members—are listed in the global catalog. Whenever one member of a group with universal scope changes, the entire group membership must be replicated to all global catalogs in the domain tree or forest. Therefore, if you use groups with universal scope, use them in situations where the membership of the group does not change frequently.

Groups having global or domain local scope are also listed in the global catalog, but their individual members are not listed. Using these groups thus reduces the size of the global catalog and reduces the replication traffic needed to keep the global catalog up-to-date. Therefore, use groups with global or domain local scope if the group membership changes frequently.

How Domain Mode Affects Groups

As explained above, a mixed-mode domain typically has one or more Windows NT Server 4.0 domain controllers in addition to Windows 2000 domain controllers, although it can have only Windows 2000 domain controllers. A native-mode domain can have only Windows 2000 Server domain controllers. Both mixed-mode and native-mode domains can include Windows NT 4.0 member servers and Windows NT and Windows 9.x clients.

Important: Do not change from mixed to native mode if you have, or will have, any Windows NT 4.0 backup domain controllers (BDCs) in the domain. Changing a domain from mixed mode to native mode is an irreversible operation.

Mode Determines Whether You Can Convert Group Types 

In a native-mode domain, you can convert a security group to a distribution group and vice versa. You cannot convert either group to the other in a mixed-mode domain. A Windows NT domain controller cannot handle group type conversion because it sees only security-enabled groups.

Mode Affects Security and Distribution Groups Differently 

Distribution groups are not affected by mode because distribution group membership is not enumerated at logon. If a process needs to know the composition of the group, it has to ask an Active Directory server, which, by definition, is a Windows 2000 domain controller.

Whether a domain is native or mixed mode does affect the behavior of security groups. When a user logs on to a domain account, the user's security group membership is resolved on the domain controller that handles the logon. In mixed mode, if a Windows NT 4.0 domain controller handles the logon, then it must be able to enumerate the members of the security groups to which the user belongs. Thus, the behavior of security groups in a Windows 2000 domain running in mixed mode must match the behavior of security groups in Windows NT 4.0.

Mode Governs Nesting Options 

Updates to the Active Directory store must be made in a single transaction. One consequence of this is that you should not create groups with more than 5,000 members. Because group memberships are stored in a single multi-valued attribute, a change to the membership requires that the whole attribute—that is, the whole membership list—be updated in a single transaction. Microsoft has tested and supports group memberships of up to 5,000 members.

Windows 2000 lets you get around this limitation by nesting groups to increase the effective number of members. Nesting also lessens the amount of network traffic caused by replication of group membership changes.

Available nesting options depend on whether the domain is in native mode or mixed mode. The following list describes what can be contained in a group that exists in a native mode domain:

· Groups with universal scope can contain user accounts, computer accounts, other universal groups, and global groups from any trusted domain.

· Groups with global scope can contain user accounts from the same domain and other global groups from the same domain.

· Groups with domain local scope can contain user accounts, universal groups, and global groups from any trusted domain. They can also contain other domain local groups from within the same domain. (Typically, put user accounts into global groups, not into domain local groups, then put the global groups into domain local groups, and then assign access permissions to resources to the local groups.)

Security groups in a mixed-mode domain can contain only the following:

· Local groups can contain global groups and user accounts from trusted domains. (It is not recommended to put users directly into local groups; instead, put users into global groups, put global groups into local groups, and then assign permissions to the local groups).

· Global groups can contain only user accounts.

Changing to Native Mode Impacts Groups

When a Windows NT primary domain controller (PDC) is upgraded to Windows 2000 Active Directory, Windows NT local groups become Windows 2000 local groups and Windows NT global groups become Windows 2000 global groups. When a domain is converted to native mode, local groups become domain local groups.

When a user is authenticated, an access token is created for the user containing his or her primary SID, together with the SIDs of any groups he or she belongs to. At the time the domain is switched to native mode, because domain local groups have domain-wide scope, the SIDs of any domain local groups of which the user is a member are now added to the user's access token.

Windows 2000 Built-in, Predefined, and Special Groups

Windows 2000 provides three sets of default groups: Built-in, Predefined, and Special groups. These default groups are summarized in "Appendix A: Built-in, Predefined, and Special Groups".

Groups on Standalone Servers and Windows 2000 Professional

Universal groups, group nesting, and the distinction between security and distribution groups are available only on Active Directory domain controllers and Windows 2000 member servers. Group accounts on Windows 2000 Server stand-alone servers and on Windows 2000 Professional function as in Windows NT 4.0:

· The only groups you can create locally on a stand-alone server or Professional workstation are local groups.

· A local group created on a stand-alone server or Professional workstation can be assigned permissions only on that computer.

However, if you join a Windows 2000 Professional computer to a Windows 2000 domain, the workstation can display global groups and universal groups both from that domain and from all domains in the forest. You can assign permissions for the local computer to these groups or place them in the local computer groups.
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User Authentication

User authentication confirms the identity of any user trying to log on to a domain or access network resources. Windows 2000 authentication enables single sign-on to all network resources. A user can log on to the domain once, using a single password or smart card, and can then access resources on any computer in the domain. For users, single sign-on provides quick and efficient access to resources. For administrators, single sign-on reduces the amount of support required for users because the administrator needs to manage only one account per user.

Windows 2000 user authentication, including single sign-on, is implemented as a single, two-part process: interactive logon and network authentication. Successful user authentication depends on both parts of this process. The first two subsections briefly describe these two aspects of authentication. The third subsection describes authenticating external users:

· Interactive logon

· Network authentication

· Using certificates to authenticate external users

For detailed technical descriptions of Windows 2000 user authentication, see the Windows 2000 Resource Kit "Authentication" chapter listed in "For More Information."

Interactive Logon

Interactive logon (the first part of the single sign-on process) confirms the user's identity to the user's Active Directory domain account or local computer. When a user walks up to the computer to start work, the user logs on, that is, presents credentials (domain or local) to the computer to gain access to its resources (monitor, keyboard, mouse, local disk, network access, and so on). This process differs depending on the type of user account:

· Domain account. With a domain account, a user logs on to the network (with a password or smart card) using single sign-on credentials stored in Active Directory. After logging on with a domain account, an authorized user can access resources in the domain and any trusting domains.

· If a password is used to log on to a Windows 2000 computer using a domain account in a Windows 2000 domain, Windows 2000 uses Kerberos version 5 (V5) for authentication. If a smart card is used instead of a password, Windows 2000 uses Kerberos V5 authentication with certificates.

· If the authenticating domain controller is a Windows NT 4.0 domain controller or if the user's computer is a Windows NT 4.0 computer, then the authentication used is Windows NT LAN Manager (NTLM). (See next section for more about Kerberos and NTLM.)

· Local account. With a local computer account, a user logs on to a local computer using credentials stored in that computer's Security Accounts Manager5(SAM), which is the Windows 2000 local security account database. Any Windows 2000 computer that is not a domain controller can store local user accounts, but those accounts can be used for access only to that local computer.

Network authentication (described next) is transparent to users using a domain account. When using the domain account, the user's credentials are used for a single sign-on. Users using a local computer account, however, must provide credentials (such as a user name and password) each time they access a network resource.

Network Authentication

Network authentication (the second part of the single sign-on process) confirms the user's identity to any network service the user attempts to access. For network authentication, Windows 2000 uses one of the following industry-standard types of authentication:

· Kerberos V5 authentication. Kerberos V5, the default method of network authentication for services for computers running Windows 2000 server or client software, is the primary security protocol for authentication within Windows 2000 domains. Based on Internet standard security, Kerberos V5 authentication is used with either a password or a smart card for interactive logon. Kerberos provides fast, single logon to Windows 2000 Server-based resources, as well as to other environments that support this protocol.

The Kerberos V5 protocol verifies both the identity of users and of network services. This dual verification, called mutual authentication, takes place between a client and server—the server verifies the client identity, and the client verifies the server's identity. Kerberos replaces NTLM (see next subsection) as the primary security protocol for access to resources within or across Windows 2000 Server domains. If any computer involved in a transaction does not support Kerberos V5, the system uses the NTLM protocol.

The Kerberos V5 authentication mechanism issues tickets for accessing network services. A ticket, issued by a domain controller, is a set of identification data for authenticating a security principle. Tickets contain encrypted data (including an encrypted password) that confirms the user's identity to the requested service. Except for entering a password or smart card credentials, the Kerberos authentication process is invisible to the user. For a detailed technical description of Windows 2000 and Kerberos (and for some information about NTLM), see the link to the "Windows 2000 Kerberos Authentication" white paper listed in "For More Information."

· Windows NT LAN Manager (NTLM) authentication. NTLM authentication also provides network authentication within Windows 2000 domains. In Windows 2000, NTLM is used as the authentication protocol for transactions between two computers in a domain, where one or both computers is running Windows NT 4.0 or earlier. (Recall that by default, Windows 2000 is installed in a mixed-mode network configuration—that is, a configuration that uses any combination of Windows NT 4.0 and Windows 2000.) NTLM is used when either the client or server uses an earlier version of Windows. That is, computers with Windows 3.x, Windows 95/98, as well as Windows NT Workstation 4.0 use the NTLM protocol for authentication in Windows 2000 domains. NTLM is also the authentication protocol for computers not participating in a domain, such as standalone servers and workgroups.

· Secure Sockets Layer/Transport Layer Security (SSL/TLS) authentication. SSL/TLS provides authentication when a user attempts to access a secure Web server. SSL/TLS consists of four operations:

· Handshake and cipher suite negotiations. Client and server contact each other and choose a common cipher suite. The suite includes a method for exchanging the shared secret key; a method for encrypting data; and a Message Authentication Code (MAC) specifying how application data will be hashed and signed to prove integrity.

· User identity authentication. The server always authenticates its identity to the client. However, whether the client needs to authenticate with the server depends on the application. The exact authentication method (primarily, which digital certificate format will be used) depends on the negotiated cipher suite.

· Key exchange. After choosing a cipher suite, the client and server exchange a key, or the precursors with which to create a key, that they will use for data encrypting (again, depending on the negotiated cipher suite's requirements).

· Application data exchange. The client application and the server application communicate with each other. All data is encrypted using the negotiated bulk encryption method.

Using Certificates to Authenticate External Users

Organizations must often support authentication of external users, individuals who do not have an account in Active Directory. Examples of when you may want to provide external users with secure access to specific data within the enterprise include corporate partners who need extranet access, a department that needs access to another department's intranet pages, or part of the public to whom you may want to provide selective access.

Active Directory supports external user authentication. To authenticate external users, you must do the following:

· Use a certificate. The external user must have a certificate. A certificate is a file used for authentication and secure exchange of data on nonsecured networks, such as the Internet. A certificate securely binds a public key to the entity that holds the corresponding private key held by the individual. Certificates are digitally signed by the issuing certification authority (CA) and can be managed for a user, a computer, or a service.

The external user's certificate must be issued by a CA that is listed in the certificate trust list for (or trusted by) the Active Directory site, domain, or organizational unit in which you have created the user account.

· Create a user account. You must establish a user account (for use by one or more external users).

· Map the certificate to the account. You must create a name mapping between the external user certificate and the Active Directory account you have created for authenticated access.

Any external user whose client program presents a mapped certificate can then access the permitted locations published on the appropriate Web site for your organization. The authentication process is transparent to the external user.
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User Authorization

Besides confirming the identity of anyone attempting to access the network (user authentication, described in the preceding section), a good security system also protects specific resources—such as payroll data—from access by inappropriate users.

Active Directory secures resources from unauthorized access. From the standpoint of the user, controlling access to resources, or objects, on the network is called user authorization. From the standpoint of the object being protected, it is called object-based access control. Once a user account has received authentication and can potentially access an object, the type of access granted is determined by either the user rights that are assigned to the group (or user) or the access control permissions that are attached to the object.

This section covers these topics in the following subsections:

· User rights: Assigned to groups

· Access control permissions: Attached to objects

User Rights: Assigned to Groups

As an administrator, you can assign specific user rights to group accounts or to individual user accounts. You can think of them as user or group rights, rather than as simply user rights, because typically you assign rights to a group rather than to an individual user. There are two types of user rights:

· Privileges. For example, the right to back up files and directories.

· Logon rights. For example, the right to logon locally.

Note: Strictly speaking, logon rights, which refer to the local computer, do not belong in a discussion of Active Directory. They are included here briefly for clarity, because they are one type of user right. The other type of user right (privileges) can override permissions assigned to Active Directory objects and are thus integral to this discussion.

User rights are different from permissions (described next) because user rights apply to user accounts, whereas permissions are attached to objects.

Although user rights can apply to individual user accounts, to simplify the task of account administration user rights are best administered on a group account basis. It is easier to assign the set of user rights once to the group, rather than repeatedly assigning the same set of user rights to each individual user account. To remove rights from a user, you remove the user from the group.

Certain privileges can override permissions set on an object. For example, a user logged on to a domain account as a member of the Backup Operators group has the right to perform backup operations for all domain servers. However, this requires the ability to read all files on those servers, even files on which their owners have set permissions that explicitly deny access to all users, including members of the Backup Operators group. A user right, in this case, the right to perform a backup, takes precedence over all file and directory permissions.

For a complete list of user rights (both privileges and logon rights), see "Appendix B: User Rights."

Access Control Permissions: Attached to Objects

Access control is the process of assigning permissions to access Active Directory objects.

You can assign permissions for objects to the following:

· Groups, users, and special identities in the domain 

· Groups and users in that domain and any trusted domains 

· Local groups and users on the computer where the object resides 

Understanding access control permissions requires understanding the following interrelated concepts:

· Security descriptors

· Object ownership

· Object auditing

· Object permissions and inheritance

Each of these topics is covered in the next subsections.

Security Descriptors 

Windows 2000 implements access control by allowing administrators or owners of objects to assign security descriptors to objects stored in Active Directory (or to other types of objects). A security descriptor is a set of information attached to an object (such as a file, printer, or service) that specifies the permissions granted to different groups (or users), as well as the security events to be audited. For example, for the file temp.dat, you might grant Read, Write, and Delete permissions to the Administrators group, but assign only Read and Write permissions to the Operators group.

For Active Directory objects, in addition to controlling access to a specific object, you can also control access to a specific attribute of that object. For example, you can grant a user access to a subset of information, such as employees' names and phone numbers, but not grant access to the employees' home addresses.

Each security descriptor for an object in Windows 2000 contains four security components:

· Owner. By default, the owner is the creator of the object, except for objects created by an administrator, in which case "Administrators" is the owner.

· Discretionary Access Control List (DACL). As explained in the Introduction, the DACL (often referred to as ACL) is a list of specific groups, user accounts, and computers that are allowed or denied access to an object. To change a DACL, a permission called WRITE_DAC is required.

· System Access Control List (SACL). As explained in the introduction, the SACL specifies which events are to be audited for which user or group. Examples of events you can audit are file access, logon attempts, and system shutdowns. To read or change the SACL, the SeSecurityPrivilege is required.

· Group (for POSIX). The Group component is for POSIX compliance and is associated with the "primary group" set in individual user objects in User Manager. (POSIX is based on the UNIX operating system, but it can be implemented by other operating systems.)

Each assignment of permissions to a group (or user) is known as a permission entry or access control entry (ACE). An ACE is an entry in an access control list (DACL or SACL). The entry contains a SID and a set of access rights. A process (running on behalf of a user) with the user's access token that has a matching security ID is either allowed access rights, denied rights, or allowed rights with auditing. The entire set of permission entries in a security descriptor is known as a permission set. Thus, for the file temp.dat in the example above, the permission set includes two permission entries: one for the Administrators group and one for the Operators group.

Because the Active Directory security model associates a DACL and SACL with each of its containers, objects, and object attributes, administrators can protect their network from intentional hostile acts by attackers and inadvertent mistakes by users.

Permissions can be applied to any object in Active Directory or on a local computer, but, for simplicity of administration, it is important to understand that the majority of permissions should be applied to groups, rather than to individual users.

Object Ownership 

Every Active Directory object has an owner. Windows 2000 assigns an owner to an object when the object is created. By default, the owner is the creator of the object. The owner controls how permissions are set for that object and to whom permissions are granted; that is, the object's owner implicitly has the WRITE_DAC permission.

Administrators create and own most objects in Active Directory and on network servers (when installing programs on the server). Users create and own data files in their home directories, and some data files on network servers. Users may also own objects that they have been allowed to create by way of delegation of administration; for example, users may own computer objects that they join to the domain.

Object ownership can be transferred in the following ways:

· The current owner can grant the Take Ownership permission to other users, allowing those users to take ownership at any time.

· An administrator can take ownership of any object under his or her administrative control by using the Take Ownership privilege that administrators possess on computers they control. For example, if an employee leaves the company, the administrator can take control of the employee's files.

Object Auditing 

Windows 2000 lets you audit users' attempts to access specific objects in Active Directory. You can then view these security-related events in the security log with the Event Viewer.

Object Permissions and Inheritance 

Object permissions, also called access rights, define the type of access granted to a group (or user) for an object or object property. The permissions you can attach to an object vary with the type of object. The following permissions, however, are common to all types of objects:

· Read permissions

· Modify permissions

· Change owner

· Delete

Two types of permissions exist:

· Explicit permissions. Explicit permissions are attached directly to an object, either when the object is created, or by user action. For example, if you create a folder called Programs, the permissions attached to this folder are explicit permissions.

· Inherited permissions. Inherited permissions are propagated to an object from a parent object. Inherited permissions ensure consistency of permissions among all objects within a given container, which eases the task of managing permissions. By default, objects within a container inherit the permissions from that container when the objects are created. For example, after you create the Programs folder, all subfolders and files subsequently created within the Programs folder automatically inherit the permissions from that folder. Thus, the Programs folder has explicit permissions, while all subfolders and files within it have inherited permissions.

In addition, to provide more precise access control, two types of granularity exist:

· Object-type permissions. Object-type permissions define the types of objects (for example, an Active Directory object or a printer object) that a user or group is allowed to create or delete.

· Per-property permissions. For Active Directory objects, Windows 2000 also supports per-property permissions. You can control not only who can see an Active Directory object, but also who has, for example, Read or Write access to specific object properties. Permissions for a single property are the finest level of granularity you can set.

Object Types, Managers, and Tools 

Each type of object is controlled by an object manager and is managed using a specific tool. For example, to change the permissions on an Active Directory object, you use the Active Directory Users and Computers tool. The following table shows each type of object, its object manager, and its management tool:

	Object Type
	Object Manager
	Management Tool

	Active Directory objects
	Active Directory
	Active Directory Users and Computers

	Files and folders
	NTFS
	Windows Explorer

	Shares
	Server service
	Windows Explorer

	Printers
	Print spooler
	Start menu, then select Settings, then Printers

	Services
	Service controllers
	Security Templates, Security Configuration and Analysis

	Registry keys
	The registry
	regedit32 command


A non-Active Directory object can also be represented by an Active Directory object by publishing it in the Active Directory. For example, you can publish a print queue in Active Directory and give only a certain group of users permission to find the queue in the directory. However, the DACL on the print queue object in Active Directory controls only who can read/write the print queue object in the directory; it does not imply anything about access to the actual print queue resource on the print server.

(For more about object publishing, see the link to "Active Directory Architecture" in "For More Information".)
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Summary

Active Directory works with the Windows 2000 security subsystem to ensure that only authenticated users and computers can log on to the network and that each network resource is available only to authorized users or groups.

The Windows 2000 operating system automatically assigns SIDs to Active Directory security principals—user and computer accounts as well as groups—when they are created. Objects with SIDs can log on to the network and can be given or denied access to domain resources.

Active Directory groups can contain users, contacts, computers, and other groups. Before you create groups, you must first determine the number of domains you will have on your network and which of those domains are native-mode and which (if any) are mixed-mode.

Windows 2000 has two group types. You use security groups to manage user, group, and computer access to shared resources and to filter Group Policy settings. You use distribution groups to create e-mail distribution lists.

Both security and distribution groups can have either local, domain local, global, or universal scope. Each kind of scope differs in mode, membership, and permissions. You can make use of this flexibility to build a group structure that fits the size and organizational requirements of your business.

Windows 2000 user authentication is implemented as a two-part process: interactive logon, which confirms the user's identity to the domain or to the local computer, and network authentication, which confirms the user's identity to a network service when the user attempts to access it. Windows 2000 interactive logon provides the user access to multiple applications and services with a single sign-on, and its network authentication supports multiple authentication protocols.

After a user account is authenticated, the type of access granted to the user to specific network objects is determined by user rights, which are assigned to group (or user) accounts, and access control permissions, which are attached to objects. Together, user authentication and user authorization provide a strong, easy to administer security system for your network.

For More Information

For the latest information on Windows 2000 Server and Active Directory, check out the web site at http://www.microsoft.com/windows2000/technologies/directory/ad/default.asp.

In addition, you can look at the following links for more information:

Active Directory Architecture white paper— Active Directory structure, including objects, domains, trees, forests, trusts, organizational units, and sites.

Secure Networking Using Windows 2000 Distributed Security Services white paper—Integration of Active Directory and Windows 2000 distributed security.

Microsoft Security Advisor Website—Security information.

Windows 2000 Group Policy white paper—Details of Windows 2000 group policy.

Windows 2000 Kerberos Authentication white paper—Information about Kerberos (and some about NTLM).

See also the "Authentication," "Access Control," and "User Rights" chapters in Windows 2000 Resource Kit. The Windows 2000 Resource Kit is scheduled to be published by Microsoft Press in the first half of the year 2000. The Resource Kit is also located on the Windows 2000 Server and Advanced Server CDs as part of Support Tools.
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Appendix A: Built-in, Predefined, and Special Groups

Windows 2000 provides the following types of default groups:

	Name
	Scope
	Located In
	Purpose

	Built-in groups: 
Account Operators
Administrators
Backup Operators
Guests
Print Operators
Replicator
Server Operators
Users
	Domain local
	Active Directory Users & Computers tool's Built-in folder 
	You use built-in groups to assign default sets of permissions to users who you want to have all or partial administrative control in that domain. For example, Backup Operations can back up and restore files & folders.

	Predefined groups: 
Group name
Cert Publishers
Domain Admins
Domain Computers
Domain Controllers
Domain Guests
Domain users
Enterprise Admins
Group Policy Admins
Schema Admins
	Global
	Active Directory Users & Computers tool's Users folder 
	You use predefined groups to collect users in this domain into Global groups, and then you place the Global group into Domain local groups in this and other domains. For example, because all users are automatically added to the Domain Users group, you can either assign permissions to a printer to the Domain users group or you can put the Domain Users group into a Domain local group that has permissions for the printer.

	Special identity groups: 
Everyone (all current network users).
Network users (users currently accessing a given network resource; a user becomes a member of this group when the user does a network logon to a machine).
Interactive users (users currently accessing a resource on the local computer; a user becomes a member of this group when the user does an interactive logon to a machine).
Authenticated users (users who authenticate to one of the trusted domains).
Service (service accounts used by the service controller to start services under specific accounts become a member of this group).
Principal Self (special identity that is replaced by the SID of the security principal object (user, group, or computer) during Access Check; this wildcard SID lets users and computers have access to their own objects, and lets members of a group have permissions to the group).
Creator/Owner (special identity that is replaced by the Owner SID in the object's security descriptor; this wildcard SID lets the owner of the object automatically have specific access to the object.)
	n/a
	(Not viewable when you administer groups.)
	Windows 2000 uses special identities to represent different users at different times, depending on circumstances. Although you do not see special identities when administering groups and cannot place special identities into groups, you can assign rights and permissions to resources to special identities.
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Appendix B: User Rights

User rights are privileges and logon rights. You manage both types with the User Rights policy. For a detailed description of each of the privileges and logon rights listed below, see the "User Rights" chapter in the Windows 2000 Resource Kit.

The following list shows the privileges that can be assigned to a user or group:

· Act as Part of the Operating System

· Add Workstations to a Domain

· Back Up Files and Directories

· Bypass Traverse Checking

· Change the System Time

· Create a Token Object

· Create Permanent Shared Objects

· Create a Pagefile

· Debug Programs

· Enable Trusted for Delegation on User and Computer Accounts

· Force Shutdown from a Remote System

· Generate Security Audits

· Increase Quotas

· Increase Scheduling Priority

· Load and Unload Device Drivers

· Lock Pages in Memory

· Manage Auditing and Security Log

· Modify Firmware Environment Values

· Profile a Single Process

· Profile System Performance

· Replace a Process-Level Token

· Restore Files and Directories

· Shut Down the System

· Take Ownership of Files or Other Objects

· Unlock a Laptop

The following list shows the logon rights that can be assigned to a user or group:

· Access This Computer from Network

· Log On Locally

· Log On as a Batch Job

· Log On as a Service

· Deny Access to This Computer from the Network

· Deny Logon as a Batch Job

· Deny Logon as a Service

· Deny Local Logon

The special user account LocalSystem has almost all privileges and logon rights assigned to it, because all processes that are running as part of the operating system are associated with this account, and these processes require a complete set of user rights.

02/00 
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	1
	Some special purpose user accounts used by specific system services also exist (such as IUSR_Servername, which is a built-in account for anonymous access to IIS), but these special user accounts are not under consideration in this paper.

	2
	When a computer accesses the network, this means that system services running on the computer in the LocalSystem context are accessing the network resources.

	3
	If you place an external group (or user) directly into a Discretionary Access Control Lists (DACLs), the security identifier (SID) of the user is added to the DACL and, in this case, no foreign security principal object is created. Note that putting individual users onto DACLs is not recommended.

	4
	The Windows 2000 operating system's global catalog is a database kept on one or more domain controllers. The global catalog plays major roles in logging on users (in a native-mode domain only) and in querying.

	5
	SAM is a protected subsystem of Windows NT and Windows 2000 that maintains the security accounts management database and provides an API for accessing the database. In Windows NT 4.0, both local and domain security principals are stored by SAM in the registry. In Windows 2000, workstation security accounts are stored by SAM in the local computer registry, and domain controller security accounts are stored in Active Directory.
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Object Restore for Active Directory
Recovering Deleted Objects in Active Directory

Restoring deleted objects and information in Active Directory can be a manual and time-consuming task. Native backup and recovery utilities require intense involvement by the administrator, knowledge of what objects were deleted or affected, and require a Domain Controller to be rebooted. As a result, it is difficult for organizations to meet reasonable service levels for restoring deleted information in Active Directory, and avoid recovery pitfalls such as lost productivity and system downtime.

Download Quest Object Restore for Active Directory Freeware
Object Restore for Active Directory Freeware
Object Restore for Active Directory is a free, graphical utility that allows you to instantly recover deleted objects in a Windows Server 2003 or Windows Server 2008 environment without rebooting a Domain Controller. The freeware utility allows viewing Tombstoned objects in Active Directory and reanimating deleted items using Microsoft’s new Tombstone Reanimation interfaces. When you download the Freeware, a six-month key is built in. You will be prompted to re-register on our site at the end of each six-month period.

Recovery Manager for Active Directory
Quest Software’s enterprise Active Directory recovery solution provides all the functionality an administrator needs to ensure their Active Directory is properly backed up, and that deleted Active Directory objects, data and Group Policy Objects can be quickly recovered in the event of corruption or inadvertent modification due to hardware/software failures or human error. Comparison reports highlight what objects and attributes have been changed and deleted in Active Directory enabling efficient, focused recovery at the object or attribute level. Download a free trial of Recovery Manager for Active Directory.


Please Note: Object Restore for Active Directory is unsupported freeware. The license key expires at the end of six months. To renew, you must uninstall the product and reinstall.
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Typically Active Directory is managed using the graphical Microsoft Management Console.

Active Directory is a technology created by Microsoft that provides a variety of network services, including:

· Lightweight Directory Access Protocol LDAP is the industry standard directory access protocol, making Active Directory widely accessible to management and query applications. Active Directory supports LDAPv3 and LDAPv2. 

· Kerberos-based authentication 

· DNS-based naming and other network information 

· Central location for network administration and delegation of authority [2] 

· Information security and single
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When you pass the Implementing and Administering a Microsoft Windows 2000 Directory Services Infrastructure exam, (70-217) you achieve Microsoft Certified Professional status. You also earn credit toward the following certifications:

Core credit toward Microsoft Certified Systems Engineer on Microsoft Windows 2000 certification 

When you pass the Designing a Microsoft Windows 2000 Directory Services Infrastructure exam, (70-219) you achieve Microsoft Certified Professional status. You also earn credit toward the following certifications:

Core or elective credit toward Microsoft Certified Systems Engineer on Microsoft Windows 2000 certification 

These two exams measure your ability to implement, administer, design and troubleshoot information systems and the infrastructure that incorporates Microsoft Windows Active Directory. This series of articles will touch upon most of the required subject areas of Active Directory itself, as well as its administration, overall design and implementation. In addition to your hands-on experience working with the product, you should consider reviewing other sources of information on Active Directory, such as books from Microsoft Press as well as practice tests offered by Practice Test Providers like Boson Software in order to receive feedback on your level of knowledge and exam-readiness prior to taking the actual certification exams. 

Scores on a practice test do not necessarily indicate what your score will be on a certification exam, nor do they show that you will pass your exam at an official test center, but a practice test will give you the opportunity to answer questions that are similar to those on the certification exam and can help you identify your areas of greatest strength and weakness. 

While I am not 100% sure of my entire weekly format, I will be trying to put out the articles with some degree of similarity to the skills that are required knowledge for the exam, which are as follows;

Installing and Configuring Active Directory
· Install forests, trees, and domains 

· Automate domain controller installation 

· Create sites, subnets, site links, and connection objects 

· Configure server objects Considerations include site membership and global catalog designation 

· Transfer operations master roles 

· Verify and troubleshoot Active Directory installation 

· Implement an organizational unit (OU) structure 

Installing, Configuring, Managing, Monitoring, and Troubleshooting DNS for Active Directory
· Install and configure DNS for Active Directory 

· Integrate Active Directory DNS zones with existing DNS infrastructure 

· Configure zones for dynamic updates and secure dynamic updates 

· Create and configure DNS records 

· Manage, monitor, and troubleshoot DNS 

Configuring, Managing, Monitoring, Optimizing, and Troubleshooting Change and Configuration Management
· Implement and troubleshoot Group Policy 

· Create and modify a Group Policy object (GPO) 

· Link to an existing GPO 

· Delegate administrative control of Group Policy 

· Configure Group Policy options 

· Filter Group Policy settings by using security groups 

· Modify Group Policy prioritization 

· Manage and troubleshoot user environments by using Group Policy 

· Install, configure, manage, and troubleshoot software by using Group Policy 

· Manage network configuration by using Group Policy 

· Configure Active Directory to support Remote Installation Services (RIS) 

· Configure RIS options to support remote installations 

· Configure RIS security 

Managing, Monitoring, and Optimizing the Components of Active Directory
· Manage Active Directory objects 

· Move Active Directory objects 

· Publish resources in Active Directory 

· Locate objects in Active Directory 

· Create and manage objects manually or by using scripting 

· Control access to Active Directory objects 

· Delegate administrative control of objects in Active Directory 

· Monitor, optimize, and troubleshoot Active Directory performance and replication 

· Back up and restore Active Directory 

· Perform an authoritative and a nonauthoritative restore of Active Directory 

· Recover from a system failure 

· Seize operations master roles 

Configuring, Managing, Monitoring, and Troubleshooting Security in a Directory Services Infrastructure
· Apply security policies by using Group Policy 

· Create, analyze, and modify security configurations by using the Security Configuration and Analysis snap-in and the Security Templates snap-in 

· Implement an audit policy 

· Monitor and analyze security events 

Analyzing Business Requirements
· Analyze the existing and planned business models 

· Analyze the company model and the geographical scope Models include international, national, regional, branch, and subsidiary offices 

· Analyze company processes Processes include information flow, communication flow, service and product life cycles, and decision-making 

· Analyze the existing and planned organizational structures Considerations include the management model; company organization; vendor, partner, and customer relationships; and acquisition plans 

· Analyze factors that influence company strategies 

· Identify company priorities 

· Identify the projected growth and growth strategy 

· Identify relevant laws and regulations 

· Identify the company's tolerance for risk 

· Identify the total cost of operations 

· Analyze the structure of IT management Considerations include the type of administration, such as centralized or decentralized; funding model; outsourcing; decision-making process; and change-management process 

Analyzing Technical Requirements
· Evaluate the company's existing and planned technical environment 

· Analyze company size and the distribution of users and resources 

· Assess the available connectivity between the geographic locations of work sites and remote sites 

· Assess the net available bandwidth 

· Analyze performance requirements 

· Analyze data and system access patterns 

· Analyze network roles and responsibilities 

· Analyze security considerations 

· Analyze the impact of Active Directory on the existing and planned technical environment Considerations include Microsoft Exchange 2000 

· Assess existing systems and applications 

· Identify existing and planned upgrades and rollouts 

· Analyze the technical support structure 

· Analyze existing and planned network and systems management 

· Analyze the business requirements for client computer desktop management 

· Analyze end-user work needs 

· Identify technical support needs for end users 

· Establish the required client computer environment 

Designing a Directory Service Architecture
· Define the scope of the Active Directory design 

· Design an Active Directory forest and domain structure 

· Design a forest and schema structure 

· Design a domain structure 

· Analyze and optimize trust relationship requirements 

· Design an Active Directory naming strategy 

· Plan the WINS NetBIOS name resolution strategy 

· Design the namespace 

· Plan the DNS strategy 

· Design and plan the structure of organizational units Considerations include administrative control, existing domain structures, administrative policy, and geographic and company structure 

· Develop an organizational unit delegation plan 

· Plan Group Policy object management 

· Develop a change in the configuration management plan for client computers 

· Plan for the coexistence of Active Directory and other directory services 

· Design a schema modification policy 

· Design an Active Directory implementation plan 

Designing Service Locations
· Design the placement of operations masters Considerations include performance, fault tolerance, functionality, and manageability 

· Design the placement of global catalog servers Considerations include performance, fault tolerance, functionality, and manageability 

· Design the placement of domain controllers Considerations include performance, fault tolerance, functionality, and manageability 

· Design the placement of DNS, WINS, and DHCP servers Considerations include performance, fault tolerance, functionality, manageability, and interoperability 

· Design an Active Directory site topology 

· Design a replication strategy 

· Define site boundaries 

Well, that wraps up my introductory article for the series. I hope you found it informative and will return for the next regular weekly installment. If you have any questions, comments or even constructive criticism, please feel free to drop me a note. I want to write good, solid technical articles that appeal to a large range of readers and skill levels and I can only be sure of that through your feedback.

Next week, I plan to write a detailed Introduction to Active Directory column, describing the function of Active Directory and it's physical and logical structure.

Until then, remember, 

"Weak passwords trump strong security."
Jason Zandri
Plan Your Backup and Recovery Implementation

Discussed here are implementation details for the complete plan for backup/restoration/recovery of any server in the Web Services infrastructure.

How to Choose an Appropriate Time for Backup

Backing up a Web server is similar to backing up a corporate local area network (LAN) infrastructure, with some exceptions. On the corporate LAN, network utilization drops outside of core business hours. In a high-volume hosted environment, usage probably rises in the early evening, and a Web site may continue to be popular until the early hours of the morning, especially if your customers' Web reach spans multiple time zones. For this reason, the details of backup scheduling must be determined with full knowledge of the usage patterns of the solution, customer expectations and service level agreements, and so on. It is not possible to prescribe a detailed schedule for performing backups in this document because there are so many individual factors that affect the best design.

The Backup and Restore Utility

Microsoft Windows Server 2003 R2 includes a backup utility. The graphical user interface (GUI) calls this utility Backup; however, it can also be invoked from the command-line as:
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Plan Your Backup and Recovery Implementation

Discussed here are implementation details for the complete plan for backup/restoration/recovery of any server in the Web Services infrastructure.

How to Choose an Appropriate Time for Backup

Backing up a Web server is similar to backing up a corporate local area network (LAN) infrastructure, with some exceptions. On the corporate LAN, network utilization drops outside of core business hours. In a high-volume hosted environment, usage probably rises in the early evening, and a Web site may continue to be popular until the early hours of the morning, especially if your customers' Web reach spans multiple time zones. For this reason, the details of backup scheduling must be determined with full knowledge of the usage patterns of the solution, customer expectations and service level agreements, and so on. It is not possible to prescribe a detailed schedule for performing backups in this document because there are so many individual factors that affect the best design.

The Backup and Restore Utility

Microsoft Windows Server 2003 R2 includes a backup utility. The graphical user interface (GUI) calls this utility Backup; however, it can also be invoked from the command-line as:
ntbackup.exe
The new Backup utility is integrated with the core operating system services, which include Active Directory directory service and File Replication Service (FRS). Active Directory and FRS can exist only on a Windows Server 2003 domain controller, not on a member server. This integration is required for proper backup and restoration of the Active Directory.

Note

Should alternative backup/restore utilities be employed, they must explicitly support Active Directory if they are used to backup domain controllers.

Backup also supports Remote Storage, Removable Storage, disk-to-disk operations, and other new Windows Server 2003 services and features. With Windows Server 2003, data can be backed up to a tape drive, a logical drive, a removable disk, or to various other types of industry storage solutions.

Backup lets you perform the following tasks:

· Backup selected files and folders located on the hard disk. 

· Backup the server system state. These are the files central to system operation. These components include, but are not limited to, the registry, Active Directory and Sysvol (if the system is a domain controller), the COM+ database, and boot files. 

· Restore backed-up files and folders to the hard disk or any other disk you can access (with the exception of some system state data). 

· Schedule regular backups. This will help in the implementation of a solid and consistent backup policy. 

· Make a copy of remote storage data and any data stored on mounted drives. 

Windows Server 2003 Backup offers the following wizards:

· Backup Wizard - Helps you create a backup of your programs and files to help prevent data loss and damage caused by disk failures, power outages, virus infections, and other potentially damaging events. 

· Restore Wizard - Helps you restore your previously backed-up data in the event of a hardware failure, accidental erasure, or other data loss or damage. 

Note

It is important to understand that these features require the use of backup products that are compatible with the new capabilities built into Windows Server 2003, such as those introduced with the updated NTFS 5.0 file system. Running third-party backup products designed for Microsoft Windows NT 4.0 could cause loss of data. Check with your backup vendor to ensure that all backup products are Windows Server 2003-compliant.

Who Can Perform a Backup

Members of the backup operators group can back up and restore anything, including both data and system state information.

Chapter 2 
Introduction to Directory Services and Directory Server 

Directory Server provides a central repository for storing and managing information. Almost any kind of information can be stored, from identity profiles and access privileges to information about application and network resources, printers, network devices and manufactured parts. Information stored in Directory Server can be used for the authentication and authorization of users to enable secure access to enterprise and Internet services and applications. Directory Server is extensible, can be integrated with existing systems, and enables the consolidation of employee, customer, supplier, and partner information. 

Directory Server provides the foundation for the new generation of e-business applications and Web services, with a centralized and distributed data repository that can be used in your intranet or over your extranet with your trading partners. 

This chapter describes the basic concepts you must understand before attempting to design and deploy Directory Server. This chapter is divided into two sections: 

· What Is a Directory Service?
· What Is Directory Server?


What Is a Directory Service? 

This section defines Directory Services and enterprise-wide directory services, in addition to clarifying the differences between directories and databases. It examines the major roles played by directories and establishes exactly where Sun Java System Directory Server fits into the Directory Service picture. This section is divided into the following parts: 

· About Directory Services
· About Enterprise-Wide Directory Services
· About LDAP
· About DSML
· Tuned for Enterprise and e-business Directory Roles
About Directory Services 

Directory services are an essential part of today's network-centric computing infrastructure. Directory-enabled applications now power almost all the mission critical processes of an enterprise, including resource planning, value chain management, security and firewalls, and resource provisioning. Directory services also provide the foundation for deployment of e-business and extranet applications. So what exactly is a Directory Service? 

A directory service is the collection of software and processes that store information about your enterprise, subscribers, or both. An example of a directory service is the Domain Name System (DNS), which is provided by DNS servers. A DNS server stores the mappings of computer host names and other forms of domain name to IP addresses. A DNS client sends questions to a DNS server about these mappings (e.g. what is the IP address of test.example.com?). Thus, all of the computing resources (hosts) become clients of the DNS server. The mapping of host names enables users of the computing resources to locate computers on a network, using host names rather than complex numerical IP addresses. 

Whereas the DNS server stores only two types of information: names and IP addresses, an LDAP directory service can store information on many other kinds of real-world and conceptual objects. Sun Java System Directory Server stores all of these types of information in a single, network-accessible repository. You may for example want to store physical device information, employee information (name, E-mail address), contract or account information (name, delivery dates, contract numbers, etc.), authentication information, manufactured production information. It is worth noting that although a directory service can be considered an extension of a database, directory services generally have the following characteristics: 

· Hierarchical naming model
A hierarchical naming model uses the concept of containment to reduce ambiguity between names and simplify administration. The name for most objects in the directory is relative to the name of some other object which conceptually contains it. For example, the name of an object representing an employee of a particular company contains the name of the object representing the company, and the name of the company might contain the name of the objects representing the country where the company operates, e.g. cn=John Smith, o=Example Corporation, c=US. Together the names of all objects in the directory service form a tree, and each Directory Server holds a branch of that tree, which in the Sun Java System Directory Server documentation is also referred to as a suffix. 

· Extended search capability
Directory services provide robust search capabilities, allowing searches on individual attributes of entries.

· Distributed information model
A directory service enables directory data to be distributed across multiple servers within a network.

· Shared network access
While databases are defined in terms of APIs, directories are defined in terms of protocols. Directory access implies network access by definition. Directories are designed specifically for shared access among applications. This is achieved through the object-oriented schema model. By contrast, most databases are designed for use only by particular applications and do not encourage data sharing.

· Replicated data
Directories support replication (copies of directory data on more than one server) which make information systems more accessible and more resistant to failure.

· Datastore optimized for reads
The storage mechanism in a directory service is generally designed to support a high ratio of reads to writes.

· Extensible schema
The schema describes the type of data stored in the directory. Directory services generally support the extension of schema, meaning that new data types can be added to the directory.

About Enterprise-Wide Directory Services 

Directory Server provides enterprise-wide directory services, meaning it provides information to a wide variety of applications. Until recently, many applications came bundled with their own proprietary user databases, with information about the users specific to that application. While a proprietary database can be convenient if you use only one application, multiple databases become an administrative burden if the databases manage the same information. 

For example, suppose your network supports three different proprietary E-mail systems, each system with its own proprietary directory service. If users change their passwords in one directory, the changes are not automatically replicated in the others. Managing multiple instances of the same information results in increased hardware and personnel costs, a problem referred to as the n+ 1 directory problem. 

An enterprise-wide directory service solves the n+ 1 directory problem by providing a single, centralized repository of directory information that any application can access. However, giving a wide variety of applications access to the directory requires a network-based means of communicating between the applications and the directory. Directory Server provides two ways in which applications can access its enterprise-wide directory: 

· Lightweight Directory Access Protocol (LDAP)

· Directory Services Markup Language (DSML)

About LDAP 

LDAP provides a common language that client applications and servers use to communicate with one another. LDAP-based applications can easily search, add, delete and modify directory entries. LDAP is a "lightweight" version of the Directory Access Protocol (DAP) defined in the ISO/ITU-T X.500 standard. DAP gives any application access to the directory via an extensible and robust information framework, but at an expensive administrative cost. DAP does not use the Internet standard TCP/IP protocol and has complicated directory-naming conventions. LDAP preserves the best features of DAP while reducing administrative burdens. LDAP uses an open directory access protocol running over TCP/IP and uses simplified encoding methods. It retains the X 500 standard data model and can support millions of entries for a comparatively modest investment in hardware and network infrastructure. 

About DSML 

DSML is a markup language that enables you to represent directory entries and commands in XML. This means that XML-based applications using HTTP can take advantage of directory services while staying within the existing web infrastructure. Directory Server implements version 2 of the DSML standard (DSMLv2). For detail regarding the restrictions and extensions to the DSML standard refer to the Directory Server Administration Reference. 

Tuned for Enterprise and e-business Directory Roles 

Online directories that support LDAP have become critical components of e-business infrastructure, supporting identity and risk management in several important roles. They provide a dynamic and flexible means of storing information and retrieving it over the internet, and can of course be configured to use the Secure Sockets Layer (SSL) or Transport Layer Security (TLS) protocols for authenticated and encrypted communications. As protected repositories of personal information, LDAP directories are also a key component for the personalized delivery of services to users of the directory and personalized treatment of information contained in the directory. Directories have the following three primary roles to play, each of which have very different deployment characteristics: 

· Network Operating System (NOS) Directory
A NOS is a distributed operating system that manages multiple requests concurrently in a multiuser environment. It consists of clients and servers configured so that client machines can access the drivers on servers as if they were local drives on the client machine, and servers can handle requests from the client to share files and applications as well as network devices such as printers or faxes. 

A NOS directory is used to administer a NOS allowing intranet users to log in once for all network file and printing requirements. The user population for a NOS directory ranges from 20 to 20,000 users, The NOS directory provides a single point of integrated administration and management for the network and the most important characteristics of this directory role are the tight integration with the NOS and sophisticated management tools for clients and servers. 

· Enterprise Directory
An enterprise directory provides a global repository for shared information about people, organizations, and devices, including white/yellow pages, organization charts, seating charts, information about network devices such as routers, etc. It is important for an enterprise directory to provide flexible ways of organizing data and flexible management tools that can accommodate heterogeneous application environments or autonomous business units (through delegated administration). The user population for an enterprise directory tends to range from between 20,000 and 200,000 users. 

· e-business Directory
An e-business directory maintains information about customers, trading partners, and suppliers, which involves making the information available to an extranet as necessary and appropriate. The user population for an e-business directory is typically millions of users, and in addition to the flexible management tools required the NOS and enterprise directories, e-business directories require a high degree of reliability and scalability to be able to rapidly accommodate millions of users. 

The deployment characteristics of each role vary hugely, and as we will see throughout this Technical Overview, Sun Java System Directory Server is very much tuned for the enterprise and e-business directory roles, in that it provides a single directory service infrastructure for both enterprise and e-business applications and services. Sun Java System Directory Server is a mature LDAP directory solution which supports open standards, and it's carrier-grade design provides the extreme scalability, performance, and high availability required by large enterprise and e-business directories that support millions of users. 



What Is Directory Server? 

This section provides an overview of Sun Java System Directory Server by way of an introduction to the following chapters which outline the benefits to be gained from Directory Server in terms of performance, availability, scalability, security, and manageability. This section is divided into the following parts: 

· Directory Server and Java Enterprise System
· Directory Server Architecture Overview
· Directory Server Data Storage
· Directory Server Data Management
· Directory Server Schema
Directory Server and Java Enterprise System 

Sun Java System Directory Server provides a central repository for storing and managing intranet and Internet information such as identity profiles (employees, customers, suppliers, etc.), user credentials (public key certificates, passwords, and pin numbers), access privileges, application resource information, and network resource information. Directory Server is now delivered as a component product of the Sun Java Enterprise System, Sun's software infrastructure that provides the services needed to support enterprise-strength applications distributed across a network or Internet environment. For further information on Sun Java Enterprise System, and on the concepts underlying distributed enterprise applications and distributed service infrastructures see the Directory Server Technical Overview.. 

Directory Server Architecture Overview 

When you install Directory Server, the following components are installed on your machine: 

· An LDAP server for processing requests.

· Sun Java System Administration Server.

· Sun Java System Server Console for managing Directory Server.

· Command-line tools for starting and stopping the server, importing and exporting data in the database, database re-indexing, account inactivation and deactivation, LDIF merges, kernel tuning, and replication management.

· Front ends responsible for LDAP and DSMLv2.

· Agent responsible for responding to Simple Network Management Protocol (SNMP) queries about the state of the server.

· Plug-ins for server functions, such as access control and replication.

· An initial directory information tree, consisting of server configuration and sample enterprise data.

Without adding other client programs, Directory Server can provide the foundation for an intranet or extranet. Every Sun Java System server uses the directory as a central repository for shared server information, such as employee, customer, supplier, and partner data. 

You can use Directory Server to manage extranet user-authentication, create access control, set up user preferences, and centralize user management. In hosted environments, partners, customers, and suppliers can manage their own areas of the directory, reducing administrative costs. We will examine the following items in more detail and expand on some of the more advanced architecture features of Directory Server: 

· LDAP and DSML Front Ends 

· Support for Industry Communication Standards
· Directory Server Plug-in Extensibility
· Sun Java System Directory Server Resource Kit
· Java Naming and Directory Interface™ (JNDI)
· Directory Information Tree 

· Multiple Database Design and Large Cache Support
· Sun Cluster Agent 3.1 Support
LDAP and DSML Front Ends 

The server front ends of Sun Java System Directory Server manage communications with directory client programs. Directory Server functions as a daemon and multiple client programs can communicate with the server using LDAP over TCP/IP or DSMLv2 over HTTP/SOAP. These connections can be made secure using the Secure Socket Layer over Transport Layer Security (SSL/TLS), depending on whether the client negotiates the use of TLS for the connection. 

Multiple clients can bind to the server at the same time over the same network because Directory Server is a multi-threaded application. As your directory services grow to include larger numbers of entries or larger numbers of clients spread out geographically, they also include multiple Directory Servers placed in strategic locations around the network or organization. You can also distribute your Directory Servers to conform with data protection regulations and to provide high availability. 

Another advantage of Directory Server is that it implements LDAP natively, thereby avoiding the performance and management overheads associated with having a gateway on top of an X.500 directory, and with relational databases. 

Support for Industry Communication Standards 

Directory Server supports two standard communication protocols: LDAP version 3 and DSML version 2. 

LDAP Version 3 
Directory Server supports LDAP versions 3 (RFC 2251), the definitive Internet Proposed Standard protocol for accessing directory information. LDAP was invented by the Internet research community and provides a common language that client applications and servers use to communicate with one another. LDAP-based applications can easily authenticate, search, add, delete, and modify directory entries. 

Directory Server supports LDAP search filters as outlined in RFC 2254, including the following: presence, equality, inequality, substring, approximate match (for phonetic matching), greater than, less than, Boolean combinations of the previous filters using the and (&), or (|), and not (!) operators. 

Directory Server also supports LDAP version 3 search references (also known as smart referrals), which allow the directory to refer a query to another directory. It also implements LDAP URL formats as outlined in RFC 2255. Directory Server uses LDAP Data Interchange Format (LDIF) for exchanging directory information (RFC 2849). 

DSML Version 2 
As we have seen in the About DSML section, DSML is a markup language that enables you to represent directory entries and commands in XML. Directory Server implements version 2 of the DSML standard (DSMLv2). DSML enables developers to combine the power of XML in presenting and manipulating data with the scalability, security, availability, and information management strengths of Directory Server. 

Because DSML is not an access protocol, Directory Server uses HTTP and the SOAP version 1.1 to transport the DSML content. Directory Server supports DSML natively, providing very high throughput performance as opposed to the gateway design used with other LDAP directories. 

Using DSML over HTTP/SOAP, you can create applications that do not rely on LDAP, allowing non-LDAP clients to interact with your directory data. This allows you to create and implement a new generation of Web services that interface with Directory Server through XML. 

The DSML front end of Directory Server is not a full web or application server. In this version of Directory Server it only accepts SOAP operations for requests conforming to the DSML specification. Because the DSML front end is a core component of the directory, all native access controls apply. As a consequence, any all security rules that you previously defined for LDAP also apply to DSML, including simple authentication, SSL authentication, and Access Control Instructions (ACIs). 

Directory Server Plug-in Extensibility 

Directory Server relies on plug-ins for many key features. A plug-in is a way to add, enable, and configure functionality to the core server. For example plug-ins are included to support referential integrity and uniqueness constraints. 

Plug-ins extend Directory Server functionality by adding pre or post operational functionality. You can add new intelligence to operations, giving you the ability to adapt your directory to other applications, changing business requirements, partners' needs, and so on. 

The plug-in API is fully documented in this release of Directory Server, enabling you to create your own custom plug-ins. Refer to the Directory Server Plug-in Developer's Guide for help on how to develop plug-ins, upgrade existing plug-ins and explore sample plug-ins and the Directory Server Plug-in Developer's Reference for details about particular data structures, functions, parameter, and block semantics. Sun Professional Services and other organizations can help you to develop custom plug-ins. For information about what Sun Professional Services has to offer, refer to: 

http://www.sun.com/service/sunps/sunone 

Sun Java System Directory Server Resource Kit 

The Sun Java System Directory Server Resource Kit (DSRK) provides tools and APIs for deploying, accessing, tuning, and maintaining your Directory Server. These utilities will help you implement and maintain more robust solutions based on LDAP, the Lightweight Directory Access Protocol. 

The first two components of the DSRK are the LDAP SDKs (Software Development Kits) for C and Java™ programming languages. These SDKs make it simple to write client applications for your directory, and these APIs expose all of the functions for connecting to an LDAP directory and accessing or modifying its entries. Use them to design and integrate directory functionality into your applications at the programmatic level. 

The third component of the Sun Java System Directory Server Resource Kit is the set of tools and scripts that make a directory accessible through a command-line shell. The wide range of tools can be used for simple directory access, performance testing, and for the maintenance of Directory Servers. These tools are themselves based on the LDAP SDKs, and they were created to help development teams to test and validate Directory Server. It is also worth noting that the commands that run these tools can be used to write scripts to automate all of these tasks. 

For more information refer to the Directory Server Resource Kit Tools Reference. 

Java Naming and Directory Interface™ (JNDI) 

The Java Naming and Directory Interface (JNDI) is a standard extension to the Java platform, providing applications based on Java technology with a unified interface to multiple naming and directory services. You can build powerful and portable directory-enabled applications using this industry standard. This technology supports accessing Directory Server using LDAP and DSML v2 from Java applications. General information about JNDI is available from: 

http://java.sun.com/products/jndi 

A JNDI Tutorial containing detailed descriptions and examples of how to use JNDI is available at: 

http://java.sun.com/products/jndi/tutorial 

Directory Information Tree 

Directory Server contains a basic directory information tree at installation time. This tree mirrors the tree model used by most file systems, with the tree's root, or first entry, appearing at the top of the hierarchy. The root of this tree is called the root suffix. At installation time the directory contains three subtrees under the root suffix: 

· cn=config
where cn stands for Common Name. This subtree contains information about the server's internal configuration. 

· o=NetscapeRoot
where o stands for organization. This subtree contains the configuration information of other Sun Java System servers, such as Sun Java System Administration Server which takes care of authentication and all actions that cannot be performed through LDAP (such as starting or stopping Directory Server). This subtree name originates from a legacy version of the product. 

· o=UserRoot
During installation, a user database is created by default which is called UserRoot. An example name for the suffix stored on this user database might be o=UserRoot. You can choose to populate this database at installation time, or at a later stage. You can build on the default directory tree to add any data relevant to your directory installation. In Figure 2-1, the o=UserRoot suffix has been renamed to dc=example,dc=com, and additional subtrees have been added to reflect the organizational hierarchy. 

Figure 2-1 Sample Directory Tree
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In the preceding figure: 

· dc refers to the domain component

· ou refers to the organizational unit

· uid refers to the user id

For further detail about the directory information tree refer to the Directory Server Deployment Planning Guide. 

Multiple Database Design and Large Cache Support 

The multiple database architecture of Directory Server supports distributed naming contexts, providing large scalability to support millions of users on a single system, improved backup and restore, load balancing, and simplified administration. The multiple database design also provides a method for partitioning the directory data to simplify replication. 

Directory Server can run as a 64-bit application on Solaris SPARC®. This Directory Server, using the large cache allows you to attain improved performance for high-volume deployments. 

Sun Cluster Agent 3.1 Support 

The Sun Cluster Agent is a high availability agent that provides LDAP service failover. It is bundled with Directory Server and on certain hardware and deployment configurations, can be used to improve the availability of Sun Java System services provided by multiple servers. For more information on how to install the Agent see the Directory Server Installation and Migration Guide. 

Directory Server Data Storage 

By default, Directory Server uses a single database to store the directory tree. This database can manage millions of entries. The default database supports advanced methods of backing up and restoring data. 

Since Directory Server supports multiple databases you can also distribute data across the databases, enabling the server to store more data than can be held in a single database. 

The following sections describe how a directory database stores data. 

About Directory Entries 

LDAP Data Interchange Format (LDIF) is a standard text-based format for describing directory entries. An entry is a group of lines in an LDIF file that contains information about an object, such as a person in your organization or a printer on your network. Information about the entry is represented in the LDIF file by a set of attributes and their values. Each entry has an object class attribute that specifies the kind of object the entry describes and defines the set of additional attributes it contains. Each attribute describes a particular trait of an entry. 

For example, an entry might have the object class organizationalPerson, indicating that the entry represents a person within a particular organization. This object class allows the givenname and telephoneNumber attributes. The values assigned to these attributes give the name and phone number of the person represented by the entry. 

Directory Server also uses read-only attributes that are either calculated by the server, or for certain server functions such as access control, set by the administrator. These attributes are called operational attributes. 

Entries are stored in a hierarchical structure in the directory tree. In LDAP, you can query an entry and request all entries below it in the directory tree. This subtree is called the base distinguished name, or base DN. For example, if you make an LDAP search request specifying a base DN of ou=people,dc=example,dc=com, the search operation examines only the ou=people subtree in the dc=example,dc=com directory tree. 

Note that not all entries are automatically returned in response to an LDAP search. For instance, entries of the ldapsubentry object class are not returned in response to normal search requests. An ldapsubentry entry represents an administrative object, for example the entries that are used internally by Directory Server to define a role or a class of service. To receive these entries, clients must search specifically for entries of the ldapsubentry object class. 

Distributing Directory Data 

When you store various parts of a tree in separate databases, your directory can process client requests in parallel, improving performance. You can also store databases on different machines, to improve performance further. We examine in further detail the various data distribution options provided in Chapter 5, "Directory Server Scalability". 

Directory Server Data Management 

The database is the basic unit of storage, performance, replication, and indexing. A variety of operations can be performed on a database, including importing, exporting, backing up, restoring, and indexing. 

These command line utilities are subcommands of the directoryserver command. For more information see the Directory Server Man Page Reference. 

Importing Data 

Directory Server provides three methods for importing data: 

· Importing from the Directory Server Console.

You can use the Directory Server Console to append data to all of your databases, including database links. 

· Initializing databases.

You can use the Directory Server Console to import data to one database. This method overwrites any data contained by the database. 

· Importing data from the command line.

You can import data using the command-line utilities ldif2db, ldif2db-task, and ldif2ldap. 

Exporting Data 

You can use LDIF to export database entries from your databases. LDIF is a standard format described in RFC 2849, "The LDAP Data Interchange Format (LDIF) - Technical Specification." 

Exporting data can be useful for the following: 

· Backing up the data in your database

· Copying your data to another Directory Server

· Exporting your data to another application

· Repopulating databases after a change to your directory topology

You can use the Directory Server Console or the command-line utilities db2ldif and db2ldif-task to export data. 

Backing Up and Restoring Data 

You can use Directory Server Console or the db2bak or db2bak-task command line utilities to back up directory data. Both methods allow you to perform a backup while the server is running, which prevents you having a period during which the directory is not accessible. 

You can restore data from a previously generated backup using Directory Server Console or the command-line utilities bak2db or bak2db-task. Restoring databases overwrites any existing database files. While restoring databases, the server must be running. However, the databases are unavailable for processing operations during the restore. 

Indexing Data 

Depending on the size of your databases, searches performed by client applications can take a lot of time and resources. You can use indexes to improve search performance. Indexes are files stored in the directory databases. Separate index files are maintained for each database in the directory. Each file is named according to the attribute it indexes. The index file for a particular attribute can contain multiple types of indexes, allowing you to maintain several types of index for each attribute. For example, a file called givenName.db3 contains all the indexes for the givenName attribute. 

Depending on the types of applications using your directory, you will use different types of index. Different applications may frequently search for a particular attribute, or may search your directory in a different language, or may require data in a particular format. For more information on how to use indexes to improve your Directory Server performance see Chapter 3, "Directory Server Performance". 

Directory Server Schema 

In addition to its prescriptive properties, Directory schema can maintain the integrity of the data stored in your directory by imposing constraints on the size, range, and format of data values. You decide what types of entries your directory contains (people, devices, organizations, and so forth) and the attributes available to each entry. 

The predefined schema included with Directory Server contains both the standard LDAP schema as well as additional application-specific schema to support the features of the server. While this schema meets most directory needs, you may need to extend it with new object classes and attributes to accommodate the unique needs of your directory. 

The following sections describe the format, standard attributes, and object classes included in the Sun standard schema. 

Schema Format 

Directory Server bases its schema format on version 3 of the LDAP protocol (LDAPv3). This protocol requires Directory Servers to publish their schemas through LDAP itself, allowing directory client applications to retrieve the schema and adapt their behavior based on it. The global set of schema for Directory Server can be found in the entry named cn=schema. In addition, it uses a private field in the schema entries called X-ORIGIN, which describes where the schema entry was defined originally. For example, if a schema entry is defined in the standard LDAPv3 schema, the X-ORIGIN field refers to RFC 2252. For example, the standard person object class appears in the schema as follows: 

objectClasses: ( 2.5.6.6 NAME 'person' DESC 'Standard LDAP objectclass' SUP top MUST ( sn $ cn ) MAY ( description $ seeAlso 
$ telephoneNumber $ userPassword ) X-ORIGIN 'RFC 2256' ) 

This schema entry states the object identifier, or OID, for the class (2.5.6.6), the name of the object class (person), a description of the class (Standard Person Object Class), then lists the required attributes (objectclass, sn, and cn) and the allowed attributes (description, seeAlso, telephoneNumber, and userPassword). 

Standard Attributes 

Attributes hold specific data elements such as a name or a fax number. Directory Server represents data as attribute-data pairs, a descriptive attribute associated with a specific piece of information. For example, the directory can store a piece of data such as a person's name in a pair with the standard attribute, in this case commonName (cn). So, an entry for a person named Charlene Daniels has the following attribute-data pair: 

cn: Charlene Daniels 

In fact, the entire entry is represented as a series of attribute-data pairs. The entire entry for Charlene Daniels might appear as follows: 

dn: uid=cdaniels, ou=people, dc=example,dc=com
objectClass: top
objectClass: person
objectClass: organizationalPerson
objectClass: inetOrgPerson
cn: Charlene Daniels
sn: Daniels
givenName: Charlene
givenName: Charlie
mail: cdaniels@example.com 

Notice that the entry for Charlene contains multiple values for some of the attributes. The attribute givenName appears twice, each time with a unique value. The object classes that appear in this example are explained in the next section, "Standard Object Classes." 

In the schema, each attribute definition contains the following information: 

· A unique name

· An object identifier (OID) for the attribute

· A text description of the attribute

· The OID of the attribute syntax

· Indications of whether the attribute is single-valued or multi-valued, whether the attribute is for the directory's own use, the origin of the attribute, and any additional matching rules associated with the attribute.

For example, the cn attribute definition appears in the schema as follows: 

attributetypes: ( 2.5.4.3 NAME 'cn' DESC 'commonName Standard Attribute' SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 ) 

The SYNTAX is the OID of the syntax for values of the attribute. For more information about the LDAPv3 schema format, refer to the LDAPv3 Attribute Syntax Definitions document (RFC 2252). 

Standard Object Classes 

Object classes are used to group related information. Typically, an object class represents something real, such as a person or a fax machine. Before you can use an object class and its attributes in your directory, it must be identified in the schema. The directory recognizes a standard list of object classes by default. 

Each directory entry belongs to one or more object classes. Once you place an object class identified in your schema on an entry, you are telling Directory Server that the entry can have a certain set of attribute values and must have another, usually smaller, set of attribute values. 

Object class definitions contain the following information: 

· A unique name

· An object identifier (OID) that names the object

· A set of mandatory attributes

· A set of allowed attributes

For further reading on schema see the Directory Server Administration Reference. 

Active Directory Backup and Restore 
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Overview

Active Directory is backed up as part of system state, a collection of system components that depend on each other. You must back up and restore system state components together.

Components that comprise the system state on a domain controller include:

· System Start-up Files (boot files). These are the files required for Windows 2000 Server to start.

· System registry. 

· Class registration database of Component Services. The Component Object Model (COM) is a binary standard for writing component software in a distributed systems environment.

· SYSVOL. The system volume provides a default Active Directory location for files that must be shared for common access throughout a domain. The SYSVOL folder on a domain controller contains:

· NETLOGON shared folders. These usually host user logon scripts and Group Policy objects (GPOs) for non-Windows 2000based network clients.

· User logon scripts for Windows 2000 Professionalbased clients and clients that are running Windows 95, Windows 98, or Windows NT 4.0.

· Windows 2000 GPOs.

· File system junctions.

· File Replication service (FRS) staging directories and files that are required to be available and synchronized between domain controllers.

· Active Directory. Active Directory includes:

· Ntds.dit: The Active Directory database.

· Edb.chk: The checkpoint file.

· Edb*.log: The transaction logs, each 10 megabytes (MB) in size.

· Res1.log and Res2.log: Reserved transaction logs.

Note: If you use Active Directory-integrated DNS, then the zone data is backed up as part of the Active Directory database. If you do not use Active Directory-integrated DNS, you must explicitly back up the zone files. However, if you back up the system disk along with the system state, zone data is backed up as part of the system disk.If you installed Windows Clustering or Certificate Services on your domain controller, they are also backed up as part of system state. Details of these components are not discussed in this guide.
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General Guidelines for Backup

The backup tool in Windows 2000 Server supports multiple types of backup: normal, copy, incremental, differential, and daily. However, because Active Directory is backed up as part of system state, the only type of backup available for Active Directory is normal. A normal backup creates a backup of the entire system state while the domain controller is online. In addition, the backup tool marks each file as a backed up file, which clears the archive attribute of the file.

Considerations for ensuring a good backup 
To ensure a successful restore from backup, you must know what defines a good backup.

Which domain controllers to back up 

At a minimum, back up two domain controllers in each domain, one of which should be an operations master role holder (excluding the relative ID (RID) master, which should not be restored). Note that backup data from a domain controller can only be used to restore that domain controller. You cannot use a backup of one domain controller to restore another.

Contents 

A good backup includes at least the system state and the contents of the system disk. Backing up the system disk ensures that all the required system files and folders are present so you can successfully restore the data.

Note: Best performance practice states that the Active Directory's logs and database files should be on separate disks. If you have configured your domain controllers in this manner you will have Active Directory components spread out on multiple drives, such as D:\Winnt\NTDS for your logs and E:\Winnt\NTDS for your database. You do not need to specify these log and database locations in order for them to be backed up; the backup utility will automatically locate and include them when you back up system state.

Age 

A backup that is older than the tombstone lifetime set in Active Directory is not a good backup. At a minimum, perform at least two backups within the tombstone lifetime. The default tombstone lifetime is 60 days. Active Directory incorporates the tombstone lifetime into the backup and restore process as a means of protecting itself from inconsistent data.

Deleting an object from Active Directory is a two-step process. When an object is deleted in Active Directory, the object gets converted into a tombstone, which is then replicated to the other domain controllers in the environment to inform them of the deletion. Active Directory purges the tombstone when the tombstone lifetime is reached.

If you restore a domain controller to a state prior to the deletion of an object, and the tombstone for that object is not replicated to the restored domain controller before the tombstone expires, the object remains present only on the restored domain controller, resulting in inconsistent data. Thus, you must restore the domain controller prior to expiration of the tombstone, and allow inbound replication from a domain controller containing the tombstone to complete prior to expiration of the tombstone.

Active Directory protects itself from restoring data older than the tombstone lifetime by disallowing the restore. As a result, the useful life of a backup is equivalent to the tombstone lifetime setting for the enterprise.
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General Guidelines for Restore

You can start the restore process by using either the Windows 2000 Server backup utility or another supported utility. You can perform either a non-authoritative restore or an authoritative restore.
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How to Select the Appropriate Restore Method

You select the appropriate restore method by considering:

· Circumstances and characteristics of the failure. The two major categories of failure, from an Active Directory perspective, are Active Directory data corruption and hardware failure. Active Directory data corruption occurs when the directory contains corrupt data that has been replicated to all domain controllers or when a large portion of the Active Directory hierarchy has been changed accidentally (such as deletion of an OU) and this change has replicated to other domain controllers.

· Roles and functions of the failed server.

Non-authoritative restore of Active Directory 

A non-authoritative restore returns the domain controller to its state at the time of backup, then allows normal replication to overwrite that state with any changes that have occurred after the backup was taken. After you restore the system state, the domain controller queries its replication partners. The replication partners replicate any changes to the restored domain controller, ensuring that the domain controller has an accurate and updated copy of the Active Directory database.

Non-authoritative restore is the default method for restoring Active Directory, and you will use it in most situations that result from Active Directory data loss or corruption. To perform a non-authoritative restore, you must be able to start the domain controller in Directory Services Restore Mode.

Non-authoritative restore of SYSVOL 

When you non-authoritatively restore the SYSVOL, the local copy of SYSVOL on the restored domain controller is compared with that of its replication partners. After the domain controller restarts, it contacts its replication partners, compares SYSVOL information, and replicate the any necessary changes, bringing it up-to-date with the other domain controllers within the domain.

Perform a non-authoritative restore of SYSVOL if at least one other functioning domain controller exists in the domain. This is the default method for restoring SYSVOL and occurs automatically if you perform a non-authoritative restore of the Active Directory.

If no other functioning domain controller exists in the domain, then perform a primary restore of the SYSVOL. A primary restore builds a new File Replication service (FRS) database by loading the data present under SYSVOL on the local domain controller. This method is the same as a non-authoritative restore, except that the SYSVOL is marked primary.

Authoritative restore of Active Directory 

An authoritative restore is an extension of the non-authoritative restore process. You must perform the steps of a non-authoritative restore before you can perform an authoritative restore. The main difference is that an authoritative restore has the ability to increment the version number of the attributes of all objects in an entire directory, all objects in a subtree, or an individual object (provided that it is a leaf object) to make it authoritative in the directory. Restore the smallest unit necessary, for example, do not restore the entire directory in order to restore a single subtree.

As with a non-authoritative restore, after a domain controller is back online, it will contact its replication partners to determine any changes since the time of the last backup. However, because the version number of the object attributes that you want to be authoritative will be higher than the existing version numbers of the attribute held on replication partners, the object on the restored domain controller will appear to be more recent and therefore will be replicated out to the rest of the domain controllers within the environment.

Unlike a non-authoritative restore, an authoritative restore requires the use of a separate tool, Ntdsutil.exe. No backup utilities— including the Windows 2000 Server system tools— can perform an authoritative restore.

An authoritative restore will not overwrite new objects that have been created after the backup was taken. You can authoritatively restore only objects from the configuration and domain-naming contexts. Authoritative restores of schema-naming contexts are not supported.

Perform an authoritative restore when human error is involved, such as when an administrator accidentally deletes a number of objects and that change replicates to the other domain controllers and you cannot easily recreate the objects. To perform an authoritative restore, you must start the domain controller in Directory Services Restore Mode.

Authoritative restore of SYSVOL 

By authoritatively restoring the SYSVOL, you are specifying that the copy of SYSVOL that is restored from backup is authoritative for the domain. After the necessary configurations have been made, Active Directory marks the local SYSVOL as authoritative and it is replicated to the other domain controllers within the domain.

The authoritative restore of SYSVOL does not occur automatically after an authoritative restore of Active Directory. Additional steps are required.

As with Active Directory authoritative restore, you typically perform an authoritative restore of SYSVOL when human error is involved and the error has replicated to other domain controllers. For example, you might perform an authoritative restore of SYSVOL if an administrator has accidentally deleted an object that resides in SYSVOL, such as a Group Policy object.

Recover a domain controller through reinstallation 

To recover a domain controller through reinstallation, you do not restore the system state from backup media; instead, you reinstall Windows, install Active Directory, and allow replication partners to bring the recovered domain controller up to date.

Recovering a domain controller through reinstallation can quickly return the computer to service if the following conditions exist:

· A domain controller has failed and you cannot restart in Directory Services Restore mode. If failure was caused by a hardware failure, you have resolved the hardware problem (for example, by replacing the disk).

· There are other domain controllers in the domain, to serve as replication partners.

· The computer is functioning only as a domain controller (it does not run other server services such as Exchange), and it does not contain other data that needs to be recovered from a backup.

Restore a domain controller through reinstallation and restore from backup 

This method involves first reinstalling Windows 2000, to enable you to start in Directory Services Restore Mode. During the Windows 2000 Server setup process, you will obtain more information about the nature of the failure and you can then determine whether you can reinstall Windows 2000 Server into the same partition as it was previously installed or whether you will need to re-partition the drive. After you successfully reinstall Windows 2000, you can start in Directory Services Restore Mode and perform a normal non-authoritative restore from backup media.

Restore a domain controller through reinstallation and restore the system state from backup if the following conditions exist:

· A domain controller has failed and you cannot restart in Directory Services Restore mode. If failure was caused by a hardware failure, you have resolved the hardware problem (for example, by replacing the disk).

· You have the following information about the failed domain controller:

· Disk configuration. You need a record of the volumes and sizes of the disks and partitions. You use this information to recreate the disk configuration in the case of a complete disk failure. You must recreate all disk configurations prior to restoring system state. Failure to recreate all disk configurations can cause the restore process to fail and can prevent you from starting the domain controller following the restore.

· Computer name. You need the computer name to restore a domain controller of the same name and avoid changing client configuration settings.

· Domain membership. You must know the domain name because even if the computer name does not change, you might need to re-establish a new computer account.

· Local Administrator password. You must know the local computer's Administrator password that was used when the backup was created. Without it, you will not be able to log on to the computer to establish a domain account for the computer after you restore it. If you are not part of the domain, you will not be able to log on by using a domain account, even if you are a domain administrator. The local Administrator password is also required to restore the system state on a domain controller.

· The domain controller is running other server services such as Exchange, or contains other data you must restore from a backup.

· You have a good backup, made within the tombstone lifetime.

Considerations for restoring operations masters 
To restore an operations master role holder, you must perform one of the following procedures:

· Restore the failed operations master from backup.

· Seize the role to another domain controller within the environment. Seize the operations master role only if you do not intend to restore the original role holder from backup. For more information about seizing operations master roles, see "Managing Operations Masters" in this guide.

Restoring the RID Master can result in Active Directory data corruption, so it is not recommended.

Restoring the Schema Master can result in orphaned objects, so it is not recommended.

Considerations for recovering global catalog servers 

To recover the global catalog server you can either:

· Restore the failed global catalog server from backup.

· Assign a new global catalog to compensate for the loss of the original.

Restoring from backup is the only way that a domain controller that was functioning as a global catalog at the time of backup can automatically be restored to the role of global catalog. Restoring a domain controller by reinstallation does not automatically reinstate the global catalog role. In a multi-domain environment, be aware that restoring a global catalog server from backup requires more time than restoring a domain controller that does not host the global catalog.

As there are no real disadvantages in configuring multiple global catalogs, you might want to create a new global catalog in your environment if you anticipate an extended downtime for the failed global catalog server. Creating a new global catalog server is particularly relevant if users associated with the original global catalog server can no longer access a global catalog server, or if the requirement for the global catalog service is significant in your environment, such as when you are running Exchange 2000.

For more information about creating a new global catalog server, see "Managing Global Catalogs Servers" in this guide.

Note: Configuring multiple global catalogs servers in a forest increases the availability of the system, but also increases replication traffic and database size. If you do restore the failed domain controller and maintain its role as a global catalog server, you might want to remove any additional global catalogs servers that you configured during its absence.

Considerations for restoring onto different hardware 

It is possible to restore a domain controller onto different hardware. However, you should consider the following issues:

· Different hardware abstraction layers (HALs). By default, the Hal.dll is not backed up as part of system state, however the Kernel32.dll is. Therefore, if you try to restore a backup onto a computer that requires a different HAL (for example, to support a multiprocessor environment) compatibility issues exist between the new HAL and the original Kernel32.dll. To overcome this incompatibility, manually copy the Hal.dll from the original computer and install it on the new computer. The limitation is that the new computer can use only a single processor.

· Incompatible Boot.ini File. If you backup and restore the boot.ini file, you might have some incompatibility with your new hardware configuration, resulting in a failure to start. Before you restore it, ensure that the boot.ini file is correct for your new hardware environment.

· Different Network or Video Cards. If your new hardware has a different video adapter or multiple network adapters, then uninstall them before you restore data. When you restart the computer; the normal Plug and Play functionality makes the necessary changes.

· Disk Space and Partition Configuration. Partitions on the new computer must match those on the original computer. Specifically, all the drive mappings must be the same and the partition size must be at least equal to that on the original computer.

Considerations for authoritative restores 

Performing an authoritative restore can affect group membership and passwords for trusts and computer accounts.

Impact on group membership 

By performing an authoritative restore, you risk possible loss of group membership information.

Because group membership is a multi-valued attribute, and because of how Active Directory handles links, back links and deletions, an authoritative restore can produce varying results to group membership. These variations are based on which objects replicate first after an authoritative restore: the User object or the Group object.

If the un-deletion of the user replicates first, then the group membership information of both the group (the members it contains) and the user (the groups to which the user belongs) will be represented correctly.

If the un-deletion of the group replicates first, the replication partners will drop the addition of the (locally) deleted user from the group membership. The only exception to this is the user's primary group, which is always represented correctly both from the user and group reference.

You cannot control which object replicates first after you perform an authoritative restore. If your environment is affected by this situation, the only option is to modify the group membership attribute of the affected groups on the domain controller where you performed the authoritative restore.

This issue stems not from the integrity of the restored data, but from the way in which the data is replicated. By looking at this domain controller, administrators can view the way the directory should look and take steps to replicate the accurate directory information to the other domain controllers within the domain.

The best way to do this is to add a fictitious user and then delete that same fictitious user to and from each group that was involved in the authoritative restore.

A group is involved in the restore if it was either authoritatively restored itself or if it had members restored who did not have that group defined as their primary group.

By doing this, you force the correct group membership information to be replicated out from the source domain controller (the domain controller on which you performed the original authoritative restore) and update the group membership information on its replication partners. These updated objects reflect the correct memberships and also correct the information represented in the Member of tab of the restored user objects' properties.

You must ensure that no additions are made to group membership (for the affected groups and users) on any of the other domain controllers within the environment.

If you do not adhere to this process, the accurate version of the directory (held on the domain controller where the restore was performed) can become corrupted by the incorrect membership information. If the accurate version of the directory becomes corrupted, you must either update group membership manually or perform another authoritative restore of the objects by using the verinc option, and perform the process again.

Impact on trusts and computer accounts 

In Windows 2000, trust relationships and computer account passwords are negotiated at a specified interval (by default 30 days for trust relationships and computer passwords).

When you perform an authoritative restore, you might restore previously used passwords for the objects in the Active Directory that maintain trust relationships and computer accounts.

In the case of trust relationships, this can impact communication with other domain controllers from other domains, causing permissions errors when users try to access resources in other domain. To rectify this, you must remove and recreate NTLM trust relationships to Windows 2000 or Windows NT 4.0 domains.

In the case of a computer account password, this can impact communications between the member workstation or server and a domain controller of its domain. This effect might cause users on Windows NT or Windows 2000 computers to have authentication difficulty due to an invalid computer account.
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Backup and Restore Tasks and Procedures

Table 1.8 shows the tasks and procedures for backup and restore.

Table 1.8 Backup and Restore Tasks and Procedures 

	Tasks
	Procedures
	Tools
	Frequency

	Back up Active Directory and associated components.
	· Back up system state on a domain controller.

· Back up system state and system disk on a domain controller.
	· NTBackup.exe
	At least twice within the tombstone lifetime

	Perform a non-authoritative restore.
	· Restart the domain controller in Directory Services Restore Mode (locally or remotely).

· Restore from backup media.

· Verify Active Directory restore.
	· NTBackup.exe

· Ntdsutil.exe

· Event Viewer

· Repadmin.exe
	As needed

	Perform an authoritative restore of a subtree or leaf object.
	· Restart in Directory Services Restore Mode.

· Restore from backup media for authoritative restore.

· Restore system state to an alternate location.

· Perform authoritative restore of the subtree or leaf object.

· Restart in normal mode.

· Restore applicable portion of SYSVOL from alternate location.

· Verify Active Directory restore.
	· NTBackup.exe

· Ntdsutil.exe

· Event Viewer

· Repadmin.exe
	As needed

	Perform an authoritative restore of the entire directory.
	· Restart in Directory Services Restore Mode.

· Restore from backup media for authoritative restore.

· Restore system state to an alternate location.

· Restore the database.

· Restart in normal mode.

· Copy SYSVOL from alternate location.

· Verify Active Directory restore.
	· NTBackup.exe

· Ntdsutil.exe

· Event Viewer

· Repadmin.exe
	As needed

	Recover a domain controller through reinstallation.
	· Clean up metadata.

· Install Windows 2000 Server.

· Install Active Directory.
	· Ntdsutil.exe

· Active Directory Sites and Services

· Active Directory Users and Computers

· Dcpromo.exe
	As needed

	Restore a domain controller through reinstallation and subsequent restore from backup.
	· Install Windows 2000 Server on the same drive letter and partition as before the failure, partitioning the drive if necessary.

· Restore from backup media (non-authoritative restore).

· Verify Active Directory restore.
	· NTBackup.exe
	As needed
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Backing Up Active Directory and Associated Components

To back up Active Directory and associated components on a domain controller, you can back up only system state or you can back up both system state and the system disk.
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Procedures for Backing Up Active Directory and Associated Components

Use one of the following procedures to back up Active Directory and associated components. Procedures are explained in detail in the linked topics.

1. Back up system state. 

2. Back up system state and the system disk.
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Performing a Non-Authoritative Restore

Non-authoritative restore is the default method for restoring Active Directory, and you use it in most situations that result from Active Directory data loss or corruption. You must be able to start in Directory Services Restore Mode to perform a non-authoritative restore. After you restore the domain controller from backup media, replication partners use the standard replication protocols to update both the Active Directory and FRS on the restored domain controller.
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Procedures for Performing a Non-Authoritative Restore

Use the following procedures to perform a non-authoritative restore of a domain controller. Procedures are explained in detail in the linked topics.

1. Restart the domain controller in Directory Services Restore Mode (locally or remotely).

2. Restore from backup media.

3. Verify Active Directory restore.
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Performing an Authoritative Restore of a Subtree or Leaf Object

An authoritative restore of a subtree or leaf object restores that subtree or leaf and marks it as authoritative for the directory. You begin by restoring from backup media, just as in a non-authoritative restore, but then you perform additional steps to complete an authoritative restore.
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Procedures for Authoritative Restore of a Subtree or Leaf Object

Use the following procedures to perform an authoritative restore of an Active Directory subtree or leaf object. Procedures are explained in detail in the linked topics.

1. Restart the domain controller in Directory Services Restore Mode (locally or remotely).

2. Restore from backup media for authoritative restore.

3. Restore system state to an alternate location.

4. Perform authoritative restore of the subtree or leaf object.

5. Restore applicable portion of SYSVOL from alternate location if necessary.

6. Verify Active Directory restore.
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Performing an Authoritative Restore of Entire Directory

Authoritative restore of the entire directory is a major operation. Perform an authoritative restore of the entire directory only after consultation with a Microsoft Support professional. Do not perform an authoritative restore of the entire directory if only one domain controller exists in the domain.
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Procedures for Authoritative Restore of the Entire Directory

Use the following procedures to perform an authoritative restore of the entire Active Directory. Procedures are explained in detail in the linked topics.

1. Restart the domain controller in Directory Services Restore Mode (locally or remotely).

2. Restore from backup media.

3. Restore system state to an alternate location.

4. Perform authoritative restore of entire directory.

5. Restore SYSVOL from alternate location.

6. Verify Active Directory restore.
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Recovering a Domain Controller Through Reinstallation

Recovering through reinstallation is the same process as creating a new domain controller. It does not involve restoring from backup media. This method relies on Active Directory replication to restore a domain controller to a working state, and is only valid if another healthy domain controller exists in the same domain. This option is normally used on computers that function only as a domain controller.
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Bandwidth Considerations

The primary consideration when recovering a domain controller through replication is bandwidth. The bandwidth required is directly proportional to the size of the Active Directory database and the time in which the domain controller is required to be at a functioning state. Ideally, the existing functional domain controller is located in the same Active Directory site as the replicating domain controller (new domain controller) in order to reduce network impact and restore duration.
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Procedures for Recovering a Domain Controller Through Reinstallation

Use the following procedures to recover a domain controller. Procedures are explained in detail in the linked topics.

1. Clean up metadata.

2. Reinstall Windows 2000 Server. (This procedure is not covered in this guide.)

3. Install Active Directory. During the installation process, replication occurs, ensuring that the domain controller has an accurate and up to date copy of the Active Directory. For more information about seizing operations master roles, see "Installing Active Directory" in this guide.
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Restoring a Domain Controller Through Reinstallation and Subsequent Restore from Backup

If you cannot restart a domain controller in Directory Services Restore Mode, you can restore a domain controller through reinstallation and subsequently restore Active Directory from backup. This option is normally used on domain controllers that also run other services, such as Exchange, or have other data you want to recover.

Top of page 

Procedures for Restoring a Domain Controller Through Reinstallation and Subsequent Restore from Backup

To restore a domain controller through reinstallation and subsequently restore Active Directory from backup, you must ensure that you install Windows 2000 Server on the same drive letter and on a partition that is at least as large as the partition used before the failure. You must repartition the drive if necessary. After you reinstall Windows 2000, perform a non-authoritative restore of the system state and the system disk. Procedures are explained in detail in the linked topics.

1. Install Windows 2000 Server on the same drive letter and partition as before the failure. (This procedure is not covered in this guide.)

2. Restore from backup media.

3. Verify Active Directory restore.

How to perform an authoritative restore to a domain controller in Windows 2000
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This article applies to Windows 2000. Support for Windows 2000 ends on July 13, 2010. The Windows 2000 End-of-Support Solution Center (http://support.microsoft.com/?scid=http%3a%2f%2fsupport.microsoft.com%2fwin2000) is a starting point for planning your migration strategy from Windows 2000. For more information see the Microsoft Support Lifecycle Policy (http://support.microsoft.com/lifecycle/) .
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This article applies to Windows 2000. Support for Windows 2000 ends on July 13, 2010. The Windows 2000 End-of-Support Solution Center (http://support.microsoft.com/?scid=http%3a%2f%2fsupport.microsoft.com%2fwin2000) is a starting point for planning your migration strategy from Windows 2000. For more information see the Microsoft Support Lifecycle Policy (http://support.microsoft.com/lifecycle/) .
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SUMMARY 
This article discusses how to perform an authoritative restore of the Active Dir...
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This article discusses how to perform an authoritative restore of the Active Directory directory service to a Windows 2000-based domain controller.

During a typical file restore operation, Microsoft Windows Backup operates in nonauthoritative restore mode. In this mode, Windows Backup restores all files, including Active Directory objects, with their original Update Sequence Number (USN) or numbers. The Active Directory replication system uses the USN to detect and replicate changes to Active Directory to all the domain controllers on the network. All data that is restored nonauthoritatively appears to the Active Directory replication system as old data. Old data is never replicated to any other domain controllers. The Active Directory replication system updates the restored data with newer data from other domain controllers. Performing an authoritative restore resolves this issue.

Note Use an authoritative restore with extreme caution because of the effect it may have on Active Directory. An authoritative restore must be performed immediately after the computer has been restored from a previous backup, before restarting the domain controller in normal mode. An authoritative restore replicates all objects that are marked authoritative to every domain controller hosting the naming contexts that the objects are in. To perform an authoritative restore on the computer, you must use the Ntdsutil.exe tool to make the necessary USN changes to the Active Directory database.

There are certain parts of Active Directory that cannot or should not be restored in an authoritative manner: 

· You cannot authoritatively restore the schema. 

· The configuration naming context is also very sensitive, because changes will affect the whole forest. For example, it does not make sense to restore connection objects. Connection objects should be recreated by the Knowledge Consistency Checker (KCC) or manually. Restoring server and NTDS settings objects makes sense when no destructive troubleshooting was done before. If you are unsure, contact Microsoft Product Support Services for help: 

http://support.microsoft.com/default.aspx?scid=fh;EN-US;CNTACTMS (http://support.microsoft.com/default.aspx?scid=fh;en-us;cntactms) 
· In the domain context, do not restore any objects that deal with relative identifier (RID) pools. This includes the subobject "Rid Set" of domain controller computer accounts and the RidManager$ object in the SYSTEM container. 

· Another issue is that many distinguished name-type links may break when you restore. This may affect objects that are used by the File Replication Service (FRS). These exist underneath CN=File Replication Service,CN=System,DC=yourdomain and CN=NTFRS Subscriptions,CN=DC computer account. 

· Attempts to authoritatively restore a complete naming context will always include objects that can disrupt the proper functionality of crucial parts of Active Directory. You should always try to authoritatively restore a minimal set of objects. 

· Finally, similar issues might exist for objects created by other applications. These go beyond the scope of this article.

A system state restore replaces all new, deleted, or modified objects on the domain controller that is being restored.

A system state restore of a naming context that contains two or more replicas is an authoritative merge. In an authoritative merge, all objects that are deleted or modified are rolled back to when the backup was made. Objects that were created after the backup are replicated from naming context replicas. An authoritative merge represents a merge of the state that existed when the backup was made with new objects that were created after the backup.

When you nonauthoritatively restore a naming context that contains a single replica, you actually perform an authoritative restore.

Note After you perform an authoritative restore, you may delete user accounts and their group memberships in Active Directory. To resolve this problem, add the restored users back to their groups. For more information about how to add the restored users back to their groups, click the following article number to view the article in the Microsoft Knowledge Base: 

840001  (http://support.microsoft.com/kb/840001/ ) How to restore deleted user accounts and their group memberships in Active Directory 
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Performing an authoritative restore
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After the data has been restored, use Ntdsutil.exe to perform the authoritative restore. To do this, follow these steps: 

1. At a command prompt, type ntdsutil, and then press ENTER. 

2. Type authoritative restore, and then press ENTER. 

3. Type restore database, press ENTER, click OK, and then click Yes.
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Restoring a subtree
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Frequently, you may not want to restore the whole database because of the replication impact this would have on your domain or forest. To authoritatively restore a subtree within a forest, follow these steps:

1. Restart the domain controller. 

2. When the Windows 2000 Startup menu is displayed, select Directory Services Restore Mode, and then press ENTER. 

3. Restore the data from backup media for an authoritative restore. To do this, follow these steps: 

. In Directory Services Restore mode, click Start, point to Programs, point to Accessories, point to System Tools, and then click Backup to start the Windows 2000 Server Backup utility. 

a. Click Restore Wizard, and then click Next. 

b. Select the appropriate backup location, and then make sure that at least the System disk and System State containers are selected. 

c. Click Advanced, and then make sure that you restore junction points. If you do not use the Advanced menu, the restore process will not be successful. 

d. In the Restore Files to list, click Original Location. 

e. Click OK, and then complete the restore process. A visual progress indicator is displayed. 

f. When you are prompted to restart the computer, do not restart. 

a. At a command prompt, type ntdsutil, and then press ENTER. 

a. Type authoritative restore, and then press ENTER. 

a. Type the following command, and then press ENTER: 

restore subtree ou=OU_Name,dc=Domain_Name,dc=xxx


Note In this command, OU_Name is the name of the organizational unit that you want to restore, Domain_Name is the domain name that the OU resides in, and xxx is the top-level domain name of the domain controller, such as "com," "org," or "net." 

a. Type quit, press ENTER, type quit, and then press ENTER. 

a. Type exit, and then press ENTER. 

a. Restart the domain controller.


Back to the top
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For more information about restoring the system state to a domain controller from a previous backup, click the following article number to view the article in the Microsoft Knowledge Base: 

240363  (http://support.microsoft.com/kb/240363/ ) How to use the Backup program to back up and restore the system state in Windows 2000 

For more information about the effects of performing an authoritative restore, click the following article numbers to view the articles in the Microsoft Knowledge Base: 

216243  (http://support.microsoft.com/kb/216243/ ) The effects on trusts and computer accounts when you authoritatively restore Active Directory 

248132  (http://support.microsoft.com/kb/248132/ ) How to recover a deleted domain controller computer account in Windows 2000 

840001  (http://support.microsoft.com/kb/840001/ ) How to restore deleted user accounts and their group memberships in Active Directory 
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Restoring Active Directory in Windows 2000 Server is a very important part of your recovery strategy. Too many administrators ignore this part and rely on backups. The backup is of no value to you if you can’t use it to restore the machine. Failed tapes and corrupted data can cause a lot of problems, so be sure to “practice” restoring to make sure you can do it when you really need to.

Active Directory supports two kinds of restores: normal restore (also called non-authoritative restore) and authoritative restore.  To restore Active Directory using non-authoritative restore, you have to reboot your domain controller in the Directory Services Restore mode and log on using your special administrative account. You do this by pressing [F8] on the boot menu and selecting Directory Services Restore.

You have to reboot in this mode because you can’t do an online restore. In other words, all services that are using Active Directory must not be running. Then you have to run the Backup utility and restore System State data. Restoring is as easy as creating a backup — all you have to do is to follow the onscreen wizards.

After you restore the System State, reboot the domain controller again. Windows 2000 Server will now run a consistency check and re-index the Active Directory. It will also get any updates from replication partners that occurred since the backup was performed.
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It is the absolute worst case scenario possible; your domain controller has crashed. So what type of restore do you do? 

It is any network administrator’s worst nightmare; your domain controller has crashed. So where do you go from here? Well, hopefully you have been doing your backups properly. If that is the case you shouldn’t have too much to worry about. However, during the restoration process you have to make the decision on whether to do an authoritative or non-authoritative restoration. The clock is ticking, which one do you choose? 

Non-Authoritative Restoration 
Used most commonly in cases when a DC because of a hardware or software related reasons, this is the default directory services restore mode selection. In this mode, the operating system restores the domain controller’s contents from the backup. After this, the domain controller then through replication receives all directory changes that have been made since the backup from the other domain controllers in the network. 

Authoritative Restoration
An authoritative restore is most commonly used in cases in which a change was made within the directory that must be reversed, such as deleting an organization unit by mistake. This process restores the DC from the backup and then replicates to and overwrites all other domain controllers in the network to match the restored DC. The especially valuable thing about this is that you can choose to only make certain objects within the directory authoritative. For example, if you delete an OU by mistake you can choose to make it authoritative. This will replicate the deleted OU back to all of the other DC’s in the network and then use all of the other information from these other DC’s to update the newly restored server back up to date. 

***

Chris Sanders is the network administrator for one of the largest public school systems in the state of Kentucky. Chris's specialties include general network administration, windows server 2003, wireless networking, and security. You can view Chris' personal website at www.chrissanders.org.
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Problem

How to perform a non-authoritative System State restore

Solution

What is Non-Authoritative Restore?

Any data that is being restored, including active directory objects, will have its original update sequence number. Active directory replication uses this number to detect and propagate active directory changes among the servers in the domain. Because of this, any data that is restored non-authoritatively will appear to the active directory replication system as being old, which means that data will never get replicated to other servers. Instead, active directory replication will actually update the restored data with newer data from other servers. 

The system state includes the following components on a domain controller:

· Active Directory (NTDS) 

· The boot files 

· The COM+ class registration database 

· The registry 

· The system volume (SYSVOL)


And on a non-domain controller, the following components are included:

· The boot file 

· The COM+ class registration database 

· The registry

When a member server or domain controller with a certificate server is installed, the following additional item is also included:  

· Certificate Server


Note:  System State information is backed up and restored as a unit.


I. To Restore the Local System State (Windows 2000) on a Non-Domain Controller

1. In Backup Exec, go to Restore Selections
2. Select the System State (Figure 1) for the local machine

Figure 1
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3. Click on the Restore button on the tool bar and then select Run to start the job
4. Reboot the server


II. To restore the Local System State (Windows 2000) on a Domain Controller

1. Start the local machine and then press <F8> during the server boot-up sequence
2. Select Directory Services Restore Mode 
3. Once logged onto the server, right-click My Computer and click Manage
4. Now select Services and Applications and then Services
5. Change the Logon as account to the Local System Account on all the Backup Exec services (Figure 3)

a. From the Administrator Tools, select Services
b. Right-click on the first Backup Exec service listed, and click Properties
c. Click the Log On tab and select the Local System account as the logon account

d. Do the same on the remaining Backup Exec services and start the services manually


Figure 3
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6. Start all the Backup Exec services
7. In Backup Exec, go to Restore Selections
8. Select the System State (Figure 1) for the local machine
9. Click on the Restore button on the tool bar and then select Run to start the job
10. Reboot the server


III. To restore the Remote System State (Windows 2000) on a Non-Domain Controller

1. Ensure that the Remote Agent (Agent Accelerator) is installed and running on the remote server
2. In Backup Exec, go to Restore Selections
3. Select the System State (Figure 1) of the remote server
4. Click on the Restore button on the tool bar and then select Run to start the job
5. Reboot the remote machine


IV. To Restore the Remote System State (Windows 2000) on a Domain Controller

On the Remote Server:

1. Start the machine and press <F8> during the server boot-up sequence
2. Select Directory Services Restore Mode 
3. Log onto the server and ensure that the Remote Agent (Agent Accelerator) is installed and running
4. Create a user with the same name and password as the Backup Exec service account. Add this account to the Administrators group

a. From the Administrative Tools, select Computer Management
 On Local Users and Groups, create a new user by right-clicking on Users and selecting New User (Figure 4)

Figure 4
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b. Double-click the newly created user. In the user's properties, click on the Member Of tab and add the user as a member of  Administrators (Figure 5).

Figure 5
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On the Backup Exec media server:

1. In Backup Exec, go to Restore Selections
2. Select the System State (Figure 1) of the remote server
3. Click on the Restore button on the tool bar and then select Run to start the job
4. Reboot the remote machine
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Related Articles

Disaster Recovery of a remote Windows 2008 computer (includes both non-authoritative and authoritative restore of Active Directory for a domain controller) 
When attempting to restore the System State locally or remotely to a Windows 2000 or 2003 Server, an error message occurs, stating: "A failure occurred restoring because the files cannot be replaced and no alternate location was specified." 
Performing Authoritative Restores of the Active Directory to a Windows 2000/2003 based domain controller 


Windows Server 2003 - Authoritative Restore
An Authoritative Restore of Active Directory is one of the hardest tasks in Windows Server 2003.  To succeed, you need to understand how Active Directory Replication works, be an expert with NTDSutil, find the backup tapes and above all, a sound written plan.

Because you can only test an Authoritative Restore in Directory Services Restore Mode (F8 on the boot menu), I exhort you to try my other NTDSutil commands, just to get the hang of how this Microsoft utility works.

Tutorial Topics for Authoritative Restore
· Typical Authoritative Restore Scenario 

· Why do you need an Authoritative Restore? 

· Authoritative Restore Plan and Example 

· Learning Points for Authoritative Restore 

· Important Follow-up - Restore Subtree DN 

· Real Life Problem - Authoritative Restore 

· Summary of Authoritative Restore 
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Typical Authoritative Restore Example
Let us take a minute to understand what can go wrong and thus trigger the need for an Authoritative Restore.  You instruct a junior administrator to delete a user account in the Bosses OU.  They open up Active Directory Users and Computers, select the OU.  Now instead of selecting the individual user, they select the entire OU container object and press delete.  Even though they get two warning messages, they ignore them and press OK.  In this scenario we have to assume that this deletion is replicated to all other domain controllers before the senior administrator realizes what has happened.  There is no recycle bin to restore the users, the LostAndFound folder is no good in this situation.  What we need is a laborious Authoritative Restore. 

Why do you need an Authoritative Restore?
It is worth spending a minute taking stock of why we need an Authoritative Active Restore as opposed to a non-Authoritative restore.  The heart of the problem is that in the above scenario, Active Directory is too clever for its own good.  If you delete an ordinary file and restore it from backup, then great, you have the old file back just as it was.  However, when you restore Active Directory, the other domain controllers try and be smart and replicate later transactions so a non-authoritative restore is no good for recovering an OU.  What happens is another Domain Controller just replicates the transactions that deleted the OU because they are newer than the restored version.  As we will see, an Authoritative Restore tricks the other Domain Controllers into accepting the old object by artificially incrementing its version number by 100000.
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Authoritative Restore Plan
Knowledge is power.  Now that we understand the problem, we can make a plan and then put it into action.  NTDSutil will play the star role.  To recap the example problem is that someone deleted an OU called Bosses.

1) The plan is to start with a normal restore.  This is a non-authoritative restore, nothing fancy - yet.  Once you have verified the initial restore, reboot, then press F8, and select Directory Services Restore Mode.  Now its over to NTDSutil and ADSI Edit. (Incidentally if you have trouble with the DSRM password, check here.)

2) While NTDSutil will carryout the actual Authoritative Restore, ADSI Edit will help identify the LDAP name of the deleted OU.  As a matter of tactics we only want to restore one branch or one SubTree of active directory.  If for example, 20 users had been created since the initial disaster, we would not want to wipe them out by the Authoritative Restore.  Fortunately, from the normal restore ADSI Edit will reveal the whereabouts of the OU.  Let us assume that the deleted object was: OU=bosses,DC=ourdom,DC=com.  The point is we only want to restore this one part of Active Directory, all the other objects must be left as they are.

3) Remember, we are in Directory Services Restore Mode, so we are all set to run NTDSutil, here are the commands:

Authoritative Restore Example
  

E:\ntdsutil>ntdsutil
ntdsutil: authoritative restore 
authoritative restore: restore object OU=bosses,DC=ourdom,DC=com 

Opening DIT database... Done. 

The current time is 06-17-05 12:34.12. 
Most recent database update occurred at 06-16-05 00:41.25. 
Increasing attribute version numbers by 100000. 

Counting records that need updating... 
Records found: 0000000012 
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Learning Points for Authoritative Restore
1) NTDSutil has about 8 modes, we want specifically, Authoritative Restore.

2) Success or failure depends employing ADSI Edit to get the correct path, for me this is the most nerve wracking part of the exercise.

3) Notice how NTDSutil increases the version number by 100000.  This makes sure that these restored object have a later version number than any equivalent object on the other domain controllers.  As a result, when you reboot this machine it will replicate the restored OU=bosses to the other domain controllers.

4) NTDSutil is a Microsoft utility built-in to Windows Servers.

Important Follow-up - Restore Subtree DN
The above example used restore object.  In real-life you probably want to restore the contents of the Bosses OU.  Thus you would substitute Restore Subtree for Restore object if you wanted to reinstate the users in that Bosses OU.

Microsoft also recommends actually running the restore subtree TWICE if the OU contains User Objects. The explanation, is because the first time restores the object with the SID, the second time will actually traverse the remaining items and restore Group Memberships... it's simple enough to hit the up arrow and run it twice.

I thank Tony Baker for pointing out the limitation of my original example, and for recommending restore subtree.
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Real Life Problem - Authoritative Restore
When you have to perform an Authoritative restore be on the lookout for peripheral problems that are unique to your situation.  Here is an example kindly sent in by Juha Pearson.

Group membership is often a pain to control; it is certainly amongst the most difficult attributes to script.  The specific problem with an Authoritative Restore is when the group was created in Windows 2000 rather than Windows 2003.  Active Directory understands a feature called LVR (Linked value replication), the underlying factor is the technology that allows replication of a single property change, rather than the whole object.  For example, in W2K3 one change in group membership, resulted in only one property being replicated.

The problem diminishes if you have applied at least SP1 to your Windows 2003 Servers.  However, what happens is that the Windows Server 2003 SP1 / SP2 machines may produce LDIF files with the extra LVR information.

You need to perform a procedure such as this:

1. Open a command prompt and navigate to the directory containing the .ldf file and its respective log files. 

2. At the command prompt, type the following command, and then press ENTER: 

3. ldifde -i -k -f FileName 

4. For FileName, substitute the name of the .ldf file that you want to run, for example, 
ar_20070512-174634_links_cp.com.ldf 

I say again this is but one example of the care and the research that you need before you undertake an Authoritative Restore of Active Directory. 

Summary of Authoritative Restore
'Self heal' works against you restoring when you try and restore Active Directory objects.  The trick, which NTDSutil performs, is to fool AD that the restore has a higher version number than any existing Active Directory records.  Mastering Authoritative Restore is like passing your final NTDSutil exam.  Take the time to understand the role played by ADSI Edit in obtaining the restored object, for example, OU=bosses,DC=ourdom,DC=com
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Takeaway: If you need to configure the same security settings across an array of computers, you can deploy it across the network by using Group Policy. Jim Boyce explains how in this Windows 2000 Server tip.
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People who read this, also read...

· Understand group policy application in Windows 2000 Server 

· Lock down user changes with group policy in Windows 2000 Server 

· Using the Secedit tool to work with security templates 

· Gather policy information in Windows 2000 Pro with GPRESULT.EXE 

· Supporting NT and Windows 9x clients when deploying group policies 
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After you create a custom template or decide to use one of the predefined templates in Windows 2000 Server, you'll need to apply it to the computer(s). You can use several tools to do this. If you manage a lot of computers that need the same security settings, then the best way to configure the security on your network is to import the template into a Group Policy. Here are the step-by-step instructions on how to do it:

1. Open the Active Directory Users And Computers console. 

2. Expand the container for which you want to apply the template and open its Properties dialog box by right-clicking on it and selecting Properties. 

3. Go to the Group Policy and click New to create a policy. 

4. Type the name of the new policy and then click Edit. 

5. Browse to Computer Settings | Windows Settings | Security Settings. 

6. Right-click on the Security Settings node and select Import Policy. Select the template you want to apply and click Open. 

7. Once you're done, wait for the Group Policy refresh cycle or type secedit /refreshpolicymachine_policy /enforce to get an immediate refresh.

If you're in a Windows 2000 domain with Active Directory, you can still apply security templates—just not through the Group Policy. To set the security on a local computer, use the Local Security Policy console located in the Administrative Tools folder.

If you aren't in a Windows 2000 domain and still want to automate the application of security templates on several computers, then use the powerful command-line utility Secedit.exe. This utility will let you do much more than just apply security templates. To get help on Secedit, run it without any switches.

Miss a column?

Check out the Windows 2000 Server archive, and catch up on the most recent editions of Jim Boyce's column.

Want more Win2K tips and tricks? Automatically sign up for our free Windows 2000 Server newsletter, delivered each Tuesday!
How to Implement Group Policy Security Filtering
The most misleading thing about Group Policy is its name—Group Policy is simply not a way of applying policies to groups! Instead, Group Policy is applied to individual user accounts and computer accounts by linking Group Policy Objects (GPOs), which are collections of policy settings, to Active Directory containers (usually OUs but also domains and sites) where these user and computer accounts reside. So the newbie’s question concerning Group Policy is usually, “How can I get this GPO to apply to this group?” The answer to this question is: by implementing security filtering.

Understanding Security Filtering

Security filtering is based on the fact that GPOs have access control lists (ACLs) associated with them. These ACLs contain a series of ACEs for different security principals (user accounts, computer accounts, security groups and built-in special identities), and you can view the default ACL on a typical GPO as follows:

1. Open the Group Policy Management Console (GPMC) 

2. Expand the console tree until you see the Group Policy Objects node. 

3. Select a particular GPO under the Group Policy Objects node. 

4. Select the Delegation tab in the right-hand pane (see Figure 1). 
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Figure 1: Viewing the ACL for the Vancouver GPO using the Delegation tab

For a more detailed view of the ACEs in this GPO ACL, click the Advanced button to display the familiar ACL Editor (Figure 2):
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Figure 2: Viewing the ACL for the Vancouver GPO using the ACL Editor 

An obvious difference between these two views is that the ACL Editor displays the Apply Group Policy permission while the Delegation tab doesn’t. This is because the Delegation tab only displays ACEs for security principles that actually process the GPO, and that implicitly means those security principals have the Apply Group Policy permission set to Allow. More specifically, if you want a GPO to be processed by a security principal in a container linked to the GPO, the security principal requires at a minimum the following permissions:

· Allow Read 

· Allow Apply Group Policy 

The actual details of the default ACEs for a newly created GPO are somewhat complex if you include advanced permissions, but here are the essentials as far as security filtering is concerned:

	Security Principal
	Read
	Apply Group Policy

	Authenticated Users
	Allow
	Allow

	CREATOR OWNER
	Allow (implicit)
	

	Domain Admins
	Allow
	

	Enterprise Admins
	Allow
	

	ENTERPRISE DOMAIN CONTROLLERS
	Allow
	

	SYSTEM
	Allow
	


Note that Domain Admins, Enterprise Admins and the SYSTEM built-in identity have additional permissions (Write, Create, Delete) that let these users create and manage the GPO. But since these additional permissions are not relevant as far as security filtering is concerned, we’ll ignore them for now.

The fact that Authenticated Users have both Read and Apply Group Policy permission means that the settings in the GPO are applied to them when the GPO is processed, that is, if they reside in a container to which the GPO is linked. But who exactly are Authenticated Users? The membership of this special identity is all security principals that have been authenticated by Active Directory. In other words, Authenticated Users includes all domain user accounts and computer accounts that have been authenticated by a domain controller on the network. So what this means is that by default the settings in a GPO apply to all user and computer accounts residing in the container linked to the GPO. 

Using Security Filtering

Let’s now look at a simple scenario where you might use security filtering to resolve an issue in Group Policy design. Figure 3 below shows an OU structure I developed in a previous article. Note that the Vancouver top-level OU has three departments under it defined as second-level OUs, with user and computer accounts stored below these departments in third-level OUs:
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Figure 3: Sample OU structure for Vancouver office

Let’s say that of the fifteen users who work in the Sales and Marketing Department in Vancouver, three of them are senior people who have special requirements, for example access to certain software that other people in the department shouldn’t have access to. Such software could be provided to them by publishing it in Add or Remove Programs using a user policy-based software installation GPO. The trouble is, if you link this GPO to the Sales and Marketing Users OU then all fifteen users in the department will have access to it through Add or Remove Programs. But you only want this special group of three users to be able to access the software, so what do you do?  

You could create another OU beneath the Sales and Marketing Users OU and call this new OU the Senior Sales and Marketing Users OU. Then you could move the user accounts for the three senior employees to this new OU and create your software installation GPO and link it to the new OU. While this approach will work, it has several disadvantages:

· It makes your OU structure deeper and more complicated, making it harder to understand. 

· It disperses user accounts into more containers making them more difficult to manage. 

A better solution is to leave your existing OU structure intact and all fifteen Sales and Marketing users in the Sales and Marketing Users OU, create your software installation GPO and link it to the Sales and Marketing Users OU (see Figure 4), and then use security filtering to configure the ACL on the software installation GPO to ensure that only the three senior users receive the policy. 
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Figure 4: Senior Sales and Marketing Users Software Installation GPO 

To filter the software installation GPO so that only users Bob Smith, Mary Jones, and Tom Lee receive it during policy processing, let’s first use Active Directory Users and Computers to create a global group called Senior Sales and Marketing Users that has only these three users as members (see Figure 5):
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Figure 5: Membership of the Senior Sales and Marketing Users global group

Note that you can store this security group in any container in the domain, but for simplicity you’ll probably want to store it in the Sales and Marketing Users GPO since that’s where its members reside. 

Now go back to the GPMC with the software installation GPO selected in the left-hand pane, and on the Scope tab of the right-hand pane, remove the Authenticated Users special identity from the Security Filtering section and then add the Senior Sales and Marketing Users global group (Figure 6):
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Figure 6: Filtering the GPO so it only targets the Senior Sales and Marketing Users group

That’s it, we’re done! Now when policy is processed for a user account residing in the Sales and Marketing Users OU, the Group Policy engine on the client will first determine which GPOs need to be applied to the user. If the user is a member of the Senior Sales and Marketing Users security group, the following GPOs will be applied in the following order (assuming we haven’t used blocking or enforcement anywhere):

1. Default Domain Policy 

2. Vancouver GPO 

3. Sales and Marketing GPO 

4. Sales and Marketing Users GPO 

5. Senior Sales and Marketing Users GPO 

If however the user is one of the other twelve (junior) members of the Sales and Marketing Department, then the last policy above (Senior Sales and Marketing Users GPO) will not be applied to them. In other words, the published software will only be made available to Bob, Mary and Tom as desired. 

The Power of Security Filtering

The power of security filtering is that it allows us to simplify our OU structure while still ensuring that Group Policy is processed as designed. For example, in my original OU structure for Vancouver (see Figure 3 above) I created separate OUs for three departments in that location, namely the IT Department, Management, and Sales and Marketing. In Toronto however I could have taken a different approach and lump all my users and computers together like this (Figure 7):
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Figure 7: Toronto has a simpler OU structure than Vancouver

Then I could group user and computer accounts in Toronto into global groups like this:

· IT Department Users 

· IT Department Computers 

· Management Users 

· Management Computers 

· Sales and Marketing Users 

· Sales and Marketing Computers 

I could then create GPOs for each group of users and computers in Toronto, link these GPOs to the appropriate container, and use security filtering to ensure they are applied only to the desired security principals (Figure 8):
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Figure 8: Using Group Policy to manage users in Toronto

The main downside of this approach is that as you flatten your OU structure you can end up with lots of GPOs linked to each OU, which can make it harder at first glance to figure out which policies are processed by each user or computer unless you examine in detail the security filtering setup. 

Conclusion
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In the end then, it’s a simple matter of give and take—make your OU structure too flat and it can be harder to manage policy; make your OU structure too deep and it can be harder to manage accounts. It’s up to you to decide on which approach to take for implementing Group Policy for your enterprise. And finally, for more tips on designing Group Policy deployments, check out my blog.

Understanding the Roles of Server 2003 Security Policies
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Windows domains rely on policy-based security mechanisms, but Windows security policy deployment can be confusing to the uninitiated. What's the difference between the local security policy, domain security policy and domain controller security policies? When and how do you use each? How do you use site GPOs and OU GPOs for best security, and how do they all interact together? What security policy tools are included with the operating system and how is each used? This article will provide an overview of the roles of Server 2003 security policies and how to use them to secure your systems and network. 


Policy-based Security: What does it Mean?

A security policy can be defined as a set of rules and practices that govern how an organization manages and protects its assets (which can include facilities, equipment, infrastructure or information). IT security focuses on the protection of:

· Computer systems/software 

· Network connectivity 

· Sensitive or confidential information 

Policy-based security, then, begins by defining the organization’s philosophy and priorities in regard to protection of the above. This is the management definition of “security policy.” Application of the rules and practices outlined in the policy statement is then accomplished via the technical definition of “security policy.” 

In this context, a security policy is a template used to select and configure the various security mechanisms supported by the operating system or application. Modern Windows operating systems support many different types of security policies, which are configured through the Group Policy interface. 

Security Policy Interfaces and Tools

The operating system tools that are used to configure, manage and apply security policies locally or across a Windows domain include:

· Local Security Policy MMC: This interface is used to configure security settings that apply only to the local computer. It’s accessed via the Administrative Tools menu in Control Panel. Local settings include: password policy, account lockout policy, audit policy, IPsec policy, user rights assignment, and others. Local Security Policy is not used on domain controllers; they are governed by the Domain Controller Security Policy. 

· Default Domain Security Settings: You use this interface to set security policies for all computers in a domain. These settings override the Local Computer Policy settings for domain members if there is a conflict between the two. This interface is accessed via the Group Policy tab in the Properties of the domain node in Active Directory Users and Computers (Administrative Tools menu). 

· Domain Controller Security Settings: You use this interface to configure security settings for the domain controllers in the domain. These settings take precedence over the Domain Security Policy for DCs. This interface is accessed by logging onto the domain controller as an admin and selecting Domain Controller Security Policy from the Administrative Tools menu. 

· Resultant Set of Policies (RSoP): RSoP is a tool that allows you to query existing and planned policies and get the results of the query so you can see the effects that policy changes would have, before actually applying them. 

Note:
The Group Policy Management Console (GPMC) consolidates Group Policy management tasks that previously had to be accessed from several different interfaces. The GPMC can be downloaded from the Microsoft Web site at http://www.microsoft.com/downloads/details.aspx?FamilyID=0a6d4c24-8cbd-4b35-9272-dd3cbfc81887&displaylang=en.

Server 2003 Security Policies

Security policies that can be configured through the Server 2003 GUI and command line tools include:

· Account policy: allows you to define password requirements (length, complexity, maximum age, history), lockout parameters (number of permitted logon attempts, duration of lockout) and Kerberos key policies (how long the keys are valid). 

· Audit policy: allows you to set up security auditing and define which events will be logged (for example, failed/successful logon attempts, access to specific resources, etc.). 

· Cryptographic policy: allows you to control the algorithms used by TLS/SSL. 

· Domain policy: allows you to add and remove computers and create trusts between domains. 

· Firewall policy: allows you to set standard policies for Windows Firewall for all the computers within a domain or OU. 

· IPsec policy: allows you to configure the use of Internet Protocol Security (IPsec) to encrypt data in transit over the network. 

· EFS policy: allows you to define whether EFS can be used to encrypt files and folders on NTFS partitions. 

· Disk quota policy: allows you to enable/disable and define defaults for disk quotas, and specify what happens when a quota limit is reached. 

· PKI policy: allows you to define support for PKI policies regarding auto-enrollment for digital certificates issued by the Windows Server 2003 certification authority. 

· Smart card usage policy: allows you to require smart cards to be used for Windows logon to provide multi-factor authentication. 

Group Policy Objects

Security settings can be applied through Group Policy Objects (GPOs) at various levels of the Active Directory hierarchy. A GPO is essentially a collection of policy settings that affect users and computers, and which is associated with an Active Directory container object (site, domain, OU) or local computer. One GPO can be linked to multiple containers or multiple GPOs can be linked to a single container. Group policies are inherited by child objects and are applied from highest to lowest. Group policies are processed in the following order:

· Local GPO (applies to the local computer only). This is accessed via the Local Security Policy interface described above. 

· Site GPO (applies to all users and computers in all domains in the site). These are accessed and edited through the Group Policy tab on the Properties sheet of a site, which you access by right clicking the site in the Active Directory Sites and Services administrative tool. 

· Domain GPO (applies to all users and computers in the domain). These are accessed via the Active Directory Users and Computers tool or the Group Policy Management console as described above. 

· OU GPO (applies to all users and computers in the OU, and in any OUs nested within the OU). These are accessed through the Group Policy tab on the Properties sheet of the OU, which you access by right clicking the OU in the Active Directory Users and Computers MMC. 

As you can see, Group policy applies to all the users and computers in the container to which the GPO is linked. It does not affect security groups, but you can filter Group Policy according to security groups by setting a group’s permissions on the GPO.

Group Policy information for all but local policies is stored in Group Policy containers and in the Group Policy template. The Group Policy container is an area in the Active Directory. The Group Policy templates are folders located in the \Policies folder within the SysVol folder on the domain controllers. Each template folder contains a file named Gpt.ini in its root, which stores information about the GPO. The domain in which each GPO (except those for local policies) is stored is the storage domain. A GPO can be linked to domains other than the one in which it’s stored.

Note:
Even though Group Policy can be processed across domains, it’s best to avoid cross-domain GPO assignments because it slows down logon and startup when the Group Policy has to be obtained from a different domain.

By default, you can create new GPOs and edit existing GPOs if you’re a member of one of the following groups:

· Domain administrators 

· Enterprise administrators 

· Group Policy Creator owners 

These Group Policies won’t apply to members of these groups unless they have the Apply Group Policy attribute set as a member of some group to which they belong. However, by default, Authenticated Users have Read permissions to GPOs with the Apply Group Policy attribute, and members of the above groups are also members of the Authenticated Users group. If you don’t want the policy to apply to administrators, you can set the Apply Group Policy attribute to Deny for the Domain admins and Enterprise admins groups. This will override the Apply Group Policy – Allow attribute that’s set on the Authenticated Users group for those admins, since a Deny setting in any group to which you belong always takes precedence.

Summary
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Windows Server 2003 relies on policy-based security, and policies are implemented via Group Policy. Understanding the relationship of organizational policies to the application of Group Policy, and how policy deployment works at different levels. For more detailed information about configuring security policies in Windows Server 2003, see the following resources:

· Windows Server 2003 Common Criteria Administrator’s Guide
http://www.microsoft.com/downloads/details.aspx?FamilyID=75736009-59e9-4a71-879e-cf581817b8cc&DisplayLang=en 

· Windows Server 2003 Security Guide
http://www.microsoft.com/downloads/details.aspx?FamilyID=8a2643c1-0685-4d89-b655-521ea6c7b4db&DisplayLang=en 

· Group Policy Settings Reference for Windows Server 2003 with SP1
http://www.microsoft.com/downloads/details.aspx?FamilyID=7821C32F-DA15-438D-8E48-45915CD2BC14&displaylang=en 
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Secure your Enterprise Network from External Threat
The solution empowers you to monitor the breaches, attacks, viruses, worms and trojans against your network. It assists you to quickly contain the attacks.

	Comprehensive, Automated and Flexible Compliance Solution
Get the reports generation automated for major regulatory compliance acts: PCI-DSS, HIPAA, SOX & GLBA. Be ready to create reports for future compliance acts.

	AuthLite Strong Logon Security - Two Factors, One Touch, Zero Drivers
Easy and affordable to any size organization. Tokens use existing software; no drivers needed!

	Security Monitoring through Event Logs
Get the event log information that really matters through automated alerts on critical security events. Install, set and pat yourself on the back!

	New Free Spiceworks 5.0 Network Event Log Software for Security Experts
Download the best and fastest Spiceworks IT management software yet to help maintain security of your network. Get event logs, run a multi-site help desk, configure changes with TFTP & more - all 100% free!


Applying security settings

This section covers different considerations when applying security settings.

When policy is applied

Once you have edited the security settings, the settings are refreshed on the computers linked to your Group Policy object: 

	•
	When a computer is restarted the settings on that computer will be refreshed. 

	•
	The security settings are refreshed every 90 minutes on a workstation or server and every 5 minutes on a domain controller. The settings are also refreshed every 16 hours, whether or not there are any changes. 


To force a computer to refresh its security settings as well as all Group Policy settings, see the gpupdate command-line tool. 
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Precedence of policy when more than one policy is applied to a computer

For security settings which are defined by more than one policy, the following order of precedence, from highest to lowest, is observed: 

	•
	Organizational unit policy 

	•
	Domain policy 

	•
	Site policy 

	•
	Local computer policy 


For example, the domain policy will override the local security policy for a workstation which is defined on a domain wherever there is a conflict. Likewise, if the same workstation is a member of an organizational unit, the settings applied from the organizational unit policy will override both the domain and local settings. If the workstation is a member of more than one organizational unit, then the organizational unit that immediately contains the workstation has the highest order of precedence.

Use the Resultant Set of Policies tool to find out what policies are applied and in what order to a computer. For more information, see Resultant set of policy
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Persistence in security settings

Security settings may still persist even if the setting is no longer defined in the policy that originally applied it. 

Persistence in security settings occurs when: 

	•
	The setting has not been previously defined on the local computer at the time policy was applied. 

	•
	The setting is for a registry object in the subtree of the Registry node. 

	•
	The setting is for a file system object. 


Whenever Group Policy is applied, the computer stores the local security settings into a database. If a Group Policy object defines a security setting, then does not define that setting, the setting takes on the original local setting stored in the database. If a value does not exist in the database, then the setting does not have a setting to revert to, and it remains defined as is. This behavior is sometimes referred to as tattooing. 

Registry and file settings will remain at the security setting that is applied through policy until that setting is set to another value. 
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Filtering security settings based on group membership

You can also decide what computers will or will not have a Group Policy object applied to them by denying them either the Apply Group Policy or Read permission on that Group Policy object. Both of these permissions are needed to apply Group Policy. 

n by Steve Hall, IT Manager & Services Consultant 
Now that you have identified policies and the company’s responsibilities for security, you can start your design. It is not likely you will get a clean slate to design whatever you want. It is more likely you have inherited the network, and it is not ideally setup the way you would like it to be. In either case, you can add value by bolstering the security or designing from scratch. There are many different methodologies from various vendors, but most of the methodologies all touch on a key foundation…Defense in Depth. Civilizations have understood the concept of Defense in Depth for ages. 

Militaries have often designed their defenses in a layered approach. For example, aircraft carriers have destroyers that provide a perimeter and act as an early warning system. Obviously the carriers are the “crown jewels”, however, the destroyers, even though they are expensive, are more agile and made to detect threats and take action in order to protect the carriers. 

This concept can easily be applied to designing networks and network security. Like the destroyers that surround the carriers, network design and security form a perimeter of defense. 

Defining/securing your perimeter

Defining network perimeter in today’s business environment can be challenging with remote work forces, remote vendor management and client extranets, or federations with partners.

In order to get a good starting point, consider areas of responsibilities and devices that you have direct control over. Also ask if you will be utilizing a DMZ for hosted public servers. 

Once you have a defined line drawn in the sand you can then start to document what traffic equals normal traffic or expected traffic. I highly recommend documenting traffic flow diagrams so you have a base line of what the traffic should look like on your network. 

Once you have these items identified you can now select the products that fit your company’s requirements such as firewall, IPS, Content Filtering, web application firewalls and anti-virus. Consider vulnerabilities and risks that could be exposed with the technology being used and work to eliminate or reduce the attack surface of your devices. 

Inside the Perimeter

Once the perimeter is secure, secure the network routers and switches. Always harden these devices as they handle all of your network traffic. If there was a compromise or a man in the middle on your default gateway, it is game over. 

There are open source and commercial software that will allow you to run your configurations through a check to ensure they are secure and correct. The Center for Internet Security also has resources and guides for hardening and configurations. 

Servers and workstations should also be hardened. Minimize the attack surface by uninstalling and shutting off any unnecessary services. If you have an active directory, you can use group policy to deploy many security features globally.

You may be stuck with some legacy systems that are not tolerant to patching, or they are simply too old to have any support for patching. In cases like these you can use isolation with VLAN’s and monitoring to help reduce risk of these systems that cannot be decommissioned.

Physical Security

Don’t forget about the physical security of your network. Someone with physical access to your internal systems can be game over! Coming from the inside, a trusted source can put the company at a severe disadvantage. Whenever possible consider mantraps, card access, biometrics, video surveillance, and locking accessible switch ports down to only known devices. 

Staying Healthy

Having a patch management process is yet another important aspect of keeping a healthy environment and mitigating your exposure to new threats. Staying patched on all software, and not just operating system software, is also very important. There are many third-party applications that may be overlooked for patching. 

One thing I notice a lot is that administrators do not proactively monitor logs. Only when something happens do logs get reviewed and, by that time, it is too late. In many cases proactive monitoring of logs can head off potential problems. If there is budget, make sure to add a monitoring solution. Even if you don’t have a budget for it, there are open source solutions (depending on your company’s stance on open source). All of the devices on your network should be able to talk SNMP, SYSLOG or WMI. By having all your devices report these logs to your management server, you will be able to proactively manage your network, which will help with long term reporting and trending. 

*Detect+Response=Exposure Time. The goal is to make sure your protection outlasts your Detection & Response; but remember, the closer your exposure time gets to zero the higher the costs. These are all considerations to keep in mind when deciding what network design is right for your company. 

Although there are many more aspects that I haven’t touched on, this will start you down the right path of completing your design, and implementing it. Check with your vendors on their security practices and get their recommendations on securing their software/hardware. 

  

Step-by-Step Guide to Using the Security Configuration Tool Set 

This step-by-step guide describes how to view, configure, and analyze local security policy and local security settings using various components of the Security Configuration Tool Set included with the Windows® 2000 operating system.
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Introduction

The Security Configuration Tool Set allows you to configure the following security areas:

	Area
	Configurable Items

	Account Policies
	Password, lockout, and Kerberos settings.

	Local Policies
	Audit, user rights, and security options. ("Security Options" consist primarily of security-relevant registry values.)

	Event Log
	Settings for system, application, security and directory service logs.

	Restricted Groups
	Policy regarding group membership.

	System Services
	Startup modes and access control for system services.

	Registry
	Access control for registry keys.

	File System
	Access control for folders and files.


Administrators can use the following components of the Security Configuration Tool Set to configure some or all of the security areas described above:

· Security Templates snap-in. The Security Templates snap-in is a stand-alone Microsoft Management Console (MMC) snap-in that allows the creation of a text-based template file that contains security settings for all security areas.

· Security Configuration and Analysis snap-in. The Security Configuration and Analysis snap-in is a stand-alone MMC snap-in that can configure or analyze Windows 2000 operating system security. Its operation is based on the contents of a security template that was created using the Security Templates snap-in.

· Secedit.exe. Secedit.exe is a command-line version of the Security Configuration and Analysis snap-in. It allows security configuration and analysis to be performed without a graphical user interface (GUI).

· Security Settings extension to Group Policy. The Security Configuration Tool Set also includes an extension snap-in to the Group Policy editor to configure local security policies as well as security policies for domains or organizational units (OUs). Local security policies only include the Account Policy and Local Policy security areas described above. Security policies defined for domains or OUs can include all security areas.

This step-by-step guide describes how to use the snap-ins, command-line tool, and Security Settings extension to view, configure, and analyze local security policy and local security settings.

Requirements and Prerequisites

This guide assumes that you have run the procedures in the two-part "Step by Step Guide to A Common Infrastructure for Windows 2000 Server Deployment" http://www.microsoft.com/windows2000/techinfo/planning/server/serversteps.asp. The common infrastructure documents specify a particular hardware and software configuration. If you are not using the common infrastructure, you need to make the appropriate changes to this document. The most current information about hardware requirements and compatibility for servers, clients, and peripherals is available at the Product Compatibility Web site http://www.microsoft.com/windows2000/server/howtobuy/upgrading/compat/default.asp.
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Viewing and Modifying Local Security Policy

Local security policy is exposed through the Security Settings extension to Group Policy. Local security policy includes the Account Policy and Local Policy areas only. The Account Policy area contains password and lockout information. The Local Policy area contains audit, user rights, and security options information.

To view local security policy:

1. Log on to a Windows 2000-based computer as a user with administrative privileges. In our example, we log on as Administrator to the server named HQ-RES-SRV-01.

2. To open the Group Policy console, click Start, click Run and type Gpedit.msc. Click OK.

3. Click the + next to Computer Configuration, then Windows Settings, then Security Settings, and then Local Policies to expand these folders.

4. Click the Security Options folder under Local Policies. Your window should be similar to the one shown below in Figure 1.




Figure 1: Security Options 

For each security setting, notice that the Security Settings extension displays the local policy and an effective policy. Local Policy describes policy settings as they are defined on the local computer. Effective policy describes the combined local, domain, and organizational unit policies for each setting. This distinction is made because local policy settings can be overwritten by domain or OU policy settings. The order of precedence for policies is from lowest to highest:

· Local Policy

· Domain Policy

· OU Policy

Local Policy has the least precedence and the OU that directly contains the computer has the highest precedence.The effective policy column displays the security policy in effect based on these precedence rules.

Modifying local security policy 

To modify a local security policy setting, double-click the security item of interest and revise the policy. For example, to change the minimum password age defined by the local password policy:

1. Click the + next to Account Policies in the left pane (under Security Settings) to expand it.

2. Click Password Policy.

3. Double-click Minimum Password Age in the right pane.

4. Set a Minimum Password Age of 1 day, and click OK.

When you OK the policy change, policy propagation is triggered, which causes an effective policy to be computed (based on any overriding domain or OU policies) and applied to the system. Status regarding this policy propagation is available in the application event log.

5. Right-click Security Settings (in the left pane), and then click Reload.

Reloading the local policy updates the effective policy in the user interface. Depending on domain or OU password policies that are in effect, the effective policy may or may not have changed on your computer.

6. Close the Group Policy console.
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Working with Security Templates

The Security Templates snap-in allows you to create a text-based template file that can contain security settings for all of the security areas supported by the Security Configuration Tool Set. You can then use these template files to configure or analyze system security using other tools.

· You can import a template file into the Security Settings extension to configure local, domain, or OU security policy.

· You can use the Security Configuration and Analysis snap-in to configure or analyze system security based on a text-based security template.

· You can use the Secedit.exe command-line tool directly or in conjunction with other management tools such as Microsoft Systems Management Server or Task Scheduler to deploy a security template or trigger a security analysis.

To load the Security Templates snap-in: 

1. Click Start, click Run, and then type MMC /s into the text box and click OK. (Note: There is a space between the C and the /s).

2. Click Console (under Console1 in the upper right of the window), click Add\Remove Snap-in, and click Add.

3. From the list of available Standalone Snap-ins, select Security Templates, as shown in Figure 2 below.




Figure 2: Adding the Security Templates snap-in 

4. Click Add, then click Close.

5. Click OK.

6. Click the + next to Security Templates in the left pane to expand it.

7. Click the + next to C:\WINNT\security\templates to expand it. (Note: if you installed Windows 2000 in a different drive and/or directory, that path will display instead of C:\WINNT.)

Windows 2000 ships with several predefined security templates. Please see the section, "Predefined Security Templates," in this paper for more information.

Modifying a Security Template

You can create your own security template by right-clicking the default templates folder (C:\WINNT\security\templates) under Security Templates and selecting New Template. (Note: If you installed Windows 2000 in a different drive and/or directory, that path will display instead of C:\WINNT.) However, in this guide you are going to modify the predefined secure workstation or server template (Securews.inf) that is included with Windows 2000.

To view the settings defined by Securews.inf: 

1. In the left pane, scroll down and then Click the + next to Securews to expand it. Notice in Figure 3 below that (unlike the local security policy covered in the previous two sections) all security areas are configurable when you define a security template.




Figure 3: Reviewing settings defined by Securews.inf 

2. Browse the Account Policies and Local Policies defined by Securews by expanding those folders, selecting the different areas and viewing the Stored Template settings in the right pane.

Displaying a Custom Logon Message

You can modify the Securews to display a custom message to all users who log on.

1. Click the Security Options node under Local Policies.

2. In the right pane, scroll down and then double-click Message Text for Users Attempting to log on.

3. Type a message that will be displayed to all users when they log on, and click OK.

Creating a Restricted Group Policy

A Restricted Group Policy allows you to define who should and should not belong to a specific group. When a template (or policy) that defines a restricted group is applied to a system, the Security Configuration Tool Set adds members to the group and removes members from the group to ensure that the actual group membership coincides with the settings defined in the template (or policy). In this procedure, you will define a restricted group policy for the Local Administrators group in addition to the restricted group policy that is already defined for the local Power Users group in Securews.inf.

To create the restricted group policy: 

1. In the left pane, right-click Restricted Groups, and select Add Group.

2. Type NewAdmins as the group name and click OK. The local Administrators group is added as a restricted group in the right pane of the Security Templates snap-in.

3. Double-click Administrators in the right pane.

You can now define who should be a member of the Administrators group and specify other groups that the Administrators group can be a member of.

4. Click Add and then click Browse. The Select Users or Groups dialog appears as shown in Figure 4 below.

5. Select the Administrator user in the Select Users or Groups dialog. Click Add. 




Figure 4: Select Administrator 

6. Click OK, and then click OK twice more.

This restricted group policy states that only the local administrator user can belong to the Administrators local group when the Securews template is used to configure a Windows 2000 system. During configuration, the tool set removes all other users that belong to the Administrators group at the time of configuration. Similarly, if (at the time of configuration) the Administrator user does not belong to the Administrators group, the Security Configuration Tool Set adds the Administrator user to the Administrators group.

· If the Members list is empty—If no users are specified as members of a defined restricted group (the top box is empty), the Security Configuration Tool Set removes all current members of that group when the template is used to configure a system.

· If the Member of list is empty—If no groups are specified for a restricted group to belong to (the bottom box is empty), no action is taken to adjust membership in other groups.

Configuring Permissions for a File System Directory

You can use Securews to configure permissions for file system directories as well.

1. Right-click File System in the left pane, and click Add File.

2. Click the %systemroot%\repair directory as shown in Figure 5 below. Click OK.
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Figure 5: Configuring file system permissions – selecting the repair directory 

The Access Control List (ACL) Editor shown in Figure 6 below appears. This allows you to specify permissions for the %systemroot%\repair directory in the Securews.inf template.




Figure 6: Using the ACL Editor to specify permissions 

3. Select the Everyone group in the top pane and click the Remove button.

4. Click the Add button and select the Administrators group. Click Add and click OK.

5. Click the Full Control checkbox in the bottom pane to give the Administrators group full control permissions.

6. Clear the Allow inheritable permissions from parent to propagate to this object checkbox.

7. Click OK to accept the Administrator-only permissions defined for the directory.




Figure 7: Template Security Policy Setting 

8. Select the Replace existing permission on all subfolders and file with inheritable permissions button and click OK.

Inheriting, Overwriting, and Ignoring Policy Changes

After you define permissions for a file system or registry object, the Security Configuration Tool Set asks you how the object's children should be configured.

If you select Propagate inheritable permissions to all subfolders and files, normal Windows 2000 ACL inheritance procedures are in effect. Specifically, any inherited permissions on child objects are adjusted according to the new permissions defined for this parent. Any explicit access control entry (ACE) defined for a child object remains unchanged.

If you select Replace existing permission on all subfolders and files with inheritable permissions, all explicit ACEs for all child objects (which are not otherwise listed in the template) are removed, and all child objects are set to inherit the inheritable permissions defined for this parent.

To prevent a child object from being overwritten by a parent, the child object can be added to the template and ignored. If a child object is added to the template and ignored, then that child's inheritance mode and that child's explicit ACEs remain untouched. Choosing the option: Do not allow permissions on this file or folder to be replaced for an object in a template makes sense only if an ancestor of that object is configured to overwrite children. If no ancestor exists in the template, ignoring an object has no impact. If an ancestor exists but is configured such that children inherit, then ignoring a child has no impact.

In this example, the ACL configuration for the %systemroot%\repair directory in the Securews.inf template is defined as follows:

· Administrators have full control on the %systemroot%\repair directory. By default, these full control permissions apply to this folder, subfolders, and files. You specified this when you defined the Administrator permissions in the ACL Editor. ( The degree to which an ACE is inheritable is specified in the Advanced tab of the ACL Editor under the Apply to column. This walkthrough did not examine the Advanced tab when defining the permissions for Administrator.)

· The %systemroot%\repair directory does not inherit any permissions from its parent. You specified this when you cleared the Allow inheritable permissions from parent to propagate to this object checkbox in the ACL Editor.

· All ACLs on all subfolders and files of the repair directory are configured such that they inherit the inheritable Administrators full control permission from this parent, regardless of their current configuration. You specified this when you selected the Replace existing permission on all subfolders and files with inheritable permissions mode of operation.

To save your customized Securews.inf file: 

1. Right-click Securews.inf, click Save As, and type Mysecurews and click Save.

2. Exit the Security Templates snap-in console by clicking the Close button in the upper right corner.

3. Yes to save the console settings

4. Save the console as Security Templates. This allows you to start the Security Templates snap-in without having to add it to a console in the future.
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Performing a Security Analysis

You can analyze current system settings against a baseline template at anytime. Performing an analysis is useful for several different reasons:

· To identify security holes that may exist in a current configuration.

· To identify changes that a potential security policy may impart to a system, before actually deploying the security policy.

· To identify deviations from a policy that is currently imposed on a system.

During this part of the guide, you will analyze the current system settings against the custom security template you created in the previous section. If you assume that the custom security template defines a more secure configuration, this analysis should identify security holes that may exist in the current system configuration, and can also identify changes that will take place if this template is used to configure the system.

To load the Security Configuration and Analysis MMC snap-in: 

1. On the Start menu, click Run and type: MMC /s 

2. From the Console menu, select Add\Remove Snap-in, and click Add.

3. Select Security Configuration and Analysis.

4. Click Add and then click Close. Click OK.

Creating a Database

All configurations and analyses are database-driven. Therefore, you must get the baseline analysis template into a database prior to performing the analysis operation.

To create the database 

1. Click Security Configuration and Analysis in the left pane.

2. Right-click Security Configuration and Analysis in the left pane.

3. Click Open Database.

4. Type Mysecurews.sdb as the name of the database.

5. Click Open.

6. Select Mysecure.inf as the security template to import into the database.

7. Click Open.

Notice that the name of the database is now exposed in the result pane and that there are several more options on the context menu for Security Configuration and Analysis.

To perform the analysis 

1. Right-click Security Configuration and Analysis, and then select Analyze Computer Now, from the context menu shown in Figure 6 below.




Figure 8: Analyze Computer option 

2. Specify the log file for the analysis operation as follows: (Note: You can find this also by clicking the browse button instead of typing it in)

3. %windir%\security\logs\Mysecurews.log

where %windir% is the drive and path to your Windows directory; for example:

C:\WINNT\security\logs\Mysecure.log

4. Click Open and then click OK. A progress dialog like the one show in Figure 7 below displays as the analysis proceeds.




Figure 9: Analyzing System Security Progress Report 

Reviewing the Analysis Results

After the analysis has completed, the security areas are available under the Security Configuration and Analysis node.

To review the results 

1. From the Security Configuration and Analysis node, click View.

2. Select the Description Bar to expose the database you are currently working with.

3. Expand Security Configuration and Analysis in the left pane, and then expand Local Policies, and then click Security Options as shown in Figure 8 below.




Figure 10: New Security Settings 

In the right pane, both database and actual system settings are displayed for each object. Discrepancies are highlighted with a red flag. Consistencies are highlighted with a green check mark. If there is no flag or check mark, the security setting is not specified in the database (that is, the security setting was not configured in the template that was imported).

You can double-click any setting in the result pane to investigate discrepancies further and modify database settings if desired.

For example:

1. Expand the File System node in the left pane.

2. Expand the %windir% directory (for example, C:\WINNT).

3. Right-click the Repair directory.

Note that files contained in the repair directory are also highlighted as being OK or mismatched. When a template specifies a container object in overwrite mode (which was the case when we configured the repair directory) all children of that object are analyzed for compliance. (When a template specifies a container object in inherit mode, child objects are not analyzed.) Child objects that do not inherit from the parent are flagged as mismatched because overwrite implies that all children (not otherwise specified in the template) should inherit from the parent. Child objects that are inheriting from the parent (and contain no explicit ACEs of their own) are flagged as matches even if they are currently inheriting a different DACL than the one specified by the parent in the template. In this latter case, the relevant mismatch was flagged on the parent itself.

4. Select Security. You can view the analyzed permissions, the database permissions, or both.

5. Click View Security then click OK. (Note that you cannot modify the actual system settings while viewing analysis results.)

6. Drag the Last Analyzed Security dialog out of the way, and click Edit Security in the previous window. Line up the windows side by side as shown:




Figure 11: Compare Repair ACL 

You can see the discretionary access control list (DACL) defined in the database (that was imported from the Mysecure template) and the actual DACL at the time the analysis was performed. Because the DACLs differ, the repair directory is highlighted as a mismatch.

7. Close these three windows.

Modifying Baseline Analysis Settings

After you review the analysis results, you may decide to update the baseline database that was used to perform the analysis. This may be desirable if you have changed your mind about the relevancy or the security specification that was originally defined for an object. For example:

· If you consider an object to be security relevant, then you would check the Define this policy in the database checkbox when viewing the detailed analysis results. If this box is unchecked, the object is removed from the configuration and receives its inheritance from the parent object, as defined.

· If you want to base future configurations or analyses on a different security specification, then you can click the Edit Security settings control to modify the security definition currently stored in the database.

In the example above, you already clicked the Edit Security control in step 6. If desired, you can modify the ACL currently defined for the repair directory in the database. Future analyses or configurations using this database would then be based on the newly defined ACL. Such modifications can be saved to a template by selecting Export Template from the context menu of the Security Configuration and Analysis node.
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Configuring System Security

Thus far, you have created a customized security template (Mysecure.inf) and analyzed the current system settings against this template. If you are comfortable with the security changes indicated by this template (as noted by the mismatches flagged in the analysis), you can now configure the system with these new security settings.

To configure the system with the new settings: 

1. Right-click the Security Configuration and Analysis node.

2. Select Configure System Now.

3. Specify the following as the path to the log file:

4. %windir%\security\\logs\Mysecure.log

where %windir% is the drive and path to your Windows directory (for example, C:\WINNT).

5. Click OK. A progress dialog displays to indicate the security areas being configured. When the configuration has completed your system is configured with the settings specified in Mysecure.Inf.

6. Click the Close button in the upper right corner of the Security Configuration and Analysis MMC snap-in.

7. Click Yes to save the console settings.

8. Specify SCA as the file name, and save the file.

This allows you to start the Security Configuration and Analysis snap-in without having to add it to a console in the future. Note that both the Security Templates snap-in and the Security Configuration and Analysis snap-in can be added to the same console if desired.

Viewing the Updated Local Security Policy

Changes made to local policy settings are automatically trapped by the Security Configuration Tool Set and stored in the local policy database. You can view these settings as you did in the first phase of this guide.

To view the policy 

1. On the Start menu, click Run and then type Gpedit.msc and click OK.

2. Expand Computer Configuration, expand Windows Settings, expand Security Settings, expand Local Policies, and then expand Account Policies.

3. Click Password Policy, as shown in Figure 12 below.

Note: You must be an administrator to view local policy. If you are not logged on as an administrator user, then you may no longer have administrator permissions. This is because of the restricted Group Policy you just applied to the system.

You see that the local minimum password age (originally set to 1 during the Modifying Local Security Policy phase of this guide) is now set to 2 in accord with the Mysecure.inf specification.




Figure 12: Password Policy 

Similarly, the message text has been updated:

4. In the left pane, expand Local Policies, and click Security Options, as shown in Figure 11 below.




Figure 13: Viewing security options 

Viewing Updated File System Security Settings

Because file system settings are not local policies, you can verify the configuration of the repair directory through Windows Explorer.

To view file system security settings: 

1. On the Start menu, point to Programs, then point to Accessories, and click Windows Explorer.

2. Unless it is already displayed, click the View menu, point to Explorer Bar, and select Folders.

3. Expand %windir% (where %windir% is the drive and path of your Windows directory; for example, C:\WINNT).

4. Click the Repair directory, right-click it, and select Properties.

5. Click the Security tab. Figure 14 below shows these two windows lined up:




Figure 14: Viewing file system security settings 

6. Click the Close button in the upper right corner of the Group Policy window.

Now that the customized security settings specified in Mysecure.inf have been applied to the system, you can monitor any deviations from this security policy by periodically performing a system analysis against the database.
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Command-line Configuration and Analysis

The configuration and analysis operations available from the Security Configuration and Analysis user interface can also be performed using the Secedit.exe command-line tool. Command-line operation allows security configuration and analysis to be performed in conjunction with other administrative tools, such as Microsoft Systems Management Server or the Task Scheduler built into Windows 2000. Secedit.exe also provides some capabilities that are not available in the graphical user interface.

Viewing Secedit.exe Help

The online Help provided with Secedit.exe describes the syntax for using the command.

To view the help text 

1. On the Start menu, click Run and then type CMD. Click OK.

2. Type Secedit and press Enter to see online Help for this command.

The command provides five high-level operations:

· Analyze 

· Configure 

· Export 

· RefreshPolicy 

· Validate 

Analyze and Configure correspond to the same tasks available using the Security Configuration and Analysis snap-in.

Export dumps database configuration information into a template (.inf) file. This feature is also available in the snap-in through the Security Configuration and Analysis context menu after a database has been opened.

RefreshPolicy allows you to trigger a group policy propagation event which, by default, occurs whenever the machine boots, every 60-90 minutes thereafter, and when local security policy is modified using the Security Settings extension to Group Policy (as described in this guide). When a policy propagation event is triggered, pending policy changes are enforced by the corresponding Group Policy extensions (in this case, the Security Settings extension). To cause a refresh in policy regardless of whether there has been a change or not, you can use the /Enforce switch in conjunction with /RefreshPolicy.

Validate verifies the syntax of a template created using the Security Templates snap-in.

As described previously in this guide, all configurations and analyses are database driven. Therefore, Secedit.exe supports parameters for specifying a database (/db) as well as a configuration file (/cfg) to be imported into the database prior to performing the configuration. By default, the configuration file is appended to the database. To overwrite existing configuration information in the database, use the /overwrite switch. As with the snap-in, you can specify a log file (/log); however, Secedit.exe also allows detailed (/verbose) log information to be recorded. Also note that while the snap-in always configures all security areas, Secedit.exe allows you to specify areas (/areas) to be configured. Security areas not specified with the /areas switch are ignored even if the database contains security settings for those areas.

Configuring Security with Secedit.exe

The following example reapplies only the file system configuration specified by Mysecure.inf.

To configure file system security with Secedit.exe 

1. Change to the %windir%\security\database directory (where %windir% is the drive and path to your Windows directory). For example, at the command prompt type:

2. cd\c:\windir\security\logs

3. Type the following:

4. secedit /configure /db mysecure.sdb /areas FILESTORE /log %windir%

5. \security\logs\Mysecure.log /verbose 

where %windir% with the drive and path to your Windows directory (for example, C:\WINNT)

Note that since the database already existed and contained configuration information previously imported from Mysecure.inf, you did not need to specify the /cfg parameter. Note also that paths for /db, /cfg, and /log—other than the current directory—must be absolute.

6. Type

7. %windir%\security\logs\Mysecure.log

Notice that previous configurations configure all security areas, while the last configuration processed only the file security area.

Performing Security Analysis with Secedit.exe

Your system is currently configured according to the customized settings defined in Mysecure.inf. You will now violate this policy, and then perform a command-line analysis to locate the violation.

To violate the policy and then locate the violation: 

1. Recall that Mysecure.inf specifies a restricted Group Policy for the Administrators group such that only the administrator user should belong to the Administrators group. Violate that policy by adding Everyone to the administrators group. Type the following at the Command prompt, and press Enter:

2. Net LocalGroup Administrators Everyone /Add

3. Perform the analysis using Mysecure.sdb as the baseline configuration. Type the following command at the Command prompt:

4. secedit /analyze /db Mysecure.sdb /Log Monitor.log /verbose

5. If you have access to the Grep tool, you can parse the log file to locate mismatches. Type the following at the Command prompt:

6. grep Mismatch Monitor.Log

Notice that the administrators group is flagged. Mismatches on registry values are occurring because these particular registry values are configured on the system, but not configured in the database. The snap-in tool does not flag these types of mismatches.
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Pre-defined Security Templates

Windows 2000 Default Security Templates

Windows 2000 default security settings are applied only to Windows 2000–based systems that have been clean-installed on an NTFS partition. When computers are upgraded from Windows NT 4.0 or earlier, security is not modified. (Win9x upgrades are treated as clean installs.) When Windows 2000 is installed on a FAT file system, security cannot be applied.

The following basic security templates are provided to secure upgraded NTFS computers in the same fashion as clean-installed NTFS computers:

· Basicwk.inf for computers running Windows 2000 Professional.

· Basicsv.inf for computers running Windows 2000 Server.

· Basicdc.inf for domain controllers running Windows 2000 Server.

These security templates specify default Windows 2000 security settings for all security areas with the exception of User Rights and Groups.

Incremental Security Templates

Windows 2000 also ships with the following incremental security templates. These security templates were constructed based on the assumption that they would be applied to Windows 2000 computers that are configured with the new Windows 2000 default security settings. (See http://www.microsoft.com/technet/prodtechnol/windows2000serv/maintain/security/secdefs.mspx for a white paper describing the Windows 2000 default security settings.) In other words, these templates incrementally modify the default security settings. They do not include the default security settings plus the modifications.

You should apply these incremental templates to Windows 2000 systems that have been clean-installed onto an NTFS partition. For NTFS computers that have been upgraded from Windows NT 4.0 or earlier, apply the corresponding basic template (as described above) before you apply any of the incremental security templates. Windows 2000 systems that are installed on FAT file systems cannot be secured.

· Compatws.inf for workstations or servers. If you do not want your users to run as power users, the compatible configuration opens the default permissions for the Users group so that legacy applications are more likely to run correctly. Office 97 should run successfully when you are logged on as a User to a Windows 2000 machine that has had the compatible security template applied over the default settings. Note that this is not considered a secure environment.

· Securews.inf for workstations or servers, and Securedc.inf for domain controllers provide a secure configuration. The secure configuration provides increased security for areas of the operating system not covered by permissions. This includes increased security settings for Account Policy, Auditing, and some well-known security relevant registry keys. Access control lists are not modified by the secure configurations because the secure configurations assume that default Windows 2000 security settings are in effect.

· Hisecws.inf for workstations and servers, and Hisecdc.inf for domain controllers provide a highly secure configuration. The high security configuration is provided for Windows 2000 computers that operate in native Windows 2000 environments only. In this configuration, all network communications must be digitally signed and encrypted at a level that can only be provided by Windows 2000. Thus, communications between a Windows 2000 highly secure computer and a downlevel Windows client cannot be performed.

Security Levels

The following table describes the relative levels of security that can be associated with the operating system (no inference should be made regarding the security of applications that are installed on the operating system) based on the templates that have been applied as well as the type of user accessing the system:

	Templates Applied
	User Level

	Default
	Power User

	Default + Compatible
	User

	Default
	User

	Default + Secure
	User

	Default + Secure + High Secure
	User


Thus, logging on as a Power User on a system where Windows 2000 was clean-installed on an NTFS system is less secure than logging into that same system as a User.

Server Security Policy Management in Windows Server 2008

Updated: May 1, 2008

In Windows Server 2008, there are many tools that you can use to help keep your computers secure. This discussion focuses on three tools that you can use alone or together to manage the security policies on your servers:

· Security Configuration Wizard (SCW) and the Scwcmd command-line tool

· Security Templates snap-in

· Security Configuration and Analysis snap-in

While these tools are not new, the ways in which you use them are. 
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Note 

	Additional technologies and tools for securing your network and computers, such as Network Access Protection (NAP), Active Directory Domain Services (AD DS), and Group Policy, are not included in this overview.


Server security policy management means keeping security settings up to date as your various server configurations change over time. Securing your servers through policy management includes:

· Analyzing server security settings to ensure the policy applied to a server is appropriate for the server role.

· Updating a server policy when the server configuration is modified.

· Creating a policy for a new application or server role not included in Server Manager.

· Using security policy management tools to apply server security policy settings that are unique to your environment.

In Windows Server 2008, servers are designed to be secure by default. This means that when you install roles, role services, and features through Server Manager, security settings for that particular server's configuration are automatically configured. However, you cannot use Server Manager to make custom security setting changes. Instead, security policy management tools can be used for this purpose. For example, if you need to modify settings for a particular server role, you can use SCW to easily edit the provided firewall rules for more restrictive controls or access. You may need to install a role or feature not available in Server Manager, or you may want to easily deploy policy changes to many computers. You can accomplish these and other security policy management tasks with these tools.

The tools that you use to help keep your servers secure will depend on the size of your organization, your security requirements, and the frequency with which you modify your server configurations.

Securing servers with SCW

SCW functionality in Windows Server 2008 is very similar to the version of this wizard included in Windows Server 2003 Service Pack 1 (SP1). You can still use SCW to create and apply server security policy, but in most cases you do not need to use SCW to secure your servers at installation. 

After initial server role installation, use SCW to help keep your servers secure by checking for vulnerabilities as server configurations change over time and making updates to policy settings as required. Use SCW to create and apply server security policies when you:

· Modify the configuration of a default component on a Windows Server 2008 computer.

When you change the configuration of a component that was not installed through Server Manager, you need to use SCW to update the server's security policy.

· Create and apply policy for server roles that were not installed through Server Manager, such as SQL Server or Exchange Server.

SCW includes many server roles and features that cannot be installed with Server Manager.

· Define new roles for non-Microsoft applications, and create and apply policy for those roles.

SCW has a public schema for organizations to use to create new roles. Run SCW whenever a non-Microsoft application is added or removed. 

In small-sized and medium-sized organizations, you can use the default settings in SCW to quickly and easily create a policy to help secure a server based on its role and ensure that security settings are up to date. You can also incorporate custom security templates you create with the Security Templates snap-in into an SCW policy. This allows you to include settings in addition to those set by SCW. You can then apply the SCW policy to the local computer by using the wizard or apply it to many computers by using Group Policy.

For information about using SCW, see Security Configuration Wizard.

Creating custom policies by using security templates

When you configure Windows Server 2008, polices that meet the security requirements of most organizations are automatically put into place. However, in some organizations it may be necessary to further restrict some privileges or local policies for your network. When this is the case, you can use the Security Templates snap-in to create a custom security policy.
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Note 

	In Windows Server 2008, there are no predefined security templates.


With the Security Templates snap-in, you can create a security policy for a computer or for your network. Security templates can be used to define policy settings for the following security areas:

· Account policies: Password policy, account lockout policy, and Kerberos policy

· Local policies: Audit policy, user rights assignment, and security options

· Event log: Application, system, and security event log settings

· Restricted groups: Membership of security-sensitive groups

· System services: Startup and permissions for system services

· Registry: Permissions for registry keys

· File system: Permissions for folders and files

After you have created the custom policy, in the form of a template, you can apply it in a variety of ways, including the following:

· Import the template into a role-based SCW policy and apply it to one or many computers.

· Import the template into a Group Policy object (GPO) and apply it to many computers through Group Policy.

· Apply the template to the local computer by using the Security Configuration and Analysis snap-in.

For information about using the Security Templates snap-in, see Analyze and configure security.

To learn how you can mitigate threats to server (as well as client) computers, see the Threats and Countermeasures guide (http://go.microsoft.com/fwlink/?LinkId=106667). This guide includes all security settings that provide countermeasures for specific threats against Windows operating systems.

Applying security policies by using Group Policy objects

As in Windows Server 2003, you can apply security templates created with the Security Templates snap-in or policies created with SCW to multiple computers by importing a template or policy into a GPO. After the GPO is created, you can link the GPO to a target organizational unit (OU) by using the Group Policy Management Console (GPMC). For information about using GPMC, see Group Policy Management Console (http://go.microsoft.com/fwlink/?LinkId=105933).

For information about applying security policies by using GPOs in Windows Server 2008, see the Windows Server 2008 Security Guide (http://go.microsoft.com/fwlink/?LinkId=105788).

Analyzing server security

You can also use the server security policy management tools to analyze the security settings on local or remote computers. Regular analysis enables you to ensure an adequate level of security on each computer as part of an enterprise risk management program. You can modify the security levels and, most importantly, detect any security flaws that may occur in the system over time.

You can analyze security policy settings by using the Security Configuration and Analysis snap-in or SCW.

Security configuration and analysis

How you use the Security Configuration and Analysis snap-in has not changed in Windows Server 2008. You can still use this snap-in to analyze and configure local computer security. You use the snap-in to compare the local computer policy to an analysis database and determine if any discrepancies exist between the desired settings in the database and the local policy. You use an existing database, or import one or more templates created with the Security Templates snap-in, to create a new database with updated settings. The analysis presents recommendations with current system settings and uses visual flags or remarks to highlight any areas where the current settings do not match the proposed level of security. You can resolve any discrepancies that an analysis reveals and directly configure local system security by using the template or templates that you imported.

For information about using the Security and Configuration Analysis snap-in, see Analyze and configure security.

To analyze multiple remote computers, you can use SCW.

Security Configuration Wizard

You can use the Scwcmd command-line tool to analyze the security policy settings for a local computer or multiple remote computers. You can compare a server's current security settings with the most up-to-date settings for that server's configuration. You use scwcmd analyze to determine whether a computer is in compliance with a specified policy that was created by using the wizard. To analyze multiple computers, you specify a policy file to use in the analysis and a list of the computers to be analyzed. You then view the results of the analysis by using the scwcmd view command.
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Introduction This step-by-step guide describes how to view, configure, and analyze local security policy and local security settings using various components of the Security Configuration Tool Set included with the Windows® 2000 operating system. 
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The Security Configuration Tool Set allows you to configure the following security areas:

Area
Configurable Items 
Account Policies Password, lockout, and Kerberos settings. 
Local Policies Audit, user rights, and security options. 
Event Log Settings for system, application, security and directory service logs. 
Restricted Groups Policy regarding group membership. 
System Services Startup modes and access control for system services. 
Registry Access control for registry keys. 
File System Access control for folders and files.

 

Administrators can use the following components of the Security Configuration Tool Set to configure some or all of the security areas described above:

Security Templates snap-in. The Security Templates snap-in is a stand-alone Microsoft Management Console (MMC) snap-in that allows the creation of a text-based template file that contains security settings for all security areas. 
Security Configuration and Analysis snap-in. The Security Configuration and Analysis snap-in is a stand-alone MMC snap-in that can configure or analyze Windows 2000 operating system security. Its operation is based on the contents of a security template that was created using the Security Templates snap-in. 
Secedit.exe. Secedit.exe is a command-line version of the Security Configuration and Analysis snap-in. It allows security configuration and analysis to be performed without a graphical user interface (GUI). 
Security Settings extension to Group Policy. The Security Configuration Tool Set also includes an extension snap-in to the Group Policy editor to configure local security policies as well as security policies for domains or organizational units (OUs). Local security policies only include the Account Policy and Local Policy security areas described above. Security policies defined for domains or OUs can include all security areas. 
This step-by-step guide describes how to use the snap-ins, command-line tool, and Security Settings extension to view, configure, and analyze local security policy and local security settings.

Requirements and Prerequisites 
This guide assumes that you have run the procedures in the two-part "Step by Step Guide to A Common Infrastructure for Windows 2000 Server Deployment." The common infrastructure documents specify a particular hardware and software configuration. If you are not using the common infrastructure, you need to make the appropriate changes to this document. The most current information about hardware requirements and compatibility for servers, clients, and peripherals is available at the Product Compatibility Web site.

 

Viewing and Modifying Local Security Policy
Local security policy is exposed through the Security Settings extension to Group Policy. Local security policy includes the Account Policy and Local Policy areas only. The Account Policy area contains password and lockout information. The Local Policy area contains audit, user rights, and security options information.

To view local security policy:


Log on to a Windows 2000-based computer as a user with administrative privileges. In our example, we log on as Administrator to the server named HQ-RES-SRV-01. 
To open the Group Policy console, click Start, click Run and type Gpedit.msc. Click OK. 
Click the + next to Computer Configuration, then Windows Settings, then Security Settings, and then Local Policies to expand these folders. 
Click the Security Options folder under Local Policies. Your window should be similar to the one shown below in Figure 1.

 

Figure 1. Security Options

For each security setting, notice that the Security Settings extension displays the local policy and an effective policy. Local Policy describes policy settings as they are defined on the local computer. Effective policy describes the combined local, domain, and organizational unit policies for each setting. This distinction is made because local policy settings can be overwritten by domain or OU policy settings. The order of precedence for policies is from lowest to highest:

Local Policy 
Domain Policy 
OU Policy 
Local Policy has the least precedence and the OU that directly contains the computer has the highest precedence. The effective policy column displays the security policy in effect based on these precedence rules.

Modifying local security policy 
To modify a local security policy setting, double-click the security item of interest and revise the policy. For example, to change the minimum password age defined by the local password policy:

Click the + next to Account Policies in the left pane (under Security Settings) to expand it. 
Click Password Policy. 
Double-click Minimum Password Age in the right pane. 
Set a Minimum Password Age of 1 day, and click OK. 
When you OK the policy change, policy propagation is triggered, which causes an effective policy to be computed (based on any overriding domain or OU policies) and applied to the system. Status regarding this policy propagation is available in the application event log.

Right-click Security Settings (in the left pane), and then click Reload. 
Reloading the local policy updates the effective policy in the user interface. Depending on domain or OU password policies that are in effect, the effective policy may or may not have changed on your computer.

Close the Group Policy console.

Working with security templates
The Security Templates snap-in allows you to create a text-based template file that can contain security settings for all of the security areas supported by the Security Configuration Tool Set. You can then use these template files to configure or analyze system security using other tools.

You can import a template file into the Security Settings extension to configure local, domain, or OU security policy. 
You can use the Security Configuration and Analysis snap-in to configure or analyze system security based on a text-based security template. 
You can use the Secedit.exe command-line tool directly or in conjunction with other management tools such as Microsoft Systems Management Server or Task Scheduler to deploy a security template or trigger a security analysis. 
To load the Security Templates snap-in:

Click Start, click Run, and then type MMC /s into the text box and click OK. (Note: there is a space between the C and the /s). 
Click Console (under Console1 in the upper right of the window), click Add\Remove Snap-in, and click Add. 
From the list of available Standalone Snap-ins, select Security Templates, as shown in Figure 2 below.

 

Figure 2. Adding the Security Templates snap-in


Click Add, then click Close. 
Click OK. 
Click the + next to Security Templates in the left pane to expand it. 
Click the + next to C:\WINNT\security\templates to expand it. (Note: if you installed Windows 2000 in a different drive and/or directory, that path will display instead of C:\WINNT.) 
Windows 2000 ships with several predefined security templates. Please see the section, Predefined Security Templates, in this paper for more information.

Modifying a Security Template 
You can create your own security template by right-clicking the default templates folder (C:\WINNT\security\templates) under Security Templates and selecting New Template. (Note: If you installed Windows 2000 in a different drive and/or directory, that path will display instead of C:\WINNT.) However, in this guide you are going to modify the predefined secure workstation or server template (Securews.inf) that is included with Windows 2000.

To view the settings defined by Securews.inf:

In the left pane, scroll down and then Click the + next to Securews to expand it. Notice in Figure 3 below that (unlike the local security policy covered in the previous two sections) all security areas are configurable when you define a security template.

 

Figure 3. Reviewing settings defined by Securews.inf


Browse the Account Policies and Local Policies defined by Securews by expanding those folders, selecting the different areas and viewing the Stored Template settings in the right pane. 
Displaying a Custom Logon Message 
You can modify the Securews to display a custom message to all users who log on.

Click the Security Options node under Local Policies. 
In the right pane, scroll down and then double-click Message Text for Users Attempting to log on. 
Type a message that will be displayed to all users when they log on, and click OK. 
Creating a Restricted Group Policy 
A Restricted Group Policy allows you to define who should and should not belong to a specific group. When a template (or policy) that defines a restricted group is applied to a system, the Security Configuration Tool Set adds members to the group and removes members from the group to ensure that the actual group membership coincides with the settings defined in the template (or policy). In this procedure, you will define a restricted group policy for the Local Administrators group in addition to the restricted group policy that is already defined for the local Power Users group in Securews.inf.

To create the restricted group policy:

In the left pane, right-click Restricted Groups, and select Add Group. 
Type NewAdmins as the group name and click OK. The local Administrators group is added as a restricted group in the right pane of the Security Templates snap-in. 
Double-click Administrators in the right pane. 
You can now define who should be a member of the Administrators group and specify other groups that the Administrators group can be a member of.

Click Add and then click Browse. The Select Users or Groups dialog appears as shown in Figure 4 below. 
Select the Administrator user in the Select Users or Groups dialog. Click Add.

 

Figure 4: Select Administrator


Click OK, and then click OK twice more. 
This restricted group policy states that only the local administrator user can belong to the Administrators local group when the Securews template is used to configure a Windows 2000 system. During configuration, the tool set removes all other users that belong to the Administrators group at the time of configuration. Similarly, if (at the time of configuration) the Administrator user does not belong to the Administrators group, the Security Configuration Tool Set adds the Administrator user to the Administrators group.

If the Members list is empty–If no users are specified as members of a defined restricted group (the top box is empty), the Security Configuration Tool Set removes all current members of that group when the template is used to configure a system. 
If the Member of list is empty–If no groups are specified for a restricted group to belong to (the bottom box is empty), no action is taken to adjust membership in other groups. 
Configuring Permissions for a File System Directory 
You can use Securews to configure permissions for file system directories as well.

Right-click File System in the left pane, and click Add File. 
Click the %systemroot%\repair directory as shown in Figure 5 below. Click OK.

 

Figure 5. Configuring file system permissions — selecting the repair directory

The Access Control List (ACL) Editor shown in Figure 6 below appears. This allows you to specify permissions for the %systemroot%\repair directory in the Securews.inf template.

 

Figure 6. Using the ACL Editor to specify permissions


Select the Everyone group in the top pane and click the Remove button. 
Click the Add button and select the Administrators group. Click Add and click OK. 
Click the Full Control checkbox in the bottom pane to give the Administrators group full control permissions. 
Clear the Allow inheritable permissions from parent to propagate to this object checkbox. 
Click OK to accept the Administrator-only permissions defined for the directory.

 

Figure 7: Template Security Policy Setting


Select the Replace existing permission on all subfolders and file with inheritable permissions button and click OK. 
Inheriting, Overwriting, and Ignoring Policy Changes 
After you define permissions for a file system or registry object, the Security Configuration Tool Set asks you how the object's children should be configured.

If you select Propagate inheritable permissions to all subfolders and files, normal Windows 2000 ACL inheritance procedures are in effect. Specifically, any inherited permissions on child objects are adjusted according to the new permissions defined for this parent. Any explicit access control entry (ACE) defined for a child object remains unchanged.

If you select Replace existing permission on all subfolders and files with inheritable permissions, all explicit ACEs for all child objects (which are not otherwise listed in the template) are removed, and all child objects are set to inherit the inheritable permissions defined for this parent.

To prevent a child object from being overwritten by a parent, the child object can be added to the template and ignored. If a child object is added to the template and ignored, then that child's inheritance mode and that child's explicit ACEs remain untouched. Choosing the option: Do not allow permissions on this file or folder to be replaced for an object in a template makes sense only if an ancestor of that object is configured to overwrite children. If no ancestor exists in the template, ignoring an object has no impact. If an ancestor exists but is configured such that children inherit, then ignoring a child has no impact.

In this example, the ACL configuration for the %systemroot%\repair directory in the Securews.inf template is defined as follows:

Administrators have full control on the %systemroot%\repair directory. By default, these full control permissions apply to this folder, subfolders, and files. You specified this when you defined the Administrator permissions in the ACL Editor. 
Note: The degree to which an ACE is inheritable is specified in the Advanced tab of the ACL Editor under the Apply to column. This walkthrough did not examine the Advanced tab when defining the permissions for Administrator.

The %systemroot%\repair directory does not inherit any permissions from its parent. You specified this when you cleared the Allow inheritable permissions from parent to propagate to this object checkbox in the ACL Editor. 
All ACLs on all subfolders and files of the repair directory are configured such that they inherit the inheritable Administrators full control permission from this parent, regardless of their current configuration. You specified this when you selected the Replace existing permission on all subfolders and files with inheritable permissions mode of operation. 
To save your customized Securews.inf file:

Right-click Securews.inf, click Save As, and type Mysecurews and click Save. 
Exit the Security Templates snap-in console by clicking the Close button in the upper right corner. 
Click Yes to save the console settings 
Save the console as Security Templates. This allows you to start the Security Templates snap-in without having to add it to a console in the future.

Performing a Security analysis
You can analyze current system settings against a baseline template at anytime. Performing an analysis is useful for several different reasons:

To identify security holes that may exist in a current configuration. 
To identify changes that a potential security policy may impart to a system, before actually deploying the security policy. 
To identify deviations from a policy that is currently imposed on a system. 
During this part of the guide, you will analyze the current system settings against the custom security template you created in the previous section. If you assume that the custom security template defines a more secure configuration, this analysis should identify security holes that may exist in the current system configuration, and can also identify changes that will take place if this template is used to configure the system.

To load the Security Configuration and Analysis MMC snap-in:

On the Start menu, click Run and type: MMC /s 
From the Console menu, select Add\Remove Snap-in, and click Add. 
Select Security Configuration and Analysis. 
Click Add and then click Close. Click OK. 
Creating a Database 
All configurations and analyses are database-driven. Therefore, you must get the baseline analysis template into adatabase prior to performing the analysis operation.

To create the database

Click Security Configuration and Analysis in the left pane. 
Right-click Security Configuration and Analysis in the left pane. 
Click Open Database. 
Type Mysecurews.sdb as the name of the database. 
Click Open. 
Select Mysecure.inf as the security template to import into the database. 
Click Open. 
Notice that the name of the database is now exposed in the result pane and that there are several more options on the context menu for Security Configuration and Analysis.

To perform the analysis

Right-click Security Configuration and Analysis, and then select Analyze Computer Now, from the context menu shown in Figure 8 below.

 

Figure 8. Analyze Computer option


Specify the log file for the analysis operation as follows: (note: you can find this also by clicking the browse button instead of typing it in) 
%windir%\security\logs\Mysecurews.log 
where %windir% is the drive and path to your Windows directory; for example: 
C:\WINNT\security\logs\Mysecure.log

Click Open and then click OK. A progress dialog like the one show in Figure 9 below displays as the analysis proceeds.

 

Figure 9. Analyzing System Security Progress Report


Reviewing the Analysis Results 
After the analysis has completed, the security areas are available under the Security Configuration and Analysis node.

To review the results

From the Security Configuration and Analysis node, click View. 
Select the Description Bar to expose the database you are currently working with. 
Expand Security Configuration and Analysis in the left pane, and then expand Local Policies, and then click Security Options as shown in Figure 10 below.

Figure 10. New Security Settings

 

In the right pane, both database and actual system settings are displayed for each object. Discrepancies are highlighted with a red flag. Consistencies are highlighted with a green check mark. If there is no flag or check mark, the security setting is not specified in the database (that is, the security setting was not configured in the template that was imported).

You can double-click any setting in the result pane to investigate discrepancies 
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Takeaway: Security is paramount in today's network environment. In this Daily Drill Down, John Sheesley shows you how to use the Security Configuration and Analysis Snap-in to analyze and adjust security on your Windows 2000 server.


There is no question that your Windows 2000 server is secure, right? Or do you only think it’s secure? Often, you won’t know about security holes until a hacker has already found them for you—and then it’s too late. One way you can beat hackers to the punch is by using Windows 2000’s built-in security tools. In this Daily Drill Down, I’ll take a look at the Security Configuration and Analysis Snap-in and explain how you can use it to analyze and modify security settings for your server.

What is the Security Configuration and Analysis Snap-in?
The Security Configuration and Analysis Snap-in is part of Windows 2000’s Security Configuration Tool Set. The Security Configuration and Analysis Snap-in compares the current security settings on your server against ones specified by security templates. Microsoft includes a set of basic security templates with Windows 2000. These templates include:

· Basicdc.inf: Default domain controller security 

· Basicsv.inf: Default server security 

· Basicwk.inf: Default workstation security 

· Compatws.inf: Compatible workstation or server security (This setting doesn’t apply to servers. It just allows you to customize security for Windows 2000 Professional workstations to allow users flexibility when running applications.) 

· Hisecdc.inf: Highly secure domain controller 

· Hisecws.inf: Highly secure workstation or server 

· Notssid.inf: A security template that removes unnecessary Terminal Server SIDs from a server’s file system and registry 

· Ocfiless.inf: Security templates for optional components on servers, such as Terminal Server 

· Ocfilessw.inf: Security templates for optional components on workstations 

· Securedc.inf: Secure domain controller settings 

· Securews.inf: Secure workstation or server security 

· Setup Security: The default security settings applied during installation of Windows 2000


As you can see, except for the oddball templates like Notssid.inf and Oc*.inf, the templates are broken down into three major categories: Basic, Hisec, and Secure. Most templates are further divided into ws, sv, and dc subcategories. These subcategories contain security settings specific to workstations, servers, or domain controllers, respectively. In situations where there are only ws or dc choices, stand-alone servers can use the ws templates.

Basic templates provide minimal security and are good for reversing other security templates that you apply. If you overly secure your server, you can use the basic server or DC templates to undo all of those settings and revert your server to a lower security level. Basic settings apply to all areas of server security except for user rights.

Secure templates, Securews.inf and Securedc.inf, increase basic security for your server. These templates modify everything except for file, folder, and registry key security. These are not modified because file system and registry permissions are configured securely by default. If you apply secure settings to your server, you can force your server to use the NTLM authentication protocol, blocking access from workstations that only use LAN Manager requests, such as OS/2 or Windows 9x workstations. Workstations will only be allowed to log on if they run Windows NT with Service Pack 4 or later.

Secure templates increase security by blocking users from untrusted domains from accessing information about the network. Finally, the secure templates also enable Server Message Block (SMB) signing, which causes servers to reject SMB requests from unsigned clients and prevents hackers from spoofing SMB requests.

The highly secure templates, Hisecws.inf and Hisecdc.inf, define maximum-security settings for your Windows 2000 network. Servers configured with a highly secure template can only communicate with other Windows 2000 computers. That’s because servers using the high security templates refuse requests from both LAN Manager and NTLM workstations, which includes requests from older operating systems, as well as SMB clients like Linux and OS/2.

Secure templates enable server-side SMB packet signing, but servers running high security templates require it. Servers using the high security templates require 128-bit encryption and signing for domain-to-member and domain-to-domain trust relationships.

After you configure your server to run high security, your server will reject requests from Lightweight Directory Access Protocol (LDAP) clients that attempt to access Active Directory unless the client and server have negotiated data signing in advance. That means that your LDAP clients must be using Transport Layer Security\Secure Sockets Layer (TLS/SSL) in order to make the connection.

High security templates limit the use of cached logon data. This includes such things as user ID and passwords stored by Winlogon and Stored User Names and Passwords. While this forces users to type information more often, it prevents hackers from locating this information in the caches and using it later.

Another thing high security templates do is remove all members from the Power Users group. Microsoft does this because it assumes that if you’re running in a high-security environment, you’re only using Windows 2000 certified applications. These applications have security built in and integrate better with Active Directory, eliminating the need for the Power Users group. Members of the Power Users group are assumed to be savvier when it comes to running applications, so by eliminating programs that can cause problems, you can then remove an otherwise useless group.

Creating the Security Configuration and Analysis MMC
You won’t find the Security Configuration and Analysis Snap-in on your server’s Administrative Tools menu. You’ll need to start by creating a custom Microsoft Management Console (MMC) to run it. To do so, click Start | Run. When the Run dialog box appears, type mmc /a in the Open field and click OK. You’ll then see an empty MMC window appear.

Next, select Add/Remove Snap-in from the Console menu. When the Add/Remove Snap-in window appears, click Add. This will display the Add Standalone Snap-in dialog box. Scroll through the Available Standalone Snap-ins list box until you see Security Configuration And Analysis. Select this snap-in and click Add. Then, click Close to close the Add Standalone Snap-in dialog box. Click OK to close the Add/Remove Snap-in Window.

You’ll now notice the Security Configuration And Analysis choice in the Console Root tree in the left pane of the MMC. Before you start to use the Security Configuration and Analysis Snap-In, you should save the MMC you just created. This will save you the effort of having to jump through all of the previous instructions in the future.

To save the MMC, select Save As from the Console menu. When the Save As window appears, type Security Analysis on the Filename field and click Save. In the future, you’ll then be able to start the Security Configuration and Analysis Snap-in by clicking Start | Programs | Administrative Tools | Security Analysis.

Analyzing your security
Now that you’ve got the snap-in loaded, you can use it to analyze your system’s security. Start by opening a database that contains your server’s security information. To do so, right-click Security Configuration And Analysis in the left pane and select Open Database. When the Open Database window appears, you’ll see a list of the security databases on your server. If you don’t see one, don’t panic. That just means you haven’t created one yet.

To create a database, type the name of the database in the Filename field and click Open. To make it easier to find in the future, you may want to give the database the same name as your server.

Next, you’ll see the Import Template menu. In the Template list box, you’ll see a list of security templates. You’ll select one of these templates as the baseline to compare your server’s current security configuration against. Select a template and click Open.

After the template loads, you can analyze your server by right-clicking Security Configuration and Analysis and selecting Analyze Computer Now. When you do, you’ll see the Perform Analysis dialog box. This box asks you to enter a filename to store logging information during the analysis. Security Configuration and Analysis will give you a default log name equal to the name of the database you entered above with a .LOG extension. Click OK to accept the name of the log.

You’ll then see the Analyze System Security screen. This will quickly compare your server’s security with settings in the template you’ve chosen. The amount of time this takes will vary depending on the speed of your server, but it shouldn’t take long.

When it completes, you’ll see the list of policies appear in the right pane of the Security Configuration and Analysis MMC. You can now click on each entry to see how your server’s security compares with the baseline template you’ve chosen.

If you double-check a policy in the right pane, you’ll see all of the settings and how they compare, as shown in Figure A. The right pane is broken into three columns: Policy, Database Setting, and Computer Setting. The Database Setting column shows the setting recommended by the template while the Computer Setting column shows the current settings on the server.

	Figure A
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	The Security Configuration and Analysis MMC checks your security against a predefined template.




As you can see on this example, some Policy icons appear with little red Xs while others appear with little checkmarks. Policies with red Xs conflict with those specified in the template. Checked policies meet or exceed those in the template. If the icon doesn’t have a check or X, then the policy doesn’t have a corresponding setting in the template and wasn’t analyzed.

It may take some time, but you should go through all of the sections in the Security Configuration and Analysis MMC and double-check to see how your server rated against the defaults. At this point, you have a choice. You can either use the analysis provided by the Security Configuration and Analysis MMC as information only or you can change your server’s settings to match those suggested by the MMC. If you just want to use the tool for information purposes, make notes of the differences and quit the Security Configuration and Analysis MMC.

Beefing up your security
You can use the Security Configuration and Analysis MMC’s suggestions to adjust the security of your server, as well as just perform analysis. To do so, start by going through the suggestions made by the analysis one by one. If the suggested change looks OK, you don’t have to do anything. Just check the next suggestion. If you don’t agree with a comparison that the template makes with your server, you can fix it by double-clicking the policy in question.

This will cause a Settings dialog box to appear. If you completely disagree with the suggested change and don’t want it to apply to your server, deselect the Define This Policy In The Database check box and click OK. This will cause the Database Setting column to change from whatever the suggested value was to Not Defined.

If you want to accept the change but don’t want to use the precise value, you can change it. When you double-click the policy and cause the Settings window to appear, just change the value of the setting from the default and click OK. This will cause the new setting to appear in the Database setting column.

If you’ve made significant changes to the template, you may want to save your template for future use or use on other servers. To do so, right-click Security Configuration And Analysis and select Export Template. Give your new template a name and click Save.

After you’ve double-checked the suggested changes, you can apply them to the local machine by right-clicking Security Configuration And Analysis and selecting Configure Computer Now. You’ll then see a Configure System dialog box appear. Here you’ll enter the name of the log file you want to use to record any errors that may occur when the reconfiguration occurs. Click OK to start the reconfiguration.

The Configure System screen will then quickly appear. It looks much like the Analyze System screen you saw earlier as it checks off its progress. When the configuration completes, you should reanalyze your system to make sure that all of the settings applied correctly. When everything checks out, you can close the Security Configuration and Analysis MMC.

Using the Security Configuration and Analysis MMC sets the policy locally, but it won’t change the settings specified by Active Directory. You can apply the settings networkwide by creating a group policy that applies to all servers and workstations on your network. This will allow you to centrally locate the setting in Active Directory. When servers connect to Active Directory, they’ll pick up the security settings. To do so, you’ll edit the Security Settings for a group policy using the Group Policy Editor. Navigate to Security Settings in the Group Policy Editor, right-click it, and select Import Policy. Then select the policy you created above. For more information about Group Policy Objects, see the Daily Drill Down “Working with Windows 2000 group policies”. Finally, make sure that the group policy applies to all of your servers.

Conclusion
Windows 2000 has so many security settings that it’s hard to keep them all straight. Fortunately, the Security Configuration and Analysis MMC can help you compare your system against baselines and adjust settings accordingly. Using it on all of the servers and workstations on your network can help enforce security networkwide.
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People who read this, also read...

· Lock IT Down: Compare your server's security with the Consensus Baseline Security Settings 

· Using the Secedit tool to work with security templates 

· What's the worst job in the world? 

· Time to reconsider security zones in system and network design 

· Security auditing with Nessus 

	Lesson 6: Security Configuration and Analysis
Security Configuration and Analysis is a tool that offers the ability to configure security, analyze security, view results, and resolve any discrepancies revealed by analysis. This tool is located on the Security Configuration and Analysis console. This lesson shows you how to use the Security Configuration and Analysis console.

After this lesson, you will be able to 

· Explain how the Security Configuration and Analysis console works 

· Use the Security Configuration and Analysis console to perform security configuration and analysis tasks 

Estimated lesson time: 25 minutes
How the Security Configuration and Analysis Console Works

The Security Configuration and Analysis console uses a database to perform configuration and analysis functions. The security configuration and analysis database is a computer-specific data store. The database architecture allows the use of personal databases, security template import and export, and the combination of multiple security templates into one composite security template that can be used for analysis or configuration. New security templates can be incrementally added to the database to create a composite security template; overwriting a template is also an option. You can also create personal databases for storing your own customized security templates.

Security Configuration

The Security Configuration and Analysis console can be used to configure local system security. Through its use of personal databases, you can import security templates created with the Security Templates console and apply these templates to the GPO for the local computer. This immediately configures the system security with the levels specified in the template.

Security Analysis

The state of the operating system and applications on a computer is dynamic. For example, to enable immediate resolution of an administration or network issue, security levels may occasionally be required to change temporarily. After this security requirement is finished, the temporary change may not be reversed. This means that a computer may no longer meet the requirements for enterprise security.

The Security Configuration and Analysis console allows administrators to perform a quick security analysis. In the analysis, recommendations are presented alongside current system settings, and icons or remarks are used to highlight any areas where the current settings do not match the proposed level of security. Security Configuration and Analysis also offers the ability to resolve any discrepancies revealed by analysis.

Regular analysis enables an administrator to track and ensure an adequate level of security on each computer as part of an enterprise risk management program. Analysis is highly specified and information about all system aspects related to security is provided in the results. This enables an administrator to tune the security levels, and most important, to detect any security flaws that may occur in the system over time.

Using Security Configuration and Analysis

The tasks for using Security Configuration and Analysis are

1. Accessing the Security Configuration and Analysis console 

2. Setting a working security database 

3. Importing a security template into a security database 

4. Analyzing system security 

5. Viewing security analysis results 

6. Configuring system security 

7. Exporting security database settings to a security template 

Accessing the Security Configuration and Analysis Console
The Security Configuration and Analysis console is the main tool for using the security configuration and analysis tool.

  To access the Security Configuration and Analysis console 

1. Do one of the following: 

· To add the Security Configuration and Analysis console to a new console, click Start, click Run, type mmc, then click OK. 

· To add the Security Configuration and Analysis console to an existing console, go directly to Step 2. 

2. On the Console menu, click Add/Remove Snap-In, then click Add. 

3. In the Add Standalone Snap-In dialog box, select Security Configuration And Analysis and click Add. 

4. Click Close, then click OK. 

5. On the Console menu, click Save. 

6. Enter the name to assign to this console and click Save. 

The console appears on the Administrative Tools menu.
Setting a Working Security Database

The Security Configuration and Analysis console uses a database to perform configuration and analysis functions. Before you can configure or analyze security you must determine the working security database to use.

  To set a working security database 

1. In the Security Configuration and Analysis console (see Figure 13.16), right-click Security Configuration And Analysis. 




Figure 13.16 The Security Configuration and Analysis console 

2. Click Open Database. 

3. In the Open Database dialog box, choose an existing personal database or type a filename to create a new personal database, then click Open. 

· If you chose an existing personal database, this database is now the working security database. 

· If you created a new personal database, the Import Template dialog box appears. 

4. Select the security template to load into the security database, then click Open. 

This database is now the working security database.
Importing a Security Template into a Security Database

In Lesson 5 you learned to import a security template directly into a GPO. In this lesson you import a security template into the security database used in the Security Configuration and Analysis console.

You can merge several different templates into one composite template that then can be used for analysis or configuration of a system, by importing each template into a working database. The database will merge the various templates to create one composite template, resolving conflicts in order of import; the last one imported takes precedence when there is contention. Only if you chose to overwrite will they not be merged into a composite template (stored configuration). Once the templates are imported to the selected database, you can analyze or configure the system.

  To import a security template into a security database 

1. In the Security Configuration and Analysis console, right-click Security Configuration And Analysis. 

2. Open or create a working security database. 

3. Select Import Template. 

4. Select a security template file, then click Open. 

5. Repeat the previous step for each template you want to merge with previous templates into the database. 

NOTE 



If you want to replace the template rather than merge it into the stored template, click the Clear This Database Before Importing check box in the Import Template dialog box.

Analyzing System Security
Security Configuration and Analysis performs security analysis by comparing the current state of system security against a security template that you have imported to a personal database. This template is the database configuration, and it is the template that contains your preferred or recommended security settings for that system.

Security Configuration and Analysis queries the system's security settings for all security areas in the database configuration. Values found are compared to the database configuration. If the current system settings match the database configuration settings, they are assumed to be correct. If not, the policies in question are displayed as potential problems that need investigation.

  To analyze system security 

1. In the Security Configuration and Analysis console, set a working database (if one is not currently set). 

2. Right-click Security Configuration And Analysis, then click Analyze Computer Now. 

3. In the Perform Analysis dialog box, verify the path for the log file location, then click OK. 

The different security areas are displayed as they are analyzed. Once this is complete, you can check the log file or review the results.
NOTE 



To check the log file, right-click Security Configuration And Analysis, then click View Log File.

Viewing Security Analysis Results
The Security Configuration and Analysis console displays the analysis results organized by security area with visual flags to indicate problems. For each security policy in the security area, the current database and computer configuration settings are displayed.

  To view security analysis results 

1. In the Security Configuration and Analysis console, click Security Configuration And Analysis. 

2. Double-click a security policies node (such as Account Policies), then click the security area (such as Password Policy) for which you want to view results. 

3. In the details pane (see Figure 13.17), the Policy column indicates the policy name for the analysis results, the Database Setting column indicates the security value in your template, and the Computer Setting column indicates the current security level in the system. 

· A red X indicates a difference from the database configuration. 

· A green check mark indicates consistency with the database configuration. 

· No icon indicates that the security policy was not included in your template and therefore not analyzed. 




Figure 13.17 Analysis results for Password Policy 

Answers
Configuring System Security

Security Configuration and Analysis offers the ability to resolve any discrepancies revealed by analysis, including the following:

· Accepting or changing some or all of the values flagged or not included in the configuration if you determine the local system security levels are valid due to the context (role) of that computer 

· Configuring the system to the original database configuration values if you determine the system is not in compliance with valid security levels 

· Importing a more appropriate template, for the role of that computer, into the database as the new database configuration and applying it to the system 

You can repeat the import process and load multiple templates. The database will merge the various templates to create one composite template, resolving conflicts in order of import; the last one imported takes precedence when there is contention. Once the templates are imported to the database, you can choose Configure System Now to apply the stored template (database configuration) to the system.
IMPORTANT 



These changes are made to the stored template in the database, not to the security template file. The security template file will only be modified if you either return to Security Templates and edit that template or export the stored configuration to the same template file.

Using the Security Configuration and Analysis console is not recommended when you are analyzing security for domain-based clients, as you would have to go to each client individually. In this case, you should return to the Security Templates console, modify the template, and reapply it to the appropriate GPO.
  To configure system security 

1. In the Security Configuration and Analysis console, set a working database (if one is not currently set). 

2. Right-click Security Configuration And Analysis, then click Configure Computer Now. 

3. In the Configure System dialog box, click OK to use the default analysis log or enter a filename and valid path. 

The different security areas are displayed as they are configured. Once this is complete, you can check the log file or analyze system security and view the results.
  To edit the database security configuration 

1. In the Security Configuration and Analysis console, click Security Configuration And Analysis. 

2. Double-click a security policies node (such as Account Policies), then click a security area (such as Password Policy). 

3. In the details pane, double-click the security attribute you want to edit. 

4. Click the Define This Policy In The Database check box to allow editing. 

5. Enter a new value for the security policy, then click OK. 

6. Repeat the previous four steps for each security policy you want to edit. 

  To view security configuration results 

1. In the console from which you manage group policy, double-click the GPO. 

2. In the console tree, click Security Settings. 

3. Double-click a security policy node (such as Account Policies), then click a security area (such as Password Policy). 

4. Double-click the security attribute you want to view (such as Minimum Password Length). 

Exporting Security Templates
The export feature provides the ability to save a security database configuration as a new template file that can be imported into other databases, used as is to analyze or configure a system, or even redefined with the Security Templates console.

  To export security database settings to a security template 

1. In the Security Configuration and Analysis console, right-click Security Configuration and Analysis. 

2. If you have created a composite security template by importing multiple templates into one database and you want to save the composite template as a separate template file, click Export Template. 

3. In the Export Template To dialog box, type a valid filename in the File Name box, type a path to where your template should be saved in the Save In list, and select the type of file you want to save in the Save As Type list, then click Save. 
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Practice: Using Security Configuration and Analysis

In this practice you access the Security Configuration and Analysis console, set a working security database, analyze system security, and then view the results.

Exercise 1: Accessing the Security Configuration and Analysis Console

In this exercise you access the Security Configuration and Analysis console, the main tool for using the Security Configuration and Analysis tool.

  To access the Security Configuration and Analysis console 

1. Click Run, type mmc, then click OK. 

2. On the Console menu, click Add/Remove Snap-In, then click Add. 

3. In the Add Standalone Snap-In dialog box, select Security Configuration And Analysis, then click Add. 

4. Click Close, then click OK. 

5. On the Console menu, click Save. 

6. In the File Name box, type security config & analysis to name this console and click Save. 

The console appears on the Administrative Tools menu.
Exercise 2: Setting a Working Security Database

In this exercise you determine the working security database to use.

  To set a working security database 

1. In the Security Configuration and Analysis console, right-click Security Configuration And Analysis. 

2. Click Open Database. 

3. In the Open Database dialog box, in the File Name box, type new for the new personal database file name, then click Open. 

4. In the Import Template dialog box, select the securedc security template to load into the security database, then click Open. 

The new database is now the working security database, and it contains the securedc security template.
Exercise 3: Analyzing System Security

In this exercise you analyze system security, comparing the settings in the security template securedc with the security settings currently running on your system.

  To analyze system security 

1. Right-click Security Configuration And Analysis, then click Analyze Computer Now. 

2. In the Perform Analysis dialog box, verify the path for the log file location, then click OK. 

The different security areas are displayed as they are analyzed.
Exercise 4: Viewing Security Analysis Results

In this exercise you view the security analysis results.

  To view security analysis results 

1. In the Security Configuration and Analysis console, click Security Configuration And Analysis. 

2. Double-click the Account Policies node, then click the Password Policy security area. 

In the details pane, what is indicated in the Policy column? In the Database Setting column? In the Computer Setting column?
In the Policy column, what does the red X indicate? What does the green check mark indicate?

Answers
Lesson Summary

In this lesson you learned how the Security Configuration and Analysis console uses a database to perform configuration and analysis functions.

You learned that when you configure system security using the Security Configuration and Analysis console, changes are made to the stored template in the database, not to the security template file. The security template file will only be modified if you either return to Security Templates and edit that template or export the stored configuration to the same template file.

You also learned that Security Configuration and Analysis performs security analysis by comparing the current state of system security against a security template that you have imported to a personal database. This template is the database configuration, and it is the template that contains your preferred or recommended security settings for that system.

In the practice portion of this lesson you accessed the Security Configuration and Analysis console, set a working security database, analyzed system security, and then viewed the results.
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 Chapter 14:
Windows Server 2003 Security Features


Objectives
•Identify the various elements and techniques that can be used to secure a Windows Server 2003 system

•Use Security Configuration and Analysis tools to configure and review security settings

•Audit access to resources and review Security log settings

Securing Your Windows 2003 System
•Five broad categories of security-related features:

•Authentication

•Access control

•Encryption

•Security policies

•Service packs and hot fixes

Authentication
•Most basic level is requiring a user id and password to log on to some system

•In a domain environment, authentication is centralized on the network while in a workgroup environment, authentication is local 

•In a domain environment, a single authentication can provide access to multiple domains and forests

•Additional authentication methods can apply to other services (e.g., IIS)

Access Control
•Access control is used to secure resources such as files, folders, and printers

•Common types of access control are NTSF and shared folder permissions, printer permissions, Active Directory object permissions

•The “principle of least privilege” implies that users should only have the access that they really need

Encryption 
•Confidential files can be encrypted using the Encrypting File System (EFS) for local files stored on NTFS volumes

•EFS uses a combination of public and private keys 

•The IPSec protocol can encrypt the contents of packets sent across a TCP/IP network

•There are two IPSec modes: transport and tunnel

•IPSec is used to make it difficult for hackers to intercept sensitive network data 

Security Policies
•Security policy settings can be configured from the Local Security Policy and Group Policy Object Editor MMC snap-ins

•Security policies control a range of security settings

•Windows Server 2003 includes tools that analyze policy settings compared to pre-configured security templates

•Security Configuration and Analysis MMC snap-in

•Command-line SECEDIT utility

Service Packs and Hot Fixes
•Many critical updates and patches are related to security issues

•Hot fixes address a specific identified issue

•A service pack is a cumulative collection of hot fixes and updates

•Service packs and hot fixes can be downloaded and installed from Microsoft

•Software Update Services can assist in automating and managing the distribution of updates

Using Security Configuration Manager Tools
•Windows Server 2003 provides tools specifically designed to help configure and manage security settings (Security Configuration Manager tools)

•These tools plus Group Policies can be used to set up a Security Policy template which is administered centrally

Using Security Configuration Manager Tools (continued)
•The Security Configuration and Analysis tool will compare a security template to existing settings

•The Security Configuration Manager tools include these components:

•Security templates

•Security settings in Group Policy objects

•Security Configuration and Analysis tool

•SECEDIT command-line tool

Security Templates
•Templates help ensure consistency and ease maintenance across multiple machines

•Templates are text-based files

•Should not be edited or changed using a text-based editor

•There are a number of pre-defined templates for various settings

Activity 14-1: Browsing Security Templates
•Objective:  To become familiar with built-in security templates 

•Start  Run  type mmc  OK  File  Add/Remove Snap-in  Add

•Locate and view the available templates as directed

•Browse through the available templates and the specific policies associated with them

Analyzing the Pre-configured Security Templates
•Network computers can be categorized as:

•Workstations

•Servers

•Domain controllers

•Pre-configured templates are applicable to a specific category of computer

•Only Windows Server 2003, Windows XP, and Windows 2000 can use security templates

The Default Template
•The Setup Security.inf template contains default security settings applied when Windows Server 2003 is installed

•Contents depend upon the original configuration of computer (fresh install, upgrade, etc.)

•Allows an administrator to return to original settings easily

•Should not be applied using Group Policy

Incremental Templates
•Modify security configurations incrementally

•Can only be applied on top of default security settings because they do not specify baseline configurations

•Templates include: compatws.inf, securews.inf, securedc.inf, hisecws.inf, hisecdc.inf, iesacls.inf, dc security.inf, rootsec.inf

•Custom templates can also be created

Applying Security Templates
•Security templates can be applied to local machine or a domain

•For local machine

•Open Local Security Setting MMC snap-in and import a policy

•For domain

•Use Group Policy Objects

•Security settings from GPOs override local settings

Activity 14-2: Creating a Security Template
•Objective: to explore the creation of a custom security template

•Open a New Template from the MMC Security Templates snap-in as directed

•Configure settings for the new template as specified

•Save the template

•View the template file

Activity 14-3: Applying Security Template Settings to Group Policy Objects
•Objective:  to use Group Policy to deploy security template settings

•Start  Administrative Tools  Active Directory Users and Computers

•Open the Default Domain Policy from the Properties of the domain

•Import the previously created template as directed

•Verify settings

Security Configuration and Analysis
•The Security Configuration and Analysis snap-in permits the comparison of current system settings to those configured in templates

•The comparison identifies changes and potential weaknesses

•Multiple templates can be compared at once

•Multiple templates can be combined and saved

•Changes can be made directly within the snap-in by selecting the desired configuration

Activity 14-4: Analyzing Security Settings Using Security Configuration and Analysis
•Objective: To use the Security Configuration and Analysis snap-in to compare current configuration with security template settings

•Open the Security Configuration and Analysis snap-in as directed and open a new database

•Import the hisecdc.inf template for comparison

•Perform the analysis

•Review and compare the settings as directed

SECEDIT Command-Line Tool
•SECEDIT is a command-line tool used to create and apply security templates and analyze settings

•Can be used where Group Policy cannot be applied

•Six main switches

•Analyze

•Configure

•Export

•Import

•Validate

•GenerateRollback 

Auditing Access to Resources and Analyzing Security Logs
•Auditing is used to track events on a network

•An audit policy defines which events should be recorded 

•and whether successes and/or failures should be recorded

•Audited events are written into a security log which can be viewed with Event Viewer

 

Activity 14-5: Exploring Default Auditing Settings
•Objective: to explore the auditing settings of the default domain controller GPO 

•Open the Properties of the Domain Controllers OU in Active Directory Users and Computers

•Edit the Default Domain Controllers Policy on the Group Policy tab as directed

•Open the Audit Policy node and browse through the various policy settings

Configuring Auditing
•The role of a computer on the network influences how an audit policy is configured

•For member servers or workstations

•Audit policies are implemented using GPOs assigned to the domain or OUs

•For domain controllers

•Audit policies are implemented via the Default Domain Controllers Policy applied to Domain Controllers OU

•For standalone workstations and servers

•Audit policies defined using Local Security Policy tool

Requirements and Configuring an Audit Policy
•Requirements

•You must have proper permissions (Administrators Group or Manage auditing and security log user right)

•Auditing files and folders can only be done on NTFS volumes

•Configuring an audit policy

•Configure auditing on events to be monitored and if logging occurs on success and/or failure

•Configure auditing on specific resource objects such as files, folders, printers, and Active Directory objects

Activity 14-6: Configuring and Testing New Audit Policy Settings
•Objective: to become familiar with changing and testing the configuration of audit policy settings

•Open the Default Domain Controllers Policy GPO auditing settings

•Reconfigure the settings as directed

•Manually refresh the Group Policy settings

•Test the new settings and view results using Event Viewer

Auditing Object Access
•When files and folders reside on an NTFS volume, you can monitor attempted and successful accesses of these objects

•Caution -- this can result in a large number of events being logged

•Object auditing is configured through the Advanced Security Settings on the resource

•Auditing is also possible for Active Directory objects

Activity 14-7: Configuring Auditing on an NTFS Folder
•Objective: to log failed and successful accesses to an NTFS folder

•Create and configure NTFS permissions for a new folder

•Configure auditing settings for the folder

•Test the auditing settings and permissions by attempting to access and delete the folder

•Use Event Viewer to verify correct auditing

Best Practices
•Plan carefully before implementing an audit policy

•General guidelines:

•Only audit events that provide truly useful information

•Review entries in the security log regularly

•Audit sensitive and confidential information

•Audit the Everyone group – it includes unauthenticated users

•Audit the assignment of user rights

•Audit the Administrators group

Analyzing Security Logs
•For each event defined in an audit policy, an entry is written in the Security log if that event occurs

•Use Event Viewer to examine the Security log

•The log provides a summary of the date and time of each event, and the user performing the action

•More details by double-clicking the entry

•Event Viewer provides find and filter options to assist in managing the Security log

Activity 14-8: Configuring Event Viewer Log Properties
•Objective: to use the find and filter features in Event Viewer to manage log files

•Open Event Viewer and view local Security log

•Use the Find feature to locate specific types of events as directed

•Next, use the Filter feature to manage the log, displaying only events meeting specified criteria

•Redisplay all records in the log as directed

Configuring Event Viewer
•There are a number of configurable settings that determine the size, number of entries, and overwrite policy in a security log

•Default initial security log size is 16 MB in Windows Server 2003 (up from 512 KB in 2000)

•Settings are configured from the Properties of the Security log in Event Viewer

Activity 14-9: Editing Security Log Settings and Saving Events
•Objective: to configure properties of the Security log and save event entries for archiving purposes

•Open the Properties of the Security log through Event Viewer

•Reconfigure the Security log size and overwrite properties as directed

•Save and clear the Security log as noted

•Open the saved log to verify

Summary
•Windows Server 2003 offers security-related features in five categories:  authentication, access control, encryption, security policies, and service packs and hot fixes

•Windows Server 2003 offers a package of Security Configuration Manager tools:

•Security templates, security settings in GPOs, Security Configuration and Analysis tool, SECEDIT command-line tool

•Auditing is used to log specific events within a Windows Server 2003 configuration

•An audit policy defines the events to be monitored

•Specific resources and objects can be configured for auditing access attempts

•A Security log contains record of audited events

•Event Viewer is used to display and manage Security logs

 

Now let's examine the two different types of GP, starting with local GP and moving to domain-based GP. Although local policies don't have the flexibility of domain-based GPs, as you will see, they are still a valuable tool for creating a deployable set of standards for computers in your organization. Local policies are most useful for creating a security configuration for either clients or servers that is appropriate for your company. With the Security Templates snap-in, you can create role-based templates that configure most security-related settings on your machines. And with the Security Configuration and Analysis Tool snap-in, you can create a database of roles and policies for your organization's machines.

Security Templates

Microsoft wisely decided to ship Windows with a few predefined security settings files, hereafter referred to as "security templates." These files contain what are essentially recipes for configuring a machine's security policy based on its daily role. These templates, designed to be applied to new Windows installations that already have had a basic template applied, must be used on systems formatted with NTFS, at least on the boot partition (the one containing the operating system files). The incremental security templates are as follows:

For workstations or servers in which users ought to be prevented from being in the Power Users group, apply the compatws.inf template. This template compensates for the lack of additional privileges afforded to members of the Power Users group by relaxing the rights restrictions on the normal Users group. But be careful: you should only use this template if you're dealing with noncertified software (programs that don't have the Windows logo affixed to them) that won't otherwise run.

To further secure workstations or servers, the securews.inf template increases the overall security level of a machine by tightening areas of the OS not under the purvey of rights and restrictions. Areas that are more secure using this template include account policy settings, auditing controls, and Registry keys that are prominent in security policy. The appropriate version of this template for Windows domain controllers is securedc.inf.

For the ultra-paranoid and for those with the most stringent security requirements, the hisecws.inf (and for domain controllers, the hisecdc.inf file) can be used; however, because all network transmissions must be signed and encrypted by Windows machines, this template is appropriate only in pure Windows 2000 or greater environments.

Setup security.inf restores the security settings of a machine to their default, out-of-the-box configuration. Use this if you have made modifications and want to completely reverse them and "wipe the slate clean," as it were.

Rootsec.inf specifies the newer, more secure permissions for the root of the system drive. Most significantly, this removes the full control permissions from Everyone on the system drive. You also can use this template to reapply the more stringent root directory security on systems where the baseline security settings have been modified.

DC security.inf refers to the default security template for domain controllers, which imposes more stringent requirements on network transmissions and secures more portions of the filesystem and Registry. This template is created when a server is promoted to domain controller status.

Iesacls.inf provides a tighter security configuration for Internet Explorer, restricting scripting activity in certain untrusted zones and providing a more stringent, but secure, web browsing atmosphere.

These convenient templates are designed to be used with the Security Templates snap-in. Using the snap-in, you can apply the basic and incremental security templates included with the product, or you can modify the templates to create your own easily distributable templates.

To begin using the Security Templates snap-in, follow this procedure:

1. Run mmc /s from a command line. This loads the MMC in author mode, allowing you to add a snap-in.

2. From the Console menu, select Add/Remove Snap-in. Then select Add. This raises a dialog box entitled Add Standalone Snap-in.

3. From the list, select Security Templates, click Add, and then click Close.

4. Click OK in the next box to confirm the addition of the snap-in.

Now you have the Security Templates snap-in added to a console. From this snap-in, you can expand the Security Templates section in the console tree on the left, and then expand the C:\Windows\security\templates folder to view the predefined security templates discussed earlier.

Creating a Custom Security Template

You might want to make your own customized policy modifications that go above and beyond those made in the templates shipped with Windows. Creating a custom security template affords you an easy way to package, deploy, and apply these modifications with a minimum of administrative headache. Best of all, you can use these templates in conjunction with a utility called the Security Configuration and Analysis Tool to assess the overall "hardness," or state of security, of your machines.

To create your own security template, follow these steps:

1. In the Security Templates console, expand Security Templates in the tree pane on the left, and right-click C:\Windows\security\templates (this is the default templates folder in the system).

2. Select New Template from the context menu that appears.

Now you can make any policy modifications you want in any one of the policy areas supported by the tool: account policies, local policies, the event log, restricted groups, system services, the Registry, and the filesystem. Your additions, deletions, and other changes are saved directly into the template as they are made.

To take this one step further, you might decide to build on the basic policy settings provided by the basic and incremental templates shipped with Windows. In that case, it's quite simple to open the basic or incremental templates, resave to a different name, and make further modifications to create your own custom template. To do so, follow these steps:

1. Select an existing template inside the Security Templates console. In this example, I'll use the securews.inf file.

2. Right-click the existing template, and click Save as ... from the context menu.

3. Give the new template a name.

4. Click OK. The new template is created with the settings from the old basic template.

Compiling the Security Database

The next step is to compile your templates into a security database using the Security Configuration and Analysis (SCA) tool. From within the MMC, add the SCA tool to the console. Then do the following:

1. Right-click Security Configuration and Analysis and select Open Database.

2. From the Open Database dialog, type the name of a new database.

3. Because no database exists with that name, you'll be prompted for the specific security template from which the database should be built. The choices in this box come from the C:\Windows\Security\Templates folder. Choose the template and click OK.

Although you won't get any confirmation from the user interface, the template has been added to the database. Now you can right-click the SCA tool in the left pane and choose either Analyze Computer Now or Configure Computer Now. When you select Analyze Computer Now, the SCA tool looks at the new security configuration within the database, compares it with the current state of the computer, and reports on the differences; the report also is saved to a logfile in \My Documents\Security\Logs. Alternatively, when you select Configure Computer Now, the changes will actually be committed to your system. You want to avoid using that option unless you're absolutely sure you want the results in production without seeing them first.

You also can script the application of templates across multiple computers, using a login script, Telnet server, or some other means, by taking advantage of the SECEDIT utility. SECEDIT takes a template file, adds it to the SCA database, and then applies the security settings to the machine on which SECEDIT is being run. To import a template named Hassell-secure.inf, compile it into SCA into a database called securepcs and overwrite any data already in the database, apply it to the current computer, and create a log for all of these actions named apply.log, for example, issue the following command:

secedit /configure /cfg Hassell-secure.inf /db securepcs /overwrite

/log apply.log

If you've already imported the template into SCA manually, and you just need to apply the settings to a computer, issue the following command:

secedit /configure /db securepcs /overwrite /log apply.log

Local Policies 

Configuring Audit Policies 

Planning is an important step in the auditing process. Administrators should be selective in determining the objects to audit. Auditing creates system overhead, therefore auditing too many objects will cause the security log to become large and difficult to manage.

Before audit records are logged, an auditing policy must be established. The policy defines the types of events that will be audited for a specific user or group of users. However, enabling the auditing policy is only part of the work associated with setting up auditing. Auditing implementation has several steps:

1. Enable auditing on the domain controller.

2. Select objects to audit, and set the system access control lists (SACL) for the objects.

3. Configure the event log.

4. Protect the audit data from unauthorized access or modification.

5. Review and maintain the audit logs.

This subsection deals only with steps one and two; all other aspects of audit management are addressed in the Audit Management subsection of this document.

An auditing policy specifies categories of security-related events that must be audited. When Windows 2000 is first installed, all auditing categories are turned off. By turning on various auditing event categories, the administrator can implement an auditing policy that suits the security needs of the organization.

Auditing can be enabled on the Domain Controller as follows:

1. Log on using an administrator account.

2. Open the Active Directory Users and Computers tool.

3. Right-click the container holding the domain controller and click Properties.

4. Click the Group Policy tab, and then click Edit to edit the Default Domain Policy.

5. In the Group Policy window, expand Computer Configuration, navigate to Windows Settings, to Security Settings, and then to Local Policies.

6. Select Audit Policy.




7. As an example, double-click Audit Directory Service Access policy and choose to enable or disable successful or failed access attempts.




8. Click OK. It will take a few minutes for the change to take effect, and other domain controllers will receive the change at the next regular replication interval.

Best Practices for Auditing

To minimize the risk of several specific security threats, the administrator can take various auditing steps. The administrator should select the events to be audited considering the set of threats specific to the environment. The following table provides an example of various events that could be audited, as well as the specific security threat that the audit event monitors.

	Audit Event
	Potential Threat

	Failure audit for logon/logoff
	Random password hack

	Success audit for logon/logoff
	Stolen password break-in

	Success audit for user rights, user and group management, security change policies, restart, shutdown, and system events
	Misuse of privileges

	Success and failure audit for file-access and object-access events. File Manager success and failure audit of Read/Write access by suspect users or groups for the sensitive files.
	Improper access to sensitive files

	Success and failure audit for file-access printers and object-access events. Print Manager success and failure audit of print access by suspect users or groups for the printers.
	Improper access to printers

	Success and failure write access auditing for program files (.EXE and .DLL extensions). Success and failure auditing for process tracking. Run suspect programs; examine security log for unexpected attempts to modify program files or create unexpected processes. Run only when actively monitoring the system log.
	Virus outbreak


Appendix B – Audit Categories and Events, of the Windows 2000 Security Configuration Guide, contains a table that provides a cross reference of audit categories and audit events to the auditable events required in the Windows 2000 ST requirements. This can be used as a reference when implementing an audit policy that must address specific ST requirements.
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Enabling Object Auditing

If audit access to objects is chosen as part of the audit policy, either the audit directory service access category (for auditing objects on a domain controller), or the audit object access category (for auditing objects on a member server) must be also turned on. Once the correct object access category has been turned on, each individual object's Properties can be used to specify whether to audit successes or failures for the specific access request to each group or user.

Top Of Page 

Enabling Auditing on Directory Objects

The administrator can set an auditing SACL for a directory object using the following procedure:

Warning: The SeSecurityPrivilege allows a user to set SACLs on objects. Administrators must ensure that this privilege is not assigned to non-administrative users.

1. Log on using an administrator account.

2. Open the Active Directory Users and Computers tool.

3. On the View menu, select Advanced Features.




4. Locate the container for the object, right-click it, and then click Properties.

5. Click the Security tab.

6. Click Advanced, and click the Auditing tab.

7. Click the Add button.

8. Select a security principle name and click OK.




9. A dialog box will appear with two tabs—Object and Properties.

10. The Object tab allows the selection of generic and control rights to audit.

11. The Properties tab allows selection of property accesses to audit.

12. Use the pull-down lists to make selections.

13. Click each tab that needs to be modified, and select the check boxes for the accesses or properties to be audited.

14. Check the Apply . . . box and then click OK.




15. In the Access Control Settings window, choose whether the choices will be inherited from the parent container to this object. If yes, then select the Allow inheritable auditing entries from parent to propagate to this object check box.




16. Click Apply, and then click OK.

17. In the Properties window, decide whether auditing permissions must be inherited from the parent container to propagate this object. If yes, then check the appropriate box.




18. Click Apply and then click OK.

Enabling and editing Audit on Files and Folders

To set, view, change, or remove auditing for a file or folder: 

1. Open Windows Explorer, and then locate the file or folder to audit.

2. Right-click the file or folder, select Properties, and then click the Security tab.




3. Click Advanced, and then click the Auditing tab.

4. To set up auditing for a new group or user, click Add.

5. In Name, type the user name, or select a user from the list and then click OK to automatically open the Auditing Entry dialog box.




6. In the Auditing Entry dialog box, under Access click Successful, Failed, or both to select the events to be audited for this user and then check the Apply these auditing entries to objects and/or containers within this container selection box if it is necessary to propagate the changes to sub-containers. Click OK to close the Auditing Entry dialog box.

[image: image345.png]Jroctiog oty for AccountsPaabie I

ovet|

e [Jorny B Goode bgmode@wakTeste | _Change.
Ao o [Thi Fokder.subictdersand s 5

o Successl_Fsied

Travess P/ EracuteFis
LitFeder /e Data
-

L ————
Crese Fies /Wite Dta
Creae Fodrs/ Append Dota
[

Vit Exteced Aisse:
Delee Sutiobders and F
Dot

[ —

Crros Pomisins

J00EREEEE0000
J0EEEEEEEEE00

7Aooy ese audtin etie o cects Comtl
%M“‘ Contaners witin s contanet oy ———

o | e |





7. To view or change auditing for an existing group or user, simply click on the name, and then click View/Edit.

8. To remove auditing for an existing group or user, click the name, and then click Remove.

Note: 

· If necessary, in the Auditing Entry dialog box, select where auditing is to take place in the Apply onto list. The Apply onto list is available only for folders.
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· Before Windows 2000 will audit access to files and folders, the Audit Object Access setting in the Audit Policy must be enabled. If not, an error message will appear when auditing is set up for files and folders, and no files or folders will be audited. Once auditing is enabled, view the security log in Event Viewer to review successful or failed attempts to access the audited files and folders.
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Takeaway: An auditing policy will help you find out what's going on on your network. However, if you design it improperly, you can waste valuable resources. Here's what you need to know to create an effective auditing policy in Windows Server 2003.
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People who read this, also read...

· Auditing 101: What?s happening on your network? 

· Develop a scalable security auditing strategy 

· Creating a Windows Server 2003 audit policy 

· Use a policy audit to ensure that your policies are followed 

· The Top Five User Policies Every Organization Needs 
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Designing an effective audit policy is one of the trickiest tasks in Windows networking. It isn't that the auditing process itself is overly complicated or anything like that. Creating an audit policy is simple. What is complicated is making a useful and effective audit policy. Creating an effective audit policy is tricky because there is a very fine line between too much auditing and not enough auditing. 

An overzealous auditing policy reduces the monitored server's performance, consumes excessive disk space, and produces such lengthy audit logs that it becomes almost impossible to find an important event in the log. On the other hand an audit policy that is too minimal might ignore a bone-a-fide security breach. It is therefore critically important to come up with an audit policy that is thorough enough that it will log serious incidents, but not so excessive that a recorded security breach will be lost among thousands of irrelevant log entries.

Server roles

In the next few sections, I am going to discuss the various types of events that Windows Server 2003 allows you to log. As you read over these events, you should be mindful of your server's roles. The reason is because not all servers do the same job, and therefore you will want to custom tailor a server's audit policy based on what makes sense for the server's role. For example, if a server is acting as a domain controller, you might want to audit user logon events. If on the other hand, a server is simply a member server that is acting as a file and print server, then you may not want to audit logon events because the server is not authenticating logons (local logons being the exception). Instead, you might want to audit access to some of the more critical or confidential files that the server is hosting. 

Logon events

For domain controllers, logon events are probably one of the most important things that you can audit. After all, what is more important than knowing who is using your system and who has attempted to use your system? When it comes to auditing logon events though, the way in which you audit them should really be based on the number of users on your network. 

As you may recall, Windows allows you to audit either the success or the failure of various events. If you have a large network with hundreds of users who are logging in and out all day long, you may not want to audit successful logging unless you have a specific need for doing so. Otherwise, your audit log will contain hundreds, if not thousands of references to users logging in successfully.

I have always found it more useful to audit logon failures. On a large network, it's perfectly normal to have several logon failures logged each day. After all, users sometimes forget passwords or type them in incorrectly. Where failure audits are useful though is in helping you to spot unusual patterns of activity. For example, if you see that a user who usually works during the day had some failed logon attempts at 3:00 AM, that could very well be a sign of suspicious activity. Likewise, if you see failed logon attempts for a lot of different user accounts in rapid succession, it could be a sign that someone is attempting a gain access to your network through brute force.

Object access

Object access auditing isn't all that important for domain controllers, but it is probably the most important type of auditing for file servers. The basic idea is that you can use object access auditing to watch over specific files and folders to see who is accessing them and when. Object access auditing must be enabled or disabled at the server level, but simply enabling it won't audit anything. You must then specify which resources you want to audit. I recommend auditing access to anything that is sensitive or confidential. For example, you might audit access to Human Resource records, the payroll database, etc. 

In the past, auditing object access has really paid off for me. At one of the places where I used to work, we used to have problems with files disappearing or becoming corrupt for no apparent reason. Initially I thought that there was a problem with the server's disk storage. However by reviewing the audit logs, I learned that one of our administrators, who later admitted to having a vendetta against the company, was coming into the office at night and tampering with some of our databases.

Account management

As the name implies, auditing account management refers to auditing the creation and modification of user accounts. I recommend auditing both successes and failures for account management on your domain controllers. The reason why this is so important is because if someone manages to hack your system, often one of the first things that they will do after gaining control over a server is to create a user account with administrative privileges. This keeps the hacker from having to hack the network in the future. Instead, they can just log on in the same way that any other user would. Not only does this make the hacker's life easier, it also reduces their chances of being caught because using a legitimate user account helps the hacker's activity to blend in.

Policy change

I recommend auditing both successful and failed policy changes on all of your servers. As the name implies, policy change auditing logs things like changes to user rights. Knowing when user rights change is definitely important, but more important is that fact that auditing policy changes helps to keep administrators honest. Think about it for a second. If you wanted to perform some sort of unauthorized administrative task, what's the first thing that you would do? Disable auditing? Well, disabling (or re-enabling) auditing is a type of policy change. 

Therefore, if an administrator were to disable auditing so that they could do something sneaky and then re-enabled it when they were done, you might not catch exactly what it is that the administrator did while auditing was turned off, but you would catch the fact that the administrator in question turned off auditing for a period of time.

Privilege use

Privilege use auditing is one of those things that sounds like a good idea, but might not be. As you would expect from the name, privilege auditing creates an audit log every time that a user exercises the use of a privilege. The problem is that even through the normal course of activity, privileges are used constantly. Things like logging in, rebooting the system, or even adjusting the clock all constitute a privilege use. 

Although there are certainly some privilege uses that might point to suspicious activity, I tend to think that privilege use is best left unaudited because auditing privilege use has a tendency to flood your audit logs with irrelevant noise entries. Unfortunately, Windows Server 2003 does not provide a mechanism for selecting which privileges you want to audit.

System events

Auditing system events creates an audit log entry any time the system is rebooted or when you do something that "affects the system security or security log" (in Microsoft's words). Basically, what this means is that if you audit system events that an audit log entry will be created any time someone makes an adjustment to the audit logs (such as clearing the logs). Because very few system events are audited during the course of normal, day to day activity, I think that it's probably a good idea to audit system events on all of your servers.

Process tracking

I have to be honest and tell you that I don't have much experience with process tracking. Process tracking auditing exists primarily for the purpose of helping you to figure out which security settings are preventing an application from running correctly. You probably wouldn't use process tracking auditing on your servers unless you are trying to diagnose a problem.

Directory service auditing

The last type of auditing that Windows offers is directory service auditing. The basic idea behind this is that if you enable Directory Service Auditing, then Windows will create an audit log entry any time a user makes a modification to an Active Directory object. I tend to avoid using this particular type of auditing because it has a tendency to log irrelevant information. Besides, many of the most important changes to Active Directory objects can be audited by auditing account management.

Event Viewer

As you can see, Windows allows you to audit a wide variety of events. You can view the audit logs by opening the Event Viewer console and selecting the Security container. In my opinion though, the Event Viewer is in desperate need of a major overhaul. The Event Viewer remains largely unchanged since its initial debut in Windows NT. 

If you know exactly what it is that you are looking for, then the Event viewer really isn't too bad. If you right-click on the Security container and select the Properties command from the resulting shortcut menu, you will see the Security Properties sheet. This properties sheet has a Filter tab that contains various filtering options. For example, you can tell the Event Viewer to show you all of the error events, all of the failure audits, or even all of the audits related to a specific Event ID. There are actually quite a few different criteria that you can filter on, but these filtering capabilities are usually only effective if you know exactly what it is that you are looking for.

The Event Viewer has several major shortcomings. For example, if someone decided to attack your network right this second, how long would it take until you noticed the attack? If the attack came in from the Internet, then you would probably notice it right away because of various alerting features that are built in to your perimeter firewall. What if the attack was performed by a trusted employee who was already connected directly to your LAN and didn't need to cross the firewall? 

Sadly, if the attacker didn't do any noticeable damage, the answer for many administrators is that the attack would be first detected tomorrow morning, or next week, or whenever someone decides to review the audit logs. That's because the Event Viewer doesn't contain any sort of alerting mechanism. 

Another major shortcoming of the Event Viewer is that it provides the administrator with a server centric view. When the Event Viewer was initially created, the majority of the servers in corporate America were running NetWare. Those organizations that were running Windows NT typically only had a couple of servers, so it wasn't a huge deal to have to check each server's security logs individually.

Today though, Windows Server is the dominant network operating system. It is not at all uncommon for companies to have dozens of servers. You would think that Microsoft would have redesigned the auditing engine so that audits are stored in the Active Directory, which would make it possible to examine the audit logs of multiple servers simultaneously. For example, suppose that you suspected malicious activity on your network at a specific time. It would be handy to be able to perform a query that would show you all the audit log entries for your domain controllers within a specific period of time. After all, you never know which domain controller is going to process a request.

For right now though, the Event Viewer makes you look at one server at a time. There are several different third party products that extend the functionality of the audit logs though. One of my personal favorites is GFI LAN Guard Security Event Log Monitor. I don't want to turn this article into a product review, but I will tell you that the reason why I like this product is because it collects event log entries from all of your servers in real time. 

Over time it analyzes the logs and looks for trends that exist as a result of normal activity. Once the software understands what is normal for your network, it makes it easier for it to spot things that are abnormal. The software uses these abnormalities in conjunction with know attack patterns, and knowledge of server roles to determine if and when your servers are under attack. The software is then able to send you a real time alert.

I'm not trying to tell you that you need to order GFI LAN Guard Security Event Log Monitor. What I am saying though is that Event Viewer is outdated and isn't up to the job of managing security event logs in an effective manner. If you are serious about keeping your network secure, then a third party event log monitoring application is an essential. You can find a list of several such products at this Web site. 

a. Monitoring and analysing security events

Security event manager

From Wikipedia, the free encyclopedia

Jump to: navigation, search 

A security event manager (SEM) is a computerized tool used on enterprise data networks to centralize the storage and interpretation of logs, or events, generated by other software running on the network.[1]
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SEMs are a relatively new idea, pioneered in 1999 by a small company called e-Security, and in 2010 are still evolving rapidly. Just a year or two ago they were called security information managers (SIMs) and are also called security information and event managers (SIEMs). An adjacent, but somewhat different market also exists for Log Management; although these two fields are closely related, Log Management typically focuses on collection and storage of data whereas SEM focuses on data analysis. Some vendors specialize in one market or the other and some do both, or have complementary products.

Many systems and applications which run on a computer network generate events which are kept in event logs. These logs are essentially lists of activities that occurred, with records of new events being appended to the end of the logs as they occur. Protocols, such as Syslog and SNMP, can be used to transport these events, as they occur, to logging software that is not on the same host on which the events are generated. The better SEMs provide a flexible array of supported communication protocols to allow for the broadest range of event collection.

It is beneficial to send all events to a centralized SEM system for the following reasons:

· Access to all logs can be provided through a consistent central interface 

· The SEM can provide secure, forensically sound storage and archival of event logs (this is also a classic Log Management function) 

· Powerful reporting tools can be run on the SEM to mine the logs for useful information 

· Events can be parsed as they hit the SEM for significance, and alerts and notifications can be immediately sent out to interested parties as warranted 

· Related events which occur on multiple systems can be detected which would be impossible to detect if each system had a separate log 

· Events which are sent from a system to a SEM remain on the SEM even if the sending system fails or the logs on it are accidentally or intentionally erased 

In addition to collecting and storing data, SEMs distinguish themselves from simpler Log Management tools by providing a deeper level of event analysis. This may include attaching contextual information, such as host information (value, owner, location, etc), identity information (user info related to accounts referenced in the event like first/last name, workforce ID, manager's name, etc), and so forth. This contextual information can be leveraged to provide better correlation and reporting capabilities.

SEMs can also integrate with external remediation, ticketing, and workflow tools to assist with the process of incident resolution. The better SEMs will provide a flexible, extensible set of integration capabilities to ensure that the SEM will work with most customer environments.

As SEM deployments move beyond logging infrastructural events from routers, switches, servers, firewalls, and so forth, the ability to properly monitor business applications becomes crucial. Since most applications - especially those developed internally or by external software developers - do not include detailed logging it has become a challenge to incorporate this critical data into SEM products. Potential solutions to this challenge are based on network sniffing or other technologies.

SEMs are often sold to help satisfy U.S. regulatory requirements such as those of Sarbanes-Oxley and PCI-DSS; in general the solutions these products can provide extend only to enhanced monitoring and analysis of enterprise computing activity; SEM is not a "magic bullet" for compliance but can be helpful in generating reports to support a limited set of controls.

[edit] Standardization

One of the major problems in the SEM space is the difficulty in consistently analyzing event data. Every vendor, and indeed in many cases different products by one vendor, uses a different proprietary event data format and delivery method. Even in cases where a "standard" is used for some part of the chain, like Syslog, the standards don't typically contain enough guidance to assist developers in how to generate events, administrators in how to gather them correctly and reliably, and consumers to analyze them effectively.

As an attempt to combat this problem, a couple parallel standardization efforts are underway. First, The Open Group is updating their circa 1997 XDAS standard, which never made it past draft status. This new effort, dubbed XDAS v2, will attempt to formalize an event format including which data should be included in events and how it should be expressed. The XDAS v2 standard will not include event delivery standards but other standards in development by DMTF may provide a wrapper.

In addition, MITRE is also in the midst of a standardization effort called CEE that is somewhat broader in scope - it attempts to define an event structure as well as delivery methods.

[edit] See also

· Computer security incident management 

· Security information management 

· Comparison of network monitoring systems 

· Security Information and Event Management 
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EventLog Analyzer is a web based, real time, agent less, event log and application log monitoring and management software. The eventlog analyser software collects, analyzes, reports, and archives, Event Log from distributed Windows hosts, SysLog from distributed Unix hosts, Routers, Switches, and other SysLog devices, Application logs from IIS Web server, IIS FTP server, MS SQL server, Oracle database server, DHCP Windows and DHCP Linux servers. The eventlog analyzer application generates graphs and reports that help in analyzing system problems with minimal impact on network performance. 

Which EventLog Analyzer Edition is suitable for you?
EventLog Analyzer is available in three editions addressing the requirements of small, medium businesses and large enterprises. Explore the editions and choose the one which suits your requirement. 

What problems does it solve? 
EventLog Analyzer helps monitoring internal threats to the enterprise IT resources and tighten security policies in the enterprise. The eventlog analyzer software generates reports to comply with various regulations such as Health Insurance Portability and Accountability Act (HIPAA), Gramm-Leach-Bliley Act (GLBA), Sarbanes-Oxley Act (SOX), and Payment Card Industry Data Security Standards (PCI) and archives logs for the purpose of network/compliance auditing and forensic analysis. The eventlog analyser software also reduces system downtime, and increases network performance in the enterprise. It helps system administrators to troubleshoot problems on hosts, select applications, and the network. The logs event manager software helps organizations meet host-based Security Information Event Management (SIEM) objectives.

What features does it offer?
Centralized event log management, Compliance reporting, Automatic alerting, Historical trending, Security analysis, Host grouping, Pre-built event reports, Customizable report profiles, Report scheduling, Multiple report formats. 

What platforms and devices does it support?
EventLog Analyzer can collect and report on event logs from the following operating systems, devices, and applications: Windows NT/2000/XP/Vista/2003 & 2008 Servers, Linux - RedHat, Debian, UNIX - Solaris, HP-UX, IBM AS/400, Switches and Routers - Cisco and others, SNARE for Windows, MS IIS - Web server, MS IIS - FTP server, MS SQL server, Oracle database server, DHCP - Windows and DHCP - Linux.

Event Analysis Training - Analyzing Outbound SQL Queries

If you have a SQL server on your network, you know how important it is to monitor transactions to identify suspicious activity.

The Passive Vulnerability Scanner (PVS) can sniff SQL traffic in real-time and then send SYSLOG data to the Log Correlation Engine (LCE) that looks like this:

<36> Jun 21 08:34:05 pvs: 149.X.X.X:0|149.X.X.X:0|7019|Database command logging|version: 1.19 PVS has observed the following command from a database client to the database server (206.X.X.X): SELECT COUNT(CASE WHEN e.EmailType = ‘User’ OR t.ProcessType = ‘Borrowing’ THEN 1 ELSE null end) as Borrowing,|INFO
This data is extremely useful for auditing SQL transactions between a web server and a database because it can help identify SQL injection and potential forms of data loss. The LCE can also identify statistical spikes in these SQL logs and generate an alert when new types of SQL events occur for the first time.

However, what about analyzing outbound SQL traffic?

Outbound SQL Traffic
Databases are typically configured and secured to prevent direct access from the Internet. Having a SQL server exposed to the internet, regardless if it is Oracle, MS SQL or MySQL, is generally considered a bad security practice. SQL servers often are not hardened and may not have auditing enabled or transaction logs. If the data is sensitive, there may also be compliance regulations mandating that these services may not be exposed directly to the Internet.

If your network carries such traffic, there are a few things we can assume or choose to investigate:

· Your network likely does not have a firewall or security enforcement policy on outbound traffic. SQL traffic for Oracle, MS SQL and MySQL all travel on common ports that can be easily blocked. 

· You may have developers who are sending SQL queries directly to hosted SQL databases at a partner or in the Cloud. If this is the case, you should investigate if this is a risk to your organization. Performing these queries over SSL or through a VPN would likely be more secure. 

· You may have an intruder. Although we’ve not yet seen a wide scale botnet that scans for open SQL services because they are not that common, it isn’t a bad idea to consider any outbound SQL traffic you aren’t familiar with as a potential compromise. 

Analyzing Traffic
The following screen capture shows a sanitized view of SQL queries detected by the PVS that were obtained from one of the large networks Tenable monitors for research purposes:




Normally, SQL data is viewed as a high level list of events over time such as:




In this view, SecurityCenter launched a query to a LCE that had obtained SQL logs from the last 25 days through passive monitoring by the PVS. This particular data comes from passive monitoring of 15 different SQL databases in a university type of network environment.

SecurityCenter can let us view this data on the dashboard from a directional point of view:




The screen capture above is exactly what we want to see. There is no inbound or outbound SQL activity, only traffic on the inside of our network. SecurityCenter allows powerful queries to be created against all of the normalized events gathered by the LCE, including directionality such as inbound, outbound, internal or external.

SecurityCenter can also be used to create automated alerts such that if outbound SQL activity occurred, a user could be emailed or have a ticket opened automatically.

For More Information
Tenable has written several dozen other articles on Event Analysis Training that include analysis of IP reputation, botnet activity, network anomaly detection and much more. These articles are all listed in the Event Analysis Training section of our blog. If you would like more information about Tenable’s set of Unified Security Monitoring products, please feel free to watch any of our video demos or contact our sales team.

Analyze your event logs with Event Log Explorer™

Event Log Explorer™ is an effective software solution for viewing, monitoring and analyzing events recorded in Security, System, Application and another logs of Microsoft Windows NT/2000/XP/2003 operating systems. Event Log Explorer greatly extends standard Windows Event Viewer monitoring functionality and brings many new features.




 HYPERLINK "http://www.eventlogxp.com/order.html" 
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It is impossible to find a system administrator for whom the problem of event log analysis has never been acute. To keep your network safe and sound you have to constantly trace valid and invalid logon attempts, events related to resource use, such as creating, opening, or deleting of files, etc. This process of monitoring event logs has always devoured a lot of time. 




Click on image to enlarge. (More screenshots)

 

Event Log Explorer helps you to quickly browse, find and report on problems, security warnings and all other events that are generated within Windows. Thanks to Event Log Explorer, monitoring and analysis of events recorded in Security, System, Application and other logs of Microsoft Windows NT/2000/XP/2003/Vista operating systems gets much faster and really effective.

Event Log Explorer allows you to view the description of each event without any additional mouse click - all desciptions are displayed in the Event Description box of log window, or even directly in the event list. 

Friendly and powerful user interface lets you select between two styles: Multi-document or tabbed-document interface.

Event Log Explorer provides powerful event search and filtering engine. You can easily filter events in the list by any criteria. Every filter can be saved into file - this saves your time when you want to re-apply the filter in future.

Unlike standard Windows Event Viewer, Event Log Explorer can print event logs or even separate events. You can also export your event logs to other formats. At the time, Event Log Explorer supports export to HTML, Microsoft Excel and tab-separated text files.

 

Main features and benefits of Event Log Explorer at glance:
· Multiple-document or tabbed-document user interface depending on user preferences

· Favorites computers and their logs are grouped into a tree 

· Manual and automatic backup of event logs 

· Event descriptions and binary data are in the log window 

· Advanced filtering by any criteria including event description text 

· Quick Filter feature allows you to filter event log in a couple of mouse clicks 

· Log loading options to pre-filter event logs 

· Fast navigation between events with bookmarks 

· Compatibility with well-known event knowledgebases (EventID.com and Microsoft knowledgebase) 

· Color coding by Event ID 

· Print and export to different formats 

· Export log to different formats 

· Read damaged EVT files and generate EVT files from event views.
More 
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