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a. Domain Name Service (DNS) encompassing

Microsoft DNS

From Wikipedia, the free encyclopedia

Jump to: navigation, search 

Microsoft DNS is the name given to the implementation of domain name system services provided in Microsoft Windows operating systems.
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[edit] Overview

The Domain Name System support in Microsoft Windows NT, and thus its derivatives Windows 2000, Windows XP, and Windows Server 2003, comprises two clients and a server. Every Microsoft Windows machine has a DNS lookup client, to perform ordinary DNS lookups. Some machines have a Dynamic DNS client, to perform Dynamic DNS Update transactions, registering the machines' names and IP addresses. Some machines run a DNS server, to publish DNS data, to service DNS lookup requests from DNS lookup clients, and to service DNS update requests from DNS update clients.

The server software is only supplied with the server versions of Windows.

[edit] DNS lookup client

Applications perform DNS lookups with the aid of a DLL. They call library functions in the DLL, which in turn handle all communications with DNS servers (over UDP or TCP) and return the final results of the lookup back to the applications.

Microsoft's DNS client also has optional support for local caching, in the form of a DNS Client service (also known as DNSCACHE). Before they attempt to directly communicate with DNS servers, the library routines first attempt to make a local IPC connection to the DNS Client service on the machine. If there is one, and if such a connection can be made, they hand the actual work of dealing with the lookup over to the DNS Client service. The DNS Client service itself communicates with DNS servers, and caches the results that it receives.

Microsoft's DNS client is capable of talking to multiple DNS servers. The exact algorithm varies according to the version, and service pack level, of the operating system; but in general all communication is with a preferred DNS server until it fails to answer, whereupon communication switches to one of several alternative DNS servers.

[edit] The effects of running the DNS Client service

There are several minor differences in system behavior depending on whether the DNS Client service is started:

· Parsing of the "hosts" file: The lookup functions read only the hosts file if they cannot off-load their task onto the DNS Client service and have to fall back to communicating with DNS servers themselves. In turn, the DNS Client service reads the "hosts" file once, at startup, and only re-reads it if it notices that the last modification timestamp of the file has changed since it last read it. Thus: 

· With the DNS Client service running: The "hosts" file is read and parsed only a few times, once at service startup, and thereafter whenever the DNS Client service notices that it has been modified. 

· Without the DNS Client service running: The "hosts" file is read and parsed repeatedly, by each individual application program as it makes a DNS lookup. 

· The effect of multiple answers in the "hosts" file: The DNS Client service does not use the "hosts" file directly when performing lookups. Instead, it (initially) populates its cache from it, and then performs lookups using the data in its cache. When the lookup functions fall back to doing the work themselves, however, they scan the "hosts" file directly and sequentially, stopping when the first answer is found. Thus: 

· With the DNS Client service running: If the "hosts" file contains multiple lines denoting multiple answers for a given lookup, all of the answers in the cache will be returned. 

· Without the DNS Client service running: If the "hosts" file contains multiple lines denoting multiple answers for a given lookup, only the first answer found will be returned. 

· Fallback from preferred to alternative DNS servers: The fallback from the preferred DNS server to the alternative DNS servers is done by whatever entity, the DNS Client service or the library functions themselves, is actually performing the communication with them. Thus: 

· With the DNS Client service running: Fallback to the alternative DNS servers happens globally. If the preferred DNS server fails to answer, all subsequent communication is with the alternative DNS servers. 

· Without the DNS Client service running: Any fallback to the alternative DNS servers happen locally, within each individual process that is making DNS queries. Different processes may be in different states, some talking to the preferred DNS server and some talking to alternative DNS servers. 

[edit] Differences from other systems

Linux distributions and various versions of Unix have a generalized name resolver layer. The resolver can be controlled to use a hosts file or Network Information Service (NIS), by configuring the Name Service Switch.

[edit] Dynamic DNS Update client

Whilst DNS lookups read DNS data, DNS updates write them. Both workstations and servers running Windows attempt to send Dynamic DNS update requests to DNS servers.

Workstations running Windows attempt to register their names and their IP addresses with DNS servers, so that other machines may locate them by name. Prior to Windows Vista (and Windows Server 2008) this registration is performed by the DHCP Client service. It is thus necessary to run the DHCP Client service on pre-Vista machines, even if DHCP isn't being used to configure the machine in order to dynamically register a machine's name and address for DNS lookup. The DHCP Client service registers name and address data whenever they are changed (either manually by an administrator or automatically by the granting or revocation of a DHCP lease). In Microsoft Vista (and Windows Server 2008) Microsoft moved the registration functionallity from the DHCP Client service to the DNS Client service.

Servers running Microsoft Windows also attempt to register other information, in addition to their names and IP addresses, such as the locations of the LDAP and Kerberos services that they provide.

[edit] DNS server

Microsoft Windows server operating systems can run the DNS Server service. This is a monolithic DNS server that provides many types of DNS service, including caching, Dynamic DNS update, zone transfer, and DNS notification. DNS notification implements a push mechanism for notifying a select set of secondary servers for a zone when it is updated.

Microsoft's "DNS Server" service was first introduced in Windows NT 3.51 as an add-on with Microsoft's collection of BackOffice services (at the time was marked to be used for testing proposes only). Its code is a fork of ISC's BIND, version 4.3, and remains largely compatible with it including the format of all master files.

As of 2004, it was the fourth most popular DNS server (counting BIND version 9 separately from versions 8 and 4) for the publication of DNS data.[1]
Like various other DNS servers, Microsoft's DNS server supports different database back ends. Microsoft's DNS server supports two such back ends. DNS data can be stored either in master files (also known as zone files) or in the Active Directory database itself. In the latter case, since Active Directory (rather than the DNS server) handles the actual replication of the database across multiple machines, the database can be modified on any server ("multiple-master replication"), and the addition or removal of a zone will be immediately propagated to all other DNS servers within the appropriate Active Directory "replication scope". (Contrast this with BIND, where when such changes are made, the list of zones, in the /etc/named.conf file, has to be explicitly updated on each individual server.)

Microsoft's DNS server can be administered using either a graphical user interface, the "DNS Management Console", or a command line interface, the dnscmd utility.

[edit] Common issues

Prior to Windows Server 2003 and Microsoft Windows 2000 Service Pack 3, the most common problem encountered with Microsoft's DNS server was cache pollution. Although Microsoft's DNS Server had a mechanism for properly dealing with cache pollution, the mechanism was turned off by default. [2]
A longstanding well-known issue is incompatibility with BIND configuration files, in particular, the lack of support for DNS wildcards. This can be partially attributed to the fact that Microsoft's DNS server is based on BIND 4.3, before BIND added the support for DNS wildcards. Loose Wildcarding can be enabled. To create a wildcard character record, the Dnscmd command-line tool can be used. Also the support of IPv6 is implemented using a different technique from that of BIND 9, further driving even more incompatibilities between the two products.

In 2004, a common problem involved the feature of the Windows Server 2003 version of Microsoft's DNS server to use EDNS0, which a large number of firewalls could not cope with. [3]
[edit] See also

Dynamic DNS

From Wikipedia, the free encyclopedia

Jump to: navigation, search 

Dynamic DNS is a method / protocol / network service that provides the capability for a networked device, such as a router or computer system using the Internet Protocol Suite, to notify a Domain Name System (DNS) name server to change, in real time, the active DNS configuration of its configured hostnames, addresses or other information.

A popular application of dynamic DNS is to provide a residential user's Internet gateway that has a variable, often changing, IP address with a well known hostname resolvable through standard DNS queries.
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[edit] History

In the initial stages of the Internet (ARPANET) addressing of hosts on the network was achieved by static translation tables that mapped hostnames to IP addresses. The tables were maintained manually in form of the host file. The Domain Name System brought a method of distributing the same address information automatically online through recursive queries to remote databases configured for each network, or domain. Even this DNS facility still used static lookup tables at each participating node. IP addresses, once assigned to a particular host, rarely changed and the mechanism was initially sufficient. However, the rapid growth of the Internet and the proliferation of personal computers in the workplace and in homes created the substantial burden for administrators of keeping track of assigned IP addresses and managing their address space. The Dynamic Host Configuration Protocol (DHCP) allowed enterprises and Internet service providers (ISPs) to assign addresses to computers automatically as they powered up. In addition, this helped conserve the address space available, since not all devices might be actively used at all times and addresses could be assigned as needed. This feature required that DNS servers be kept current automatically as well. The first implementations of dynamic DNS fulfilled this purpose: Host computers gained the feature to notify their respective DNS server of the address they had received from a DHCP server or through self-configuration. This protocol-based DNS update method was documented and standardized in IETF publication RFC 2136 in 1997 and has become a standard part of the DNS protocol (see also nsupdate program).

The explosive growth and proliferation of the Internet into people's homes brought a growing shortage of available IP addresses. DHCP became an important tool for ISPs as well to manage their address spaces for connecting home and small-business end-users with a single IP address each by implementing network address translation (NAT) at the customer premise router. The private network behind these routers uses address space set aside for these purposes (RFC 1918), masqueraded by the NAT device. This, however, broke the end-to-end principle of Internet architecture and methods were required to allow private networks, with frequently changing external IP addresses, to discover their public address and insert it into the Domain Name System in order to participate in Internet communications more fully. Today, numerous providers, called Dynamic DNS service providers, offer such technology and services on the Internet.

[edit] Function

Dynamic DNS providers offer a software client program that automates the discovery and registration of client's public IP addresses. The client program is executed on a computer or device in the private network. It connects to the service provider's systems and causes those systems to link the discovered public IP address of the home network with a hostname in the domain name system. Depending on the provider, the hostname is registered within a domain owned by the provider or the customer's own domain name. These services can function by a number of mechanisms. Often they use an HTTP service request since even restrictive environments usually allow HTTP service. This group of services is commonly also referred to by the term Dynamic DNS, although it is not the standards-based DNS Update method. However, the latter might be involved in the providers systems.

Most home networking routers today have this feature already built into their firmware. One of the early routers to support Dynamic DNS was the UMAX UGate-3000 in 1999, which supported the TZO.COM dynamic DNS service.[1]
An example is residential users who wish to access their personal computer at home while traveling. If the home computer has a fixed static IP address, the user can connect directly using this address, but many provider networks force frequent changes the IP address configured in their customers' equipment. With dynamic DNS, the home computer can automatically associate its current IP address with a domain name. As a result the remote user can resolve the host name used for the dynamic DNS service entry to the current address of the home computer with a DNS query. If a remote control program such as VNC server may be kept running on a host in the private network, the user can connect to the home network with a VNC client program.

In Microsoft Windows networks, dynamic DNS is an integral part of Active Directory, because domain controllers register their network service types in DNS so that other computers in the Domain (or Forest) can access them.

Increasing efforts to secure Internet communications today involve encryption of all dynamic updates via the public Internet, as these public dynamic DNS services have been abused increasingly to design security breaches. Standards-based methods within the DNSSEC protocol suite, such as TSIG, have been developed to secure DNS updates, but are not widely in use. Microsoft developed alternative technology (GSS-TSIG) based on Kerberos authentication.

[edit] See also

· Domain name system 

· DNS hosting service 

· Name server 

· Fast-flux DNS 

· Comparison of DNS server software 

[edit] External links

· Dynamic DNS Services at the Open Directory Project 

· Understanding Dynamic Update in Windows Server 2008 Help 

· Domain Name System on Microsoft TechNet 

· How to configure 
Root nameserver
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A Cisco 7301 router, part of the AMS-IX mirror of the K root-server.

A root name server is a name server for the Domain Name System's root zone. It directly answers requests for records in the root zone and answers other requests returning a list of the designated authoritative name servers for the appropriate top-level domain (TLD). The root name servers are a critical part of the Internet because they are the first step in translating (resolving) human readable host names into IP addresses that are used in communication between Internet hosts.

A combination of limits in the DNS and certain protocols, namely the practical size of unfragmented User Datagram Protocol (UDP) packets, resulted in a limited number of root server addresses that can be accommodated in DNS name query responses. This limit has determined the number of name server installations at (currently) 13 clusters, serving the needs of the entire public Internet worldwide.
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[edit] Root domain

The Domain Name System is a hierarchical naming system for computers, services, or any resource participating in the Internet. The top of that hierarchy is the root domain. The root domain does not have a formal name and its label in the DNS hierarchy is an empty string. All fully qualified domain names (FQDNs) on the Internet can be regarded as ending with this empty string for the root domain, and therefore ending in a full stop character (the label delimiter), e.g., www.example.com.. This is generally implied rather than explicit, as modern DNS software does not actually require that the terminating dot be included when attempting to translate a domain name to an IP address.

The root domain contains all top-level domains of the Internet. As of June 2009, there are 20 generic top-level domains (gTLDs) and 248 country code top-level domains (ccTLDs) in the root domain.[1] In addition, the ARPA domain is used for technical name spaces in the management of Internet addressing and other resources. A TEST domain is used for testing internationalized domain names.

[edit] Resolver operation

When a computer on the Internet needs to resolve a domain name, it uses resolver software to perform the lookup. A resolver breaks the name up into its labels from right to left. The first component (TLD) is requeried using a root server to obtain the responsible authoritative server. Queries for each label return more specific name servers until a name server returns the answer of the original query.

In practice, most of this information does not change very often over a period of hours and therefore it is cached by intermediate name servers or by a name cache built into the user's application. DNS lookups to the root nameservers may therefore be relatively infrequent. A survey in 2003 [2] reports that only 2% of all queries to the root servers were legitimate. Incorrect or non-existent caching was responsible for 75% of the queries, 12.5% were for unknown TLDs, 7% were for lookups using IP addresses as if they were domain names, etc. Some misconfigured desktop computers even tried to update the root server records for the TLDs. A similar list of observed problems and recommended fixes has been published in RFC 4697.

Although any local implementation of DNS can implement its own private root name servers, the term "root name server" is generally used to describe the thirteen well-known root name servers that implement the root name space domain for the Internet's official global implementation of the Domain Name System.

[edit] Root server addresses

There are currently 13 root name servers specified, with names in the form letter.root-servers.net, where letter ranges from A to M. This does not mean there are 13 physical servers; each operator uses redundant computer equipment to provide reliable service even if failure of hardware or software occur. Additionally, nine of the servers operate in multiple geographical locations using a routing technique called anycast, providing increased performance and even more fault tolerance.

Ten servers were originally in the United States; some are now operated via anycast. Three servers were originally located in Stockholm (I), Amsterdam (K), and Tokyo (M).

	Letter
	IPv4 address
	IPv6 address
	Old name
	Operator
	Location
	Software

	A
	198.41.0.4
	2001:503:ba3e::2:30
	ns.internic.net
	VeriSign
	distributed using anycast
	BIND

	B
	192.228.79.201 (since January 2004; originally was 128.9.0.107)[3]
	2001:478:65::53 (not in root zone yet)
	ns1.isi.edu
	USC-ISI
	Marina Del Rey, California, U.S.
	BIND

	C
	192.33.4.12
	
	c.psi.net
	Cogent Communications
	distributed using anycast
	BIND

	D
	128.8.10.90
	
	terp.umd.edu
	University of Maryland
	College Park, Maryland, U.S.
	BIND

	E
	192.203.230.10
	
	ns.nasa.gov
	NASA
	Mountain View, California, U.S.
	BIND

	F
	192.5.5.241
	2001:500:2f::f
	ns.isc.org
	Internet Systems Consortium
	distributed using anycast
	BIND 9[4]

	G
	192.112.36.4
	
	ns.nic.ddn.mil
	Defense Information Systems Agency
	distributed using anycast
	BIND

	H
	128.63.2.53
	2001:500:1::803f:235
	aos.arl.army.mil
	U.S. Army Research Lab
	Aberdeen Proving Ground, Maryland, U.S.
	NSD

	I
	192.36.148.17
	2001:7fe::53
	nic.nordu.net
	Autonomica
	distributed using anycast
	BIND

	J
	192.58.128.30 (since November 2002; originally was 198.41.0.10)
	2001:503:c27::2:30
	
	VeriSign
	distributed using anycast
	BIND

	K
	193.0.14.129
	2001:7fd::1
	
	RIPE NCC
	distributed using anycast
	NSD[5]

	L
	199.7.83.42 (since November 2007; originally was 198.32.64.12)[6]
	2001:500:3::42
	
	ICANN
	distributed using anycast
	NSD[7]

	M
	202.12.27.33
	2001:dc3::35
	
	WIDE Project
	distributed using anycast
	BIND


Older servers had their own name before the policy of using similar names was established.

The choice of 13 nameservers was made because of limitations in the original DNS specification, which specifies a maximum packet size of 512 bytes when using the User Datagram Protocol (UDP).[8] The addition of IPv6 addresses for the root nameservers requires more than 512 bytes, which is facilitated by the EDNS0 extension to the DNS standard.[9] While only 13 names are used for the root nameservers, there are many more physical servers; C, F, I, J, K, L and M servers now exist in multiple locations on different continents, using anycast address announcements to provide decentralized service. As a result most of the physical root servers are now outside the United States, allowing for high performance worldwide.







At the end of 2006 there were a total of 13 root nameservers, including Anycast servers.

There are also several alternative namespace systems with an alternative DNS root using their own set of root nameservers that exist in parallel to the mainstream nameservers. The first, AlterNIC, generated a substantial amount of press.[citation needed]
The function of a root name server may also be implemented locally, or on a provider network. Such servers are synchronized with the official root zone file as published by ICANN, and do not constitute an alternate root.

As the root nameservers are an important part of the Internet, they have come under attack several times, although none of the attacks have ever been serious enough to severely affect the performance of the Internet.

[edit] Root server supervision

The DNS Root Server System Advisory Committee is an ICANN committee. ICANN's bylaws[10] assign authority over the operation of the root nameservers of the Domain Name System to the DNS Root Server System Advisory Committee.

[edit] Root zone file

The root zone file is a small (about 200 kB) data set whose publication is the primary purpose of root nameservers.

The root zone file is at the apex of a hierarchical distributed database called the Domain Name System (DNS). This database is used by almost all Internet applications to translate worldwide unique names like www.wikipedia.org into other identifiers such as IP addresses.

The contents of the root zone file is a list of names and numeric IP addresses of the authoritative DNS servers for all top-level domains (TLDs) such as com, org, edu, or the country code top-level domains. On 12 December 2004, there were 258 TLDs and 773 different authoritative servers for those TLDs listed. Other name servers forward queries for which they do not have any information about authoritative servers to a root name server. The root name server, using its root zone file, answers with a referral to the authoritative servers for the appropriate TLD or with an indication that no such TLD exists.[11]
[edit] See also

· Distributed denial of service attacks on root nameservers 

· EDNS0 (Extended DNS, version 0) 

· Internet backbone 

· Open Root Server Network 

· Blackhole server 
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Notes 

· Root Server Technical Operations Association 

· Root Servers' Geographical 
Installing and Configuring Zones

The following introduction provides high-level planning information for global and non-global zones. For overview and planning information and specific procedures, see Chapter 16, Introduction to Solaris Zones, in System Administration Guide: Solaris Containers-Resource Management and Solaris Zones.
Solaris Zones Partitioning Technology (Overview)

After the Solaris OS is installed, you can install and configure zones. The global zone is the single instance of the operating system that is running and is contained on every Solaris system. The global zone is both the default zone for the system and the zone that is used for system-wide administrative control. A non-global zone is a virtualized operating system environment. 
Solaris Zones are a software partitioning technology used to virtualize operating system services and provide an isolated and secure environment for running applications. When you create a zone, you produce an application execution environment in which processes are isolated from all other zones. This isolation prevents processes that are running in one zone from monitoring or affecting processes that are running in any other zones. Even a process running in a non-global zone with superuser credentials cannot view or affect activity in any other zones. A process running in the global zone with superuser credentials can affect any process in any zone.

Understanding Global and Non-Global Zones

The global zone is the only zone from which a non-global zone can be configured, installed, managed, or uninstalled. Only the global zone is bootable from the system hardware. Administration of the system infrastructure, such as physical devices, routing, or dynamic reconfiguration (DR), is only possible in the global zone. Appropriately privileged processes running in the global zone can access objects associated with any or all other zones. The following table summarizes the characteristics of both global and non-global zones.
	Global Zone 
	Non-Global Zone 

	Is assigned ID 0 by the system 
	Is assigned a zone ID by the system when the zone is booted 

	Provides the single instance of the Solaris kernel that is bootable and running on the system 
	Shares operation under the Solaris kernel booted from the global zone 

	Contains a complete installation of the Solaris system software packages 
	Contains an installed subset of the complete Solaris Operating System software packages 

	Can contain additional software packages or additional software, directories, files, and other data not installed through packages 
	Contains Solaris software packages shared from the global zone 

	Provides a complete and consistent product database that contains information about all software components installed in the global zone  
	Can contain additional installed software packages not shared from the global zone  
Can contain additional software, directories, files, and other data created on the non-global zone that are not installed through packages or shared from the global zone 

	Holds configuration information specific to the global zone only, such as the global zone host name and file system table 
	Has configuration information specific to that non-global zone only, such as the non-global zone host name and file system table 

	Is the only zone that is aware of all devices and all file systems  
	Has a complete and consistent product database that contains information about all software components installed on the zone, whether present on the non-global zone or shared read-only from the global zone 

	Is the only zone with knowledge of non-global zone existence and configuration 
	Is not aware of the existence of any other zones 

	Is the only zone from which a non-global zone can be configured, installed, managed, or uninstalled 
	Cannot install, manage, or uninstall other zones, including itself  


For more information, see the following:
· Chapter 16, Introduction to Solaris Zones, in System Administration Guide: Solaris Containers-Resource Management and Solaris Zones 

· Installing and Configuring Zones 

Solaris Zones (Planning)

After the Solaris OS is installed, you can install and configure zones. The global zone is the single instance of the operating system that is running and is contained on every Solaris system. The global zone is both the default zone for the system and the zone that is used for system-wide administrative control. A non-global zone is a virtualized operating system environment. 
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Caution – 

Any command that accepts an alternate root (/) file system by using the -R option or equivalent must not be used if the following are true:
· The command is run in the global zone.

· The alternative root (/) file system refers to any path within a non-global zone.

An example is the -R root_path option to the pkgadd utility run from the global zone with a path to the root (/) file system in a non-global zone.

For a list of utilities that accept an alternate root (/) file system and more information about zones, see Restriction on Accessing A Non-Global Zone From the Global Zone in System Administration Guide: Solaris Containers-Resource Management and Solaris Zones.



Installing and Upgrading When Using Non-global Zones

When the Solaris OS is installed, the software group installed in the global zone is the set of packages that is shared by all the non-global zones. For example, if you install the Entire software group, all zones contain these packages. By default, any additional packages installed in the global zone also populate the non-global zones. You can segregate into non-global zones any applications, namespaces, servers, and network connections such as NFS and DHCP as well as other software. Each non-global zone is unaware of other non-global zones and each can operate independently. For example, you might have installed the Entire software group on the global zone and have running on separate non-global zones the Java Enterprise System Messaging Server, a database, DHCP, and a web server. When installing non-global zones remember the performance requirements of the applications running in each non-global zone. 
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Caution – 

A Solaris Flash archive cannot be properly created when a non-global zone is installed. The Solaris Flash feature is not compatible with Solaris Zones partitioning technology. If you create a Solaris Flash archive, the resulting archive is not installed properly when the archive is deployed under these conditions:
· The archive is created In a non-global zone

· The archive is created in a global zone that has non-global zones installed



Upgrading When Non-Global Zones Are Installed

Starting with the Solaris 10 1/06 release, when you are upgrading the Solaris OS, you can upgrade a system that has non-global zones installed. The Solaris interactive installation program and custom JumpStart programs enable an upgrade.
· With the Solaris interactive installation program, you can upgrade a system with non-global zones by selecting the Upgrade Install on the Select Upgrade or Initial Install panel. The installation program then analyzes your system to determine if your system is upgradable, and provides you a summary of the analysis. The installation program then prompts you to continue the upgrade. You can use this program with the following limitations:

· You cannot customize your upgrade. For example, you cannot install additional software products, install additional locale packages, or modify the disk layout.

· You must use the Solaris Operating System DVD or a DVD-created network installation image. You cannot use the Solaris Software CDs to upgrade a system. For more information about installing with this program, see Chapter 2, Installing With the Solaris Installation Program (Tasks), in Solaris 10 Installation Guide: Basic Installations.

· With the custom JumpStart installation program, you can upgrade by using only the install_type and root_device keywords. 

Because some keywords affect non-global zones, some keywords cannot be included in a profile. For example, using keywords that add packages, reallocate disk space, or add locales would affect non-global zones. If you use these keywords, they are ignored or cause the JumpStart upgrade to fail. For a list of these keywords, see Limiting Profile Keywords When Upgrading With Non-Global Zones.



Caution – 

You cannot use Solaris Live Upgrade to upgrade a system when non-global zones are installed. You can create a boot environment with the lucreate command, but if you use the luupgrade command, the upgrade fails. An error message is displayed.


Disk Space Requirements for Non-Global Zones

When installing the global zone, be sure to reserve enough disk space for all of the zones you might create. Each non-global zone might have unique disk space requirements. The following description is a brief overview of planning information. For complete planning requirements and recommendations, see Chapter 18, Planning and Configuring Non-Global Zones (Tasks), in System Administration Guide: Solaris Containers-Resource Management and Solaris Zones.
No limits are placed on how much disk space can be consumed by a zone. The global zone administrator is responsible for space restriction. Even a small uniprocessor system can support a number of zones running simultaneously. 

The characteristics of the packages installed in the global zone affect the space requirements of the non-global zones that are created. The number of packages and space requirements are factors. The following are general disk space guidelines.

· Approximately 100 Mbytes of free disk space is suggested when the global zone has been installed with all of the standard Solaris packages. Increase this amount if additional packages are installed in the global zone. By default, any additional packages installed in the global zone also populate the non-global zones. The directory location in the non-global zone for these additional packages is specified through the inherit-pkg-dir resource. 

· Add 40 Mbytes of RAM per zone if the system has sufficient swap space. This addition is recommended to make each zone operational. When planning your system size, consider this addition of RAM.

Platform Names and Groups

When you are adding clients for a network installation, you must know your system architecture (platform group). If you are writing a custom JumpStart installation rules file, you need to know the platform name.
Some examples of platform names and groups follow. For a full list of SPARC based systems, see Solaris Sun Hardware Platform Guide at http://docs.sun.com/.

Table 3–8 Example of Platform Names and Groups 

	System 
	Platform Name 
	Platform Group 

	Sun Fire 
	T2000 
	sun4v 

	Sun BladeTM 
	SUNW,Sun-Blade-100 
	sun4u 

	x86 based 
	i86pc 
	i86pc 




Note – 
On a running system, you can also use the uname -i command to determine a system's platform name or the uname -m command to determine a system's platform group.
SPARC: 64–bit Packaging Changes

In previous Solaris releases, the Solaris OS was delivered in separate packages for 32-bit and 64-bit components. In the Solaris 10 OS, packaging has been simplified with the delivery of most 32-bit and 64-bit components in a single package. The combined packages retain the names of the original 32-bit packages, and the 64-bit packages are no longer delivered. This change reduces the number of packages and simplifies installation. This change means that you might need to modify your custom JumpStart script or other package installation scripts to remove references to the 64-bit packages.
The 64-bit packages are renamed with the following conventions: 

· If a 64-bit package has a 32-bit counterpart, the 64-bit package is named with the 32-bit package name. For example, a 64-bit library such as /usr/lib/sparcv9/libc.so.1 previously would have been delivered in SUNWcslx, but now is delivered in SUNWcsl. The 64-bit SUNWcslx package is no longer delivered.

· If a package does not have a 32-bit counterpart, the “x” suffix is removed from the name. For example, SUNW1394x becomes SUNW1394. 

· Previous: Installing and Configuring Zones 

· Next: x86: Partitioning Recommendations 

x86: Partitioning Recommendations

When using the Solaris OS on x86 based systems, follow these guidelines for partitioning your system.
The Solaris installation program uses a default boot-disk partition layout. These partitions are called fdisk partitions. An fdisk partition is a logical partition of a disk drive that is dedicated to a particular operating system on x86 based systems. To install the Solaris software, you must set up at least one Solaris fdisk partition on an x86 based system. x86 based systems allow up to four different fdisk partitions on a disk. These partitions can be used to hold individual operating systems. Each operating system must be located on a unique fdisk partition. A system can only have one Solaris fdisk partition per disk.

Table 3–9 x86: Default Partitions 

	Partitions 
	Partition Name 
	Partition Size 

	First partition (on some systems) 
	Diagnostic or Service partition 
	Existing size on system. 

	Second partition (on some systems) 
	x86 boot partition  
	For the Solaris 10 3/05 release: An x86 boot partition is created and is the existing size on the system. 
Starting with the Solaris 10 1/06 release, the following conditions apply:

· If you are performing an initial installation, this partition is not created.

· If you upgrade and your system does not have an existing x86 boot partition, this partition is not created.

· If you upgrade and your system has an x86 boot partition:

· If the partition is required to bootstrap from one boot device to another, the x86 boot partition is preserved on the system.

· If the partition is not required to boot additional boot devices, the x86 boot partition is removed. The contents of the partition are moved to the root partition.

	Third partition 
	Solaris OS partition 
	Remaining space on the boot disk. 


Default Boot-Disk Partition Layout Preserves the Service Partition

The Solaris installation program uses a default boot-disk partition layout to accommodate the diagnostic or Service partition. If your system currently includes a diagnostic or Service partition, the default boot-disk partition layout enables you to preserve this partition.


Note – 
If you install the Solaris OS on an x86 based system that does not currently include a diagnostic or Service partition, the installation program does not create a new diagnostic or Service partition by default. If you want to create a diagnostic or Service partition on your system, see your hardware documentation.
Chapter 4 x86: GRUB Based Booting For Solaris Installation

This chapter describes the GRUB based booting on x86 based systems that relates to Solaris installation. This chapter contains the following sections:
· x86: GRUB Based Booting (Overview) 

· x86: GRUB Based Booting (Planning) 

· x86: Locating the GRUB Menu's menu.lst File (Tasks) 

x86: GRUB Based Booting (Overview)

Starting with the Solaris 10 1/06 release, GRUB, the open source boot loader, has been adopted as the default boot loader in the Solaris OS.


Note – 
GRUB based booting is not available on SPARC based systems.


The boot loader is the first software program that runs after you power on a system. After you power on an x86 based system, the Basic Input/Output System (BIOS) initializes the CPU, the memory, and the platform hardware. When the initialization phase has completed, the BIOS loads the boot loader from the configured boot device, and then transfers control of the system to the boot loader.
GRUB is an open source boot loader with a simple menu interface that includes boot options that are predefined in a configuration file. GRUB also has a command-line interface that is accessible from the menu interface for performing various boot commands. In the Solaris OS, the GRUB implementation is compliant with the Multiboot Specification. The specification is described in detail at http://www.gnu.org/software/grub/grub.html.

Because the Solaris kernel is fully compliant with the Multiboot Specification, you can boot a Solaris x86 based system by using GRUB. With GRUB, you can more easily boot and install various operating systems. For example, on one system, you could individually boot the following operating systems:

· Solaris OS

· Microsoft Windows



Note – 
GRUB detects Microsoft Window partitions but does not verify that the OS can be booted.


A key benefit of GRUB is that it is intuitive about file systems and kernel executable formats, which enables you to load an operating system without recording the physical position of the kernel on the disk. With GRUB based booting, the kernel is loaded by specifying its file name, and the drive, and the partition where the kernel resides. GRUB based booting replaces the Solaris Device Configuration Assistant and simplifies the booting process with a GRUB menu.
x86: How GRUB Based Booting Works

After GRUB gains control of the system, a menu is displayed on the console. In the GRUB menu, you can do the following:
· Select an entry to boot your system

· Modify a boot entry by using the built-in GRUB edit menu

· Manually load an OS kernel from the command line

A configurable timeout is available to boot the default OS entry. Pressing any key aborts the default OS entry boot.

To view an example of a GRUB menu, see Description of the GRUB Main Menu.

x86: GRUB Device Naming Conventions

The device naming conventions that GRUB uses are slightly different from previous Solaris OS versions. Understanding the GRUB device naming conventions can assist you in correctly specifying drive and partition information when you configure GRUB on your system.
The following table describes the GRUB device naming conventions.

Table 4–1 Naming Conventions for GRUB Devices 

	Device Name 
	Description 

	(fd0), (fd1)
	First diskette, second diskette 

	(nd)
	Network device 

	(hd0,0), (hd0,1)
	First and second fdisk partition of first bios disk

	(hd0,0,a), (hd0,0,b)
	Solaris/BSD slice 0 and 1 on first fdisk partition on the first bios disk




Note – 
All GRUB device names must be enclosed in parentheses. Partition numbers are counted from 0 (zero), not from 1.


For more information about fdisk partitions, see Guidelines for Creating an fdisk Partition in System Administration Guide: Devices and File Systems.
x86: Where to Find Information About GRUB Based Installations

For more information about these changes, see the following references:
Table 4–2 Where to Find Information on GRUB Based Installations 

	Topic 
	GRUB Menu Tasks 
	For More Information 

	Installation 
	To install from the Solaris OS CD or DVD media 
	Solaris 10 Installation Guide: Basic Installations.

	
	To install from a network installation image 
	Part II, Installing Over a Local Area Network, in Solaris 10 Installation Guide: Network-Based Installations 

	  
	To configure a DHCP server for network installations 
	Preconfiguring System Configuration Information With the DHCP Service (Tasks) in Solaris 10 Installation Guide: Network-Based Installations 

	  
	To install with the Custom JumpStart program 
	x86: Performing a Custom JumpStart Installation 

	  
	To activate or fall back to a boot environment by using Solaris Live Upgrade 
	· Activating a Boot Environment in Solaris 10 Installation Guide: Solaris Live Upgrade and Upgrade Planning 
· Chapter 10, Failure Recovery: Falling Back to the Original Boot Environment (Tasks), in Solaris 10 Installation Guide: Solaris Live Upgrade and Upgrade Planning 

	System Administration 
	For more detailed information about GRUB and for administrative tasks 
	Chapter 11, GRUB Based Booting (Tasks), in System Administration Guide: Basic Administration 


x86: GRUB Based Booting (Planning)

This section describes the basics of GRUB based booting and describes the GRUB menu.
When you install the Solaris OS, two GRUB menu entries are installed on the system by default. The first entry is the Solaris OS entry. The second entry is the failsafe boot archive, which is to be used for system recovery. The Solaris GRUB menu entries are installed and updated automatically as part of the Solaris software installation and upgrade process. These entries are directly managed by the OS and should not be manually edited.

During a standard Solaris OS installation, GRUB is installed on the Solaris fdisk partition without modifying the system BIOS setting. If the OS is not on the BIOS boot disk, you need to do one of the following: 

· Modify the BIOS setting.

· Use a boot manager to bootstrap to the Solaris partition. For more details, see your boot manager. 

The preferred method is to install the Solaris OS on the boot disk. If multiple operating systems are installed on the machine, you can add entries to the menu.lst file. These entries are then displayed in the GRUB menu the next time you boot the system.

For additional information on multiple operating systems, see How Multiple Operating Systems Are Supported in the GRUB Boot Environment in System Administration Guide: Basic Administration.

x86: Performing a GRUB Based Installation From the Network

Performing a GRUB based network boot requires a DHCP server that is configured for PXE clients and an install server that provides tftp service. The DHCP server must be able to respond to the DHCP classes, PXEClient and GRUBClient. The DHCP response must contain the following information:
· IP address of the file server

· Name of the boot file (pxegrub)



Note – 
rpc.bootparamd, which is usually a requirement on the server side for performing a network boot, is not required for a GRUB based network boot.


If no PXE or DHCP server is available, you can load GRUB from CD-ROM or local disk. You can then manually configure the network in GRUB and download the multiboot program and the boot archive from the file server.
For more information, see Overview of Booting and Installing Over the Network With PXE in Solaris 10 Installation Guide: Network-Based Installations.

Description of the GRUB Main Menu

When you boot an x86 based system, the GRUB menu is displayed. This menu provides a list of boot entries to choose from. A boot entry is an OS instance that is installed on your system. The GRUB menu is based on the menu.lst file, which is a configuration file. The menu.lst file is created by the Solaris installation program and can be modified after installation. The menu.lst file dictates the list of OS instances that are shown in the GRUB menu. 
· If you install or upgrade the Solaris OS, the GRUB menu is automatically updated. The Solaris OS is then displayed as a new boot entry. 

· If you install an OS other than the Solaris OS, you must modify the menu.lst configuration file to include the new OS instance. Adding the new OS instance enables the new boot entry to appear in the GRUB menu the next time that you boot the system. 



Example 4–1 GRUB Main Menu

In the following example, the GRUB main menu shows the Solaris and Microsoft Windows operating systems. A Solaris Live Upgrade boot environment is also listed that is named second_disk. See the following for descriptions of each menu item.
	GNU GRUB version 0.95 (616K lower / 4127168K upper memory)

+-------------------------------------------------------------------+

|Solaris                                                            |

|Solaris failsafe                                                   |

|second_disk                                                        |

|second_disk failsafe                                               |

|Windows                                                            |

+-------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted. Press

enter to boot the selected OS, 'e' to edit the commands before

booting, or 'c' for a command-line.


Solaris 

Specifies the Solaris OS. 
Solaris failsafe 

Specifies a boot archive that can be used for recovery if the Solaris OS is damaged.
second_disk 

Specifies a Solaris Live Upgrade boot environment. The second_disk boot environment was created as a copy of the Solaris OS. It was upgraded and activated with the luactivate command. The boot environment is available for booting.
Windows 

Specifies the Microsoft Windows OS. GRUB detects these partitions but does not verify that the OS can be booted.


Description of GRUB menu.lst File

The GRUB menu.lst file lists the contents of the GRUB main menu. The GRUB main menu lists boot entries for all the OS instances that are installed on your system, including Solaris Live Upgrade boot environments. The Solaris software upgrade process preserves any changes that you make to this file.
Any revisions made to the menu.lst file are displayed on the GRUB main menu, along with the Solaris Live Upgrade entries. Any changes that you make to the file become effective at the next system reboot. You can revise this file for the following reasons:

· To add to the GRUB menu entries for operating systems other than Solaris

· To customize booting behavior such as specifying the default OS on the GRUB menu



Caution – 

Do not use the GRUB menu.lst file to modify Solaris Live Upgrade entries. Modifications could cause Solaris Live Upgrade to fail.


Although you can use the menu.lst file to customize booting behavior such as booting with the kernel debugger, the preferred method for customization is to use the eeprom command. If you use the menu.lst file to customize, the Solaris OS entries might be modified during a software upgrade. Changes to the file would then be lost.
For information about how to use the eeprom command, see How to Set Solaris Boot Parameters by Using the eeprom Command in System Administration Guide: Basic Administration.



Example 4–2 Menu.lst File

Here is a sample of a menu.lst file:
	default 0

timeout 10

title Solaris

  root (hd0,0,a)

  kernel /platform/i86pc/multiboot -B console=ttya

  module /platform/i86pc/boot_archive

title Solaris failsafe

  root (hd0,0,a)

  kernel /boot/multiboot -B console=ttya -s

  module /boot/x86.miniroot.safe

#----- second_disk - ADDED BY LIVE UPGRADE - DO NOT EDIT  -----

title second_disk

  root (hd0,1,a)

  kernel /platform/i86pc/multiboot

  module /platform/i86pc/boot_archive

title second_disk failsafe

  root (hd0,1,a)

  kernel /boot/multiboot kernel/unix -s

  module /boot/x86.miniroot-safe

#----- second_disk -------------- END LIVE UPGRADE ------------

title Windows

  root (hd0,0)

  chainloader -1


default 

Specifies which item to boot if the timeout expires. To change the default, you can specify another item in the list by changing the number. The count begins with zero for the first title. For example, change the default to 2 to boot automatically to the second_disk boot environment.
timeout 

Specifies the number of seconds to wait for user input before booting the default entry. If no timeout is specified, you are required to choose an entry.
title OS name 

Specifies the name of the operating system. 
· If this is a Solaris Live Upgrade boot environment, OS name is the name you gave the new boot environment when it was created. In the previous example, the Solaris Live Upgrade boot environment is named second_disk.

· If this is a failsafe boot archive, this boot archive is used for recovery when the primary OS is damaged. In the previous example, Solaris failsafe and second_disk failsafe are the recovery boot archives for the Solaris and second_disk operating systems.

root (hd0,0,a) 

Specifies on which disk, partition, and slice to load files. GRUB automatically detects the file system type.
kernel /platform/i86pc/multiboot 

Specifies the multiboot program. The kernel command must always be followed by the multiboot program. The string after multiboot is passed to the Solaris OS without interpretation. 
For a complete description of multiple operating systems, see How Multiple Operating Systems Are Supported in the GRUB Boot Environment in System Administration Guide: Basic Administration.



Locating the menu.lst File To Change the GRUB Menu

You must always use the bootadm command to locate the GRUB menu's menu.lst file. The list-menu subcommand finds the active GRUB menu. The menu.lst file lists all the operating systems that are installed on a system. The contents of this file dictate the list of operating systems that is displayed on the GRUB menu. If you want to make changes to this file, see x86: Locating the GRUB Menu's menu.lst File (Tasks).
x86: Locating the GRUB Menu's menu.lst File (Tasks)

Starting with the Solaris 10 1/06 release, the GRUB menu can be updated. For example, you might want to change the default time for how fast the default OS is booted. Or, you might want to add another OS to the GRUB menu.
Typically, the active GRUB menu's menu.lst file is located at /boot/grub/menu.lst. In some situations, the GRUB menu.lst file resides elsewhere. For example, in a system that uses Solaris Live Upgrade, the GRUB menu.lst file might be on a boot environment that is not the currently running boot environment. Or if you have upgraded a system with an x86 boot partition, the menu.lst file might reside in the /stubboot directory. Only the active GRUB menu.lst file is used to boot the system. In order to modify the GRUB menu that is displayed when you boot the system, the active GRUB menu.lst file must be modified. Changing any other GRUB menu.lst file has no effect on the menu that is displayed when you boot the system. To determine the location of the active GRUB menu.lst file, use the bootadm command. The list-menu subcommand displays the location of the active GRUB menu. The following procedures determine the location of the GRUB menu's menu.lst file.

For more information about the bootadm command, see bootadm(1M) man page.

Locating the GRUB Menu's menu.lst file

In the following procedure, the system contains two operating systems: Solaris and a Solaris Live Upgrade boot environment, second_disk. The Solaris OS has been booted and contains the GRUB menu.
Steps

1. Become superuser or assume an equivalent role.
Roles contain authorizations and privileged commands. For more information about roles, see Configuring RBAC (Task Map) in System Administration Guide: Security Services.

2. To locate the menu.lst file, type:

	# /sbin/bootadm list-menu


3. The location and contents of the file are displayed.
	The location for the active GRUB menu is: /boot/grub/menu.lst

default 0

timeout 10

0 Solaris

1 Solaris failsafe

2 second_disk

3 second_disk failsafe


Locating the GRUB Menu's menu.lst File When the active menu.lst file is in Another Boot Environment

In the following procedure, the system contains two operating systems: Solaris and a Solaris Live Upgrade boot environment, second_disk. In this example, the menu.lst file does not exist in the currently running boot environment. The second_disk boot environment has been booted. The Solaris boot environment contains the GRUB menu. The Solaris boot environment is not mounted. 
Steps

1. Become superuser or assume an equivalent role.
Roles contain authorizations and privileged commands. For more information about roles, see Configuring RBAC (Task Map) in System Administration Guide: Security Services.

2. To locate the menu.lst file, type:

	# /sbin/bootadm list-menu


3. The location and contents of the file are displayed.
	The location for the active GRUB menu is: /dev/dsk/device_name(not mounted)

The filesystem type of the menu device is <ufs>

default 0

timeout 10

0 Solaris

1 Solaris failsafe

2 second_disk

3 second_disk failsafe


4. Because the file system containing the menu.lst file is not mounted, mount the file system. Specify the UFS file system and the device name.
	# /usr/sbin/mount -F ufs /dev/dsk/device_name /mnt


5. Where device_name specifies the location of the root (/) file system on the disk device of the boot environment that you want to mount. The device name is entered in the form of /dev/dsk/cwtxdysz. For example:
	# /usr/sbin/mount -F ufs /dev/dsk/c0t1d0s0 /mnt


6. You can access the GRUB menu at /mnt/boot/grub/menu.lst 
7. Unmount the filesystem

	# /usr/sbin/umount /mnt


8. 

9. Note – 
10. If you mount a boot environment or a file system of a boot environment, ensure that the file system or file systems are unmounted after use. If these file systems are not unmounted, future Solaris Live Upgrade operations on that boot environment might fail.
11. 

Locating the GRUB Menu's menu.lst File When a Solaris Live Upgrade Boot Environment is Mounted

In the following procedure, the system contains two operating systems: Solaris and a Solaris Live Upgrade boot environment, second_disk. The second_disk boot environment has been booted. The Solaris boot environment contains the GRUB menu. The Solaris boot environment is mounted at /.alt.Solaris.
Steps

1. Become superuser or assume an equivalent role.
Roles contain authorizations and privileged commands. For more information about roles, see Configuring RBAC (Task Map) in System Administration Guide: Security Services.

2. To locate the menu.lst file, type:

	# /sbin/bootadm list-menu


3. The location and contents of the file are displayed.
	The location for the active GRUB menu is:

/.alt.Solaris/boot/grub/menu.lst

default 0

timeout 10

0 Solaris

1 Solaris failsafe

2 second_disk

3 second_disk failsafe


4. Since the boot environment containing the GRUB menu is already mounted, then you can access the menu.lst file at /.alt.Solaris/boot/grub/menu.lst. 
Locating the GRUB Menu's menu.lst File When Your System Has an x86 Boot Partition

In the following procedure, the system contains two operating systems: Solaris and a Solaris Live Upgrade boot environment, second_disk. The second_disk boot environment has been booted. Your system has been upgraded and an x86 boot partition remains. The boot partition is mounted at /stubboot and contains the GRUB menu. For an explanation of x86 boot partitions, see x86: Partitioning Recommendations.
Steps

1. Become superuser or assume an equivalent role.
Roles contain authorizations and privileged commands. For more information about roles, see Configuring RBAC (Task Map) in System Administration Guide: Security Services.

2. To locate the menu.lst file, type:

	# /sbin/bootadm list-menu


3. The location and contents of the file are displayed.
	The location for the active GRUB menu is:

/stubboot/boot/grub/menu.lst

default 0

timeout 10

0 Solaris

1 Solaris failsafe

2 second_disk

3 second_disk failsafe


4. You can access the menu.lst file at /stubboot/boot/grub/menu.lst. 
Part II Using Custom JumpStart

This part provides instructions for creating, preparing, and performing custom JumpStart installations.
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Chapter 5 Custom JumpStart (Overview)

This chapter provides an introduction and overview to the custom JumpStart installation process.
· Custom JumpStart Introduction 

· How the JumpStart Program Installs Solaris Software 

Custom JumpStart Introduction

The custom JumpStart installation method is a command–line interface that enables you to automatically install or upgrade several systems, based on profiles that you create. The profiles define specific software installation requirements. You can also incorporate shell scripts to include preinstallation and postinstallation tasks. You choose which profile and scripts to use for installation or upgrade. The custom JumpStart installation method installs or upgrades the system, based on the profile and scripts that you select. Also, you can use a sysidcfg file to specify configuration information so that the custom JumpStart installation is completely hands-off.
Custom JumpStart Example Scenario

The custom JumpStart process can be described by using an example scenario. In this example scenario, the systems need to be set up with the following parameters:
· Install Solaris on 100 new systems.

· Seventy of the systems are SPARC based systems that are owned by the engineering group and need to be installed as standalone systems with the Solaris OS software group for developers.

· The remaining 30 systems are x86 based, owned by the marketing group and need to be installed as standalone systems with the Solaris OS software group for end users.

First, the system administrator must create a rules file and a profile for each group of systems. The rules file is a text file that contains a rule for each group of systems or single systems on which you want to install the Solaris software. Each rule distinguishes a group of systems that are based on one or more system attributes. Each rule also links each group to a profile.

A profile is a text file that defines how the Solaris software is to be installed on each system in the group. Both the rules file and profile must be located in a JumpStart directory.

For the example scenario, the system administrator creates a rules file that contains two different rules, one for the engineering group and another for the marketing group. For each rule, the system's network number is used to distinguish the engineering group from the marketing group.

Each rule also contains a link to an appropriate profile. For example, in the rule for the engineering group, a link is added to the profile, eng_profile, which was created for the engineering group. In the rule for the marketing group, a link is added to the profile, market_profile, which was created for the marketing group.

You can save the rules file and the profiles on a diskette or on a server. 

· A profile diskette is required when you want to perform custom JumpStart installations on nonnetworked, standalone systems.

· A profile server is used when you want to perform custom JumpStart installations on networked systems that have access to a server.

After creating the rules file and profiles, validate the files with the check script. If the check script runs successfully, the rules.ok file is created. The rules.ok is a generated version of the rules file that the JumpStart program uses to install the Solaris software.

How the JumpStart Program Installs Solaris Software

After you validate the rules file and the profiles, you can begin a custom JumpStart installation. The JumpStart program reads the rules.ok file. Then, the JumpStart program searches for the first rule with defined system attributes that match the system on which the JumpStart program is attempting to install the Solaris software. If a match occurs, the JumpStart program uses the profile that is specified in the rule to install the Solaris software on the system.
Figure 5–1 illustrates how a custom JumpStart installation works on a standalone, nonnetworked system. The system administrator initiates the custom JumpStart installation on Pete's system. The JumpStart program accesses the rules files on the diskette in the system's diskette drive. The JumpStart program matches rule 2 to the system. rule 2 specifies that the JumpStart program use Pete's profile to install the Solaris software. The JumpStart program reads Pete's profile and installs the Solaris software, based on the instructions that the system administrator specified in Pete's profile. 

Figure 5–1 How a Custom JumpStart Installation Works: nonnetworked Example
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Figure 5–2 illustrates how a custom JumpStart installation works with more than one system on a network. Previously, the system administrator set up different profiles and saved the profiles on a single server. The system administrator initiates the custom JumpStart installation on one of the engineering systems. The JumpStart program accesses the rules files in the JumpStart/ directory on the server. The JumpStart program matches the engineering system to rule 1. rule 1 specifies that the JumpStart program use Engineering Group's Profile to install the Solaris software. The JumpStart program reads Engineering Group's Profile and installs the Solaris software, based on the instructions that the system administrator specified in Engineering Group's Profile. 
Figure 5–2 How a Custom JumpStart Installation Works: Networked Example
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Figure 5–3 describes the order in which the JumpStart program searches for custom JumpStart files. 
Figure 5–3 What Happens During a Custom JumpStart Installation
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Caching-only servers

A caching-only server saves data in a cache file until the data expires. Expiration occurs based on a ``time-to-live'' field attached to data received from another server. 

A caching-only server answers data from its cache if it has the information, or requests it from authoritative servers if it does not. 

Caching-only servers may make use of forwarders, servers with connections to outside networks that build up a large database of data. In this case, the caching-only server first queries a forwarder (rather than following its default resolution process), which in turn queries another server, if necessary, to find the desired data. This limits traffic outside the zone to traffic to and from the forwarders. If the forwarder does not answer, the caching-only server tries the primary server for its zone. 

Root servers are used by the caching-only server to help find other zones. 

Microsoft DNS

From Wikipedia, the free encyclopedia

Jump to: navigation, search 

Microsoft DNS is the name given to the implementation of domain name system services provided in Microsoft Windows operating systems.
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[edit] Overview

The Domain Name System support in Microsoft Windows NT, and thus its derivatives Windows 2000, Windows XP, and Windows Server 2003, comprises two clients and a server. Every Microsoft Windows machine has a DNS lookup client, to perform ordinary DNS lookups. Some machines have a Dynamic DNS client, to perform Dynamic DNS Update transactions, registering the machines' names and IP addresses. Some machines run a DNS server, to publish DNS data, to service DNS lookup requests from DNS lookup clients, and to service DNS update requests from DNS update clients.

The server software is only supplied with the server versions of Windows.

[edit] DNS lookup client

Applications perform DNS lookups with the aid of a DLL. They call library functions in the DLL, which in turn handle all communications with DNS servers (over UDP or TCP) and return the final results of the lookup back to the applications.

Microsoft's DNS client also has optional support for local caching, in the form of a DNS Client service (also known as DNSCACHE). Before they attempt to directly communicate with DNS servers, the library routines first attempt to make a local IPC connection to the DNS Client service on the machine. If there is one, and if such a connection can be made, they hand the actual work of dealing with the lookup over to the DNS Client service. The DNS Client service itself communicates with DNS servers, and caches the results that it receives.

Microsoft's DNS client is capable of talking to multiple DNS servers. The exact algorithm varies according to the version, and service pack level, of the operating system; but in general all communication is with a preferred DNS server until it fails to answer, whereupon communication switches to one of several alternative DNS servers.

[edit] The effects of running the DNS Client service

There are several minor differences in system behavior depending on whether the DNS Client service is started:

· Parsing of the "hosts" file: The lookup functions read only the hosts file if they cannot off-load their task onto the DNS Client service and have to fall back to communicating with DNS servers themselves. In turn, the DNS Client service reads the "hosts" file once, at startup, and only re-reads it if it notices that the last modification timestamp of the file has changed since it last read it. Thus: 

· With the DNS Client service running: The "hosts" file is read and parsed only a few times, once at service startup, and thereafter whenever the DNS Client service notices that it has been modified. 

· Without the DNS Client service running: The "hosts" file is read and parsed repeatedly, by each individual application program as it makes a DNS lookup. 

· The effect of multiple answers in the "hosts" file: The DNS Client service does not use the "hosts" file directly when performing lookups. Instead, it (initially) populates its cache from it, and then performs lookups using the data in its cache. When the lookup functions fall back to doing the work themselves, however, they scan the "hosts" file directly and sequentially, stopping when the first answer is found. Thus: 

· With the DNS Client service running: If the "hosts" file contains multiple lines denoting multiple answers for a given lookup, all of the answers in the cache will be returned. 

· Without the DNS Client service running: If the "hosts" file contains multiple lines denoting multiple answers for a given lookup, only the first answer found will be returned. 

· Fallback from preferred to alternative DNS servers: The fallback from the preferred DNS server to the alternative DNS servers is done by whatever entity, the DNS Client service or the library functions themselves, is actually performing the communication with them. Thus: 

· With the DNS Client service running: Fallback to the alternative DNS servers happens globally. If the preferred DNS server fails to answer, all subsequent communication is with the alternative DNS servers. 

· Without the DNS Client service running: Any fallback to the alternative DNS servers happen locally, within each individual process that is making DNS queries. Different processes may be in different states, some talking to the preferred DNS server and some talking to alternative DNS servers. 

[edit] Differences from other systems

Linux distributions and various versions of Unix have a generalized name resolver layer. The resolver can be controlled to use a hosts file or Network Information Service (NIS), by configuring the Name Service Switch.

[edit] Dynamic DNS Update client

Whilst DNS lookups read DNS data, DNS updates write them. Both workstations and servers running Windows attempt to send Dynamic DNS update requests to DNS servers.

Workstations running Windows attempt to register their names and their IP addresses with DNS servers, so that other machines may locate them by name. Prior to Windows Vista (and Windows Server 2008) this registration is performed by the DHCP Client service. It is thus necessary to run the DHCP Client service on pre-Vista machines, even if DHCP isn't being used to configure the machine in order to dynamically register a machine's name and address for DNS lookup. The DHCP Client service registers name and address data whenever they are changed (either manually by an administrator or automatically by the granting or revocation of a DHCP lease). In Microsoft Vista (and Windows Server 2008) Microsoft moved the registration functionallity from the DHCP Client service to the DNS Client service.

Servers running Microsoft Windows also attempt to register other information, in addition to their names and IP addresses, such as the locations of the LDAP and Kerberos services that they provide.

[edit] DNS server

Microsoft Windows server operating systems can run the DNS Server service. This is a monolithic DNS server that provides many types of DNS service, including caching, Dynamic DNS update, zone transfer, and DNS notification. DNS notification implements a push mechanism for notifying a select set of secondary servers for a zone when it is updated.

Microsoft's "DNS Server" service was first introduced in Windows NT 3.51 as an add-on with Microsoft's collection of BackOffice services (at the time was marked to be used for testing proposes only). Its code is a fork of ISC's BIND, version 4.3, and remains largely compatible with it including the format of all master files.

As of 2004, it was the fourth most popular DNS server (counting BIND version 9 separately from versions 8 and 4) for the publication of DNS data.[1]
Like various other DNS servers, Microsoft's DNS server supports different database back ends. Microsoft's DNS server supports two such back ends. DNS data can be stored either in master files (also known as zone files) or in the Active Directory database itself. In the latter case, since Active Directory (rather than the DNS server) handles the actual replication of the database across multiple machines, the database can be modified on any server ("multiple-master replication"), and the addition or removal of a zone will be immediately propagated to all other DNS servers within the appropriate Active Directory "replication scope". (Contrast this with BIND, where when such changes are made, the list of zones, in the /etc/named.conf file, has to be explicitly updated on each individual server.)

Microsoft's DNS server can be administered using either a graphical user interface, the "DNS Management Console", or a command line interface, the dnscmd utility.

[edit] Common issues

Prior to Windows Server 2003 and Microsoft Windows 2000 Service Pack 3, the most common problem encountered with Microsoft's DNS server was cache pollution. Although Microsoft's DNS Server had a mechanism for properly dealing with cache pollution, the mechanism was turned off by default. [2]
A longstanding well-known issue is incompatibility with BIND configuration files, in particular, the lack of support for DNS wildcards. This can be partially attributed to the fact that Microsoft's DNS server is based on BIND 4.3, before BIND added the support for DNS wildcards. Loose Wildcarding can be enabled. To create a wildcard character record, the Dnscmd command-line tool can be used. Also the support of IPv6 is implemented using a different technique from that of BIND 9, further driving even more incompatibilities between the two products.

In 2004, a common problem involved the feature of the Windows Server 2003 version of Microsoft's DNS server to use EDNS0, which a large number of firewalls could not cope with. [3]
[edit] See also

· Comparison of DNS server software 

[edit] References

1. ^ Moore, Don (2004). "DNS server survey". http://mydns.bboy.net./survey/. Retrieved 2005-01-06.  

2. ^ How to prevent DNS cache pollution 
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[edit] External links

· Microsoft Domain Name System (DNS) 

· Jonathan de Boyne Pollard (2004). "Your firewall is preventing you from using EDNS0.". Frequently Given Answers. http://homepage.ntlworld.com./jonathan.deboynepollard/FGA/dns-edns0-and-firewalls.html.  — the problems with EDNS0 and firewalls, and how to fix them 

· Domain Name System Client Behavior in Windows Vista 

· What's new in DNS in Windows Server 2008 

How to Disable Client-Side DNS Caching in Windows XP and Windows Server 2003
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SUMMARY 
Windows contains a client-side Domain Name System (DNS) cache. The client-side D...
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Windows contains a client-side Domain Name System (DNS) cache. The client-side DNS caching feature may generate a false impression that DNS "round robin" is not occurring from the DNS server to the Windows client computer. When you use the ping command to search for the same A-record domain name, the client may use the same IP address. This behavior is different from Microsoft operating systems earlier than Windows 2000. These operating systems do not include the client-side DNS caching feature. This article describes how to disable DNS caching.

Note This article refers to the client portion of DNS. Do not use this information for making changes to DNS servers. 
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General Information 

If you attempt to "Diagnose" your network connection and a dialog box complains that the "DNS resolver failed to flush the cache," this service is the reason. 

Only in extreme situations should you disable this service as caching DNS lookups reduces network traffic and makes internet surfing performance faster. 

Windows 7 

Default Description 

The DNS Client service (dnscache) caches Domain Name System (DNS) names and registers the full computer name for this computer. If the service is stopped, DNS names will continue to be resolved. However, the results of DNS name queries will not be cached and the computer's name will not be registered. If the service is disabled, any services that explicitly depend on it will fail to start. 

Additional Information 

None at this time. 

Default Startup Type 

	OS 
	SP0 

	Windows 7 Starter 
	Automatic (Started) 

	Windows 7 Home Basic 
	Automatic (Started) 

	Windows 7 Home Premium 
	Automatic (Started) 

	Windows 7 Professional 
	Automatic (Started) 

	Windows 7 Ultimate 
	Automatic (Started) 

	Windows 7 Enterprise 
	Automatic (Started) 


Service Names 

Service Name (registry): Dnscache 

Display Name: DNS Client 

Default Path and Command Line Options 

C:\Windows\system32\svchost.exe -k NetworkService 

Log On As 

Account: Network Service 

Dependencies 

What service DNS Client needs to function properly: 

· NetIO Legacy TDI Support Driver (S, HB, HP, P, U, E) 

· TCP/IP Protocol Driver (S, HB, HP, P, U, E) 

· Network Store Interface Service (S, HB, HP, P, U, E) 

· NSI proxy service driver (S, HB, HP, P, U, E) 

What other service require DNS Client to function properly: 

· None (S, HB, HP, P, U, E) 

Windows Vista 

Default Description 

The DNS Client service (dnscache) caches Domain Name System (DNS) names and registers the full computer name for this computer. If the service is stopped, DNS names will continue to be resolved. However, the results of DNS name queries will not be cached and the computer's name will not be registered. If the service is disabled, any services that explicitly depend on it will fail to start. 

Additional Information 

If you attempt to "repair" your network connection and a dialog box complains that the "DNS resolver failed to flush the cache," this service is the reason. 

Only in extreme situations should you disable this service as caching DNS lookups reduces network traffic and makes internet surfing performance faster. 

Default Startup Type 

	OS 
	SP0 
	SP1 
	SP2 

	Vista Home Basic 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 

	Vista Home Premium 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 

	Vista Business 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 

	Vista Ultimate 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 

	Vista Enterprise 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 


Service Names 

Service Name (registry): Dnscache 

Display Name: DNS Client 

Default Path and Command Line Options 

C:\Windows\system32\svchost.exe -k NetworkService 

Log On As 

Account: Network Service 

Dependencies 

What service DNS Client needs to function properly: 

· NetIO Legacy TDI Support Driver (HB, HP, B, U) 

· TCP/IP Protocol Driver (HB, HP, B, U) 

What other service require DNS Client to function properly: 

· None (HB, HP, B, U) 

Windows XP Pro x64 

Default Description 

Resolves and caches Domain Name System (DNS) names for this computer. If this service is stopped, this computer will not be able to resolve DNS names and locate Active Directory domain controllers. If this service is disabled, any services that explicitly depend on it will fail to start. 

Additional Information 

This service is not required for DNS lookups, but if it makes you happy to have it running, you may. If you attempt to "repair" your network connection and a dialog box complains that the "DNS resolver failed to flush the cache," this service is the reason. It is also needed if using IPSEC Service. 

Default Startup Type 

	OS 
	SP0 
	SP1 
	SP2 

	XP Pro x64 
	 ? 
	 ? 
	Automatic 


Service Names 

Service Name (registry): DNScache 

Display Name: DNS Client 

Default Path and Command Line Options 

C:\WINDOWS\system32\svchost.exe -k NetworkService 

Log On As 

Account: NT AUTHORITY\LocalService 

Dependencies 

What service DNS Client needs to function properly: 

· TCP/IP Protocol Driver 

· IPSEC driver 

What other service require DNS Client to function properly: 

· None 

Windows XP 

Default Description 

Resolves and caches Domain Name System (DNS) names for this computer. If this service is stopped, this computer will not be able to resolve DNS names and locate Active Directory domain controllers. If this service is disabled, any services that explicitly depend on it will fail to start. 

Additional Information 

This service is not required for DNS lookups, but if it makes you happy to have it running, you may. If you attempt to "repair" your network connection and a dialog box complains that the "DNS resolver failed to flush the cache," this service is the reason. It is also needed if using IPSEC Services. 

Default Startup Type 

	OS 
	SP0 
	SP1 
	SP2 
	SP3 

	XP Home 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 

	XP MCE 2005 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 

	XP Pro 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 

	XP Tablet PC 2005 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 
	Automatic (Started) 


Service Names 

SP3: Service Name (registry): Dnscache 

Display Name: DNS Client 

Default Path and Command Line Options 

C:\WINDOWS\system32\svchost.exe -k NetworkService 

Log On As 

Account: NT AUTHORITY\LocalService 

SP3: Account: NT AUTHORITY\NetworkService 

Dependencies 

What service DNS Client needs to function properly: 

· TCP/IP Protocol Driver (H, M, P, T) 

· IPSEC driver (H, M, P, T) 

What other service require DNS Client to function properly: 

· None (H, M, P, T) 

Additional Reading 

· DNS: http://en.wikipedia.org/wiki/Domain_Name_System 

· Cache: http://en.wikipedia.org/wiki/Cache 

Retrieved from "http://wiki.blackviper.com/wiki/DNS_Client"

Troubleshooting DNS servers

Updated: January 21, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

Troubleshooting DNS servers

What problem are you having?

· The DNS server is not responding to clients. 

· The DNS server does not resolve names correctly. 

· The DNS server appears to be affected by a problem for reasons not described above. 

The DNS server is not responding to clients.

Cause:  The DNS server is affected by a network failure.

Solution:  Verify that the server computer has a valid functioning network connection. First, check that related client hardware (cables and network adapters) are working properly at the client using basic network and hardware troubleshooting steps.

If the server hardware appears to be prepared and functioning properly, check that it has network connectivity by pinging other computers or routers (such as its default gateway) that are used and available on the same network as the affected DNS servers.

See also:  Test a TCP/IP configuration by using the ping command.

Cause:  The DNS server is reachable through basic network testing but is not responding to DNS queries from clients.

Solution:  If the DNS client can ping the DNS server computer, verify that the DNS server is started and able to listen to and respond to client requests. Try using the nslookup command to test whether the server can respond to DNS clients.

See also:  Verify DNS server responsiveness using the nslookup command; Start or stop a DNS server.

Cause:  The DNS server has been configured to limit service to a specific list of its configured IP addresses. The IP address originally used in testing its responsiveness is not included in this list.

Solution:  If the server was previously configured to restrict the IP addresses for which it responds to queries, it is possible that the IP address being used by clients to contact it is not in the list of restricted IP addresses permitted to provide service to clients.

Try testing the server for a response again, but specify a different IP address known to be in the restricted interfaces list for the server. If the DNS server responds for that address, add the missing server IP address to the list.

See also:  Verify DNS server responsiveness using the nslookup command; Restrict a DNS server to listen only on selected addresses.

Cause:  The DNS server has been configured to disable the use of its automatically created default reverse lookup zones.

Solution:  Verify that automatically created reverse lookup zones have been created for the server or that advanced configuration changes have not been previously made to the server.

By default, DNS servers automatically create the following three standard reverse lookup zones based on Request for Comments (RFC) recommendations:

These zones are created with common IP addresses covered by these zones that are not useful in a reverse lookup search (0.0.0.0, 127.0.0.1, and 255.255.255.255). By being authoritative for the zones corresponding to these addresses, the DNS service avoids unnecessary recursion to root servers in order to perform reverse lookups on these types of IP addresses.

It is possible, although unlikely, that these automatic zones are not created. This is because disabling the creation of these zones involves advanced manual configuration of the server registry by a user.

To verify that these zones have been created, do the following:

1. Open the DNS console.

2. From the View menu, click Advanced.

3. In the console tree, click Reverse Lookup Zones.

Where?
· DNS/applicable DNS server/Reverse Lookup Zones
4. In the details pane, verify that the following reverse lookup zones are present:

· 0.in-addr.arpa

· 127.in-addr.arpa

· 255.in-addr.arpa

See also:  Open the DNS console; DNS RFCs.

Cause:  The DNS server is configured to use a non-default service port, such as in an advanced security or firewall configuration.

Solution:  Verify that the DNS server is not using a non-standard configuration.

This is a rare but possible cause. By default, the nslookup command sends queries to targeted DNS servers using User Datagram Protocol (UDP) port 53. If the DNS server is located on another network only reachable through an intermediate host (such as a packet-filtering router or proxy server), the DNS server might use a non-standard port to listen for and receive client requests.

If this situation applies, determine whether any intermediate firewall or proxy server configuration is intentionally used to block traffic on well-known service ports used for DNS. If not, you might be able to add such a packet filter onto these configurations to permit traffic to standard DNS ports.

Also, check the DNS server event log to see if Event ID 414 or other critical service-related events have occurred which might indicate why the DNS server is not responding.

See also:  DNS server log reference; View the DNS server system event log; Microsoft Windows Deployment and Resource Kits.

The DNS server does not resolve names correctly.

Cause:  The DNS server provides incorrect data for queries it successfully answers.

Solution:  Determine the cause of the incorrect data for the DNS server.

Some of the most likely causes include the following:

· Resource records (RRs) were not dynamically updated in a zone.

· An error was made when manually adding or modifying static resource records in the zone.

· Stale resource records in the DNS server database, left from cached lookups or zone records not updated with current information or removed when they are no longer needed.

To help prevent the most common types of problems, be sure to first review best practices for tips and suggestions on deploying and managing your DNS servers. Also, follow and use the checklists appropriate for installing and configuring DNS servers and clients based on your deployment needs.

If you are deploying DNS for Active Directory, note new directory integration features. These features can cause some differences for DNS server defaults when the DNS database is directory-integrated, that differ from those used with traditional file-based storage.

Many DNS server problems start with failed queries at a client, so it is often good to start there and troubleshoot the DNS client first.

See also:  DNS best practices; DNS Checklists; Troubleshooting DNS clients; Modify an existing resource record in a zone; Clear the server names cache; Modifying server defaults.

Cause:  The DNS server does not resolve names for computers or services outside of your immediate network, such as those located on external networks or the Internet.

Solution:  The server has a problem based on its ability to correctly perform recursion. Recursion is used in most DNS configurations to resolve names that are not located within the configured DNS domain name used by the DNS servers and clients.

If a DNS server fails to resolve a name for which it is not authoritative, the cause is usually a failed recursive query. Recursive queries are used frequently by DNS servers to resolve remote names delegated to other DNS zones and servers.

For recursion to work successfully, all DNS servers used in the path of a recursive query must be able to respond to and forward correct data. If not, a recursive query can fail for any of the following reasons:

· The recursive query times out before it can be completed.

· A remote DNS server fails to respond.

· A remote DNS server provides incorrect data.

If a server fails a recursive query for a remote name, review the following possible causes to troubleshoot the problem. If you do not understand recursion or the DNS query process, review conceptual topics in Help to better understand the issues involved.

See also:  How DNS query works.

Cause:  The DNS server is not configured to use other DNS servers to assist it in resolving queries.

Solution:  Check whether the DNS server can use both forwarders and recursion.

By default, all DNS servers are enabled to use recursion, although the option to disable its use is configurable using the DNS console to modify advanced server options. The other possibility where recursion might be disabled is if the server is configured to use forwarders and recursion has been specifically disabled for that configuration.

Note 

· If you disable recursion on the DNS server, you will not be able to use forwarders on the same server.

See also:  Disable recursion on the DNS server; Configure a DNS server to use forwarders.

Cause:  Current root hints for the DNS server are not valid.

Solution:  Check whether server root hints are valid.

If configured and used correctly, root hints always should point to DNS servers authoritative for the zone containing the domain root and top-level domains.

By default, DNS servers are configured to use root hints appropriate to your deployment, based on the following available choices when using the DNS console to configure a server:

1. If the DNS server is installed as the first DNS server for your network, it is configured as a root server. 

For this configuration, root hints are disabled at the server because the server is authoritative for the root zone.

2. If the installed server is an additional DNS server for your network, you can direct the Configure DNS Server Wizard to update its root hints from an existing DNS server on the network.

3. If you do not have other DNS servers on your network but still need to resolve Internet DNS names, you can use the default root hints file which includes a list of Internet root servers authoritative for the Internet DNS namespace.

See also:  Update root hints on the DNS server; Updating root hints.

Cause: The DNS server does not have network connectivity to the root servers.

Solution:  Test for connectivity to the root servers.

If root hints appear to be configured correctly, verify that the DNS server used in a failed query can ping its root servers by IP address.

If a ping attempt to one root server fails, it might indicate that an IP address for that root server has changed. Reconfiguration of root servers, however, is uncommon.

A more likely cause is a full loss of network connectivity or in some cases, poor network performance on the intermediate network links between the DNS server and its configured root servers. Follow basic TCP/IP network troubleshooting steps to diagnose connections and determine whether this is the problem.

By default, the DNS service uses a recursive time-out of 15 seconds before failing a recursive query. Under normal network conditions, this time-out does not need to be changed. If performance warrants it, however, you can increase this value.

To review additional performance related information on DNS queries, you can enable and use the DNS server debug log file, Dns.log, which can provide extensive information about some types of service-related events.

See also:  Test a TCP/IP configuration by using the ping command; Using server debug logging options; View a DNS server debug log file; Tuning advanced server parameters.

Cause: Other problems exist with updating DNS server data, such as an issue related to zones or dynamic updates.

Solution:  Determine whether the problem is related to zones. As needed, Troubleshoot any issues in this area, such as possible failure of zone transfer.

See also:  Troubleshooting dynamic updates; Troubleshooting zone problems.

The DNS server appears to be affected by a problem for reasons not described above.

Cause:  My problem is not described above.

Solution:  Search TechNet at the Microsoft Web site for the latest technical information that could relate to the problem. If necessary, you can obtain information and instructions that pertain to your problem or issue.

If you are connected to the Internet, the latest operating system updates are available at the Microsoft Web site.

To obtain the latest service pack updates for Windows NT Server, see the Microsoft Web site.

See also:  DNS updated technical information; DNS; Using the Windows Deployment and Resource Kits.
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Use a great free Microsoft tool developed by the Microsoft Essential Business Server team (http://blogs.technet.com/essentialbusinessserver/ ). The tool scans your network, identifies various networking problems (DNS, AD replication, AD configuration, configuration of network adapters, etc.) and provides links to knowledge based articles that explain how to correct these issues. 

Microsoft built this tool for customers who are considering deploying Essential Business Server 2008 (http://www.microsoft.com/ebs/en/us/overview.aspx ) to prepare their environment for Essential Business Server (hence the name: Preparation Wizard). 

But, this tool can be used by anyone with Active Directory in their network who would like to verify the health of their environment. The tool runs over 100 different checks which are based on most common issues resolved by Microsoft Customer Support Services over the past 10 years!

The tool is specifically designed for mid-sized networks (25-300 PCs), and does not change any settings in your network, so it is safe to run at any time. Unlike many other known tools which simply dump large amounts of networking data collected from a single source (such as event logs, for instance), this tool is able to gather data from many different areas( Active Directory, DNS, SYSVOL, event logs, etc.), cross reference that data, and make conclusions about the overall health of the network.

Try it today. Go get it – it’s FREE!
http://www.microsoft.com/ebs/en/us/preparation.aspx
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I have 2 domain controllers. The second was setup as a backup with DNS installed on it. Every 48-72 hours, I get the Event ID 4015 AD error message and then continuous errors until I restart the server. As soon as I restart the server, the problem is resolved and it looks like nothing is wrong. But then, 48-72 hours later, Event ID 4015 AD error again and it does the same thing as before until I restart. What could be causing this? I have read so many tech notes and everything I can find on this error and still the same preoblem occurs. Any ideas? 

I am using Server 2003.

[tfl - 04 05 09] You should post questions like this to the Technet Forums at http://forums.microsoft.com/technet or the MS Newsgroups at http://www.microsoft.com/communities/newsgroups/en-us/. You are much more likely get a quick response using the forums than through the Community Content. For specific help about:
Exchange       :  http://groups.google.com/groups/dir?sel=usenet%3Dmicrosoft.public.exchange%2C&;;
SQL Server     :  http://groups.google.com/groups/dir?sel=usenet%3Dmicrosoft.public.sqlserver%2C&;;
Windows        :  http://groups.google.com/groups/dir?sel=usenet%3Dmicrosoft.public.windows%2C&;;
Windows Server :  http://groups.google.com/groups/dir?sel=usenet%3Dmicrosoft.public.windows.server%2C&;;
Virtual Server :  http://groups.google.com/group/microsoft.public.virtualserver/topics?lnk
Full Public    :  http://groups.google.com/groups/dir?sel=usenet%3Dmicrosoft.public%2C&;;
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	Operating Systems - Windows 

	Manually create a DNS entry for Server 2003



Sometimes you will want to know for certain that a DNS server is resolving a hostname correctly.  Making a manual entry might be the only way!



Create a DNS entry

This article assumes that DNS is installed on your server.

1. Log on to your Server 2003. 

2. Go to Start > Administrative Tools > DNS. 

3. Browse to YourServerName > Forward Lookup Zones > YourDomain. 

4. Right-click on YourDomain and select New Host (A)... 

5. Enter the Name and IP address of the host that you want to add. 

6. Leave the Create associated pointer (PTR) record checked. 

7. Click Add Host. 

8. Click OK if you get a warning, and click Done. 

 

Back
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More articles of interest...

· Configure Ubuntu Servers 
· Configure Server 2003 Enterprise 
· File Server 


http://technet.microsoft.com/en-us/library/bb727020.aspx
Managing DNS Server Configuration and Security 

from Chapter 19, Microsoft Windows 2000 Administrator's Pocket Consultant by William R. Stanek. 

You use the Server Properties dialog box to manage the general configuration of DNS servers. Through it, you can enable and disable IP addresses for the server and control access to DNS servers outside the organization. You can also configure monitoring, logging, and advanced options.

Enabling and Disabling IP Addresses for a DNS Server

By default, multihomed DNS servers respond to DNS requests on all available network adapters and the IP addresses they're configured to use.

Through the DNS console, you can specify that the server can only answer requests on specific IP addresses. To do this, follow these steps:

1. In the DNS console, right-click the server you want to configure and then from the pop-up menu, choose Properties.

2. In the Interfaces tab, shown in Figure 19-14, select Only The Following IP Addresses and then type the IP addresses that should respond to DNS requests. Only these IP addresses will be used for DNS. All other IP addresses on the server will be disabled for DNS.

Controlling Access to DNS Servers Outside the Organization

Restricting access to zone information allows you to specify which internal and external servers can access the primary server. For external servers, this controls which servers can get in from the outside world. You can also control which DNS
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Figure 19-14: Use the Interfaces tab to set the IP addresses that should handle DNS requests and responses. 

servers within your organization can access servers outside it. To do this, you need to set up DNS forwarding within the domain.

With DNS forwarding, you configure DNS servers within the domain as

· Nonforwarders Servers that must pass DNS queries they can't resolve on to designated forwarding servers. These servers essentially act like DNS clients to their forwarding servers.

· Forwarding-only Servers that can only cache responses and pass requests on to forwarders. This is also known as a caching-only DNS server.

· Forwarders Servers that receive requests from nonforwarders and forwarding-only servers. Forwarders use normal DNS communication methods to resolve queries and to send responses back to other DNS servers.

Note: The root server for a domain can't be configured for forwarding. But all other servers can be configured for forwarding.

Creating Nonforwarding DNS Servers 

To create a nonforwarding DNS server, follow these steps:

1. In the DNS console, right-click the server you want to configure and then from the pop-up menu, choose Properties.

2. In the Forwarders tab, select Enable Forwarders.

3. Enter the IP addresses of the network's forwarders.

4. Set the Forward Time Out. This value controls how long the server tries to query the server if it gets no response. When the Forward Time Out interval passes, the server tries the next forwarder on the list. The default is 0 seconds. Click OK.

Creating Forwarding-Only Servers 

To create a forwarding-only server, follow these steps:

1. In the DNS console, right-click the server you want to configure and then from the pop-up menu, choose Properties.

2. In the Forwarders tab, select Enable Forwarders and then select Operate As Slave Server.

3. Enter the IP addresses of the network's forwarders.

4. Set the Forward Time Out. This value controls how long the server tries to query the server if it gets no response. When the Forward Time Out interval passes, the server tries the next forwarder on the list. The default is 0 seconds. Click OK.

Creating Forwarders Servers 

Any DNS server that isn't designated as a nonforwarder or a forwarding-only server will act as a forwarder. Thus, on the network's designated forwarders, you should make sure that Enable Forwarders and Operate As Slave Server are not selected.

Logging DNS Activity

You normally use the DNS Server event log to track DNS activity on a server. This log records all applicable DNS events and is accessible through the Event View node in Computer Management. If you're trying to troubleshoot DNS problems, it's sometimes useful to configure a temporary debug log to track certain types of DNS events. To do this, follow these steps:

1. In the DNS console, right-click the server you want to configure and then from the pop-up menu, choose Properties.

2. In the Logging tab, shown in Figure 19-15, select the events you want to track temporarily. These events are logged in %SystemRoot%\System32\Dns\ Dns.log by default.

3. Click OK. When you're finished debugging, turn off logging by clearing any of the selected check boxes in the Logging tab.

Monitoring DNS Server

Windows 2000 has built-in functionality for monitoring DNS server. You can configure monitoring to occur manually or automatically by completing the following steps:

1. In the DNS console, right-click the server you want to configure and then from the pop-up menu, choose Properties.

2. Select the Monitoring tab, shown in Figure 19-16. You can perform two types of tests. To test DNS resolution on the current server, select A Simple Query Against This DNS Server. To test DNS resolution in the domain, select A Recursive Query To Other DNS Servers.
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Figure 19-15: Select the events you want to log, and then click OK. Don't forget to clear these events after you've finished debugging. 

3. You can perform a manual test by clicking Test Now or schedule the server for automatic monitoring by selecting Perform Automatic Testing At The Following Interval and then setting a time interval in seconds, minutes, or hours.
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Figure 19-16: You can configure a DNS server for manual or automatic monitoring. Monitoring is useful to ensure that DNS resolution is configured properly. 

Real World If you're actively troubleshooting a DNS problem, you may want to configure testing to occur every 10–15 seconds. This will provide a rapid succession of test results. If you're monitoring DNS for problems as part of your daily administrative duties, you'll want a longer time interval, such as two or three hours.

4. The results of testing are shown in the Test Results area. You'll see a date and time stamp indicating when the test was performed and a result, such as Pass or Fail. While a single failure may be the result of a temporary outage, multiple failures normally indicate a DNS resolution problem.

Integrating WINS with DNS

You can integrate DNS with WINS. WINS integration allows the server to act as a WINS server or to forward WINS requests to specific WINS servers. When you configure WINS and DNS to work together, you can configure forward lookups using NetBIOS computer names, reverse lookups using NetBIOS computer names, caching and time-out values for WINS resolution, and full integration with NetBIOS scopes.

Configuring WINS Lookups in DNS

When you configure WINS lookups in DNS, the leftmost portion of the fully qualified domain name can be resolved using WINS. The procedure works like this: The DNS server looks for an address record for the fully qualified domain name. If a record is found, the server uses the record to resolve the name using only DNS. If a record isn't found, the server extracts the leftmost portion of the name and uses WINS to try to resolve the name (as a NetBIOS computer name). You configure WINS lookups in DNS by doing the following:

1. In the DNS console, right-click the domain you want to update and then from the pop-up menu, choose Properties.

2. Click the WINS tab, shown in Figure 19-17.

3. Select Use WINS Forward Lookup and then type the IP addresses of the network's WINS servers. You must specify at least one WINS server.

4. If you want to ensure that the WINS record on this server isn't replicated to other DNS servers in zone transfers, select Do Not Replicate This Record. Selecting this option is useful to prevent errors and transfer failures to non-Microsoft DNS servers. Click OK.

Configuring Reverse WINS Lookups in DNS

When you configure reverse WINS lookups in DNS, the IP address of the host can be resolved to a NetBIOS computer name. The procedure works like this: The DNS server looks for a pointer record for the specified IP address. If a record is found, the server uses the record to resolve the fully qualified domain name.
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Figure 19-17: Use the WINS tab to configure WINS lookups in DNS. 

If a record isn't found, the server sends a request to WINS, and, if possible, WINS returns the NetBIOS computer name for the IP address and the host domain is appended to this computer name.

You configure reverse WINS lookups in DNS by doing the following:

1. In the DNS console, right-click the subnet you want to update and then from the pop-up menu, choose Properties.

2. Click the WINS-R tab, shown in Figure 19-18.
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Figure 19-18: Use the WINS-R tab to configure WINS reverse lookups in DNS. 

3. Select Use WINS-R Lookup, and then, if you wish, select Do Not Replicate This Record. As with forward lookups, you usually don't want to replicate the WINS-R record to non-Microsoft DNS servers.

4. In the Domain To Append To Returned Name field, type the host domain information. The domain is appended to the computer name returned by WINS. For example, if you type seattle.domain.com and WINS returns the NetBIOS computer name gamma, the DNS server will combine the two values and return gamma.seattle.domain.com.

5. Click OK.

Setting Caching and Time-Out Values for WINS in DNS

When you integrate WINS and DNS, you should also set WINS caching and time-out values. The caching value determines how long records returned from WINS are valid. The time-out value determines how long DNS should wait for a response from WINS before timing out and returning an error. These values are set for both forward and reverse WINS lookups.

You set caching and time-out values for WINS in DNS by doing the following:

1. In the DNS console, right-click the domain or subnet you want to update and then from the pop-up menu, choose Properties.

2. Select the WINS or WINS-R tab, as appropriate, and then click Advanced. This opens the dialog box shown in Figure 19-19.

3. Set the caching and time-out values using the Cache Time-Out field and the Lookup Time-Out field. By default, DNS caches WINS records for 15 minutes and times out after 2 seconds. For most networks, you should increase these values. Sixty minutes for caching and three seconds for time-outs may be better choices.

4. Click OK. Repeat this process for other domains and subnets, as necessary.
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Figure 19-19: In the Advanced dialog box, set caching and time-out values for DNS. 

Configuring Full Integration with NetBIOS Scopes

When you configure full integration, lookups can be resolved using NetBIOS computer names and NetBIOS scopes. Here, a forward lookup works like this: The DNS server looks for an address record for the fully qualified domain name. If it finds a record, the server uses the record to resolve the name using only DNS. If it doesn't find a record, the server extracts the leftmost portion of the name as the NetBIOS computer name and the remainder of the name as the NetBIOS scope. These values are then passed to WINS for resolution.

You configure full integration of WINS and DNS by doing the following:

1. In the DNS console, right-click the domain or subnet you want to update, and then from the pop-up menu, choose Properties.

2. Select the WINS or WINS-R tab, as appropriate, and then click Advanced.

3. In the Advanced dialog box, select Submit DNS Domain As NetBIOS Scope.

4. Click OK. Repeat this process for other domains and subnets, as necessary.

Before you use this technique, make sure that the NetBIOS scope is properly configured on the network. You should also make sure that a consistent naming scheme is used for all network computers. Because NetBIOS is case-sensitive, queries resolve only if the case matches exactly. Note also that if the domain has subdomains, the subdomains must be delegated the authority for name services in order for WINS and DNS integration to work properly.

from Microsoft Windows 2000 Administrator's Pocket Consultant by William R. Stanek. Copyright © 1999 Microsoft Corporation. 




Dynamic Host Configuration Protocol (DHCP)

DHCP

Updated: January 21, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

DHCP

Dynamic Host Configuration Protocol (DHCP) is an IP standard designed to reduce the complexity of administering address configurations by using a server computer to centrally manage IP addresses and other related configuration details used on your network. The Microsoft® Windows Server 2003 family provides the DHCP service, which enables the server computer to perform as a DHCP server and configure DHCP-enabled client computers on your network as described in the current DHCP draft standard, RFC 2131.

DHCP includes Multicast Address Dynamic Client Assignment Protocol (MADCAP) which is used to perform multicast address allocation. When registered clients are dynamically assigned IP addresses through MADCAP, they can participate efficiently in the data stream process, such as for real-time video or audio network transmissions.

· Before installing a DHCP or MADCAP server, see DHCP Checklists.

· To find features that have been moved in the Windows Server 2003 family, see New ways to do DHCP tasks. 

· For tips about using DHCP, see DHCP Best Practices. 

· For help with specific tasks, see DHCP How To.... 

· For general background information, see DHCP Concepts. 

· For problem-solving instructions, see DHCP Troubleshooting. 

How to install and configure a DHCP server in an Active Directory domain in Windows 2000

View products that this article applies to.
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	System TipThis article applies to a different version of Windows than the one you are using. Content in this article may not be relevant to you.Visit the Windows XP Solution Center
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This article applies to Windows 2000. Support for Windows 2000 ends on July 13, 2010. The Windows 2000 End-of-Support Solution Center (http://support.microsoft.com/?scid=http%3a%2f%2fsupport.microsoft.com%2fwin2000) is a starting point for planning your migration strategy from Windows 2000. For more information see the Microsoft Support Lifecycle Policy (http://support.microsoft.com/lifecycle/) .
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This article applies to Windows 2000. Support for Windows 2000 ends on July 13, 2010. The Windows 2000 End-of-Support Solution Center (http://support.microsoft.com/?scid=http%3a%2f%2fsupport.microsoft.com%2fwin2000) is a starting point for planning your migration strategy from Windows 2000. For more information see the Microsoft Support Lifecycle Policy (http://support.microsoft.com/lifecycle/) .
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SUMMARY 
This step-by-step article describes how to build and configure a new Windows 200...
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This step-by-step article describes how to build and configure a new Windows 2000 DHCP Server in a Windows 2000 Active Directory domain. The Windows 2000 DHCP service provides clients with IP addresses, and information such as the location of their default gateway, DNS servers, and WINS servers.
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Installing the DHCP Service
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You can install DHCP either during or after the initial installation of Windows 2000 Server or Advanced Server, although there must be a working DNS in the environment. To validate your DNS server, click Start, click Run, type cmd, press ENTER, type ping friendly name of an existing DNS server in your environment, and then press ENTER. An unsuccessful reply generates an "Unknown Host My DNS server name" message.

To install the DHCP Service on an existing Windows 2000 Server: 

1. Click Start, click Settings, and then click Control Panel. 

2. Double-click Add/Remove Programs, and then click Add/Remove Windows Components. 

3. In the Windows Component Wizard, click Networking Services in the Components box, and then click Details. 

4. Click to select the Dynamic Host Configuration Protocol (DHCP) check box if it is not already selected, and then click OK. 

5. In the Windows Components Wizard, click Next to start Windows 2000 Setup. Insert the Windows 2000 Advanced Server CD-ROM into the CD-ROM drive if you are prompted to do so. Setup copies the DHCP server and tool files to your computer. 

6. When Setup is complete, click Finish.
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Configuring the DHCP Service
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After you install and start the DHCP service, you must create a scope (a range of valid IP addresses that are available for lease to the DHCP clients). Each DHCP server in your environment should have at least one scope that does not overlap with any other DHCP server scope in your environment. In Windows 2000, DHCP servers within an Active Directory domain environment must be authorized to prevent rogue DHCP servers from coming online and authorizing a DHCP Server.

When you install and configure the DHCP service on a domain controller, the server is typically authorized the first time that you add the server to the DHCP console. However, when you install and configure the DHCP service on a member server, you need to authorize the DHCP server.

Note A stand-alone DHCP server cannot be authorized against an existing Windows Active Directory. 

To authorize a DHCP server: 

1. Click Start, click Programs, click Administrative Tools, and then click DHCP.

Note You must be logged on to the server with an account that is a member of the Enterprise Administrators group. 

2. In the console tree of the DHCP snap-in, select the new DHCP server. If there is a red arrow in the bottom-right corner of the server object, the server has not yet been authorized. 

3. Right-click the server, and then click Authorize. 

4. After a few moments, right-click the server again and then click Refresh. The server should display a green arrow in the bottom-right corner to indicate that the server has been authorized.

To create a new scope: 

1. Click Start, click Programs, point to Administrative Tools, and then click DHCP.

Note In the console tree, select the DHCP server on which you want to create the new DHCP scope. 

2. Right-click the server, and then click New Scope. In the New Scope Wizard, click Next, and then type a name and description for the scope. This can be any name that you choose, but it should be descriptive enough to identify the purpose of the scope on your network. For example, you might use Administration Building Client Addresses. 

3. Type the range of addresses that can be leased as part of this scope, for example, a starting IP address of 192.168.100.1 to an ending address of 192.168.100.100. Because these addresses are given to clients, they should all be valid addresses for your network and not currently in use. If you want to use a different subnet mask, type the new subnet mask. Click Next. 

4. Type any IP addresses that you want to exclude from the range you entered. This includes any addresses that may have already been statically assigned to various computers in your organization. Click Next. 

5. Type the number of days, hours, and minutes before an IP address lease from this scope expires. This determines the length of time that a client can hold a leased address without renewing it. Click Next to select Yes, I want to configure these options now, and then extend the wizard to include settings for the most common DHCP options. Click Next. 

6. Type the IP address for the default gateway that should be used by clients that obtain an IP address from this scope. Click Add to place the default gateway address into the list, and then click Next.

Note When DNS servers already exist on your network, type your organization's domain name in Parent domain. Type the name of your DNS server, and then click Resolve to ensure that your DHCP server can contact the DNS server and determine its address. Then click Add to include that server in the list of DNS servers that are assigned to the DHCP clients. Click Next. 

7. Click Yes, I want to activate this scope now, to activate the scope and allow clients to obtain leases from it, and then click Next. Click Finish.
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Troubleshooting
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Clients are unable to obtain an IP address
If a DHCP client does not have a configured IP address, it generally means that the client has not been able to contact a DHCP server. This is either because of a network problem or because the DHCP server is unavailable. If the DHCP server has started and other clients have been able to obtain a valid address, verify that the client has a valid network connection and that all related client hardware devices (including cables and network adapters) are working properly. 

· The DHCP server is unavailable
When a DHCP server does not provide leased addresses to clients, it is often because the DHCP service has failed to start. If this is the case, the server may not have been authorized to operate on the network. If you were previously able to start the DHCP service, but it has since stopped, use Event Viewer to check the system log for any entries that may explain the cause.

Note To restart the DHCP service, click Start, click Run, type cmd, and then press ENTER. Type net start dhcpserver, and then press ENTER.
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Using multicast scopes

Updated: January 21, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

Using multicast scopes

Multicast scopes are supported through the use of Multicast Address Dynamic Client Allocation Protocol (MADCAP), a proposed standard protocol for performing multicast address allocation. The MADCAP protocol describes how multicast address allocation (or MADCAP) servers can dynamically provide IP addresses to other computers (MADCAP clients) on your network.

Typically, a MADCAP client might also be a multicast server (MCS) used to support IP multicasting. An MCS manages the shared or group use of the allocated multicast IP address and streams data traffic to members that share the use of the specified group address.

Once an MCS is configured and allocated a group IP address to use, any multicast clients that have registered their membership with the MCS can receive streams sent to this address. By registering with the MCS, clients can participate efficiently in the stream process, such as for real-time video or audio network transmissions. The MCS also manages the multicast group list, updating its membership and status so that multicast traffic is received by all current members.

Background on multicast addresses

Ordinarily, you use DHCP scopes to provide client configurations by allocating ranges of IP addresses from the standard address classes, Class A, B, or C. By using DHCP scopes you can assign IP addresses from the ranges provided by these classes for your DHCP clients to be configured to use unicast (or point-to-point) directed communication between other TCP/IP networked computers.

The multicast address range uses an additional address class, Class D, that includes IP addresses that range from 224.0.0.0 to 239.255.255.255 for use in IP multicasting. Addresses in this class are used for multicasting only and not for regular DHCP scopes.

In all TCP/IP networks, each host is required to first be configured with its own IP address, taken from one of the standard address classes. You must assign this required unicast IP address before you can configure a host to support and use secondary IP addresses, such as a multicast IP address.

Another difference between unicast and multicast addresses, is that a group of TCP/IP host computers are intended to be able to share the use of a multicast IP address. This is not normally the case with unicast IP addresses, which are intended to be assigned individually to only one configured host and not shared with other hosts.

When the destination address for an IP datagram is an IP multicast address, the datagram is forwarded to all members of a multicast group, which is a set of zero or more hosts identified by the address. The membership of a multicast group is dynamic in that individual hosts can join or leave the group at any time.

Membership and use of multicast groups is unrestricted and can be compared to membership and use of a group e-mail address: Group membership can be any size, and hosts can be members of many multicast groups. 

You can permanently reserve multicast group addresses or temporarily assign and use them as needed on your network. For a permanent group IP address to be reserved for Internet use, you must register it with the Internet Assigned Numbers Authority (IANA).

For multicast IP addresses not permanently reserved with the IANA, all Class D addresses that remain unreserved can then be used dynamically to assign and form temporary multicast groups. These temporary groups can exist as long as one or more hosts on the network are configured with the group address and actively share its use.

For more information, see Understanding Multicasting or Internet Group Management Protocol (IGMP).

Determining the ranges to use for multicast scopes

When deciding the IP address ranges to use for multicast scopes on your MADCAP server, there are two overall best practices recommended by the Multicast Allocation (MALLOC) working group, an IETF team of industry volunteers who help establish multicast address allocation standards. These practices include:

· Administrative scoping  This is most useful when you are using multicast IP addresses privately in your own network. It is similar to private IP addressing, as used currently in the unicast IP address spaces (such as the use of the 10.0.0.0 network address space). It is fully discussed in RFC 2365, "Administratively Scoped IP Multicast." 

With administratively scoped multicast IP, the range most recommended that you begin with is the 239.192.0.0 range. This range is known as the IPv4 Organization Local Scope and has a subnet mask of 255.252.0.0 (14-bits in length). It is intended for use by an entire organization setting multicast scopes privately for its own internal or organizational use. Starting with this address, you can create a considerable number of addresses--up to 218, or 262,144 group addresses--for use in all subnets within your organization's network.

For more information, refer directly to the RFC, which can be obtained at the Request for Comments Web site.

· Global scoping  This practice is most useful when you are using multicast group IP addresses in a public network address space, particularly the Internet. 

Because most organizations requiring one or more public addresses likely have already been assigned some public unicast IP addresses, a subnet allocation scheme has been proposed. For MADCAP, the 233.0.0.0 range of the Class D address space is recommended for use as a global scope range.

When the 233.0.0.0 range is used, the allocation of global addresses works in the following way:

1. A network registry, such as the Internet Assigned Numbers Authority (IANA), allocates and reserves the first 8 bits of the range (for example, the "233" portion of this range).

2. The next 16 bits (the two middle octet numbers of addresses in this range) are based on a previously assigned Autonomous System (AS) number. This number is recorded with the applicable Internet Assigned Numbers Authority (IANA) registry for your region. 

If you already register your IP addresses with a regional network registry, you might know your AS number. You can also look it up easily using the Whois database system on the Internet. If you are obtaining IP addresses through an Internet service provider (ISP), you might contact them to find out what your AS number is.

AS numbers are allocated to the regional registries by the IANA. If you or your ISP are located in the United States, you can apply directly to the American Registry for Internet Numbers (ARIN) to obtain an AS number. For more information, see the ARIN Web site.

For other regions, AS numbers can also be obtained from appropriate regional registries. Other regional registries include the following:

ARIN or <hostmaster@arin.net> for the Americas, Caribbean, and Africa.

RIPE-NCC <ncc@ripe.net> for Europe.

AP-NIC <admin@apnic.net> for the Asia-Pacific region.

1. The last 8 bits in the address are local use bits. 

These provide the IP address range from which to configure any multicast scopes for group addresses you want to use publicly on the Internet. With this global scoping system in use, a subnet mask of 255.255.255.0 should be applied. This provides each organization with an assigned AS number of up to 255 multicast group addresses for use on the Internet.

For more information on either the practice of global scoping for multicast address allocation or the use and allocation of AS numbers, use the IETF Web site. For global scoping, refer directly to the current available draft entitled "Static Allocation in 233/8," and for more information on AS numbering, refer to RFC 1930, "Guidelines for creation, selection, and registration of an Autonomous System (AS)."

MADCAP and DHCP

The Windows Server 2003 DHCP service supports both the DHCP and MADCAP protocols. These protocols function separately and are not dependent on each other. For example, a DHCP client might or might not be a MADCAP client and a MADCAP client might or might not be a DHCP client.

It is also worth mentioning that the DHCP Server service can be used to deploy MADCAP servers independent of how DHCP servers are used on your network. For example, to install Windows Server 2003 DHCP for MADCAP service only:

1. Create multicast scopes.

2. Do not create other scopes or superscopes.

Only where other scopes or superscopes are configured does the server computer also function as a DHCP server.

For more information about MADCAP, see Multicast address allocation.

Important 

· Multicast scopes and MADCAP only provide a mechanism for dynamically allocating IP address configuration for multicast-ranged IP addresses. Other network configuration details are normally required to enable multicasting for your deployment needs. For more information, see Checklist: Installing IP multicast video conferencing.

Notes 

· Multicast scopes do not require or support the use of DHCP options, but can be configured with a finite lifetime, enabling the multicast scope to expire and be removed by the server.

· Web addresses can change, so you might be unable to connect to the Web site or sites mentioned here. 

· For more information, see Manage Multicast Scopes.

Integrating DNS with DHCP

Updated: March 28, 2003

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

Windows Server 2003 DNS supports DHCP by means of the dynamic update of DNS zones. By integrating DHCP and DNS in a DNS deployment, you can provide your network resources with dynamic addressing information stored in DNS. To enable this integration, you can use the Windows Server 2003 DHCP service.

The dynamic update standard, specified in RFC 2136: Dynamic Updates in the Domain Name System (DNS UPDATE), automatically updates DNS records. Both Windows Server 2003 and Windows 2000 support dynamic update, and both clients and DHCP servers can send dynamic updates when their IP addresses change.

Dynamic update enables a DHCP server to register address (A) and pointer (PTR) resource records on behalf of a DHCP client by using DHCP Client FQDN option 81. Option 81 enables the DHCP client to provide its FQDN to the DHCP server. The DHCP client also provides instructions to the DHCP server describing how to process DNS dynamic updates on behalf of the DHCP client.

The DHCP server can dynamically update DNS A and PTR records on behalf of DHCP clients that are not capable of sending option 81 to the DHCP server. You can also configure the DHCP server to discard client A and PTR records when the DHCP client lease is deleted. This reduces the time needed to manage these records manually and provides support for DHCP clients that cannot perform dynamic updates. In addition, dynamic update simplifies the setup of Active Directory by enabling domain controllers to dynamically register SRV resource records.

If the DHCP server is configured to perform DNS dynamic updates, it performs one of the following actions:

· The DHCP server updates resource records at the request of the client. The client requests the DHCP server to update the DNS PTR record on behalf of the client, and the client registers A.

· The DHCP server updates DNS A and PTR records regardless of whether the client requests this action or not.

By itself, dynamic update is not secure because any client can modify DNS records. To secure dynamic updates, you can use the secure dynamic update feature provided in Windows Server 2003. To delete outdated records, you can use the DNS server aging and scavenging feature.
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Typically Active Directory is managed using the graphical Microsoft Management Console.

Active Directory is a technology created by Microsoft that provides a variety of network services, including:

· Lightweight Directory Access Protocol LDAP is the industry standard directory access protocol, making Active Directory widely accessible to management and query applications. Active Directory supports LDAPv3 and LDAPv2. 

· Kerberos-based authentication 

· DNS-based naming and other network information 

· Central location for network administration and delegation of authority [2] 

· Information security and single sign-on for user access to networked based resources [3] 

· The ability to scale up or down easily [4] 

· Central storage location for application data [5] 

· Synchronization of directory updates amongst several servers [6] 

Using the same database, for use primarily in Windows environments, Active Directory also allows administrators to assign policies, deploy software, and apply critical updates to an organization. Active Directory stores information and settings in a central database. Active Directory networks can vary from a small installation with a few computers, users and printers to tens of thousands of users, many different domains and large server farms spanning many geographical locations.

Active Directory was previewed in 1999, released first with Windows 2000 Server edition, and revised to extend functionality and improve administration in Windows Server 2003. Additional improvements were made in Windows Server 2003 R2. Active Directory was refined further in Windows Server 2008 and Windows Server 2008 R2 and was renamed Active Directory Domain Services.

Active Directory was called NTDS (NT Directory Service) in older Microsoft documents. This name can still be seen in some Active Directory binaries.
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[edit] Structure
[edit] Objects
An Active Directory structure is a hierarchical framework of objects. The objects fall into two broad categories: resources (e.g., printers) and security principals (user or computer accounts and groups). Security principals are Active Directory objects that are assigned unique security identifiers (SIDs) used to control access and set security.

Each object represents a single entity — whether a user, a computer, a printer, or a group — and its attributes. Certain objects can also be containers of other objects. An object is uniquely identified by its name and has a set of attributes — the characteristics and information that the object can contain — defined by a schema, which also determines the kinds of objects that can be stored in Active Directory.

Each attribute object can be used in several different schema class objects. The schema object exists to allow the schema to be extended or modified when necessary. However, because each schema object is integral to the definition of Active Directory objects, deactivating or changing these objects can have serious consequences because it will fundamentally change the structure of Active Directory itself. A schema object, when altered, will automatically propagate through Active Directory and once it is created it can only be deactivated — not deleted. Changing the schema usually requires a fair amount of planning.[1]
[edit] Sites
A Site object in Active Directory represents a geographic location that hosts networks. Sites contain objects called subnets.[2] Sites can be used to assign Group Policy Objects, facilitate the discovery of resources, manage active directory replication, and manage network link traffic. Sites can be linked to other Sites. Site-linked objects may be assigned a cost value that represents the speed, reliability, availability, or other real property of a physical resource. Site Links may also be assigned a schedule.

[edit] Forests, trees, and domains
All objects inside a common directory database is known as a domain. Each domain stores information only about the objects that belong to that domain. A tree consists of a single domain or multiple domains in a contiguous namespace. A forest is a collection of trees and represents the outermost boundary within which users, computers, groups, and other objects exist. The forest is the security boundary for Active Directory.
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	Example of the geographical organizing of zones of interest within trees and domains.


The Active Directory framework that holds the objects can be viewed at a number of levels. At the top of the structure is the forest. A forest is a collection of multiple trees that share a common global catalog, directory schema, logical structure, and directory configuration. The forest, tree, and domain are the logical parts in an Active Directory network.

The Active Directory forest contains one or more transitive, trust-linked trees. A tree is a collection of one or more domains and domain trees in a contiguous namespace, again linked in a transitive trust hierarchy. Domains are identified by their DNS name structure, the namespace.

[edit] Flat-filed, simulated hierarchy
The objects held within a domain can be grouped into containers called Organizational Units (OUs).[3] OUs give a domain a hierarchy, ease its administration, and can give a resemblance of the structure of the organization in organizational or geographical terms. OUs can contain OUs – indeed, domains are containers in this sense – and can hold multiple nested OUs. Microsoft recommends as few domains as possible in Active Directory and a reliance on OUs to produce structure and improve the implementation of policies and administration. The OU is the common level at which to apply group policies, which are Active Directory objects themselves called Group Policy Objects (GPOs), although policies can also be applied to domains or sites (see below). The OU is the level at which administrative powers are commonly delegated, but granular delegation can be performed on individual objects or attributes as well.

However, Organizational Units are just an abstraction for the administrator, and do not function as true containers; the underlying domain operates as if objects were all created in a simple flat-file structure, without any OUs. It is not possible, for example, to create two user accounts with an identical username (sAMAccountName) in two separate OUs, such as "fred.staff-ou.domain" and "fred.student-ou.domain". This is so because sAMAccountName, a user object attribute, is constrained to be unique across the entire domain. However, note that you can have two different "Freds" within AD, each with his own different account name (sAMAccountName) - for e.g. Fred Smith (fsmith), and Fred A. Smith (fasmith). Note that they are both Fred Smiths, albeit one with a middle initial, they have different account names (sAMAccountName) - fsmith, and fasmith.

By contrast, there are other vendor directories such as Novell eDirectory that allow naming attribute duplication across separate OUs. Each user logs in by specifying the context of their account, which is similar to the current working directory of a file system. Context normally operates in relative form: if the login prompt context is "staff-ou.accounts-ou.organization", people with accounts in that specific OU need only type their username "fred". But if the login prompt context were set to be one level higher, at "accounts-ou.organization", people would need to specify the OU within that context: "fred.staff-ou". Context can also be specified in absolute form similar to an absolute directory path by using a leading period: ".fred.staff-ou.accounts-ou.organization", which disregards the current login prompt context.

Novell additionally provides login prompt functionality known as contextless login[4] to permit searching the directory structure via LDAP for all possible matching or similar usernames, making the Novell login process operate similar to Microsoft's flat-file structure that searches the entire domain for accounts regardless of the account's location in the OUs. The concept of account context in the directory does not apply to Active Directory, since object name duplication within a single domain is not permitted to occur in the first place.

Because duplicate usernames cannot exist within separate OUs of a single active directory domain, unique account name generation poses a significant challenge for organizations with hundreds to thousands of users that are part of a generalized mass that can not be easily subdivided into separate domains, such as students in a public school system or university that must be able to login on any computer across the district buildings or campus network.

As the number of users in a domain increases, simple username creation methods such as "first initial, middle initial, last name" will fail due to having so many common names like Smith or Johnson in the collective mass that result in having duplications, such as two JASmith, which requires randomly adding a number to the end (JASmith1) to further differentiate it for one of the two people. At some point of increasingly many users and name duplications, the network IT staff may give up on attempts at making usernames personally memorable, and the username simply becomes a serial number 5 to 10 digits long to provide sufficient naming uniqueness within a single domain.

[edit] Shadow Groups






In Active Directory, organizational units can not be assigned as owners or trustees. Only groups are selectable, and members of OUs can not be collectively assigned rights to directory objects.







Unlike Active Directory, Novell eDirectory allows organizational units and all users within the OU to be assigned rights to an object, without having to create shadow groups representing the users in each OU.

It is often useful to associate a collection of users to all share access rights to particular file or secured resource, but with Active Directory it is not possible to choose an OU containing all users that need rights. A user group can be selected to accomplish this, but all users within a particular OU are not automatically made members of a group representing that OU.

Groups can be manually created to duplicate the account membership structure within OUs, but it is an extra step of the account creation process by the administrator to remember all the various groups each new user needs to join. If the administrator forgets this manual step, the users will experience problems until the group memberships are corrected.

To make up for this non-automated deficiency, network administrators can write their own custom scripts which periodically run on the server and use LDAP access commands to add or remove users from groups representing the OUs of the users, known as Shadow Groups. Microsoft refers to shadow groups in the Server 2008 Reference documentation, but does not explain how to create them.[5] Once created, these shadow groups are selectable in place of the OU in the administrative console tools.

The naming of shadow groups is complicated by the fact that OUs can be nested but groups cannot. Groups can only exist in the root of the domain, and group names are limited in length so matching the naming of a deeply nested string of OUs for a very large domain is difficult.

Novell eDirectory supports the creation of user groups, but OUs can be natively selected as the assigned owner of a secured resource, so shadow groups are unnecessary.

[edit] Structural divisions to improve performance
Active Directory also supports the creation of Sites, which are physical, rather than logical, groupings defined by one or more IP subnets.[6] Sites distinguish between locations connected by low-speed (e.g., WAN, VPN) and high-speed (e.g., LAN) connections. Sites are independent of the domain and OU structure and are common across the entire forest. Sites are used to control network traffic generated by replication and also to refer clients to the nearest domain controllers. Exchange 2007 also uses the site topology for mail routing. Policies can also be applied at the site level.

The actual division of an organization's information infrastructure into a hierarchy of one or more domains and top-level OUs is a key decision. Common models are by business unit, by geographical location, by IT Service, or by object type. These models are also often used in combination. OUs should be structured primarily to facilitate administrative delegation, and secondarily, to facilitate group policy application. Although OUs form an administrative boundary, the only true security boundary is the forest itself[7] and an administrator of any domain in the forest must be trusted across all domains in the forest.

Physically the Active Directory information is held on one or more equal peer domain controllers (DCs), replacing the NT PDC/BDC model. Each DC has a copy of the Active Directory; changes on one computer being synchronized (converged) between all the DC computers by multi-master replication. Servers joined to Active Directory that are not domain controllers are called Member Servers.[8]
The Active Directory database is split into different stores or partitions.[9] Microsoft often refers to these partitions as 'naming contexts'.[10] The 'Schema' partition contains the definition of object classes and attributes within the Forest. The 'Configuration' partition contains information on the physical structure and configuration of the forest (such as the site topology). The 'Domain' partition holds all objects created in that domain. The first two partitions replicate to all domain controllers in the Forest. The Domain partition replicates only to Domain Controllers within its domain. A subset of objects in the domain partition is also replicated to domain controllers that are configured as global catalogs.

Unlike earlier versions of Windows, which used NetBIOS to communicate, Active Directory is fully integrated with DNS and TCP/IP—DNS is required. To be fully functional, the DNS server must support SRV resource records or service records.

Active Directory replication is 'pull' rather than 'push'.[11] The Knowledge Consistency Checker (KCC) creates a replication topology of site links using the defined sites to manage traffic. Intrasite replication is frequent and automatic as a result of change notification, which triggers peers to begin a pull replication cycle. Intersite replication intervals are less frequent and do not use change notification by default, although this is configurable and can be made identical to intrasite replication. A different 'cost' can be given to each link (e.g., DS3, T1, ISDN etc.) and the site link topology will be altered accordingly by the KCC. Replication between domain controllers may occur transitively through several site links on same-protocol site link bridges, if the cost is low, although KCC automatically costs a direct site-to-site link lower than transitive connections. Site-to-site replication can be configured to occur between a bridgehead server in each site, which then replicates the changes to other DCs within the site.

In a multi-domain forest the Active Directory database becomes partitioned. That is, each domain maintains a list of only those objects that belong in that domain. So, for example, a user created in Domain A would be listed only in Domain A's domain controllers. Global catalog (GC) servers are used to provide a global listing of all objects in the Forest.[12] The Global catalog is held on domain controllers configured as global catalog servers. Global Catalog servers replicate to themselves all objects from all domains and hence, provide a global listing of objects in the forest. However, in order to minimize replication traffic and to keep the GC's database small, only selected attributes of each object are replicated. This is called the partial attribute set (PAS). The PAS can be modified by modifying the schema and marking attributes for replication to the GC.

Replication of Active Directory uses Remote Procedure Calls (RPC over IP [RPC/IP]). Between Sites you can also choose to use SMTP for replication, but only for changes in the Schema, Configuration, or Partial Attribute Set (Global Catalog) NCs. SMTP cannot be used for replicating the default Domain partition.[13]
The Active Directory database, the directory store, in Windows 2000 Server uses the JET Blue-based Extensible Storage Engine (ESE98), limited to 16 terabytes and 1 billion objects in each domain controller's database. Microsoft has created NTDS databases with more than 2 billion objects.[citation needed] (NT4's Security Account Manager could support no more than 40,000 objects). Called NTDS.DIT, it has two main tables: the data table and the link table. In Windows Server 2003 a third main table was added for security descriptor single instancing.[14]
The features of Active Directory may be accessed programmatically via the COM interfaces provided by Active Directory Service Interfaces.[15]
Active Directory is a necessary component for many Windows services in an organization such as Exchange, Security.

[edit] FSMO Roles
Flexible Single Master Operations (FSMO, sometimes pronounced "fizz-mo") roles are also known as operations master roles. Although the AD domain controllers operate in a multi-master model, i.e. updates can occur in multiple places at once, there are several roles that are necessarily single instance:

	Role Name
	Scope
	Description

	Schema Master
	1 per forest
	Controls and handles updates/modifications to the Active Directory schema.

	Domain Naming Master
	1 per forest
	Controls the addition and removal of domains from the forest if present in root domain

	PDC Emulator
	1 per domain
	Provides backwards compatibility for NT4 clients for PDC operations (like password changes). The PDCs also run domain specific processes such as the Security Descriptor Propagator (SDPROP), and is the master time server within the domain. It also handles external trusts, the DFS consistency check, holds the most current passwords and manages all GPOs as default server.

	RID Master
	1 per domain
	Allocates pools of unique identifier to domain controllers for use when creating objects

	Infrastructure Master
	1 per domain/partition
	Synchronizes cross-domain group membership changes. The infrastructure master cannot run on a global catalog server (GCS)(unless all DCs are also GCs, or environment consists of a single domain)


[edit] Trust
To allow users in one domain to access resources in another, Active Directory uses trusts.[16] Trusts inside a forest are automatically created when domains are created. The forest sets the default boundaries of trust, not the domain, and implicit, transitive trust is automatic for all domains within a forest. As well as two-way transitive trust, AD trusts can be a shortcut (joins two domains in different trees, transitive, one- or two-way), forest (transitive, one- or two-way), realm (transitive or nontransitive, one- or two-way), or external (nontransitive, one- or two-way) in order to connect to other forests or non-AD domains.[17]
[edit] Trusts in Windows 2000 (native mode)
· One-way trust – One domain allows access to users on another domain, but the other domain does not allow access to users on the first domain. 

· Two-way trust – Two domains allows access to users on both domains. 

· Trusting domain – The domain that allows access to users from a trusted domain. 

· Trusted domain – The domain that is trusted; whose users have access to the trusting domain. 

· Transitive trust – A trust that can extend beyond two domains to other trusted domains in the forest. 

· Intransitive trust – A one way trust that does not extend beyond two domains. 

· Explicit trust – A trust that an admin creates. It is not transitive and is one way only. 

· Cross-link trust – An explicit trust between domains in different trees or in the same tree when a descendant/ancestor (child/parent) relationship does not exist between the two domains. 

Windows 2000 Server – supports the following types of trusts:

· Two-way transitive trusts. 

· One-way intransitive trusts. 

Additional trusts can be created by administrators. These trusts can be:

· Shortcut 

Windows Server 2003 offers a new trust type – the forest root trust. This type of trust can be used to connect Windows Server 2003 forests if they are operating at the 2003 forest functional level. Authentication across this type of trust is Kerberos based (as opposed to NTLM). Forest trusts are also transitive for all the domains in the forests that are trusted. Forest trusts, however, are not transitive.

[edit] ADAM/AD LDS
Active Directory Application Mode (ADAM) is a light-weight implementation of Active Directory. ADAM is capable of running as a service, on computers running Microsoft Windows Server 2003 or Windows XP Professional. ADAM shares the code base with Active Directory and provides the same functionality as Active Directory, including an identical API, but does not require the creation of domains or domain controllers.

Like Active Directory, ADAM provides a Data Store, which is a hierarchical datastore for storage of directory data, a Directory Service with an LDAP Directory Service Interface. Unlike Active Directory, however, multiple ADAM instances can be run on the same server, with each instance having its own and required by applications making use of the ADAM directory service.

In Windows Server 2008, ADAM has been renamed AD LDS (Lightweight Directory Services).[18]
[edit] Integrating Unix into Active Directory
Varying levels of interoperability with Active Directory can be achieved on most Unix-like operating systems through standards compliant LDAP clients, but these systems usually lack the automatic interpretation of many attributes associated with Windows components, such as Group Policy and support for one-way trusts.

There are also third-party vendors who offer Active Directory integration for Unix platforms (including UNIX, Linux, Mac OS X, and a number of Java- and UNIX-based applications). Some of these vendors include Centrify (DirectControl), Computer Associates (UNAB), CyberSafe Limited (TrustBroker), Likewise Software (Open or Enterprise), Quest Software (Authentication Services) and Thursby Software Systems (ADmitMac). The open source Samba software provides a way to interface with Active Directory and join the AD domain to provide authentication and authorization: version 4 (in alpha as of October 2009[update]) can act as a peer Active Directory domain controller.[19] Microsoft is also in this market with their free Microsoft Windows Services for UNIX product.

The schema additions shipped with Windows Server 2003 R2 include attributes that map closely enough to RFC 2307 to be generally usable. The reference implementation of RFC 2307, nss_ldap and pam_ldap provided by PADL.com, contains support for using these attributes directly, provided they have been populated. The default Active Directory schema for group membership complies with the proposed extension, RFC 2307bis. Windows Server 2003 R2 includes a Microsoft Management Console snap-in that creates and edits the attributes.

An alternate option is to use another directory service such as 389 Directory Server (formerly Fedora Directory Server) or Sun Microsystems Sun Java System Directory Server, which can perform a two-way synchronization with Active Directory and thus provide a "deflected" integration with Active Directory as Unix and Linux clients will authenticate to FDS and Windows Clients will authenticate to Active Directory. Another option is to use OpenLDAP with its translucent overlay, which can extend entries in any remote LDAP server with additional attributes stored in a local database. Clients pointed at the local database will see entries containing both the remote and local attributes, while the remote database remains completely untouched.

[edit] See also
· FreeIPA 

· Active Directory Explorer 

· Directory Services Restore Mode 

· Flexible single master operation 

· List of LDAP software 

· AGDLP (implementing role based access controls using nested groups) 

[edit] Notes
1. ^ Windows Server 2003: Active Directory Infrastructure. Microsoft Press. 2003. pp. 1–8 – 1–9. ISBN 0-7356-1438-5.  

2. ^ "Managing Sites". Microsoft Corporation-0. http://technet.microsoft.com/en-us/library/bb727051.aspx. "An Active Directory site object represents a collection of Internet Protocol (IP) subnets, usually constituting a physical Local Area Network (LAN)."  

3. ^ "Organizational Units". Microsoft Corporation. 2010. http://technet.microsoft.com/en-us/library/cc978003.aspx. "An organizational unit in Active Directory is analogous to a directory in the file system"  

4. ^ Novell: Taking Things Out of Context: Using LDAP Contextless Login in Your Network, 01 September 2003 [1] 

5. ^ Microsoft Server 2008 Reference refers to "shadow groups" but does not explain how to create them. http://technet.microsoft.com/en-us/library/cc770394%28WS.10%29.aspx 

6. ^ "Sites overview". Microsoft Corporation. 2005-01-21. http://technet.microsoft.com/en-us/library/cc782048(WS.10).aspx. "A site is a set of well-connected subnets."  

7. ^ "Specifying Security and Administrative Boundaries". Microsoft Corporation. 2005-01-23. http://technet.microsoft.com/en-us/library/cc755979(WS.10).aspx. "However, service administrators have abilities that cross domain boundaries. For this reason, the forest is the ultimate security boundary, not the domain."  

8. ^ "Planning for domain controllers and member servers". Microsoft Corporation. 2005-01-21. http://technet.microsoft.com/en-us/library/cc737059(WS.10).aspx. "[...] member servers, [...] belong to a domain but do not contain a copy of the Active Directory data."  

9. ^ "Directory data store". Microsoft Corporation. 2005-01-21. http://technet.microsoft.com/en-us/library/cc736627(WS.10).aspx. "Active Directory uses four distinct directory partition types to store [...] data. Directory partitions contain domain, configuration, schema, and application data."  

10. ^ Andreas Luther. "Active Directory Replication Traffic". Microsoft Corporation. http://technet.microsoft.com/en-us/library/bb742457.aspx. Retrieved 2010-05-26. "The Active Directory is made up of one or more naming contexts or partitions."  

11. ^ "What Is the Active Directory Replication Model?". Microsoft Corporation. 2003-03-28. http://technet.microsoft.com/en-us/library/cc737314(WS.10).aspx. "Domain controllers request (pull) changes rather than send (push) changes that might not be needed."  

12. ^ "What Is the Global Catalog?". Microsoft Corporation. 2009-12-10. http://technet.microsoft.com/en-us/library/cc728188(WS.10).aspx. "[...] a domain controller can locate only the objects in its domain. [...] The global catalog provides the ability to locate objects from any domain [...]"  

13. ^ "What Is Active Directory Replication Topology?". Microsoft Corporation. 2003-03-28. http://technet.microsoft.com/en-us/library/cc775549(WS.10).aspx. "SMTP can be used to transport nondomain replication [...]"  

14. ^ Large AD database? Probably not this large... 

15. ^ Active Directory Service Interfaces, Microsoft 

16. ^ "Domain and Forest Trusts Technical 
Managing DHCP, Windows Internet Name Service, and Internet Authentication Service 

A network administrator might use SNMP to assist in the following duties:

· Viewing and changing parameters in the LAN Manager and MIB-II MIBs.

· Monitoring and configuring parameters for any WINS servers on the network.

· Monitoring DHCP servers.

· Using System Monitor to monitor TCP/IP- related performance counters (Internet Control Message Protocol (ICMP), IP, Network Interface, TCP, UDP, DHCP, FTP, WINS, and IIS performance counters). 

For more information about System Monitor, see the Microsoft® Windows® 2000 Professional Resource Kit.

Use the tools on the Windows   2000 Resource Kit companion CD to perform simple SNMP management functions.

Using System Monitor

All System Monitor counters installed on a computer can be viewed with SNMP. To view System Monitor counters with SNMP, use the Perf2MIB tool provided on the Windows   2000 Resource Kit companion CD. For additional information about how to use the Perf2mib.exe tool, see Tools Help on the companion CD.
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Managing DHCP

The Windows 2000 – based DHCP server objects and IIS objects can be monitored but not configured by using SNMP . 
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Managing WINS

All but a few of the WINS server objects can be monitored and configured by using SNMP. For information about what WINS parameters can be configured using SNMP, see "MIB Object Types" in this book. Any WINS objects defined with read/write permissions can be configured.
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Managing IAS

Internet Authentication Server (IAS) implements the RADIUS authentication and accounting MIBs, which permit IAS objects to be monitored and configured using SNMP. Any IAS objects defined with read/write permissions can be configured

Network Infrastructure encompassing
Remote Access Troubleshooting

Updated: January 21, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

Troubleshooting

What problem are you having?

· Unable to establish a remote access connection. 

· Unable to access resources beyond the remote access server. 

· Callback is not working. 

· Not sure how to configure the remote access server to make as well as receive remote access connections (dial out and dial in). 

Unable to establish a remote access connection.

Cause:  Your modem is not working properly.

Solution:  Verify that your modem is working properly.

See also:  Troubleshooting modems
Cause:  The Routing and Remote Access service is not started on the remote access server.

Solution:  Verify the state of the Routing and Remote Access service on the remote access server.

See also:  Monitor the Routing and Remote Access service
Cause:  Remote access is not enabled on the remote access server.

Solution:  Enable remote access on the remote access server.

See also:  Enable the remote access server
Cause:  Dial-in, PPTP, or L2TP ports are not enabled for inbound remote access connections.

Solution:  Enable PPTP, L2TP, or dial-in ports for inbound remote access connections, as needed.

See also:  Configure ports for remote access
Cause:  The LAN protocols being used by the remote access clients are not configured on the remote access server to allow remote access connections.

Solution:  Verify that remote access connections are allowed on the IP or AppleTalk tabs on the properties of a server. If you do not have one or more of these tabs, then the corresponding network protocol is not installed on the server.

See also:  View properties of the remote access server
Cause:  All of the remote access ports on the remote access server are already being used by currently connected remote access clients or demand-dial routers.

Solution:  You can verify whether all of the remote access ports on the remote access server are not already being used by clicking Ports in Routing and Remote Access. If all ports are busy, disconnect any inactive connections, or consider adding more ports.

Cause:  The remote access client and the remote access server in conjunction with a remote access policy are not configured to use at least one common authentication method. 

Solution:  Configure the remote access client and the remote access server in conjunction with a remote access policy to use at least one common authentication method.

If a remote access client running Windows 95 is attempting a dial-up connection, verify that the remote access server is not requiring only MS-CHAP v2 authentication. A remote access client running Windows 95 supports the use of MS-CHAP v2 over virtual private network (VPN) connections, not the use of MS-CHAP v2 over dial-up connections.

Cause:  The remote access client and the remote access server in conjunction with a remote access policy are not configured to use at least one common encryption strength.

Solution:  Configure the remote access client and the remote access server in conjunction with a remote access policy to use at least one common encryption strength.

See also:  Configure encryption
Cause:  The remote access connection does not have the appropriate permissions through dial-in properties of the user account and remote access policies.

Solution:  Verify that the remote access connection has the appropriate permissions through dial-in properties of the user account and remote access policies.

In order for the connection to be established, the settings of the connection attempt must:

· Match all of the conditions of at least one remote access policy. 

· Be granted remote access permission through the local user account (set to Allow access), or through the domain user account (set to Control access through Remote Access Policy) and the remote access permission of the matching remote access policy (set to Grant remote access permission). 

· Match all the settings of the profile. 

· Match all the settings of the dial-in properties of the user account. 

See also:  Introduction to remote access policies; Accepting a connection attempt
Cause:  The settings of the remote access policy profile are in conflict with properties of the remote access server.

Solution:  Verify that the settings of the remote access policy profile are not in conflict with properties of the remote access server.

The properties of the remote access policy profile and the properties of the remote access server both contain settings for:

· Multilink 

· Bandwidth allocation protocol 

· Authentication protocols 

If the settings of the profile of the matching remote access policy are in conflict with the settings of the remote access server, the connection attempt is rejected. For example, if the matching remote access policy profile specifies that the EAP-TLS authentication protocol must be used and EAP is not enabled on the remote access server, the connection attempt is rejected.

See also:  Enable authentication protocols; Configure authentication
Cause:  The credentials of the remote access client (user name, password, and domain name) are incorrect and cannot be validated by the remote access server.

Solution:  Verify that the credentials of the remote access client (user name, password, and domain name) are correct and can be validated by the remote access server.

Cause:  There are not enough addresses in the static IP address pool.

Solution:  If the remote access server is configured with a static IP address pool, verify that there are enough addresses in the pool. If all of the addresses in the static pool have been allocated to connected remote access clients, the remote access server is unable to allocate an IP address, and the connection attempt is rejected. Modify the static IP address pool if needed.

See also:  Create a static IP address pool
Cause:  The authentication provider of the remote access server is improperly configured.

Solution:  Verify the configuration of the authentication provider. You can configure the remote access server to use either Windows Authentication or Remote Authentication Dial-In User Service (RADIUS) to authenticate the credentials of the remote access client.

See also:  Use RADIUS authentication
Cause:  The remote access server cannot access Active Directory.

Solution:  For a remote access server that is a member server of a domain that is configured for Windows Authentication, verify that:

· The RAS and IAS Servers security group exists. If not, then create the group and set the group type to Security and the group scope to Domain local.

· The RAS and IAS Servers security group has Read permission to the RAS and IAS Servers Access Check object.

· The computer account of the remote access server computer is a member of the RAS and IAS Servers security group. You can use the netsh ras show registeredserver command to view the current registration. You can use the netsh ras add registeredserver command to register the server in a specified domain. 

If you add or remove the remote access server to the RAS and IAS Servers security group, the change does not take effect immediately (due to the way that Active Directory information is cached). For the change to take effect immediately, you need to restart the remote access server computer.

· The remote access server has joined the domain.

See also:  Create a new group; Verify permissions for the RAS and IAS security group; Netsh commands for remote access
Cause:  A remote access server running Windows NT 4.0 cannot validate connection requests.

Solution:  If remote access clients are dialing in to a remote access server running Windows NT 4.0 that is a member of a Windows 2000 mixed domain, verify that the Everyone group is added to the Pre-Windows 2000 Compatible Access group with the net localgroup "Pre-Windows 2000 Compatible Access" command. If not, type net localgroup "Pre-Windows 2000 Compatible Access" everyone /add at the command prompt on a domain controller computer and then restart the domain controller computer.

See also:  Member server in a domain
Cause:  The Windows Fax service is enabled and your modem does not support adaptive answer.

Solution:  If the Windows Fax service and the Routing and Remote Access service are sharing the same modem, verify that the modem supports adaptive answer. If the modem does not support adaptive answer, you must disable fax on the modem to receive incoming remote access connections. 

Cause:  You are using MS-CHAP v1 and a user password over 14 characters long.

Solution:  Either use a different authentication protocol such as MS-CHAP v2 or change your password so that it is 14 characters or less.

See also:  MS-CHAP; Enable authentication protocols
Unable to access resources beyond the remote access server.

Cause:  For IP-based remote access clients, IP routing is not enabled.

Solution:  Verify that IP routing is enabled on the IP tab on the properties of the server.

See also:  View properties of the remote access server
Cause:  For AppleTalk-based remote access clients, network access is not allowed.

Solution:  Verify that network access is allowed on the AppleTalk tab on the properties of a server. If you do not have the AppleTalk tab, then AppleTalk is not installed on the server.

See also:  View properties of the remote access server
Cause:  A static IP address pool is configured but there are no routes back to the remote access clients.

Solution:  If the remote access server is configured to use a static IP address pool, verify that the routes to the ranges of addresses of the static IP address pool are reachable by the hosts and routers of the intranet. If not, then IP routes consisting of the address ranges of the static IP address pool, as defined by the IP address and mask of each range, must be added to the routers of the intranet or the routing protocol of your routed infrastructure on the remote access server must be enabled. If the routes to the remote access client subnets are not present, remote access clients cannot receive traffic from locations on the intranet. A route for the network is implemented either through static routing entries or through a routing protocol, such as Open Shortest Path First (OSPF) or Routing Information Protocol (RIP). OSPF is not available on Windows XP 64-bit Edition (Itanium) and the 64-bit versions of the Windows Server 2003 family.

If the remote access server is configured to use DHCP for IP address allocation and no DHCP server is available, the remote access server allocates addresses from the Automatic Private IP Addressing (APIPA) address range from 169.254.0.1 through 169.254.255.254. Allocating APIPA addresses for remote access clients works only if the network to which the remote access server is attached is also using APIPA addresses.

If the remote access server is using APIPA addresses when a DHCP server is available, verify that the proper adapter is selected from which to obtain DHCP-allocated IP addresses. By default, the remote access server randomly chooses the adapter to use to obtain IP addresses through DHCP. If there is more than one LAN adapter, then the Routing and Remote Access service may choose a LAN adapter for which there is no DHCP server available.

If the static IP address pool consists of ranges of IP addresses that are a subset of the range of IP addresses for the network to which the remote access server is attached, verify that the ranges of IP addresses of the static IP address pool are not assigned to other TCP/IP nodes, either through static configuration or through DHCP.

See also:  Create a static IP address pool
Cause:  Packet filters on the remote access policy profile are preventing the flow of IP traffic.

Solution:  Verify that there are no configured TCP/IP packet filters on the profile properties of the remote access policies on the remote access server (or the RADIUS server if Internet Authentication Service is used) that are preventing the sending or receiving of TCP/IP traffic.

You can use remote access policies to configure TCP/IP input and output packet filters that control the exact nature of TCP/IP traffic allowed on the remote access connection. Verify that the profile TCP/IP packet filters are not preventing the flow of needed traffic.

See also:  Configure IP options
Callback is not working.

Cause:  Callback is improperly configured on the dial-in properties of the user account.

Solution:  Verify the callback configuration on the dial-in properties of the user account.

See also:  Configure caller ID and callback
Cause:  Link control protocol (LCP) extensions is disabled on the PPP tab for the properties of the remote access server.

Solution:  Enable Link control protocol (LCP) extensions on the PPP tab for the properties of the remote access server.

See also:  View properties of the remote access server
Cause:  Callback numbers may be truncated when a remote access server running Windows NT 4.0 requests dial-in properties of a user account in a Windows 2000 native or Windows Server 2003 domain.

Solution:  Reconfigure callback numbers on the dial-in properties of the user account.

See also:  Configure caller ID and callback
For more information on troubleshooting remote access VPN connections, see Troubleshooting remote access VPNs.

To reset Routing and Remote Access back to default values, see Reset the Routing and Remote Access service.

Not sure how to configure the remote access server to make as well as receive remote access connections (dial out and dial in).

Cause:  The remote access server is either not configured as a remote access server (dial in) or not configured for demand-dial routing (dial out).

Solution:  In the console tree, right-click the remote access server, and click Properties. On the General tab, make sure that both the Router and the Remote access server check boxes are selected, and make sure that the LAN and demand-dial routing option is selected under Router. If these options are not configured, configure them, and click OK. In the console tree, click Network Interfaces and make sure that you have configured demand-dial interfaces for dialing out to the servers or services to which you want to connect. If no demand-dial interfaces exist, right-click Network Interfaces, and click New Demand-dial Interface.

See also:  Demand-dial routing; Routing over VPN connections; Overview of remote access
	Remote Access Policy

1.0 Overview
This remote access policy defines standards for connecting to the organizational network and security standards for computers that are allowed to connect to the organizational network. 

This remote access policy specifies how remote users can connect to the main organizational network and the requirements for each of their systems before they are allowed to connect. This will specify: 

1. The anti-virus program remote users must use and how often it must be updated. 

2. What personal firewalls they are required to run. 

3. Other protection against spyware or other malware. 

The remote access policy defines the methods users can use to connect remotely such as dial up or VPN. It will specify how the dial up will work such as whether the system will call the remote user back, and the authentication method. If using VPN, the VPN protocols used will be defined. Methods to deal with attacks should be considered in the design of the VPN system. 

2.0 Purpose
This remote access policy is designed to prevent damage to the organizational network or computer systems and to prevent compromise or loss of data. 

3.0 Approval
Any remote access using either dial-in, VPN, or any other remote access to the organizational network must be reviewed and approved by the appropriate supervisor. All employees by default will have account settings set to deny remote access. Only upon approval will the account settings be changed to allow remote access. 

4.0 Remote Computer Requirements 

1. The anti-virus product called ______________ is required to be operating on the computer at all times in real time protection mode. 

1. The anti-virus product shall be operated in real time on the computer. The product shall be configured for real time protection. 

2. The anti-virus library definitions shall be updated at least once per day. 

3. Anti-virus scans shall be done a minimum of once per week. 

No one should be able to stop anti-virus definition updates and anti-virus scans except for domain administrators. 

2. The computer must be protected by a firewall at all times when it is connected to the internet. Acceptable products include ________________. Several popular choices include Zone Alarm, the Windows XP firewall, and Norton Personal firewall. 

5.0 Remote Connection Requirements
The remote user shall use either dial-In or virtual private networking (VPN). Dial-In is typically used when the user in in a local calling area. VPN is typically used when the user would need to dial a long distance number to connect with a dial-in connection. VPN uses a local connection to an internet service provider (ISP) and creates a tunnel through the local ISP connection to the organizational network. This section specifies the requirements for Dial-In and VPN connections. 

5.1 Dial-In Requirements 

1. Number check - The dial in settings shall be set to perform one or the other of: 

1. Verify Caller ID to a specific number - Use this option if caller ID is available 

2. Always Call back to a specific number - If the user must connect from a location other than their designated location such as their home, they should use VPN. 

2. Client Check - A requirement that must be set for Dial-In clients is that a firewall must be installed and operational. If the Dial-In client does not meet the criteria, either the connection is not allowed or the client can only access a limited area where they can get the software needed to meet the requirement. 

3. Authentication - For authentication of the user, the dial in connection shall use one of: 

1. MS-CHAP version 2 

2. EAP-RADIUS 

3. EAP-TLS 

4. EAP-MD5-Challenge 

4. Connection Encryption - This requirement will depend on the data you expect the remote user to be transmitting over the dial-in connection. Typically this should be encrypted especially if the user works for the Finance or Personnel department. The connection shall use one of the following encryption mechanisms: 

1. Microsoft Point to Point Encryption (MPPE) 

2. IPSec 

5.2 VPN Requirements 

1. Client Check - A requirement that must be set for VPN clients is that a firewall must be installed and operational. Also Anti-virus software must be installed and operational. If the VPN client does not meet the criteria, either the connection is not allowed or the client can only access a limited area where they can get the software needed to meet the requirement. 

2. The connection choices are PPTP, L2TP, IPSec, and SSL. The connection shall use IPSec which encrypts the data sent through the connection. 

3. Authentication - For authentication of the user, the dial in connection shall use Internet Key Exchange (IKE) with digital certificates. The other choice is Internet Key Exchange (IKE) with a preshared key. 
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Remote access policy

From Wikipedia, the free encyclopedia

Jump to: navigation, search 

Remote access policy is a document which outlines and defines acceptable methods of remotely connecting to the internal network. It is essential in large organization where networks are geographically dispersed and extend into insecure network locations such as public networks or unmanaged home networks. It should cover all available methods to remotely access internal resources:

· dial-in (SLIP, PPP) 

· ISDN/Frame Relay 

· telnet access from Internet 

· Cable modem 

This remote access policy defines standards for connecting to the organizational network and security standards for computers that are allowed to connect to the organizational network.

This remote access policy specifies how remote users can connect to the main organizational network and the requirements for each of their systems before they are allowed to connect. This will specify:
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This chapter explains the basic tasks for configuring an IP-based, remote access Virtual Private Network (VPN) on a Cisco 7200 series router. In the remote access VPN business scenario, a remote user running VPN client software on a PC establishes a connection to the headquarters Cisco 7200 series router. 

The configurations in this chapter utilize a Cisco 7200 series router. If you have a Cisco 2600 series router or a Cisco 3600 series router, your configurations will differ slightly, most notably in the port slot numbering. Please refer to your model configuration guide for detailed configuration information. Please refer to the "Obtaining Documentation" section on page xii for instructions about locating product documentation. 
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In this Guide, the term `Cisco 7200 series router' implies that an Integrated Service Adaptor (ISA) or a VAM (VAM, VAM2, or VAM2+) is installed in the Cisco 7200 series router. 



This chapter describes basic features and configurations used in a remote access VPN scenario. Some Cisco IOS security software features not described in this document can be used to increase performance and scalability of your VPN. For up-to-date Cisco IOS security software features documentation, refer to the Cisco IOS Security Configuration Guide and the Cisco IOS Security Command Reference for your Cisco IOS Release. To access these documents, see "Related Documentation" section on page xi. 

This chapter includes the following sections: 
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Throughout this chapter, there are numerous configuration examples and sample configuration outputs that include unusable IP addresses. Be sure to use your own IP addresses when configuring your Cisco 7200 series router. 



Scenario Description 
Figure 4-1 shows a headquarters network providing a remote user access to the corporate intranet. In this scenario, the headquarters and remote user are connected through a secure tunnel that is established over an IP infrastructure (the Internet). The remote user is able to access internal, private web pages and perform various IP-based network tasks. 

Figure 4-1 Remote Access VPN Business Scenario 
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Figure 4-2 shows the physical elements of the scenario. The Internet provides the core interconnecting fabric between the headquarters and remote user. The headquarters is using a Cisco IOS VPN gateway (Cisco 7200 series with an Integrated Service Adaptor (ISA) or VAM, a Cisco 2600 seriesrouter or a 3600 series router), and the remote user is running VPN client software on a PC. 

The tunnel is configured on the first serial interface in chassis slot 1 (serial 1/0) of the headquarters and remote office routers. Fast Ethernet interface 0/0 of the headquarters router is connected to a corporate server and Fast Ethernet interface 0/1 is connected to a web server. 

Figure 4-2 Remote Access VPN Scenario Physical Elements 
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The configuration steps in the following sections are for the headquarters router. Comprehensive configuration examples for the headquarters router are provided in the "Comprehensive Configuration Examples" section. Table 4-1 lists the physical elements of the scenario. 

	Table 4-1 Physical Elements 

	Headquarters Network 
	Remote User 

	Site Hardware 
	WAN IP 
Address 
	Ethernet IP Address 
	Site 
Hardware 
	WAN IP 
Address 
	Ethernet IP Address 

	hq-sanjose 
	Serial interface 1/0:
172.17.2.4
255.255.255.0 
	Fast Ethernet 
Interface 0/0:
10.1.3.3
255.255.255.0 

Fast Ethernet 
Interface 0/1:
10.1.6.4
255.255.255.0 
	PC running VPN client software 
	Dynamically assigned 
	— 

	Corporate server 
	— 
	10.1.3.6 
	— 
	— 
	— 

	Web server 
	— 
	10.1.6.5 
	
	
	


Configuring a Cisco IOS VPN Gateway for Use with Cisco Secure VPN Client Software 
Using Cisco Secure VPN Client software, a remote user can access the corporate headquarters network through a secure IPSec tunnel. Although Cisco IOS VPN gateways support Cisco Secure VPN Client software, this guide does not explain how to configure your gateway for use with it. For detailed information on configuring client-initiated VPNs using Cisco Secure VPN Client software, refer to the Cisco Secure VPN Client Solutions Guide publication. 

Configuring a Cisco IOS VPN Gateway for Use with Microsoft Dial-Up Networking 
Using Microsoft Dial-Up Networking (DUN), available with Microsoft Windows 95, Microsoft Windows 98, Microsoft Windows NT 4.0, and Microsoft Windows 2000, a remote user can use Point-to-Point Tunneling Protocol (PPTP) with Microsoft Point-to-Point Encryption (MPPE) to access the corporate headquarters network through a secure tunnel. 

Employing PPTP/MPPE, users can use any Internet service provider (ISP) account and any Internet-routable IP address to access the edge of the enterprise network. At the edge, the IP packet is detunneled and the IP address space of the enterprise is used for traversing the internal network. MPPE provides an encryption service that protects the datastream as it traverses the Internet. MPPE is available in two strengths: 40-bit encryption, which is widely available throughout the world, and 128-bit encryption, which may be subject to certain export controls when used outside the United States. 

[image: image119.png]





Note [image: image120.png]


PPTP/MPPE is built into Windows DUN1.2 and above. However, 128-bit encryption and stateless (historyless) MPPE is only supported in Windows DUN1.3 or later versions. PPTP/MPPE only supports Cisco Express Forwarding (CEF) and process switching. Regular fast switching is not supported. 



Alternatively, a remote user with client software bundled into Microsoft Windows 2000 can use Layer 2 Tunneling Protocol (L2TP) with IPSec to access the corporate headquarters network through a secure tunnel. 

Because L2TP is a standard protocol, enterprises can enjoy a wide range of service offerings available from multiple vendors. L2TP implementation is a solution that provides a flexible, scalable remote network access environment without compromising corporate security or endangering mission-critical applications. 
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L2TP is only supported in Microsoft Windows 2000. 



This section includes the following topics: 

•[image: image123.png]




 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342vpn4.html" \l "wp1035872" Configuring PPTP/MPPE 

•[image: image124.png]




 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342vpn4.html" \l "wp1036100" Verifying PPTP/MPPE 

•[image: image125.png]




 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342vpn4.html" \l "wp1036111" Configuring L2TP/IPSec 

Configuring PPTP/MPPE 
PPTP is a network protocol that enables the secure transfer of data from a remote client to a private enterprise server by creating a VPN across TCP/IP-based data networks. PPTP supports on-demand, multiprotocol, virtual private networking over public networks, such as the Internet. 

MPPE is an encryption technology developed by Microsoft to encrypt point-to-point links. These PPP connections can be over a dialup line or over a VPN tunnel. MPPE works as a subfeature of Microsoft Point-to-Point Compression (MPPC). 

MPPE uses the RC4 algorithm with either 40- or 128-bit keys. All keys are derived from the cleartext authentication password of the user. RC4 is stream cipher; therefore, the sizes of the encrypted and decrypted frames are the same size as the original frame. The Cisco implementation of MPPE is fully interoperable with that of Microsoft and uses all available options, including historyless mode. Historyless mode can increase throughput in high-loss environments such as VPNs. 
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The VAM, available on Cisco 7200 series routers, does not support MPPE. 
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Windows clients must use Microsoft Challenge Handshake Authentication Protocol (MS-CHAP) authentication for MPPE to work. If you are performing mutual authentication with MS-CHAP and MPPE, both sides of the tunnel must use the same password. 



This section contains basic steps to configure PPTP/MPPE and includes the following tasks: 
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Configuring a Virtual Template for Dial-In Sessions 
Using virtual templates, you can populate virtual-access interfaces with predefined customized configurations. To configure your Cisco IOS VPN gateway to create virtual-access interfaces from a virtual template for incoming PPTP calls, use the following commands beginning in global configuration mode: 

	 
	Command 
	Purpose 

	Step 1  
	hq-sanjose(config)# interface virtual-template 

number
	Creates the virtual template that is used to clone virtual-access interfaces. 

	Step 2  
	hq-sanjose(config-if)# ip unnumbered 

interface-type number
	Specifies the IP address of the interface the virtual-access interfaces uses. 

	Step 3  
	hq-sanjose(config-if)# ppp authentication ms-chap
	Enables MS-CHAP authentication using the local username database. All windows clients using MPPE need to use MS-CHAP. 

	Step 4  
	hq-sanjose(config-if)# ip local pool default 

first-ip-address last-ip-address
	Configures the default local pool of IP addresses that will be used by clients. 

	Step 5  
	hq-sanjose(config-if)# peer default ip address 

pool {default|name}
	Returns an IP address from the default pool to the client. 

	Step 6  
	hq-sanjose(config-if)# ip mroute-cache
	Disables fast switching of IP multicast. 

	Step 7  
	hq-sanjose(config-if)# ppp encrypt mppe {auto | 40 

| 128} [passive | required] [stateful]
	(Optional) Enables MPPE encryption on the virtual template1 if you are using an ISA with Cisco 7200 series router, see the "Configuring MPPE" section. 
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The VAM, available on Cisco 7200 series routers, does not support MPPE. 


	1 Stateful MPPE encryption changes the key every 255 packets. Stateless (historyless) MPPE encryption generates a new key for every packet. Stateless MPPE is only supported in recent versions of Dial-Up Networking (DUN1.3). 


Configuring PPTP 
To configure a Cisco 7200 series router to accept tunneled PPP connections from a client, use the following commands beginning in global configuration mode: 

	 
	Command 
	Purpose 

	Step 1  
	hq-sanjose(config)# vpdn-enable
	Enables virtual private dialup networking on the router. 

	Step 2  
	hq-sanjose(config)# vpdn-group 1
	Creates VPDN group 1. 

	Step 3  
	hq-sanjose(config-vpdn)# accept dialin
	Enables the tunnel server to accept dial-in requests. 

	Step 4  
	hq-sanjose(config-vpdn-acc-in)# protocol pptp
	Specifies that the tunneling protocol will be PPTP. 

	Step 5  
	hq-sanjose(config-vpdn-acc-in)# 

virtual-template template-number
	Specifies the number of the virtual template that will be used to clone the virtual-access interface. 

	Step 6  
	hq-sanjose(config-vpdn-acc-in)# exit

hq-sanjose(config-vpdn)# local name localname
	(Optional) Specifies that the tunnel server will identify itself with this local name. 

If no local name is specified, the tunnel server will identify itself with its host name. 


Configuring MPPE 
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The VPN Acceleration Module (VAM) card does not support MPPE. 



To configure MPPE on your Cisco 7200 series router (with an ISA), use the following commands beginning in global configuration mode: 

	 
	Command 
	Purpose 

	Step 1  
	hq-sanjose(config)# controller isa slot/port
	Enter controller configuration mode on the ISM card. 

	Step 2  
	hq-sanjose(config-controller)# encryption mppe
	Enables MPPE encryption. 


Verifying PPTP/MPPE 
After you complete a connection, enter the show vpdn tunnel command or the show vpdn session command to verify your PPTP and MPPE configuration.The following example contains typical output: 

hq-sanjose# show vpdn tunnel | show vpdn session

PPTP Tunnel Information (Total tunnels=1 sessions=1)

LocID RemID Remote Name     State    Remote Address  Port  Sessions

22    22    172.16.230.29  estabd    172.16.230.29   1374  1 

Configuring L2TP/IPSec 
L2TP is an extension of the Point-to-Point (PPP) Protocol and is often a fundamental building block for VPNs. L2TP merges the best features of two other tunneling protocols: Layer 2 Forwarding (L2F) from Cisco Systems and PPTP from Microsoft. L2TP is an Internet Engineering Task Force (IETF) emerging standard. 
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For information on IPSec, see the "Step 3—Configuring Encryption and IPSec" section on page 3-13. 



This section contains basic steps to configure L2TP/IPSec and includes the following tasks: 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342vpn4.html" \l "wp1036132" Configuring a Virtual Template for Dial-In Sessions 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342vpn4.html" \l "wp1036140" Configuring L2TP 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342vpn4.html" \l "wp1036209" Configuring Encryption and IPSec 

Configuring a Virtual Template for Dial-In Sessions 
To configure your Cisco 7200 series router to create virtual-access interfaces from a virtual template for incoming L2TP calls, refer to the "Configuring a Virtual Template for Dial-In Sessions" section. 
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When configuring a virtual template for use with L2TP/IPSec, do not enable MPPE. 



Configuring L2TP 
To configure a Cisco 7200 series router to accept tunneled L2TP connections from a client, use the following commands beginning in global configuration mode: 

	 
	Command 
	Purpose 

	Step 1  
	hq-sanjose(config)# vpdn-enable
	Enables virtual private dialup networking on the router. 

	Step 2  
	hq-sanjose(config)# vpdn-group 1
	Creates VPDN group 1. 

	Step 3  
	hq-sanjose(config-vpdn)# accept dialin
	Enables the tunnel server to accept dial-in requests. 

	Step 4  
	hq-sanjose(config-vpdn-acc-in)# protocol l2tp
	Specifies that the tunneling protocol will be L2TP. 

	Step 5  
	hq-sanjose(config-vpdn-acc-in)# 

virtual-template template-number
	Specifies the number of the virtual template that will be used to clone the virtual-access interface. 

	Step 6  
	hq-sanjose(config-vpdn-acc-in)# exit

hq-sanjose(config-vpdn)# local name localname
	(Optional) Specifies that the tunnel server will identify itself with this local name. 

If no local name is specified, the tunnel server will identify itself with its host name. 


Verifying L2TP 
Enter the show vpdn tunnel command to verify your LT2P configuration. 

hq-sanjose# show vpdn tunnel

L2TP Tunnel and Session Information (Total tunnels=5 sessions=5)

LocID RemID Remote Name   State  Remote Address  Port  Sessions

  10   8      7206b        est     10.0.0.1      1701      1       

LocID RemID TunID Intf    Username    State  Last Chg Fastswitch

   4    6    10   Vi1      las         est   01:44:39   enabled 

Configuring Encryption and IPSec 
For detailed information on configuring encryption and IPSec, refer to the following sections of this guide: 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342site3.html" \l "wpxref46365" Configuring IKE Policies, page 3-15 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342site3.html" \l "wpxref69312" Verifying IKE Policies, page 3-19 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342site3.html" \l "wpxref26732" Creating Crypto Access Lists, page 3-22 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342site3.html" \l "wpxref35813" Verifying Crypto Access Lists, page 3-22 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342site3.html" \l "wpxref40826" Defining Transform Sets and Configuring IPSec Tunnel Mode, page 3-23 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342site3.html" \l "wpxref16971" Verifying Transform Sets and IPSec Tunnel Mode, page 3-24 
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When using IPSec with L2TP, do not configure IPSec tunnel mode. 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342site3.html" \l "wpxref41567" Creating Crypto Map Entries, page 3-25 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342site3.html" \l "wpxref33637" Applying Crypto Maps to Interfaces, page 3-27 
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Although the configuration instructions in the listed sections refer to the "Extranet Scenario" section on page 3-4, the same configuration instructions apply to the remote access scenario described in the "Scenario Description" section. 



Configuring Cisco IOS Firewall Authentication Proxy 
Using the Cisco IOS firewall authentication proxy feature, network administrators can apply specific security policies on a per-user basis. Users can be identified and authorized on the basis of their per-user policy, and access privileges tailored on an individual basis are possible, in contrast with general policy applied across multiple users. 

With the authentication proxy feature, users can log into the network or access the Internet via HTTP, and their specific access profiles are automatically retrieved and applied from an authentication server. The user profiles are active only when there is active traffic from the authenticated users. 

The authentication proxy is compatible with Network Address Translation (NAT), Context-based Access Control (CBAC), IP Security (IPSec) encryption, and VPN client software. 

This section contains basic steps to configure the Cisco IOS Firewall Authentication Proxy and includes the following tasks: 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342vpn4.html" \l "wp1036288" Configuring Authentication, Authorization, and Accounting 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342vpn4.html" \l "wp1036365" Configuring the HTTP Server 
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 HYPERLINK "http://www.cisco.com/en/US/docs/security/vpn_modules/6342/configuration/guide/6342vpn4.html" \l "wp1036447" Verifying the Authentication Proxy 

Configuring Authentication, Authorization, and Accounting 
You must configure the authentication proxy for Authentication, Authorization, and Accounting (AAA) services. Use the following commands in global configuration mode to enable authorization and to define the authorization methods: 

	 
	Command 
	Purpose 

	Step 1  
	hq-sanjose(config)# aaa new-model
	Enables the AAA functionality on the router. 

	Step 2  
	hq-sanjose(config)# aaa authentication login 

default TACACS+ RADIUS
	Defines the list of authentication methods at login. 

	Step 3  
	hq-sanjose(config)# aaa authorization 

auth-proxy default [method1 [method2...]]
	Enables authentication proxy for AAA methods. 

	Step 4  
	hq-sanjose(config)# tacacs-server host 

hostname
	Specifies an AAA server. For RADIUS servers, use the radius server host command. 

	Step 5  
	hq-sanjose(config)# tacacs-server key sting 
	Sets the authentication and encryption key for communications between the router and the AAA server. For RADIUS servers use the radiusserverkey command. 

	Step 6  
	hq-sanjose(config)# access-list 

access-list-number permit tcp host source eq 

tacacs host destination
	Creates an ACL entry to allow the AAA server return traffic to the firewall. The source address is the IP address of the AAA server, and the destination address is the IP address of the router interface where the AAA server resides. 


In addition to configuring AAA on the firewall router, the authentication proxy requires a per-user access profile configuration on the AAA server. To support the authentication proxy, configure the AAA authorization service "auth-proxy" on the AAA server as outlined here: 
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Define a separate section of authorization for auth-proxy to specify the downloadable user profiles. This does not interfere with other types of service, such as EXEC. The following example shows a user profile on a TACACS server: 

default authorization = permit

key = cisco

user = newuser1 {

login = cleartext cisco

service = auth-proxy

{

priv-lvl=15

proxyacl#1="permit tcp any any eq 26"

proxyacl#2="permit icmp any host 60.0.0.2"

proxyacl#3="permit tcp any any eq ftp"

proxyacl#4="permit tcp any any eq ftp-data"

proxyacl#5="permit tcp any any eq smtp"

proxyacl#6="permit tcp any any eq telnet"
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The only supported attribute in the AAA server user configuration is proxyacl#n. Use the proxyacl#n attribute when configuring the access lists in the profile. The attribute proxyacl#n is for both RADIUS and TACACS+ attribute-value (AV) pairs. 
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The privilege level must be set to 15 for all users. 

•[image: image164.png]


The access lists in the user profile on the AAA server must have permit only access commands. 
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Set the source address to any in each of the user profile access list entries. The source address in the access lists is replaced with the source address of the host making the authentication proxy request when the user profile is downloaded to the firewall. 
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The supported AAA servers are CiscoSecure ACS 2.1.x for Window NT (where x is a number 0 to 12) and CiscoSecure ACS 2.3 for Windows NT, CiscoSecure ACS 2.2.4 for UNIX and CiscoSecure ACS 2.3 for UNIX, TACACS+ server (vF4.02.alpha), Ascend RADIUS server - radius-980618 (required avpair patch), and Livingston RADIUS server (v1.16). 

Configuring the HTTP Server 
To use the authentication proxy, you must also enable the HTTP server on the firewall and set the HTTP server authentication method to use AAA. Enter the following commands in global configuration mode: 

	 
	Command 
	Purpose 

	Step 1  
	hq-sanjose(config)# ip http server 
	Enables the HTTP server on the router. The authentication proxy uses the HTTP server to communicate with the client for user authentication. 

	Step 2  
	hq-sanjose(config)# ip http 

authentication aaa 
	Sets the HTTP server authentication method to AAA. 

	Step 3  
	hq-sanjose(config)# ip http access-class 

access-list-number
	Specifies the access list for the HTTP server. 


Configuring the Authentication Proxy 
To configure the authentication proxy, use the following commands beginning in global configuration mode: 

	 
	Command 
	Purpose 

	Step 1  
	hq-sanjose(config)# ip auth-proxy 

auth-cache-time min
	Sets the global authentication proxy idle timeout value in minutes. If the timeout expires, user authentication entries are removed, along with any associated dynamic access lists. The default value is 60 minutes. 

	Step 2  
	hq-sanjose(config)# ip auth-proxy 

auth-proxy-banner 
	(Optional) Displays the name of the firewall router on the authentication proxy login page. The banner is disabled by default. 

	Step 3  
	hq-sanjose(config)# ip auth-proxy name 

auth-proxy-name http [auth-cache-time 

min] [list std-access-list]
	Creates authentication proxy rules. The rules define how you apply authentication proxy. This command associates connection initiating HTTP protocol traffic with an authentication proxy name. You can associate the named rule with an access control list, providing control over which hosts use the authentication proxy feature. If no standard access list is defined, the named authentication proxy rule intercepts HTTP traffic from all hosts whose connection initiating packets are received at the configured interface. 

(Optional) The auth-cache-time option overrides the global authentication proxy cache timer. This option provides more control over timeout values for a specific authentication proxy rule. If no value is specified, the proxy rule assumes the value set with the ip auth-proxy auth-cache-time command. 

(Optional) The list option allows you to apply a standard access list to a named authentication proxy rule. HTTP connections initiated from hosts in the access list are intercepted by the authentication proxy. 

	Step 4  
	hq-sanjose(config)# interface type
	Enters interface configuration mode by specifying the interface type on which to apply the authentication proxy. 

	Step 5  
	hq-sanjose(config-if)# ip auth-proxy 

auth-proxy-name
	In interface configuration mode, applies the named authentication proxy rule at the interface. This command enables the authentication proxy rule with that name. 


Verifying the Authentication Proxy 
To check the current authentication proxy configuration, use the show ip auth-proxy configuration command in privileged EXEC mode. In the following example, the global authentication proxy idle timeout value is set to 60 minutes, the named authentication proxy rule is "pxy," and the idle timeout value for this named rule is 1 minute. The display shows that no host list is specified, meaning that all connections initiating HTTP traffic at the interface are subject to the authentication proxy rule: 

router# show ip auth-proxy configuration

Authentication cache time is 60 minutes

Authentication Proxy Rule Configuration

Auth-proxy name pxy

http list not specified auth-cache-time 1 minutes

To verify that the authentication proxy is successfully configured on the router, ask a user to initiate an HTTP connection through the router. The user must have authentication and authorization configured at the AAA server. If the user authentication is successful, the firewall completes the HTTP connection for the user. If the authentication is unsuccessful, check the access list and the AAA server configurations. 

Display the user authentication entries using the show ip auth-proxy cache command in privileged EXEC mode. The authentication proxy cache lists the host IP address, the source port number, the timeout value for the authentication proxy, and the state of the connection. If the authentication proxy state is HTTP_ESTAB, the user authentication was successful. 

router# show ip auth-proxy cache

Authentication Proxy Cache

Client IP 192.168.25.215 Port 57882, timeout 1, state HTTP_ESTAB

Wait for one minute, which is the timeout value for this named rule, and ask the user to try the connection again. After one minute, the user connection is denied because the authentication proxy has removed the user authentication entry and any associated dynamic ACLs. The user is presented with a new authentication login page and must log in again to gain access through the firewall. 

Comprehensive Configuration Examples 
This section contains PPTP/MPPE, and L2TP/IPSec comprehensive sample configurations for the headquarters Cisco 7200 series router. 

PPTP/MPPE Configuration 
hq-sanjose# show running-config

Current configuration

!

version 12.0

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname mp12

!

no logging console guaranteed

enable password lab

!

username tester41 password 0 lab41

!

ip subnet-zero

no ip domain-lookup

!

vpdn enable

!

vpdn-group 1

! Default PPTP VPDN group

accept-dialin

  protocol pptp

  virtual-template 1

local name cisco_pns

!

memory check-interval 1

!

controller ISA 5/0

encryption mppe

!

process-max-time 200

!

interface FastEthernet0/0

ip address 10.1.3.3 255.255.255.0

no ip directed-broadcast

duplex auto

speed auto

!

interface FastEthernet0/1

ip address 10.1.6.4 255.255.255.0

no ip directed-broadcast

duplex auto

speed auto

!

interface Serial1/0

no ip address

no ip directed-broadcast

shutdown

framing c-bit

cablelength 10

dsu bandwidth 44210

!

interface Serial1/1

no ip address

no ip directed-broadcast

shutdown

framing c-bit

cablelength 10

dsu bandwidth 44210

!

interface FastEthernet4/0

no ip address

no ip directed-broadcast

shutdown

duplex half

!

interface Virtual-Template1

ip unnumbered FastEthernet0/0

no ip directed-broadcast

ip mroute-cache

no keepalive

ppp encrypt mppe 40

ppp authentication ms-chap

!

ip classless

ip route 172.29.1.129 255.255.255.255 1.1.1.1

ip route 172.29.63.9 255.255.255.255 1.1.1.1

no ip http server

!

line con 0

exec-timeout 0 0

transport input none

line aux 0

line vty 0 4

login

!

aaa new-model

aaa authentication login default tacacs+ radius

!Set up the aaa new model to use the authentication proxy.

aaa authorization auth-proxy default tacacs+ radius

!Define the AAA servers used by the router

tacacs-server host 172.31.54.143 

tacacs-server key cisco

radius-server host 172.31.54.143

radius-server key cisco

!

! Enable the HTTP server on the router: 

ip http server

! Set the HTTP server authentication method to AAA: 

ip http authentication aaa

!Define standard access list 61 to deny any host.

access-list 61 deny any 

! Use ACL 61 to deny connections from any host to the HTTP server.

ip http access-class 61

!

!set the global authentication proxy timeout value.

ip auth-proxy auth-cache-time 60

!Apply a name to the authentication proxy configuration rule.

ip auth-proxy name HQ_users http

!

! Apply the authentication proxy rule at an interface.

interface e0 

ip address 10.1.1.210 255.255.255.0

ip auth-proxy HQ_users

!

end

L2TP/IPSec Configuration 
hq-sanjose# show running-config

Current configuration:

 !

 version 12.0

 service timestamps debug uptime

 service timestamps log uptime

 no service password-encryption

 !

 hostname LNS

 !

 enable password ww

 !

 username LNS password 0 tunnelpass

 username test@cisco.com password 0 cisco

 ip subnet-zero

 !

 vpdn enable

 !

 vpdn-group 1

  accept dialin l2tp virtual-template 1 remote LAC

  local name LNS

 !

 crypto isakmp policy 1

  authentication pre-share

  group 2

  lifetime 3600

 crypto isakmp key cisco address 172.1.1.1       

 !

 crypto ipsec transform-set testtrans esp-des 

 !

  !

  crypto map l2tpmap 10 ipsec-isakmp  

  set peer 172.1.1.1

  set transform-set testtrans 

  match address 101

 !

 interface Ethernet 0/0

  ip address 10.1.3.3 255.255.255.0

  no ip directed-broadcast

  no keepalive

 !

 interface Ethernet 0/1

  no ip address

  no ip directed-broadcast

  shutdown

 !

 interface Virtual-Template1

  ip unnumbered Ethernet0

  no ip directed-broadcast

  no ip route-cache

  peer default ip address pool mypool

  ppp authentication chap

 !

 interface Serial 1/0

  ip address 172.17.2.4 255.255.255.0

  no ip directed-broadcast

  no ip route-cache

  no ip mroute-cache

  no fair-queue

  clockrate 1300000

  crypto map l2tpmap

 !

 interface Serial 0/0

  no ip address

  no ip directed-broadcast

  shutdown

 !

 ip local pool mypool 172.16.3.1 172.20.10.10

 no ip classless

 !

 access-list 101 permit udp host 172.17.2.4 eq 1701 host 172.1.1.1 eq 1701

 !

 line con 0

  exec-timeout 0 0

  transport input none

 line aux 0

 line vty 0 4

  password cisco

  login

 !

 aaa new-model

 aaa authentication login default tacacs+ radius

 !Set up the aaa new model to use the authentication proxy.

 aaa authorization auth-proxy default tacacs+ radius

 !Define the AAA servers used by the router

 tcacs-server host 172.31.54.143 

 tacacs-server key cisco

 radius-server host 172.31.54.143

 radius-server key cisco

 !

 ! Enable the HTTP server on the router: 

 ip http server

 ! Set the HTTP server authentication method to AAA: 

 ip http authentication aaa

 !Define standard access list 61 to deny any host.

 access-list 61 deny any 

 ! Use ACL 61 to deny connections from any host to the HTTP server.

 ip http access-class 61

 !

 !set the global authentication proxy timeout value.

 ip auth-proxy auth-cache-time 60

 !Apply a name to the authentication proxy configuration rule.

 ip auth-proxy name HQ_users http

 !

 ! Apply the authentication proxy rule at an interface.

 interface e0 

ip address 10.1.1.210 255.255.255.0

ip auth-proxy HQ_users

 !

 end
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VPN Connectivity overview

A virtual private network (VPN) is a computer network that uses a public telecommunication infrastructure such as the Internet to provide remote offices or individual users with secure access to their organization's network. It aims to avoid an expensive system of owned or leased lines that can be used by only one organization.

It encapsulates data transfers between two or more networked devices which are not on the same private network so as to keep the transferred data private from other devices on one or more intervening local or wide area networks. There are many different classifications, implementations, and uses for VPNs.
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[edit] History
Until the end of the 1990s networked computers were connected through expensive leased lines and/or dial-up phone lines. It could cost thousands of dollars for 56kbps lines or tens of thousands for T1 lines, depending on the distance between the sites.

Virtual Private Networks reduce network costs because they avoid a need for many leased lines that individually connect to the Internet. Users can exchange private data securely, making the expensive leased lines unnecessary.[1]
VPN technologies have a myriad of protocols, terminologies and marketing influences that define them. For example, VPN technologies can differ in:

· The protocols they use to tunnel the traffic 

· The tunnel's termination point, i.e., customer edge or network provider edge 

· Whether they offer site-to-site or remote access connectivity 

· The levels of security provided 

· The OSI layer they present to the connecting network, such as Layer 2 circuits or Layer 3 network connectivity 

Some classification schemes are discussed in the following sections.

[edit] Security Mechanisms
Secure VPNs use cryptographic tunneling protocols to provide confidentiality by blocking intercepts and packet sniffing, allowing sender authentication to block identity spoofing, and provide message integrity by preventing message alteration.

Secure VPN protocols include the following:

· IPsec (Internet Protocol Security) was originally developed for IPv6, which requires it. This standards-based security protocol is also widely used with IPv4. L2TP frequently runs over IPsec. 

· Transport Layer Security (SSL/TLS) can tunnel an entire network's traffic, as it does in the OpenVPN project, or secure an individual connection. A number of vendors provide remote access VPN capabilities through SSL. An SSL VPN can connect from locations where IPsec runs into trouble with Network Address Translation and firewall rules. 

· Datagram Transport Layer Security (DTLS), is used in Cisco's next-generation VPN product, Cisco AnyConnect VPN, to solve the issues SSL/TLS has with tunneling over TCP. 

· Microsoft's Microsoft Point-to-Point Encryption (MPPE) works with their PPTP and in several compatible implementations on other platforms. 

· Microsoft introduced Secure Socket Tunneling Protocol (SSTP) in Windows Server 2008 and Windows Vista Service Pack 1. SSTP tunnels Point-to-Point Protocol (PPP) or L2TP traffic through an SSL 3.0 channel. 

· MPVPN (Multi Path Virtual Private Network). Ragula Systems Development Company owns the registered trademark "MPVPN".[2] 

· Secure Shell (SSH) VPN -- OpenSSH offers VPN tunneling to secure remote connections to a network or inter-network links. This should not be confused with port forwarding. OpenSSH server provides limited number of concurrent tunnels and the VPN feature itself does not support personal authentication.[3]

 HYPERLINK "http://en.wikipedia.org/wiki/Virtual_private_network" \l "cite_note-3" [4]

 HYPERLINK "http://en.wikipedia.org/wiki/Virtual_private_network" \l "cite_note-4" [5] 

[edit] Authentication
Tunnel endpoints must authenticate before secure VPN tunnels can establish.

User-created remote access VPNs may use passwords, biometrics, two-factor authentication or other cryptographic methods.

Network-to-network tunnels often use passwords or digital certificates, as they permanently store the key to allow the tunnel to establish automatically and without intervention.

[edit] Routing
Tunneling protocols can be used in a point-to-point topology that would theoretically not be considered a VPN, because a VPN by definition is expected to support arbitrary and changing sets of network nodes. But since most router implementations support a software-defined tunnel interface, customer-provisioned VPNs often are simply defined tunnels running conventional routing protocols.

On the other hand provider-provided VPNs (PPVPNs) need to support coexisting multiple VPNs, hidden from one another, but operated by the same service provider.

[edit] PPVPN Building blocks
Depending on whether the PPVPN runs in layer 2 or layer 3, the building blocks described below may be L2 only, L3 only, or combine them both. Multiprotocol Label Switching (MPLS) functionality blurs the L2-L3 identity.

RFC 4026 generalized the following terms to cover L2 and L3 VPNs, but they were introduced in RFC 2547.[6]
Customer edge device. (CE) 

a device at the customer premises, that provides access to the PPVPN. Sometimes it's just a demarcation point between provider and customer responsibility. Other providers allow customers to configure it.

Provider edge device (PE) 

A PE is a device, or set of devices, at the edge of the provider network, that presents the provider's view of the customer site. PEs are aware of the VPNs that connect through them, and maintain VPN state.

Provider device (P) 

A P device operates inside the provider's core network, and does not directly interface to any customer endpoint. It might, for example, provide routing for many provider-operated tunnels that belong to different customers' PPVPNs. While the P device is a key part of implementing PPVPNs, it is not itself VPN-aware and does not maintain VPN state. Its principal role is allowing the service provider to scale its PPVPN offerings, as, for example, by acting as an aggregation point for multiple PEs. P-to-P connections, in such a role, often are high-capacity optical links between major locations of provider.

[edit] User-visible PPVPN services
This section deals with the types of VPN considered in the IETF; some historical names were replaced by these terms.

[edit] OSI Layer 1 services
[edit] Virtual private wire and private line services (VPWS and VPLS)
In both of these services, the provider does not offer a full routed or bridged network, but provides components to build customer-administered networks. VPWS are point-to-point while VPLS can be point-to-multipoint. They can be Layer 1 emulated circuits with no data link structure.

The customer determines the overall customer VPN service, which also can involve routing, bridging, or host network elements.

An unfortunate acronym confusion can occur between Virtual Private Line Service and Virtual Private LAN Service; the context should make it clear whether "VPLS" means the layer 1 virtual private line or the layer 2 virtual private LAN.

[edit] OSI Layer 2 services
Virtual LAN 

A Layer 2 technique that allows for the coexistence of multiple LAN broadcast domains, interconnected via trunks using the IEEE 802.1Q trunking protocol. Other trunking protocols have been used but have become obsolete, including Inter-Switch Link (ISL), IEEE 802.10 (originally a security protocol but a subset was introduced for trunking), and ATM LAN Emulation (LANE).

Virtual private LAN service (VPLS) 

Developed by IEEE, VLANs allow multiple tagged LANs to share common trunking. VLANs frequently comprise only customer-owned facilities. The former[clarification needed] is a layer 1 technology that supports emulation of both point-to-point and point-to-multipoint topologies. The method discussed here extends Layer 2 technologies such as 802.1d and 802.1q LAN trunking to run over transports such as Metro Ethernet.

As used in this context, a VPLS is a Layer 2 PPVPN, rather than a private line, emulating the full functionality of a traditional local area network (LAN). From a user standpoint, a VPLS makes it possible to interconnect several LAN segments over a packet-switched, or optical, provider core; a core transparent to the user, making the remote LAN segments behave as one single LAN.[7]
In a VPLS, the provider network emulates a learning bridge, which optionally may include VLAN service.

Pseudo wire (PW) 

PW is similar to VPWS, but it can provide different L2 protocols at both ends. Typically, its interface is a WAN protocol such as Asynchronous Transfer Mode or Frame Relay. In contrast, when aiming to provide the appearance of a LAN contiguous between two or more locations, the Virtual Private LAN service or IPLS would be appropriate.

IP-only LAN-like service (IPLS) 

A subset of VPLS, the CE devices must have L3 capabilities; the IPLS presents packets rather than frames. It may support IPv4 or IPv6.

[edit] OSI Layer 3 PPVPN architectures
This section discusses the main architectures for PPVPNs, one where the PE disambiguates duplicate addresses in a single routing instance, and the other, virtual router, in which the PE contains a virtual router instance per VPN. The former approach, and its variants, have gained the most attention.

One of the challenges of PPVPNs involves different customers using the same address space, especially the IPv4 private address space.[8] The provider must be able to disambiguate overlapping addresses in the multiple customers' PPVPNs.

BGP/MPLS PPVPN 

In the method defined by RFC 2547, BGP extensions advertise routes in the IPv4 VPN address family, which are of the form of 12-byte strings, beginning with an 8-byte Route Distinguisher (RD) and ending with a 4-byte IPv4 address. RDs disambiguate otherwise duplicate addresses in the same PE.

PEs understand the topology of each VPN, which are interconnected with MPLS tunnels, either directly or via P routers. In MPLS terminology, the P routers are Label Switch Routers without awareness of VPNs.

Virtual router PPVPN 

The Virtual Router architecture,[9]

 HYPERLINK "http://en.wikipedia.org/wiki/Virtual_private_network" \l "cite_note-9" [10] as opposed to BGP/MPLS techniques, requires no modification to existing routing protocols such as BGP. By the provisioning of logically independent routing domains, the customer operating a VPN is completely responsible for the address space. In the various MPLS tunnels, the different PPVPNs are disambiguated by their label, but do not need routing distinguishers.

Virtual router architectures do not need to disambiguate addresses, because rather than a PE router having awareness of all the PPVPNs, the PE contains multiple virtual router instances, which belong to one and only one VPN.

[edit] Plaintext Tunnels
Main article: Tunneling protocol
Some virtual networks may not use encryption to protect the data contents. While VPNs often provide security, an unencrypted overlay network does not neatly fit within the secure or trusted categorization. For example a tunnel set up between two hosts that used Generic Routing Encapsulation (GRE) would in fact be a virtual private network, but neither secure nor trusted.

Besides the GRE example above, native plaintext tunneling protocols include Layer 2 Tunneling Protocol (L2TP) when it is set up without IPsec and Point-to-Point Tunneling Protocol (PPTP) or Microsoft Point-to-Point Encryption (MPPE).

[edit] Trusted delivery networks
Trusted VPNs do not use cryptographic tunneling, and instead rely on the security of a single provider's network to protect the traffic.

· Multi-Protocol Label Switching (MPLS) is often used to overlay VPNs, often with quality-of-service control over a trusted delivery network. 

· Layer 2 Tunneling Protocol (L2TP)[11] which is a standards-based replacement, and a compromise taking the good features from each, for two proprietary VPN protocols: Cisco's Layer 2 Forwarding (L2F)[12] (obsolete as of 2009[update]) and Microsoft's Point-to-Point Tunneling Protocol (PPTP).[13] 

From the security standpoint, VPNs either trust the underlying delivery network, or must enforce security with mechanisms in the VPN itself. Unless the trusted delivery network runs among physically secure sites only, both trusted and secure models need an authentication mechanism for users to gain access to the VPN.

[edit] VPNs in mobile environments
Main article: Mobile virtual private network
Mobile VPNs are used in a setting where an endpoint of the VPN is not fixed to a single IP address, but instead roams across various networks such as data networks from cellular carriers or between multiple Wi-Fi access points.[14] Mobile VPNs have been widely used in public safety, where they give law enforcement officers access to mission-critical applications, such as computer-assisted dispatch and criminal databases, as they travel between different subnets of a mobile network.[15] They are also used in field service management and by healthcare organizations,[16] among other industries.

Increasingly, mobile VPNs are being adopted by mobile professionals and white-collar workers who need reliable connections.[16] They allow users to roam seamlessly across networks and in and out of wireless-coverage areas without losing application sessions or dropping the secure VPN session. A conventional VPN cannot survive such events because the network tunnel is disrupted, causing applications to disconnect, time out,[14] or fail, or even cause the computing device itself to crash.[16]
Instead of logically tying the endpoint of the network tunnel to the physical IP address, each tunnel is bound to a permanently associated IP address at the device. The mobile VPN software handles the necessary network authentication and maintains the network sessions in a manner transparent to the application and the user.[14] The Host Identity Protocol (HIP), under study by the Internet Engineering Task Force, is designed to support mobility of hosts by separating the role of IP addresses for host identification from their locator functionality in an IP network. With HIP a mobile host maintains its logical connections established via the host identity identifier while associating with different IP addresses when roaming between access networks.

[edit] See also
· Opportunistic encryption 

· Split tunneling 

· Mediated VPN 

· OpenVPN 

· Tinc (protocol) 

· SIJOVPN 

· SSL VPN 
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[edit] External links
· JANET UK "Different Flavours of VPN: Technology and Applications" 

· Virtual Private Network Consortium - a trade association for VPN vendors 

· CShip VPN-Wiki/List 

· VPN - Virtual private Networking, an overview
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· A VPN is a secure, private communication tunnel between `two or more devices across a public network (like the Internet). These VPN devices can be either a computer running VPN software or a special device like a VPN enabled router. It allows your home computer to be connected to your office network or can allow two home computers in different locations to connect to each over the Internet.
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·  Network diagrams were made with
SmartDraw - click for SmartDraw info. 
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· Even though a VPN’s data travels across a public network like the Internet, it is secure because of very strong encryption. If anyone ‘listens’ to the VPN communications, they will not understand it because all the data is encrypted. In addition, VPN’s monitor their traffic in very sophisticated ways that ensure packets never get altered while traveling across the public network. Encryption and data verification is very CPU intensive. 
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· Clients and Servers 
· A VPN server is a piece of hardware or software that can acts as a gateway into a whole network or a single computer. It is generally ‘always on’ and listening for VPN clients to connect to it. 
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· A VPN Client is most often a piece of software but can be hardware too. A client initiates a ‘call’ to the server and logs on. Then the client computer can server network can communicate. They are on the same ‘virtual’ network.  Many broadband routers can 'pass' one or more VPN sessions from your LAN to the Internet. Each router handles this differently.
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·  Network diagrams were made with
SmartDraw - click for SmartDraw info. 
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VPN Software 
· VPN ‘server’ software is rather rare. Windows Server level operating systems like ‘Windows 2000 Server’ have a ‘VPN server’ built in. I know if no software products priced for home or small business that allows you to set up a VPN server. 
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· VPN ‘client’ software is much more common. When loaded on your computer, this software allows you create a secure VPN tunnel across the Internet and into another network fronted by a VPN server. 
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· VPN Languages
· There are two major 'languages' or protocols that VPN's speak. Microsoft uses PPTP or Point to Point Tunneling Protocol and most everyone else uses IPSec - Internet Protocol Security. Most broadband routers can pass PPTP traffic by forwarding port 1723 but IPSec is more complex. If your router does not explicitly support IPSEC pass through, then even placing your computer in the DMZ might not work.
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· PPTP has 'good' encryption and also features 'authentication' for verifying a user ID and password. IPSec is pureley an encryption model and is mutch safer but does not include authentication routines.  A third standard, L2TP is IPSec with authentication built in.
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	VPN Reviews

	2/18/2002: SnapGear Lite+ VPN Router (read)

	2/12/2002: ZyWall 1 - Firewall and Router with VPN (read)

	1/24/2002: Multitech RouteFinder RF550VPN (read)

	1/3/2002: Draytek Vigor2200E & USB VPN Routers (read)


· Broadband Routers with VPN Servers

· Until recently, VPN server hardware was VERY expensive. As home networks become more sophisticated, the demand for home level VPN’s increase.  At the end of 2001, the home network industry responded by adding VPN servers into some broadband routers. These products are often priced at under $300 (us) and some are as inexpensive as $170. 
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· VPN functionality is very processor intensive and most broadband routers have somewhat slow processors in them. Broadband router based VPN servers are often limited in throughput because of their microprocessors. Most have a maximum VPN throughput of around .6Mbps or 600Kbps. 
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· More info about VPN Routers soon! 

·  

· [image: image198.png]



· Outside Links for more info
· VPN Consortium
· Microsofts VPN Pages
· L2TP at Cisco
· VPN Primer at NetGear
· IPSec FAQ at ZyXEL
· VPN Labs Loads of VPN Info
HOW TO: Set Up Multiple-Device (Multilink) Dialing in Windows XP
This article describes how to configure multiple-device dialing in Windows XP. 

With Windows XP, you can use multiple modems to connect to your Internet service provider (ISP) to increase the total speed of your transfers. Multiple-device dialing (also known as Multilink PPP, modem aggregation, or Multilink) causes multiple physical links to be combined into one logical link. Typically, two or more ISDN lines or modem links are bundled together for greater bandwidth. You might use this feature if you do not have access to DSL or cable services. 

Multilink is enabled automatically in Windows XP Home Edition and Windows XP Professional. 


Back to the top

Requirements
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To use multiple device dialing: 

· Your ISP must support synchronization of multiple modems. 

· You need to install multiple modems. 

· You need a separate phone line for each modem.

Note that a single ISDN adapter can act as multiple devices because ISDN includes two 64-Kbps B channels, which can be used independently or together. 


Back to the top

Configuring Multiple-Device Dialing
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The Network Connections feature performs Point-to-Point (PPP) Multilink dialing over multiple ISDN, X.25, or modem lines. This feature combines multiple physical links into a logical bundle; the resulting aggregate link increases your connection bandwidth. To dial multiple devices, both your connection and your remote access server must have Multilink enabled. 

Network Connections can dynamically control the use of lines that are using Multilink. By allocating lines only as they are required, excess bandwidth is eliminated. You can configure the conditions under which extra lines are dialed, and underused lines are hung up, by changing Network Connections settings.

Note that if you use Multilink to dial a server that requires callback, only one of your Multilink devices is called back. This occurs because you can store only one number in a user account. Therefore, only one device connects and all other devices do not connect; your connection loses Multilink functionality. You can avoid this problem: 

· If the phonebook entry for the Multilink connection uses a standard modem configuration, and the remote access server that your connection is calling uses more than one line for the same number. 

· If the phonebook entry for the Multilink connection is ISDN with two channels that have the same phone number.

To configure a connection: 

1. Click Start, click Control Panel, click Network and Internet Connections, and then click Network Connections. 

2. Click the connection that you want to configure (for example, a dial-up connection), and then, under Network Tasks, click Change settings of this connection. 

3. Click the General tab, and then click each device that you want to use for this connection. 

4. Use one or more of the following steps: 

· To configure dialing devices, phone numbers, the host address, country or region codes, or dialing rules, click the General tab. 

· To configure dialing and redialing options, or X.25 parameters, click the Options tab. 

· To configure identity authentication, data encryption, or terminal window and scripting options, click the Security tab. 

· To configure the remote access server and protocols that are used for this connection, click the Networking tab. Also, click Settings and select the Negotiate multi-link for single link connections check box. 

· To enable or disable Internet Connection Sharing, Internet Connection Firewall, and on-demand dialing, click the Advanced tab.

Notes: 

· Depending on the type of connection that you are configuring, different options and tabs appear in the connection's properties. 

· For more information about a specific item on a tab, right-click the item, and then click What's This?

Back to the top

Using Routing and Remote Access servers with DHCP

Updated: January 21, 2005

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003 with SP2

Using Routing and Remote Access servers with DHCP

The DHCP Server service can be deployed along with the Routing and Remote Access service to provide remote access clients with a dynamically assigned IP address during connection. When these services are used together on the same server computer, the information provided during dynamic configuration is provided differently than in the case of typical DHCP configuration for LAN-based clients.

In LAN environments, DHCP clients negotiate and receive the following configuration information, based entirely on settings configured in the DHCP console for the DHCP server:

· A leased IP address provided from the available address pool of an active scope on the DHCP server. The DHCP server directly manages and distributes the address to the LAN-based DHCP client.

· Additional parameters and other configuration information provided through assigned DHCP options in the address lease. The values and list of options used correspond to option types configured and assigned on the DHCP server.

When a Routing and Remote Access server provides dynamic configuration for dial-up clients, it first performs the following steps:

· When the Routing and Remote Access server starts with the Use DHCP to assign remote TCP/IP addresses option, it instructs the DHCP client to obtain 10 IP addresses from a DHCP server.

· The remote access server utilizes the first of these 10 IP addresses obtained from the DHCP server for the remote access server interface.

· The remaining nine addresses are allocated to TCP/IP-based clients as they dial in to establish a session with the remote access server.

IP addresses that are freed when remote access clients disconnect are reused. When all 10 IP addresses are used, the remote access server obtains 10 more from a DHCP server. When the Routing and Remote Access service is stopped, all IP addresses obtained through DHCP are released.

When the Routing and Remote Access server uses this type of proactive caching of DHCP address leases for dial-up clients, it records the following information for each lease response it obtains from the DHCP server:

· The IP address of the DHCP server

· The client leased IP address (for later distribution to the Routing and Remote Access client)

· The time at which the lease was obtained

· The time at which the lease expires

· The duration of the lease

All other DHCP option information returned by the DHCP server (such as server, scope, or reservation options) is discarded. When the client dials in to the server and requests an IP address (that is, when Server Assigned IP Address is selected), it uses a cached DHCP lease to provide the dial-up client with dynamic IP address configuration.

When the IP address is provided to the dial-up client, the client is unaware that the IP address has been obtained through this intermediate process between the DHCP server and the Routing and Remote Access server. The Routing and Remote Access server maintains the lease on behalf of the client. Therefore, the only information that the client receives from the DHCP server is the IP address lease.

In dial-up environments, DHCP clients negotiate and receive dynamic configuration using the following modified behavior:

· A leased IP address from the Routing and Remote Access server cache of DHCP scope addresses. The Routing and Remote Access server obtains and renews its cached address pool with the DHCP server.

· If additional parameters and other configuration information provided through assigned DHCP options in the address lease is normally provided by the DHCP server, this information is returned to the Routing and Remote Access client based on TCP/IP properties configured on the Routing and Remote Access server.

Note 

· DHCP servers running Windows Server 2003 provide a predefined user class, the Default Routing and Remote Access Class, for assigning options that are specific and provided only to Routing and Remote Access clients.

Lesson 6: Managing and Monitoring Remote Access

Managing and monitoring a remote access server can be done with several tools. In this lesson, you learn about remote access logging, accounting, Netsh, Network Monitor, and various resource kit utilities.



After this lesson, you will be able to
· Explain remote access logging 

· Describe accounting 

· Explain Netsh 

· Understand Network Monitor's role in remote access 

· List several resource kit utilities to monitor remote access 

Estimated lesson time: 30 minutes


Logging User Authentication and Accounting Requests

Internet Authentication Service (IAS) can create log files based on the authentication and accounting requests received from the Network Access Servers (NASs) by collecting these packets in a centralized location. Setting up and using such log files to track authentication information—such as each accept, reject, and automatic account lockout—can help simplify administration of your service. You can set up and use logs to track accounting information—such as logon and logoff records—to help maintain records for billing purposes (see Figure 12.16).
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Figure 12.16 Remote Access logging
When you set up logging, you can specify the following:

· The requests to be logged 

· The file format for the logs 

· The frequency with which new logs are started 

· The location where the logs are to be maintained 

You can also select the types of requests received by the IAS server that are to be logged.

Accounting requests include the following:

· Accounting-on requests, which are sent by the NAS to indicate that the NAS is online and ready to accept connections 

· Accounting-off requests, which are sent by the NAS to indicate that the NAS is going offline 

· Accounting-start requests, which are sent by the NAS (after the user is accepted by the IAS server) to indicate the start of a user session 

· Accounting-stop requests, which are sent by the NAS to indicate the end of a user session 

Authentication requests include the following:

· Authentication requests, which are sent by the NAS on behalf of the connecting user. These entries in the log contain only incoming attributes. 

· Authentication accepts and rejects, which are sent by IAS to the NAS to indicate whether the user should be accepted or rejected. These entries contain only outgoing attributes. 

· Periodic status, to obtain interim accounting requests sent by some NASs during sessions. 

· Accounting-interim requests, which are sent periodically by the NAS during a user session (if the acct-interim-interval attribute is configured in the remote access profile on the IAS server to support periodic requests). 

Initially, it is recommended that you select the first two options and refine your logging methods after you determine which data best matches your needs.

When you set up your servers, specify whether new logs are started daily, weekly, monthly, or when the log reaches a specific size. You can also specify that a single log is maintained continually (regardless of file size), but this is not recommended. The file naming convention for logs is determined by the log period you select. Because changing this option can result in overwriting of existing logs, you should copy logs to a separate file before changing the log period. By default, the log files are located in the %systemroot%\System32\LogFiles folder, but you have the option of specifying a different location.

Log File Records

Attributes are recorded in Unicode Translation Format-8 (UTF-8) encoding in a comma-delimited format. The format of the records in a log file depends on the file format.

· In IAS-formatted log files, each record starts with a fixed-format header, which consists of the NAS IP address, user name, record date, record time, service name, and computer name, which is followed by attribute-value pairs. 

· In database-import log files, each record contains attribute values in a consistent sequence, starting with the computer name and are followed by the service name, record date, and record time. An NAS may not use all of the attributes specified in the database-import log format, but the comma-delimited location for each of these predefined attributes is maintained, even for attributes that have no value specified in a record. 

Accounting

Routing and Remote Access can be configured to log accounting information in the following locations:

· Locally stored log files when configured for Windows accounting. The information logged and where it is stored are configured from the properties of the Remote Access Logging folder in the Routing and Remote Access snap-in. 

· At a RADIUS server when configured for RADIUS accounting. If the RADIUS server is an IAS server, the log files are stored on the IAS server. The information logged and where it is stored are configured from the properties of the Remote Access Logging folder in the Internet Authentication Service snap-in. 

Configuration of the Routing and Remote Access accounting provider is done from the Security tab from the properties of a remote access router in the Routing and Remote Access snap-in, as shown in Figure 12.17, or by using the Netsh tool.
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Figure 12.17 Remote Access accounting
Netsh Command-Line Tool

Netsh is a command-line and scripting tool for Windows 2000 networking components for local or remote computers. Netsh is supplied with Windows 2000. Netsh allows you to save a configuration script in a text file for archival purposes or for configuring other servers.

Netsh is a shell that can support multiple Windows 2000 components through the addition of Netsh helper dynamic-link libraries (DLLs). A Netsh helper DLL extends Netsh functionality by providing additional commands to monitor or configure a specific Windows 2000 networking component. Each Netsh helper DLL provides a context (a group of commands for a specific networking component). Within each context, subcontexts can exist. For example, within the routing context, the subcontexts IP and IPX exist to group IP routing and IPX routing commands together.

For Routing and Remote Access, Netsh has the following contexts:

· ras. Use commands in the ras context to configure remote access configuration. 

· aaaa. Use commands in the aaaa context to configure the AAAA component used by both Routing and Remote Access and IAS. 

· routing. Use commands in the routing context to configure IP and IPX routing. 

· interface. Use commands in the interface context to configure demand-dial interfaces. 

Network Monitor

Network Monitor enables you to detect and troubleshoot problems on LANs and on WANs, including Routing and Remote Access links. With Network Monitor you can identify network traffic patterns and network problems. For example, you can locate client-to-server connection problems, find a computer that makes a disproportionate number of work requests, capture frames (packets) directly from the network, display and filter the captured frames, and identify unauthorized users on your network.

Resource Kit Utilities

The following are Resource Kit utilities that make the job of managing and monitoring Routing and Remote Access easier.

RASLIST.EXE

The RASLIST.EXE command-line tool displays Routing and Remote Access server announcements from a network. Raslist listens for Routing and Remote Access server announcements on all active network cards in the computer from which it is run. Its output shows which card received the announcement. Raslist is a monitoring tool. It may take a few seconds for the data to begin to appear; data continues to appear until the tool is closed.

RASSRVMON.EXE

By using the RASSRVMON.EXE tool, you can monitor the remote access server activities on your server in greater detail than the standard Windows tools allow. Rassrvmon provides the following monitoring information:

· Server information, such as the time of first call to server, time of most recent call to server, total calls, total bytes passed through server, peak connection count, total connect time, currently connected users, and their connection information. 

· Per Port information, which is the time of first call to port, time of most recent call to port, total connections to this port since server started, total bytes passed on this port, total errors on this port, and current port status. 

· Summary information, such as statistics kept for each unique user/computer combination since the start of the monitoring, which include total connect time, total bytes transmitted, connection count, average connect time, and total error count. 

· Individual connection information, which includes per-connection statistics for each connection: user name/computer name, IP address, connection establishment time, duration, bytes transmitted, error count, and line speed. 

To allow for more flexibility, alerts can be set up to run a program of your choice. This gives you the flexibility to send mail, a page, a network popup, or any other action you can automate with an executable file name or a batch script.

RASUSERS.EXE

RASUSERS.EXE lets you list for a domain or a server all user accounts that have been granted permission to dial in to the network via Routing and Remote Access, a feature of Windows 2000 that implements remote access functionality.

TRACEENABLE.EXE

TRACEENABLE.EXE is a graphical user interface-based tool that enables tracing and displays current tracing options. Windows 2000 Routing and Remote Access has an extensive tracing capability that you can use to troubleshoot complex network problems. Tracing records internal component variables, function calls, and interactions. Separate Routing and Remote Access components can be independently enabled to log tracing information to files (file tracing). You must enable the tracing function by changing settings in the Windows 2000 registry using TRACEENABLE.EXE.

Using TraceENABLE.EXE

As each tracing item is selected in the combo box, the values are displayed. Make your changes, and then click Set. This writes your changes to the registry. To get console tracing, you must turn it on for the component and turn it on with the master check box at the top of the Trace Enable window. For example, you would follow these steps to generate a log file for PPP:

1. Select PPP from the drop-down list. 

2. Click Enable File Tracing. 

3. Click Set. 

Tracing is now enabled for this component. In most cases the log file is created in %windir%\tracing.

Lesson Summary

Managing and monitoring a remote access server is done with several tools. In this lesson, you learned about remote access logging, accounting, Netsh, Network Monitor, and various resource kit utilities.

	Today many companies are enjoying the cost savings inherent in allowing some employees to work from home, while those employees benefit from the convenience of telecommuting. In addition, executives, salespeople and others need to connect to the company network when they go on the road, and/or need to access network resources in the evenings or on the weekends from home. All this adds up to a lot of remote access connections to the organization's network. In this article, we will discuss how to prevent remote connections from creating a security nightmare on your network. 
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Today many companies are enjoying the cost savings inherent in allowing some employees to work from home, while those employees benefit from the convenience of telecommuting. In addition, executives, salespeople and others need to connect to the company network when they go on the road, and/or need to access network resources in the evenings or on the weekends from home.

All this adds up to a lot of remote access connections to the organization's network. These connections may be made over the phone lines by directly dialing into a remote access server on the network, or they may be made by virtual private networking (VPN), using the Internet to "tunnel" into the corporate network. Either way, security is always an issue when you have people connecting to the network from the outside, because you have less control over offsite computers.

There are a number of things you can do, however, to make remote access connections more secure. In this article, we will discuss how to prevent remote connections from creating a security nightmare on your network.

Assessing Remote Connectivity Needs

Your first step in providing for secure remote access is to carefully evaluate employees' need to connect remotely, and grant access on a per-user basis only to those who have a bona fide need to access the network remotely. Always keep in mind that unless restrictions are put in place, a user connecting to the LAN via remote access can do everything that he/she could do from an onsite computer.

In a Windows 2000 domain, you can set user properties to allow or deny remote access, or control access through remote access policies (which we'll discuss in more detail later). To set user properties to allow dial-in or VPN access, configure the properties sheet for each user account, on the Dial-in tab (accessed from the Active Directory Users and Computers MMC), as shown in Figure A.
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Figure A: Setting remote access permissions in user properties
You can also provide better security for users who work from home or another static location by implementing caller ID verification or setting callback security. To use the former, check the Verify Caller ID box and specify a phone number from which the user must dial in. To use the latter, check the Always Callback to option button and enter the phone number from which the remote user will connect. The server will hang up and call the user back at that number. Either way, if an unauthorized user manages to discover a legitimate user's password, he/she still won't be able to access the network remotely unless doing so from the legitimate user's location.

Although the two features accomplish the same security objectives, there are a couple of situations in which you would use Callback instead of Caller ID verification: 1) when the caller's or server's phone systems don't support Caller ID and 2) when the remote user is dialing in from a long distance location and you want the server to call back so the company will pay the telephone charges for the session.

After assessing who needs remote access, determine whether you will allow remote users to dial in, connect via VPN, or both. A dialup connection has the security advantage of being a direct connection between the user and the dialup server, so no information is going across the public Internet. VPNs use encryption to protect the confidentiality of information that travels through the public network and provide the "private" aspect. The policies you set in implementing your dialup server or VPN server will determine, to a large extent, the level of security.

For VPN connections, you'll want to consider the protocols your VPN server will support. L2TP tunneling with IPSec encryption is more secure than PPTP (which uses MPPE for encryption); however, not all clients can use L2TP. If all your remote access clients use Windows 2000 or XP (as they should, for best security), your policies can specify L2TP VPN connections only. If you have Windows 9x clients, you may have to allow PPTP connections.

Authentication Considerations

One of your most important security considerations is how remote clients will be authenticated. Authentication, of course, involves verifying the identity of the client computer or user. Remote access authentication protocols are not all created equal.

Windows supports a variety of remote access authentication protocols, ranging from PAP (password authentication protocol), which transmits passwords in plain text and is not secure, to sophisticated authentication methods such as EAP-RADIUS, which relies on a separate authentication server, or EAP-TLS, requiring that the user provide a smart card with a digital certificate.

PAP is disabled by default on the Windows 2000 remote access server, and for best security, you should use only strong authentication. If you use MS-CHAP, use version 2, and set password length and complexity policies to force the use of strong passwords.

Windows 2000/2003 also supports use of security hosts for remote access. This is a device that sits between the remote access client and the remote access server, and provides supplemental authentication (in addition to that of the RAS server). You may have to edit the modem.inf file on the server to link the security host to the server's modem.

Windows Remote Access Security Policies

Unlike NT, which used only the remote access permissions in the user properties to control access, Windows 2000 and 2003 take both the user properties and remote access policies into account. The policies allow you granular control. You can grant remote access only during certain times of the day, or certain days of the week. You can grant VPN access but deny dial-in (or vice versa). You can limit the duration of each remote access session, allow connections only with specified authentication methods, and so forth.

Remote access policies can be set on the remote access server, or the policies for multiple dial-in and VPN servers can be managed through an IAS (Internet Authentication Service) server. To set policies on the remote access server, you use the RRAS MMC (accessed from Administrative Tools), as shown in Figure B.
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Figure B: Creating new remote access policies using the RRAS console
Using Encryption to Secure Dialup Remote Access Connections

The security of remote access connections can be increased by encrypting the data that flows across the phone lines. There are a couple of ways to accomplish this with Windows:

· Use Microsoft Point to Point Encryption (MPPE) with MS-CHAP or EAP-TLS authentication. This is called link encryption, because the data is encrypted only between the routers (gateways) connecting the two networks. 

· Use IPSec to encrypt the data all the way from the sending computer to the destination computer. This is called end-to-end encryption.
To encrypt the data and configure the encryption settings, select the remote access policy in the RRAS console tree, right click it and select Properties. In the properties box, click the Edit Profile button at the bottom, as shown in Figure C.
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Figure C: Edit the remote access policy profile to enable data encryption
In the Edit Profile dialog box, click the Encryption tab and check the encryption levels to be allowed by the profile, as shown in Figure D.
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Figure D: Encryption levels are set via the Encryption tab when editing the Dial-in profile
By clearing the No Encryption checkbox, you can require that connections be encrypted.

You can also set the allowed authentication methods for the policy by clicking the Authentication tab. This is where you can configure the policy to allow only smart card or certificate-based authentication, for example. At a minimum, you should ensure that the checkboxes labeled Unencrypted Authentication (PAP, SPAP) and Unauthenticated Access are unchecked, as shown in Figure E.
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Figure E: Set the allowed authentication methods to disallow unencrypted authentication and unauthenticated access
Restrictions on dial-in connections can be set by clicking the Dial-in Constraints tab. Here you can set idle time limitations, limit the maximum session time, or define the days and times when remote access is allowed, as shown in Figure F.
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Figure F: You can set a variety of constraints on Dial-in connections
You can also restrict dial-in connections to a particular phone number and/or restrict the dial-in media type (for instance, to ISDN, modem, or VPN).  
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