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1. INTRODUCTION 

1.1 Unit Purpose 

This competency standard unit covers develop services for network clients for emails, internet access, shared resources and the like. It encompasses safe working practices, installing and configuring Domain Name Server (DNS), email servers, Dynamic Host Configuration Protocol (DHCP), remote access servers, Network Address Translation (NAT), directory services, Authentication Servers and documenting development activities.

 

Note:  This unit applies to all aspects of Electrotechnology - engineering applications only.  For general competencies related Information Technologies refer to the latest endorsed IT Training Package.

1.2 Grading 

	Grade Code:
	 42 : Competency (Ungraded)


Ungraded

The student result is based on the evidence provided to meet the criteria for
competence as specified in the unit of competency.

The result AC or NC is entered in CLAMS representing Competent or Not yet
Competent respectively.



1.3 Hours 

	Nominal Student Teacher Hours:
	 108

	Nominal Student Hours:
	 108


       Duration Comments

1.4 Key Alerts

1.5 Enrolment Requirements

2. UNIT OF COMPETENCY INFORMATION 

2.1 Unit Descriptor

This competency standard unit covers develop services for network clients for emails, internet access, shared resources and the like. It encompasses safe working practices, installing and configuring Domain Name Server (DNS), email servers, Dynamic Host Configuration Protocol (DHCP), remote access servers, Network Address Translation (NAT), directory services, Authentication Servers and documenting development activities.

 

Note: This unit applies to all aspects of Electrotechnology - engineering applications only.  For general competencies related Information Technologies refer to the latest endorsed IT Training Package.

2.2 Elements of Competency and Performance Criteria 

	Elements
 


	Performance Criteria 
 



	Describe the essential outcomes of a unit of competency

	Performance criteria describe the required performance needed to demonstrate achievement of the element.  Assessment of performance is to be consistent with the evidence guide.


	1.


	Prepare to develop network services.


	1.1


	OHS processes and procedures for a given work area are obtained and understood.



	 

 


	 


	1.2


	Established OHS risk control measures and procedures in preparation for the work are followed.



	 


	 


	1.3


	The extent of network services to be developed is determined from network performance specifications and in consultations with relevant persons.



	 


	 


	1.4


	Activities are planned to meet scheduled timelines in consultation with others involved on the work.



	 


	 


	1.5


	Appropriate development tools and software are selected based on specified requirements and performance standard.



	 


	 


	1.6


	Strategies are implemented to ensure network development is carried out efficiently.



	2.

 


	Install, configure and manage network services.


	2.1


	OHS risk control measures and procedures for carrying out the work are followed.



	 

 


	 


	2.2


	Knowledge and complexities of network infrastructure are applied to developing network services.



	 


	 


	2.3


	Network infrastructure components in current use and installed and configured in compliance with industry standards and variants as specified for the network. (Note 1)



	 


	 


	2.4


	Structural components of directory services are installed and configured in compliance with industry standards and variants as specified for the network. (Notes 2 and 3)



	 


	 


	2.5


	Management components of network services are configured in compliance with industry standards and requirements specified for the network. (Note 4)



	 


	 


	2.6


	Security components of network services are created using Group Policy in compliance with industry standards and requirements specified for the network.



	 


	 


	2.7


	Network malfunctions are identified and rectified using logical techniques and drawing knowledge of complex network infrastructure.



	 


	 


	2.8


	Network is monitored and solutions are developed to optimise network performance and reliability in accordance with established procedures.



	 


	 


	2.9


	Security events are analysed and actions taken in accordance with established policy.



	 


	 


	2.10


	Approaches to issues/problems are analysed to provide most effective solutions.



	 


	 


	2.11


	Quality of work is monitored against personal performance agreement and/or established organizational or professional standards.



	3.


	Report network administration activities


	3.1


	Written justification is made for network services development activities and appropriate person/s notified in accordance with established procedures



	 


	 


	3.2


	Network service development records are maintained in accordance with established procedures.




Notes.
1. Examples of network infrastructure components are DNS, DHCP, Remote Access, Network Protocols, IP Routing and WINS

 

2. Examples of structural components are domains, automatic domain controller, sites, subnets, site links, connection objects and DNS.

 

3. Examples of configuring are site memberships global catalogue designation, zones for dynamic and secure dynamic updates and creation and configuration of DNS records.

 

4. Examples of management components are Group Policy including Group Policy Object (GPO), delegation of administrative control of Group Policy, filtering of Group Policy settings by using security groups and Group Policy prioritisation.

 

2.2.1 Essential knowledge and associated skills
This describes the essential skills and knowledge and their level, required for this unit.

Evidence shall show that knowledge has been acquired of safe working practices and developing network services.

The extent of the essential knowledge and skills required is given Volume 2 Part 2, Clauses

· 2.4.30   Network infrastructure
Evidence shall show an understanding of network infrastructure to an extent indicated by the following aspects:

a. Domain Name Service (DNS) encompassing

· DNS Server Service

· Root name server

· Configuring zones 

a. Note: Examples include configuring for dynamic updates and delegating zone for DNS

· Caching – only server

· DNS client

· Testing DNS Server service

· Manually creating DNS source

· Managing and monitoring DNS

b. Dynamic Host Configuration Protocol (DHCP)

· Installation of DHCP Server Service

· DHCP scopes, superscopes and multicast scopes

· DHCP – DNS integration

· Active DirectoryTM

· Managing and monitoring DHCP

c. Network Infrastructure encompassing

· Configuring and troubleshooting remote access 

a. Note: Examples include remote access policy, configuration of remote access profile, Virtual Private Network (VPN), multi link connection, routing and remote access for DHCP

· Managing and monitoring remote access

· Remote access security

· Note. Examples include authentication protocols, encryption protocols and access policy

d. Network Protocols encompassing

· Installation, configuration and troubleshooting of network protocols

a. Note: Examples include Transmission Control Protocol / Internet Protocol (TCP/IP), NWLink and network bindings

· Configure TCP/IP packets

· Configuring and troubleshooting network protocol security and IP Security (IPSec

· Managing and monitoring network traffic

e. Internet Naming Services in a network encompassing

· Installation, configuring and troubleshooting

· Configuring Internet Naming Services replication

· Configuring an application networking interface

· Managing and monitoring Internet Naming Services 

f. IP Routing encompassing

· Installation, configuring and troubleshooting of IP routing protocols 

a. Note: This includes updating routing tables, and implementing demand-dial routing

· Managing and monitoring IP routing

a. Note: This includes border routing, internal routing and IP routing protocols

g. Network Address Translation (NAT) encompassing

· Installing Internet connection sharing

· Installing NAT

· Configure NAT properties and interfaces 

h. Certificate Services encompassing

· Installing and configuring Certificate Authority

· Issuing and revoking certificates

· Removing the Encrypted File System recovery keys

 

· 2.4.31   Directory services
Evidence shall show an understanding of directory services to an extent indicated by the following aspects:

a. Installing and configuring directory services encompassing

· Installing forests, trees and domains including automatic domain controller

· Creating sites, subnets, site links and connection objects

· Configuring server objects including site membership and global catalogue designation

· Transferring of operations master roles

· Verification and troubleshooting of directory services installation

· Implementation of and organisational unit structure

b. Domain Name Service (DNS) for directory services encompassing

· Installation and configuration of DNS for directory services 

a. Note: Examples are integration with existing DNS infrastructure, configuration of zones for dynamic and secure dynamic updates and creation and configuration of DNS records

· Management, monitoring and troubleshooting of DNS

c. Change and Configuration Management encompassing

· Implementing and troubleshooting Group Policy 

a. Note: Examples are Group Policy Object (GPO), linking to an existing GPO, delegation of administrative control of Group Policy, filtering of Group Policy settings by using security groups and modification of Group Policy prioritisation

· Managing and troubleshooting user environments using Group Policy

· Configuring directory services to support Remote Installation Services (RIS) including configuration of RIS options and security.

d. Components of a directory service infrastructure encompassing

· Management of directory objects 

a. Note: Examples are moving objects, publishing resources in the directory service infrastructure, location of objects in the directory service infrastructure, creation and management of objects manually and by scripting, access control of objects and delegation of administrative control

· Monitoring, optimisation and troubleshooting of the directory services infrastructure performance and replication

· Backup and restoring directory services infrastructure 

a. Note: Examples are authoritative and non authoritative restoration of directory services, restoration from systems failure and the seizing of operations master roles

e. Security encompassing

· Applying security policies using Group Policy

· Creating, analysing and security modification by using Security Configuration and Analysis snap-in and the Security Templates snap-in

· Implementation of an audit policy

f. Monitoring and analysing security events

 

· 2.18.1   Occupational Health and Safety principles
Evidence shall show an understanding of Occupational Health and Safety to an extent indicated by the following aspects:

a. The basic legal requirements covering occupational health and safety in the workplace encompassing:

· general aims and objectives of the relevant state or territory legislation relating to OHS.;

· employer and employee responsibilities, rights and obligations

· major functions of safety committees and representatives); and

· powers give to Occupational Health and Safety Inspectors.

b. The requirements for personal safety in the workplace encompassing:

· the safety precautions that are required to ensure personal safety in the workplace

· potential hazards in relation to improper industrial housekeeping; and

· sources of pollution in an engineering environment and outline control measures 

c. Workplace safety check, identifying potential workplace hazards and suggested measures for accident prevention encompassing:

· safety checklist for a typical workplace environment

· identifying and reporting potential workplace hazards

· methods of prevention of safety hazards within a typical workplace environment

d. Working safely with electrical tools or equipment encompassing:

· causes of electrical accidents and state the effects that electric shock can cause);

· purpose of circuit protection devices, such as fuses, circuit breakers and Residual Current Devices (RCDs), and

· safe isolation of an electrical supply. 

e. Emergency procedures for the rescue of an electric shock victim equipment

f. Emergency first aid is limited to first-on-the scene assistance to a victim of electric shock, and basics of CPR.

Note: Emergency first aid is limited to first-on-the scene assistance to a victim of electric shock, and basics of CPR.

2.3 Range Statement 

This relates to the unit of competency as a whole providing the range of contexts and conditions to which the performance criteria apply. It allows for different work environments and situations that will affect performance.
 

This competency standard unit shall be demonstrated in relation developing and managing services for any network that is to provide clients with email and internet access, shared resources and security.

 

Generic terms are used throughout this Vocational Standard shall be regarded as part of the Range of Variables in which competency is demonstrated. The definition of these and other terms that apply are given in Volume 2, Part 2.1.

2.4 Evidence Guide 

This provides essential advice for assessment of the unit of competency and must be read in conjunction with the performance criteria and the range statement of the unit of competency and the Training Package Assessment Guidelines.
 

The Evidence Guide forms an integral part of this Competency Standard Unit and shall be used in conjunction with all components parts of this unit and, performed in accordance with the Assessment Guidelines of this Training Package.

 

2.4.1 Overview of assessment
Longitude competency development approaches to assessment, such as Profiling, require data to be reliably gathered in a form that can be consistently interpreted over time. This approach is best utilised in Apprenticeship programs and reduces assessment intervention. It is the Industry’s preferred model for apprenticeships. However, where summative (or final) assessment is used it is to include the application of the competency in the normal work environment or, at a minimum, the application of the competency in a realistically simulated work environment. It is recognised that, in some circumstances, assessment in part or full can occur outside the workplace. However, it must be in accord with Industry and, Regulatory policy in this regard.

 

Methods chosen for a particular assessment will be influenced by various factors. These include the extent of the assessment, the most effective locations for the assessment activities to take place, access to physical resources, additional safety measures that may be required and the critical nature of the competencies being assessed.

 

The critical safety nature of working with electricity, electrical equipment, gas or any other hazardous substance/material carries risk in deeming a person competent. Hence, sources of evidence need to be ‘rich’ in nature so as to minimise error in judgment.

 

Activities associated with normal every day work have a bearing on the decision as to how much and how detailed the data gathered will contribute to its ‘richness’. Some skills are more critical to safety and operational requirements while the same skills may be more or less frequently practiced. These points are raised for the assessors to consider when choosing an assessment method and developing assessment instruments. Sample assessment instruments are included for Assessors in the Assessment Guidelines of this Training Package.

 

2.4.2 Critical aspects of evidence
Before the critical aspects of evidence are considered all prerequisites shall be met.

The evidence on which competency in this unit is based shall be considered holistically for each element on at least two occasions comprising:

· A representative body of performance criteria demonstrated within the timeframes typically expected of the discipline, work function and industrial environment. In particular this shall incorporate evidence that shows a candidate is able to:

· Implement Occupational Health and Safety workplace procedures and practices including the use of risk control measures as specified in the performance criteria and range; and

· Apply sustainable energy principles and practices as specified in the performance criteria and range; and

· Demonstrate an understanding of the essential knowledge and associated skills as described in Clause 6.1 ‘Essential knowledge and associated skills’ of this unit; and

· Demonstrate an appropriate level of skills enabling employment; and

· Conduct work observing the relevant Anti Discrimination legislation, regulations, polices and workplace procedures; and

· Demonstrated performance across a representative range of contexts from the prescribed items below:

· Develop network services as listed in Clause ‘5. Range statement’ and including:

A. Establishing network services to be developed

B. Installing and configuring network infrastructure components

C. Installing and configuring structural components of directory services

D. Configuring management components of network services

E. Creating security components of network services

F. Identifying and rectifying network malfunctions

G. Developing solutions to optimise network performance

H. Documenting network services development activities

I. Dealing with unplanned events by drawing on essential knowledge and skills to provide appropriate solutions incorporated in the holistic assessment with the above listed items

 

2.4.3 Context of assessment
This unit should be assessed as it relates to normal work practice using procedures, information and resources typical of a workplace. This should include:

· OHS policy and work procedures and instructions.

· Suitable work environment, facilities, equipment and materials to undertake actual work as prescribed by this competency standard unit.

 

Resources required to assess this unit are listed above in Context of assessment’, which should also be used in the formal learning/assessment environment.

 

Note: Where simulation is considered a suitable strategy for assessment it must ensure that the conditions for assessment are authentic and as far as possible reproduce and replicate the workplace and is consistent with the approved industry simulation policy.

 In addition to the resources listed above in Context of and specific resources for assessment, evidence should show demonstrated competency in developing network services.
 

2.4.4 Methods of assessment
This competency standard unit shall be assessed by methods given in Volume 1, Part 3 “Assessment Guidelines”.
 

Note: Competent performance with inherent safe working practices is expected in the Industry to which this competency standard unit applies. This requires that the specified essential knowledge and associated skills are assessed in a structured environment which is primarily intended for learning/assessment and incorporates all necessary equipment and facilities for learners to develop and demonstrate the essential knowledge and skills described in this unit.
 

2.4.5 Concurrency
There are no concurrent assessment recommendations for this unit
 

2.4.6 Key competencies
Evidence that particular key competencies have been achieved within this competency standard unit is in the context of the following performance criteria of evidence. See Volume 2, Part 4 for an explanation of Key competencies and levels of this Training Package.
	Key competencies
 


	Example of Application
 


	Performance Level


	How are ideas and information communicated within this competency?

 


	Refer to the following Performance Criteria for examples of application:

3.1; 3.2


	2

 



	How can information be collected, analysed and organised?

 


	Refer to the following Performance Criteria for examples of application:

1.3; 3.1


	2

 



	How are activities planned and organised?

 


	Refer to the following Performance Criteria for examples of application:

1.1 to 1.6


	2

 



	How is team work used within this competency?

 


	Refer to the following Performance Criteria for examples of application:

1.4; 1.6


	2



	How are mathematical ideas and techniques used?

 


	Refer to the following Performance Criteria for examples of application:

2.2 to 2.9


	2

 



	How are problem solving skills applied?

 


	Refer to the following Performance Criteria for examples of application:

2.7; 3.8


	2

 



	How is use of technology applied?

 


	Refer to the following Performance Criteria for examples of application:

2.1 to 2.10


	3

 




 

2.4.7 Skills enabling employment
Evidence that competency in this unit incorporates skills enabling employment is in the context of the following performance. See Volume 2, Part 5 for definitions and an explanation of skills enabling employment.
	Skills for Employment 
 


	Example of Application
 



	1
 


	Developing and using skills within a real workplace

	Refer to the following Performance Criteria for examples of application:
All


	2
 


	Learning to learn in the workplace
 


	Refer to the following Performance Criteria for examples of application:
ALL


	3
 


	Reflecting on the outcome and process of work task

	Refer to the following Performance Criteria for examples of application:
1.3 to 1.6; 3.1; 3.2


	4
 


	Interacting and understanding of the context of the work task

	Refer to the following Performance Criteria for examples of application:
1.3; 2.2 to 2.10


	5
 


	Planning and organising the meaningful work task
 


	Refer to the following Performance Criteria for examples of application:
1.1 to 1.6


	6
 


	Performing the work task in non-routine or contingent situations

	Refer to the following Performance Criteria for examples of application:
2.10



 

2.5 Pre-requisites 

	Combiner
	Unit Code
	Name

	 
	


2.5.2 Literacy and numeracy skills
Participants are best equipped to achieve this unit if they have reading, writing and maths skills indicated by the following scales. Description of each scale is given in Volume 2, Part 3 “Literacy and Numeracy”

 

· Reading: Level 5
Indicators of Competence:

1. Reads and interprets structurally intricate texts in chosen fields of knowledge across a number of genres, which involve complex relationship between pieces of information and/or propositions.

2. Interprets subtle nuances, infers purpose of author and makes judgements about the quality of an argument.

3. Reads and critically evaluates texts containing data which includes some abstraction, symbolism, and technicality presented in graphic, diagrammatic, formatted or visual form.

 

· Writing: Level 5
Indicators of Competence:

1. Demonstrates well-developed writing skills by selecting stylistic devices to express complex relationships between ideas and purposes. 

2. Generates complex written texts with control over generic structure. 

 

· Maths: Level 5
Indicators of Competence:

1. Interprets, selects and investigates appropriate mathematical information and relationships highly embedded in an activity, item or text.

2. Selects and applies a wide range of mathematical strategies flexibly to generate solutions to problems across a broad range of contexts.

3. Uses a wide range of oral and written informal and formal language and representation including symbols, diagrams and charts to communicate mathematically.

2.6 Co-requisites

	Combiner
	Unit Code
	Name

	 
	


2.7 AQF Unit Level 

	Level:
	 5/6


2.8 Unit Weighting 

	Weight:
	6


2.9 Additional Information from the Training Package 

2.9.1 Application
This competency standards unit is intended to apply to any recognised development program that leads to the acquisition of a formal award at AQF level 5 or higher.

 

2.9.2 Licensing
The skills and knowledge described in this unit do not require a licence to practice in the workplace. However, practice in this unit is subject to regulations directly related to occupational health and safety and where applicable contracts of training such as apprenticeships and the like.

3. ASSESSMENT INFORMATION 

Teachers are required to be aware of all policies and guidelines, AQTF standards
and legislative requirements for assessment of this unit of competency. These
policies and guidelines can be accessed from the Policies & Guidelines
link on the unit details page of CIDO or the DET intranet Unit Guide
https://detwww.det.nsw.edu.au/tsss/edusyssupport/cis/unitguide/poliguid/index.htm


3.1 Guidelines for the collection of sufficient evidence 

3.2 Suggested Assessment Strategies 

3.3 Recording and Reporting of Assessment 

3.3.1 Criteria for performance level grading 

3.4 Recognition 

3.4.1 Unit Equivalence Arrangements 

3.4.2 Pre-arranged RPL 

3.5 Assessment in specific contexts 

3.6 Assessment Requirements for Students 

To achieve competency against the elements and performance criteria in this unit, learners must demonstrate:

 

· An understanding of the essential knowledge and associated skills in accordance with the ’Required Skills and Knowledge’ outlined in this unit. 

AND

· The application of work performance skills in an authentic environment in accordance with the required ‘Evidence Guide - Critical aspects of evidence’ outlined in the unit.

 

Details of required skills and knowledge and critical aspects of evidence for this unit can be found in the Electrotechnology Industry Training Package at:

http://www.ee-oz.com.au/ or http://www.ntis.gov.au/
 

4. DELIVERY INFORMATION 

Teachers are required to be aware of all policies and guidelines, AQTF standards
and legislative requirements for delivery of this unit of competency. These
policies and guidelines can be accessed from the Policies & Guidelines
link on the unit details page of CIDO or the DET intranet Unit Guide (Writer's
Manual) website at: https://detwww.det.nsw.edu.au/tsss/edusyssupport/cis/unitguide/poliguid/index.htm


4.1 Delivery Strategies 

4.2 Environmental Responsibilities 

4.3 Occupational Health and Safety 

Teachers are required to be aware of OHS policies and guidelines, and
legislative requirements. These policies and guidelines can be accessed from the
Policy & Guidelines link on the unit details page of CIDO or the DET
intranet Unit Guide (Writer's Manual) website at:https://detwww.det.nsw.edu.au/tsss/edusyssupport/cis/unitguide/poliguid/index.htm


4.4 Associated Legislation and Policy Information 

4.5 Delivery in specific contexts 

5. RESOURCES 

5.1 Teaching and Learning Resources 

5.2 Teacher and Assessor Requirements 

AQTF 2007, Standard 1 requires the RTO to provide quality training and
assessment across all of its operations.

http://www.training.com.au/portal/site/public/menuitem.91cdbaeb7a2bc0e2cd9ae7861

In particular:
Element 1.3 requires that staff are consistent with the requirements of the
Training Package or accredited course and the RTO's own training and
assessment strategies (page 13, Users' Guide to the Essential Standards for
Registration).

Element 1.4 requires that training and assessment are conducted by trainers and
assessors who:
a) have the necessary training and assessment competencies as determined by
    the National Quality Council or its successors, and
b) have the relevant vocational competencies at least to the level being
   delivered or assessed. (Appendix 2, page 61, Users' Guide to the Essential
   Standards for Registration).



5.3 Essential Physical Resources 

5.4 Student Resource Requirements 
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