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New and Changed Information

Table 1 summarizes the new and changed features for the Cisco Fabric Manager Use's Guide/Online
Help, and tells you where they are documented. If afeature has changed in release, a brief description
of the change appearsin the “Description” column, and that release is shown in the “Changed in
Release” column.

Table 1 Documented Features for the Fabric Manager User’s Guide/Online Help
Changedin
Feature Description Release Where Documented
Virtualization Fabric Manager now recognizesvirtual  |1.2(2a) Getting Started with
end devices and storage devices and Cisco Fabric Manager
displays them with special icons.
Port Security You can now manage and configure 1.2(1a) Managing Interfaces
V SAN-based port security using Fabric
Manager.
IP Filter You can configure and manage IP 1.2(1a) Configuring IP Profiles

profiles and filters using Fabric Manager,
to control |P access to a switch.

Common Roles You can now set the scope of VSAN 1.2(1a) Managing

security with Common Roles, Administrator Access
configurable from Fabric Manager or
Device Manager.

SPAN You can now create SPAN sessionsand |1.2(1a) Management Services
sources with Fabric Manager and Device
Manager.

NTP You can now create and view NTP peers |1.2(1a) Management Services

and servers with Fabric Manager and
Device Manager.

LUN Zoning You can now allocate (centralize or pool) |1.2(1a) Managing Zones and
storage using Fabric Manager. Zonesets

Read-only Zones  |Read-only zones are now configurable 1.2(1a) Managing Zones and
and viewable. Zonesets

Cisco MDS 9000 Family Fabric Manager User Guide
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Table 1 Documented Features for the Fabric Manager User’s Guide/Online Help
Changedin
Feature Description Release Where Documented
DM Summary The Device Manager Summary view has |1.2(1a) Using Cisco Fabric
View been modified. Manager and Device
M anager
Software Upgrade |A new wizard has been added to the 1.2(1a) Managing Software
Wizard Fabric Manager’s Edit menu that allows and Configuration
you to perform software upgrades. Files
Show Tech Support | The show tech support command can 1.2(1a) Using Cisco Fabric
now be run from Fabric Manager on Manager and Device
multiple switches simultaneously. Manager
Enclosures You can now create enclosures from the |1.1(1a) Using Cisco Fabric

Fabric Manager Information pane, by
selecting Connectivity > Storage from
the menu tree of the Physical tab. Prior to
Release 1.1(1a), you created enclosures
by right-clicking on a map object and
selecting Enclosures from the pop-up
menu.

Manager and Device
M anager

Table 2 contains the history of the changes to the Cisco MDS 9000 Family Fabric Manager User’s
Guide/Online Help, Release 1.2(2a). When the document is updated for the next release, these changes
are incorporated into the new revision and will no longer appear in this table.

Table 2

Documentation Changes for Fabric Manager User’s Guide/Online Help, Release 1.2(2a)

Date

Description of Change

Where Changed

10/17/2003

Document Created

r Cisco MDS 9000 Family Fabric Manager User Guide
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Preface

This preface describes the audience, organization, and conventions of the Cisco MDS 9000 Family
Fabric Manager User Guide. It also provides information on how to obtain related documentation.

Audience

This guideis for system administrators who intend to use the Cisco Fabric Manager to configure and
monitor the switches that build the network fabric.

You should be familiar with the basic concepts and terminology used in internetworking, and understand
your network topology and the protocols that the devicesin your network can use. You should also have
aworking knowledge of the operating system on which you are running Fabric Manager, such as
Microsoft Windows, Linux, or Solaris.

Organization

This guide contains procedural and conceptual information. For reference information (such as field
descriptions for the windows and dialog boxes) refer to the Cisco MDS 9000 Family Fabric Manager
Online Help. This is accessible by clicking Help from the Fabric Manager or Device Manager menus.
This guide is organized as follows:

Chapter Title Description
Chapter 1 | Getting Started with Cisco Fabric Provides an overview of the Cisco Fabric
Manager Manager system.
Chapter 2 |Using Cisco Fabric Manager and Device |Describes how to use the Cisco Fabric
Manager Manager views for performing the most
important device and fabric management
tasks.
Chapter 3 |Managing Zones and Zone Sets Describes how to configure zones and zone
sets.
Chapter 4 |Managing VSANs Describes how to configure VSANS (virtual
storage area networks).

Cisco MDS 9000 Family Fabric Manager User Guide
[ 78-15800-02, Cisco MDS SAN-OS Release 1.2(2a) .m



Preface |

W Conventions

Send documentation comments to

Chapter Title Description

Chapter 5 |Managing Administrator Access Describes how to configure SNMP
authentication, and how to set up RADIUS
servers for authenticating command-line
interface (CLI) access.

Chapter 6 |Managing Software and Configuration Describes how to manage configuration and
Files image files.

Chapter 7 |Managing Interfaces Describes how to view and configure physical
port interfaces and Port Channels.

Chapter 8 |Managing Events and Alarms Describes how to configure and monitor
SNMP events (traps and informs), RMON
alarms, Call Home alerts, and Syslog
messaging.

Chapter 9 |Managing the System and Components | Describes how to monitor and configure the
chassis and its components, including
modules (line cards), temperature sensors,
power supplies, and the fan assembly.

Chapter 10 |Managing Fibre Channel Routing and Describes how to configure Fibre Channel

FSPF services, including Fibre Channel routes and
flows, and FSPF (Fabric Shortest Path First)
interfaces.

Chapter 11 |Managing | P Storage Services Describes how to configure FCIP and iSCSI
storage services.

Chapter 12 |Configuring IP Filters Describes how to configure IP Filters and
Profiles.

Chapter 13 |Managing SPAN Describes how to manage SPAN.

Chapter 14 |Managing Advanced Features Describes how to configure advanced

features, including:
- World wide names
- Domain parameters

< Name server

Conventions

This guide uses the following conventions:

~

Note ~ Meansreader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

A

Caution  Meansreader be careful. In this situation, you might do something that could result in loss of data.

Cisco MDS 9000 Family Fabric Manager User Guide
m. 78-15800-02, Cisco MDS SAN-0S Release 1.2(2a) |



| Preface

Related Documentation

Send documentation comments to

Related Documentation

For Fabric Manager and Device Manager field descriptions, refer to the Cisco MDS 9000 Family Fabric

Manager Online Help. For additional information, refer to the following documents:
» Regulatory Compliance and Safety | nformation for the Cisco MDS 9000 Family
« Cisco MDS 9100 Series Hardware Installation Guide
« Cisco MDS 9200 Series Hardware Installation Guide
- Cisco MDS 9500 Series Hardware Installation Guide
» Cisco MDS 9000 Family Configuration Guide
» Cisco MDS 9000 Family Command Reference
» Cisco MDS 9000 Family Troubleshooting Guide
» Cisco MDS 9000 Family System Messages Guide
» Cisco MDS 9000 Family MIB Reference Guide

For information on VERITAS Storage Foundation™ for Networks 1.0, Cisco, refer to the following

Veritas documents available at http://support.veritas.com/:
- VERITAS Storage Foundation for Networks Overview
- VERITAS Storage Foundation for Networks Installation and Configuration Guide

» VERITAS Storage Foundation for Networks Obtaining and Installing Licenses
» VERITAS Storage Foundation for Networks GUI Administrator's Guide

- VERITAS Storage Foundation for Networks CLI Administrator's Guide

- VERITAS Storage Foundation for Networks README

Obtaining Documentation

These sections explain how to obtain documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at this URL:
http://www.cisco.com
Translated documentation is available at this URL :

http://www.cisco.com/public/countries_|anguages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM

package, whichisshipped with your product. The Documentation CD-ROM isupdated monthly and may

be more current than printed documentation. The CD-ROM package is available as a single unit or

through an annual subscription.

| 78-15800-02, Cisco MDS SAN-0S Release 1.2(2a)
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Ordering Documentation

You can order Cisco documentation in these ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Networking Products M arketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

» Registered Cisco.com users can order the Documentation CD-ROM through the online Subscription
Store:

http://www.cisco.com/go/subscription

» Nonregistered Cisco.com users can order documentation through alocal account representative by
calling Cisco Systems Corporate Headquarters (California, U.S.A.) at 408 526-7208 or, elsewhere
in North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can submit comments electronically on Cisco.com. In the Cisco Documentation home page, click
the Fax or Email option in the “Leave Feedback” section at the bottom of the page.

You can e-mail your comments to mdsfeedback-doc@cisco.com.

You can submit your comments by mail by using the response card behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance
N

Note  If you purchased this product through a Cisco reseller, contact the reseller directly for technical support.

If you purchased this product directly from Cisco, contact Cisco Technical Support at this URL:
http://www.cisco.com/warp/public/687Directory/DirTAC.shtml

Cisco provides Cisco.com as a starting point for all technical assistance. Customers and partners can
obtain online documentation, troubl eshooting tips, and sampl e configurations from online tools by using
the Cisco Technical Assistance Center (TAC) Web Site. Cisco.com registered users have complete access
to the technical support resources on the Cisco TAC Web Site.

Cisco.com

Cisco.com is the foundation of asuite of interactive, networked services that provides immediate, open
access to Cisco information, networking solutions, services, programs, and resources at any time, from
anywhere in the world.

Cisco MDS 9000 Family Fabric Manager User Guide
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Cisco.com is a highly integrated I nternet application and a powerful, easy-to-use tool that provides a
broad range of features and services to help you with these tasks:

- Streamline business processes and improve productivity

» Resolve technical issues with online support

- Download and test software packages

» Order Cisco learning materials and merchandise

» Register for online skill assessment, training, and certification programs

If you want to obtain customized information and service, you can self-register on Cisco.com. To access
Cisco.com, go to this URL:

http://www.cisco.com

Technical Assistance Center

The Cisco Technical Assistance Center (TAC) isavailableto all customerswho need technical assistance
with a Cisco product, technology, or solution. Two levels of support are available: the Cisco TAC
Web Site and the Cisco TAC Escalation Center.

Cisco TAC inquiries are categorized according to the urgency of the issue:

» Priority level 4 (P4)—You need information or assistance concerning Cisco product capabilities,
product installation, or basic product configuration.

» Priority level 3 (P3)—Your network performance is degraded. Network functionality is noticeably
impaired, but most business operations continue.

- Priority level 2 (P2)—Your production network is severely degraded, affecting significant aspects
of business operations. No workaround is available.

» Priority level 1 (P1)—Your production network isdown, and a critical impact to business operations
will occur if serviceis not restored quickly. No workaround is available.

The Cisco TAC resource that you choose is based on the priority of the problem and the conditions of
service contracts, when applicable.

Cisco TAC Web Site

You can use the Cisco TAC Web Site to resolve P3 and P4 issues yourself, saving both cost and time.
The site provides around-the-clock accessto online tools, knowledge bases, and software. To access the
Cisco TAC Web Site, go to thisURL:

http://www.cisco.com/tac

All customers, partners, and resellers who have a valid Cisco service contract have complete access to
the technical support resources on the Cisco TAC Web Site. The Cisco TAC Web Site requires a
Cisco.com login ID and password. If you have avalid service contract but do not have alogin ID or
password, go to this URL to register:

http://www.cisco.com/register/

If you are a Cisco.com registered user, and you cannot resol ve your technical issues by using the Cisco
TAC Web Site, you can open a case online by using the TAC Case Open tool at this URL:

http://www.cisco.com/tac/caseopen

Cisco MDS 9000 Family Fabric Manager User Guide
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If you have Internet access, we recommend that you open P3 and P4 cases through the Cisco TAC
Web Site.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority level 2 issues. These
classifications are assigned when severe network degradation significantly impacts business operations.
When you contact the TAC Escalation Center with a P1 or P2 problem, a Cisco TAC engineer
automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country, go to this URL:
http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the level of Cisco support
services to which your company is entitled: for example, SMARTnet, SMARTnet Onsite, or Network
Supported Accounts (NSA). When you call the center, please have available your service agreement
number and your product serial number.

Cisco MDS 9000 Family Fabric Manager User Guide
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CHAPTER 1

Getting Started with Cisco Fabric Manager

The Cisco Fabric Manager is a set of two network management tools that supports Secure Simple
Network Management Protocol version 3 (SNMPv3) and legacy versions. It provides a graphical user
interface (GUI) that displays real-time views of your network fabric, and lets you manage the
configuration of Cisco MDS 9000 Family devices and third-party switches. The Cisco Fabric Manager
tools are:

- [Fabric Manager
- Device Manager

The Fabric Manager displaysamap of your network fabric, including Cisco MDS 9000 Family switches,
third-party switches, hosts, and storage devices. The Device Manager presents two views of a switch.
Device View displays a graphic representation of the switch configuration and provides access to
statistics and configuration information for a single switch. Summary View displays a summary of
xEPorts (Inter-Switch Links), Fx Ports (fabric ports), and Nx Ports (attached hosts and storage) on the
switch, as well as FC and I P neighbor devices.

The Cisco Fabric Manager is an alternative to the command-line interface (CLI) for most switch
configuration commands. For information on using the CLI to configure a Cisco MDS 9000 Family
switch, refer to the Cisco 9000 Family Configuration Guide or the Cisco 9000 Family Command
Reference.

To learn more about Fabric Manager and Device Manager, read the following topics:
» Storage Management Solutions Architecture, page 2
» Managing Cisco MDS 9000 Switches, page 2
« In-Band Management and Out-of-Band Management, page 4
e Using the Local Console Port and the CLI, page 4
« Discovering and Viewing the Network Fabric, page 5
« Controlling Administrator Access with Users and Roles, page 7
« Performing Device Management, page 7
To install Fabric Manager and Device Manager on your system, refer to:

» Accessing Cisco Fabric Manager, page 8

Cisco MDS 9000 Family Fabric Manager User Guide
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Storage Management Solutions Architecture

Management services required for the storage environment can be divided into five “layers,” with the
bottom layer being closest to the physical storage network equipment, and the top layer managing the
interface between applications and storage resources.

Of these five layers of storage network management, Cisco Fabric Manager provides tools for device
(element) management and fabric management. In general, the Device Manager is most useful for device
management (a single switch), while Fabric Manager is more efficient for performing fabric
management operations involving multiple switches.

Tools for “upper-layer” management tasks can be provided by Cisco or by third-party storage and
network management applications. The following summarizes the goals and function of each layer of
storage network management:

- Device management provides tools to configure and manage a device within a system or a fabric.
You use device management tools to perform tasks on one device at a time, such as initial device
configuration, setting and monitoring thresholds, and managing device system images or firmware.

- Fabric management provides a system-oriented view of afabric and its devices. Fabric management
applications provide fabric discovery, fabric monitoring, reporting, and fabric configuration.

- Resource management provides tools for managing resources such as fabric bandwidth, connected
paths, disks, I/0O operations per second (IOPS), CPU, and memory. You can use Fabric Manager to
perform some of these tasks.

- Data management provides tools for ensuring the integrity, availability, and performance of data.
Data management services include redundant array of independent disks (RAID) schemes, data
replication practices, backup or recovery requirements, and data migration.

- Application management provides tools for managing the overall system consisting of devices,
fabric, resources, and data from the application. Application management integrates all these
components with the applications that use the storage network.

Managing Cisco MDS 9000 Switches

The Cisco MDS 9000 Family of switches can be accessed and configured in many different ways, and
support standard management protocols. The different protocols that are supported in order to access,
monitor, and configure the Cisco MDS 9000 Family of switches are described in Table 1-1.

Table 1-1  Supported Management Protocols

Management Protocol  |Purpose
Telnet/SSH Provides remote access to the CLI for a Cisco MDS 9000 switch.

FTP/SFTP/TFTP Copies configuration and software images between devices.

Cisco MDS 9000 Family Fabric Manager User Guide
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Table 1-1  Supported Management Protocols

Management Protocol  |Purpose

SNMPv1, v2¢c, and v3 |Includes over 50 distinct Management Information Bases (MIBs). Cisco
MDS 9000 Family switches support SNMP version 1, 2, and 3 and RMON
V1 and V2. RMON provides advanced alarm and event management,
including setting thresholds and sending notifications based on changesin
device or network behavior.

By default, the Cisco Fabric Manager communicates with Cisco MDS 9000
Family switchesusing SNMPv3, which provides secure authentication using
encrypted user names and passwords. SNMPv3 also provides the option to
encrypt all management traffic.

HTTP HTTP isonly used for the distribution and installation of the Cisco Fabric
Manager software. It is not used for communication between the Cisco
Fabric Manager and Cisco MDS 9000 Family switches.

ANSI T11 FC-GS3 FC-GS3 in the definition of the management servers defines the Fabric
Configuration Server (FCS), which is a standard mechanism to collect
information about platforms (end devices) and interconnecting elements
(switches) building the fabric.

The Cisco MDS 9000 uses the information provided by FCS on top of the
information contained in the Name Server database and in the Fibre Channel
Shortest Path First (FSPF) topology database to build a detailed topol ogy
view, and collect information for all the devices building the fabric.

Cisco MDS 9000 Family Fabric Manager User Guide
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In-Band Management and Out-of-Band Management

Cisco Fabric Manager requires an out-of-band (Ethernet) connection to at least one Cisco MDS 9000
Family switch. The interface referred to as the out-of -band management connection is a 10/100 Mbps
Ethernet interface on the supervisor module, labeled mgmt0. The mgmt0 interface can be connected to
amanagement network to access the switch through | P over Ethernet. You must connect to at least one
Cisco MDS 9000 Family switch in the fabric, through its Ethernet management port. You can then use
this connection to manage the other switches using in-band (Fibre Channel) connectivity. Otherwise, you
need to connect the mgmtO port on each switch to your Ethernet network.

Each supervisor module has its own Ethernet connection; however, the two Ethernet connectionsin a
redundant supervisor system operate in active or standby mode. The active supervisor modul e also hosts
the active mgmtO connection. When a failover event occurs to the standby supervisor module, the IP
address and media access control (MAC) address of the active Ethernet connection are moved to the
standby Ethernet connection.

You can also manage switches on a Fibre Channel network using an in-band | P connection (using | P over
Fibre Channel - IPFC). The Cisco MDS 9000 Family supports RFC 2625 | P over Fibre Channel (1PFC),
which defines an encapsulation method to transport 1P over a Fibre Channel network.

IPFC encapsulates | P packets into Fibre Channel frames so that management information can cross the
Fibre Channel network without requiring a dedicated Ethernet connection to each switch. | P addresses
are resolved to the Fibre Channel address through Address Resolution Protocol (ARP). This feature
allows you to build a completely in-band management solution, in case of availability of servers
mounting | P-enabled host bus adapters (HBAS).

Using the Local Console Port and the CLI

The first management interface you use to manage a Cisco MDS 9000 switch is the serial RJ-45 console
connection on the supervisor module. This console connection provides access to the CLI and allows
you to run the initial setup routine when you first turn on the switch.

You can use the CLI to perform many of the tasks you can perform using the Cisco Fabric M anager.
However, complex tasks or tasks involving multiple switches may be easier to perform using the Cisco
Fabric Manager. You need to use the CLI for the following tasks:

« Run theinitial setup routine to complete the initial configuration required for establishing remote
management connectivity

» Run debug and show commands for diagnostics and troubleshooting
» Write or run automated configuration scripts

For information about using the CLI, refer to the Cisco 9000 Family Configuration Guide and the Cisco
9000 Family Command Reference.

When you connect to a Cisco MDS 9000 Family switch using the local console and start the switch for
thefirst time, the system displays a setup routine that hel ps you perform the basic configuration required
to manage and connect the switch to end nodes or other switches. The setup routine must be completed
before you can connect to the switch or manage it using the Cisco Fabric Manager.
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The setup routine prompts for the following configuration val ues:

Administrator password—you have the option to create a new login account or overwrite a
pre-existing account password.

SNMPv3 user name and authentication password. SNM P community string.
Switch name - Thisis your switch prompt.

IP address for the switch's management interface - The management interface can be an out-of -band
Ethernet interface or an in-band Fibre Channel interface.

Subnet mask for the switch's management interface.

The following | P addresses: destination prefix, destination prefix subnet mask, and next hop 1P
address, if you want to enable | P routing. Also, provide the | P address of the default network.
Otherwise, provide an |P address of the default gateway.

DNS IP address (optional).
Default domain name (optional).

SSH service on the switch-if you wish to enable this service, then select the type of SSH key
(dsalrsalrsal) and number of key bits (768 to 2048).

NTP server |P address (optional).

In addition to these settings, each Cisco MDS 9000 Family switch is configured with the following
default values:

VSAN membership—All portsarein VSAN 1

Switch port speed and type—Autosense

Discovering and Viewing the Network Fabric

Cisco Fabric Manager collects information on the fabric topology, sends SNMP queries to the SNMP
agent running on the switch to which Fabric Manager is connected. The switch replies after having
discovered all devices connected to the fabric by using theinformation coming from its FSPF technol ogy
database and the Name Server database, and collected using the Fabric Configuration Server’'s
request/response mechani sms defined by the FC-GS3 standard. When you start the Fabric M anager, you
enter the | P address (or host name) of a “seed” switch.

After you start Fabric Manager and discovery completes, you see the Fabric Manager shown in
Figure 1-1. It provides a view of your network fabric, including all discovered switches, hosts, and
storage devices.

Cisco MDS 9000 Family Fabric Manager User Guide
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Figure 1-1  Fabric Manager

O N e el
flary Bar —jm o pa = jes e
loolbar — g% JoB@ YEES 7
sk D T ] Bailoie
| | | Pt e

s e - . o T T
i e e o e e EESNO S AR
ey~ I T
i T Rl . P (e [BOMAE P RETR
iy WP N e el Wl S P R |
]

Intormiaton
peares

Mammizal

s

Minimi 2e niprdnengl | £
aontls R g —

1]

=1

5

]

I

]

-

.LLI_L

Legacal P
Piysical pane — e | .

S1BILE DEf—3

=

hMEszage ba
You use the Fabric Manager to discover and view your fabric topology and to manage zones and zone
sets. It is also convenient to use the Fabric Manager to manage other kinds of configuration involving
more than one switch, such as VSANs and Port Channels. The following are some of the main fabric
management tasks that you can perform using Fabric Manager:

- Managing zones and zone sets

- Managing VSANs

- Managing Port Channels

- Controlling management access with users and roles

Table 2-2shows the various icons you may seein the Fabric Manager M ap pane, and describes what they
represent.

Cisco MDS 9000 Family Fabric Manager User Guide
m. 78-15800-02, Cisco MDS SAN-0S Release 1.2(2a) |



| Chapter1l Getting Started with Cisco Fabric Manager

Controlling Administrator Access with Users and Roles

Send documentation comments to mdsfeedback-doc@cisco.com.

Controlling Administrator Access with Users and Roles

Cisco MDS 9000 Family switches support role-based management access whether using the CL1 or the
Cisco Fabric Manager. This lets you assign specific management privileges to particular roles and then
assign one or more users to each role.

Cisco Fabric Manager uses SNMPv3 to establish role-based management access. After completing the
setup routine, a single role, user name, and password are established. The role assigned to this user
allows the highest level of privileges, which includes creating new users and roles. Use the Cisco Fabric
Manager to create roles and users, and to assign passwords as required for secure management accessin
your network.

To enable RADIUS authentication of CLI users or to establish SNMP users and roles, see Chapter 5,
“Managing Administrator Access.”

Performing Device Management

M ost tasksthat you can perform with Device Manager can also be performed for multiple switches using
the Fabric Manager. However, Device Manager may be more convenient to use when you are working
with a single switch. Also, the Device Manager provides more detailed information for verifying or
troubleshooting device-specific configuration than what is available from the Fabric Manager.

When you start the Device Manager, you see the Device View, shown in Figure 1-2.

Figure 1-2  Device Manager’s Device View
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Accessing

The Device View provides a graphic representation of a Cisco MDS 9000 switch, including the installed
switching modules, services modules, supervisor modules, and the status of each port within each
module. You can use the Device View to perform any switch-level configuration tasks including the
following:

- Manage ports, Port Channels, and trunking

- Manage SNMPv3 security access to switches

- Manage CLI security access to switches

- Manage alarms, events, and notifications

- Save and copy configuration files and software images
« View hardware configuration

» View chassis, module, and port status and statistics

Summary View provides away of monitoring all of the ports on the switch, categorized by operative
modes (Fx-Ports and E-Ports).

When you click the Summary tab on the Device Manager window, you see the Summary View, which
provides summary information about the interfaces on a single switch.

Cisco Fabric Manager

Before you can access the Cisco Fabric Manager, you must complete the following tasks:
» A supervisor module must be installed on each switch that you want to manage.

» The supervisor module must be configured with the foll owing values using the setup routine or the
CLI:

— |P address assigned to the mgmtO0 interface

— SNMPv3 user name and password, maintaining the same password for all the switchesin the
fabric (for information about managing SNM P security with the Fabric M anager, see Chapter 5,
“Managing Administrator Access’ ).

Procedures you need to access the Cisco Fabric Manager include:
« Connecting to a Supervisor Module, page 1-8
« Launching Views, page 1-9
« Troubleshooting Installation and Access, page 1-10

Connecting to a Supervisor Module

The Cisco Fabric Manager software executables reside on each supervisor module of each Cisco MDS
9000 Family switch in your network. The supervisor module provides an HTTP server that responds to
browser requests and distributes the software to Windows or UNIX network management stations.

To install the software for the first time, or if you want to update or reinstall the software, access the
supervisor module with aweb browser. When you click the Install buttons on the web page that is
displayed, the software running on your workstation is verified to make sure you are running the most
current version of the software. If it is not current, the most recent version is downloaded and installed
on your workstation.

To download and install the software on your workstation, follow these steps:

Cisco MDS 9000 Family Fabric Manager User Guide
m. 78-15800-02, Cisco MDS SAN-0S Release 1.2(2a) |



| Chapter1l Getting Started with Cisco Fabric Manager

Accessing Cisco Fabric Manager [l

Send documentation comments to mdsfeedback-doc@cisco.com.

Step 1

Step 2

Step 3

Step 4

Enter the | P address or host name of the supervisor module in the address or location field of your
browser.

When you connect to the server for thefirst time, it checksto seeif you have the correct Sun Java Virtual
Machine version installed on your workstation. If not, alink is provided to the appropriate web page on
Sun Microsystem’s website so you can install it.

The supervisor module HT TP server displays the window.
Click the link to the Sun Java Virtual Machine software (if required) and install the software.

Using the instructions provided by the Sun Microsystems website to reconnect to the supervisor module
by reentering the |P address or host name in the Location or Address field of your browser.

Click either installation link (Install Fabric Manager or Install Device M anager).
You see a prompt asking for permission to install the Java applets on your workstation.
Click Start to begin installing the software.

The Java Web Start application isautomatically downloaded and installed on your workstation. Once the
installation is complete, you can start the Cisco Fabric Manager directly from the Fabric Manager icon
or the Device Manager icon on your desktop, or from the options on the Windows Start menu.

Launching Views

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

To launch the Fabric Manager (Fabric View) or Fabric Device Manager (Device View and Summary
View), follow these steps:

Double-click the Fabric M anager icon or the Device M anager icon on your desktop or select the option
from the Windows Start menu.

You see the login screen.

Enter the | P address or device name in the Device Name(s) field, or select an |P address from the list of
previously accessed devices, accessible through the drop-down arrow to the right of the Device Name(s)
field.

Check the SNM Pv3 check box to select SNMP version 3.

S

Note  Thedefault authentication digest used for storing user names and passwordsisMD5. In case you
selected SHA instead, the relative checkbox in the Fabric Manager initial login screen should be
checked.

Enter a user name and password.

Enter the Privacy Password used for encrypting management traffic if the SNMPv3 Privacy option is
enabled.

The Privacy option causes all management traffic to be encrypted while, with SNM Pv3, user names and
passwords are always encrypted.

To enable the Privacy option, see Chapter 5, “Managing Administrator Access.”
Click Open.
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You see either the Fabric Manager (Figure 2-1 on page 2-3) or the Device Manager (Figure 2-2 on
page 2-17).

Troubleshooting Installation and Access

The following two issues may be useful when troubleshooting Fabric Manager installation and access.
« Configuring an OUI, page 1-10
» Using aProxy Server, page 1-10

Configuring an OUI

After upgrading from Cisco MDS SAN-OS version 1.0(x) to version 1.1(x) or 1.2(1a), you may notice
that Fabric Manager does not display information correctly, or that an error message appears in the
Fabric Manager error log. The error message |ooks similar to the following example:

20: 00: 00: 0d: 29: 2c: a0: 80 and 20: 01: 00: 0d: 29: 2c: a0: 81 share the sanme IP
Address /9.11.203.90 Ignoring 20:01: 00: 0d: 29: 2c: a0: 81:this nmay be due
to an unknown MDS QUI

This error does not impact the availability or the functionality of the switch and/or fabric. It occurswhen
two WWNs in different V SANs on the same fabric have the same | P address. To fix thisissue, you will
need to specify an Organizationally Unique Identifier (OUI) that Fabric Manager can useto differentiate
the WWNs.

To specify an OUI, follow these steps:

Stepl  Using atext editor, open the file SHOME/.cisco_mds9000/site_ouis.txt. (On a Windows system, the
default pathname for this file is D:\Documents and Settings\username\.cisco_mds9000\site_ouis.txt.)

If thisfileis not already present on your system, createit.

Step2  Onaline by itself, add the hexadecimal equivalent of the address shown in the error message. For the
address in the exampl e error message above, you would type the value "0x000d29" in your site_ouis.txt
file.

Step3  Savethefile and exit.
Step4  Restart Fabric Manager.

Using a Proxy Server

If your network uses a proxy server for HT TP requests, make sure the Java Web Start Application
Manager is properly configured with the | P address of your proxy server. To configure a proxy server in
the Java Web Start Application Manager, follow these steps:

Stepl  Double-click the Java Web Start application manager icon on your Windows desktop, or Chose Program
Files> Java Web Start.

Step2  Select File > Preferences from the Java WebStart Application Manager.
Step3  Click the Manual radio button and enter the | P address of the proxy server in the HTTP Proxy field.
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Step4  Enter the HTTP port number used by your proxy servicein the HTTP Port field.
Step5  Click OK.

S

Note  For general problemsinstalling or using the Fabric Manager software, refer to the Release Notes for the
Cisco MDS 9000 Family.
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2

CHAPTER

Using Cisco Fabric Manager and Device

Manager

Table 2-1 summarizes the tasks that you can perform using Fabric Manager and Device Manager. In
general, you can perform tasks using Fabric Manager for multiple devices. Device Manager is more
convenient to use when you are working with a single switch.

Table 2-1  Fabric and Device Management Tasks

Task Tool See

Troubleshoot connectivity and switch Fabric Manager “Analyzing Switch Fabric Configuration”

configuration. section on page 2-11

Troubleshoot switch configuration Fabric Manager Issuing the Show Tech Support Command,
page 2-13

Perform fabric discovery and view Fabric Manager Chapter 1, “Getting Started with Cisco Fabric

network topology Manager”

Manage zones and activate zone sets Fabric Manager Chapter 3, “Managing Zones and Zone Sets”

Manage VSANSs.

Fabric Manager or Device
M anager

Chapter 4, “Managing VSANS’

Enable or disable ports.

Device Manager’'s Device View

“Managing Ports’ section on page 2-19

Manage SNMP events and alarms.

Fabric Manager or Device
M anager

Chapter 8, “Managing Events and Alarms”

Manage SNMP and CLI Security

Fabric Manager or Device
M anager

Chapter 5, “Managing Administrator Access’

Copy and save configuration and image
files

Fabric Manager or Device
M anager

Chapter 6, “Managing Software and
Configuration Files”

View hardware configuration

Fabric Manager or Device
M anager

Chapter 9, “Managing the System and
Components’

Manage Fibre Channel routing and FSPF.

Fabric Manager or Device
M anager

Chapter 10, “Managing Fibre Channel
Routing and FSPF"

Managing iSCSI and FCIP features

Fabric Manager or Device
M anager

Chapter 11, “Managing |P Storage Services”

Manage advanced features

Fabric Manager or Device
M anager

Chapter 14, “Managing Advanced Features”
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To learn more about the Fabric Manager and Device Manager user interfaces, refer to these topics:
» Using Fabric Manager, page 2
« Using Device Manager, page 16
« Comparing Device Manager to Fabric Manager, page 18
To learn about the general procedures you can perform with Fabric Manager, refer to these topics:
» Locating Other Switches, page 8
» Managing Discovered Switches, page 9
« Analyzing Switch Device Health, page 10
» Analyzing End-to-End Connectivity, page 10
» Analyzing Switch Fabric Configuration, page 11
» Creating a Policy Profile, page 12
« Analyzing the Results of Merging Zones, page 12
» Using Traceroute and Other Troubleshooting Tools, page 14
» Setting Fabric Manager Preferences, page 14
« Viewing Reports in Fabric Manager, page 14
To learn about the general procedures you can perform with Device Manager, refer to these topics:
« Managing Ports, page 19
» Setting Device Manager Preferences, page 19

Using Fabric Manager

The Fabric Manager displaysaview of your network fabric, including Cisco 9000 or third-party switches
and end devices. To launch the Fabric Manager from your desktop, double-click the Fabric M anager
icon and follow the instructions described in the “Launching Views” section on page 1-9. Figure 2-1
shows the Fabric Manager main window.

Note  Changes made using Fabric Manager are applied to the running configuration of the switches you are
managing and the changes may not be saved when the switch restarts. After you make a change to the
configuration or perform an operation (such as activating zones), the system prompts you to save your
changes before you exit.
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Figure 2-1  Fabric Manager Main Window
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The menu bar at the top of the Fabric Manager window provides access to options, that are organized by
menus. The toolbar provides icons that duplicate the most commonly used options on the File, Tools,
and Help menus.

The main window has a menu bar, toolbar, message bar, status bar, and three panes:

- VSAN/Switch pane—Displaysatree of configured VSANsand zones on the V SANs/Zones tab and
amenu tree of available configuration tasks on the Switch tab.

- Information pane—Displays information about whatever option is selected in the menu tree.

- Map pane—Displays a map of the network fabric, including switches, hosts, and storage. It also
provides tabs for displaying log and event data.

You can resize each pane by dragging the boundaries between each region or by clicking the Minimize
or M aximize controls. (See Figure 2-1.)

Menu Bar, Toolbars, and Message Bar

The menu bar at the top of the Fabric Manager window provides options for managing and
troubleshooting the current fabric and for controlling the display of information on the Map pane. The
menu bar provides the following menus:

- File—Open a new fabric, rediscover the current fabric, locate switches, set preferences, print the
map, and clear or export the Map pane log.

- Edit—Manage zones, zonesets, and various elements on the Fabric Manager map.
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Logical/Physical

Information Pane

- View—Change the appearance of the map (these options are duplicated on the Map pane toolbar).

» Reports—Display summary reports, as described in the “ Viewing Reports in Fabric Manager”
section on page 2-14.

- Troubleshooting—Verify and troubleshoot connectivity and configuration, as described in the
“Analyzing Switch Fabric Configuration” section on page 2-11.

- Help—Display on-line help topics for specific dialog boxes in the Information pane.

The Fabric Manager main toolbar provides buttons for accessing the most commonly used menu bar
options. The Map pane toolbar provides buttons for managing the appearance of the map. The
Information pane toolbar provides buttons for editing and managing the Information pane.

The message bar showsthelast entry displayed by the discovery process, and the possible error message.
It displays a dialog stating that something has changed in the fabric and a new discovery is needed. The
status bar shows both short-term, transient messages (such as the number of rows displayed in thetable),
and long-term discovery issues.

Pane
Usethe L ogical tab on the L ogical/Physical pane to manage VSANs and zones in the currently
discovered fabric. For information about managing VSANSs see Chapter 4, “Managing VSANS.”

To manage zones, right-click one of the foldersin the VSAN tree and click Edit L ocal Zone Database
from the pop-up menu. You see the Edit L ocal Zone Database dialog box. For information about
managing zones and zone sets, see Chapter 3, “Managing Zones and Zone Sets.”

Use the Physical tab on the L ogical/Physical pane to display a menu tree of the options available for
managing the switches in the currently discovered fabric. You see the menu tree.

To select an option, click afolder to display the options available and then click the option. You see the
dialog box for the selected option in the Information pane. The menu tree provides the following main
folders:

» Physical—View and configure hardware components.

» Interface—View, monitor, and configure ports and PortChannel interfaces.

» FC—View and configure Fibre Channel network configurations.

» |P—View and configure TCP/IP (management) network configurations.

- Events—View and configure events, alarms, thresholds, notifications, and informs.
» Security—View and configure SNMP and CL| security.

- Admin—Download software images; copy and save configuration files.

The Information pane displays tables or other information associated with the option selected from the
menu tree. The Information pane toolbar provides buttons for performing one or more of the following
operations:

- Apply Changes—Apply configuration changes.

- Refresh Values—Refresh table values.

« Copy...Ctrl+C — Copy data from one row to another.

- Paste...Ctrl +V—Paste the data from one row to another.
» Undo Changes...Ctrl-Z—Undo the most recent change.
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- Export—Export and save information to atab-delimited file.
» Print Table —Print the contents of the Information pane.

N

Note  After making changes you must save the configuration or the changes will be lost when the
device is restarted.

N

Note  The buttons that appear on the toolbar vary according to the option you select. They are activated or
deactivated (grayed) according to the field or other object that you select in the Information pane.
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Map Pane

The Map pane shows the graphical representation of your fabric. Table 2-2 explains the graphics you
may see displayed, depending on which devices you have in your fabric.

Table 2-2  Fabric Manager Graphics

Icon or Graphic Description

Director Class MDS 9000

B

Non-director Class MDS 9000

Generic FC Switch

{ E

Cisco SN5428

g i
(i

A linethrough adevice indicates that the deviceis
not manageable

An"X" through a device or link indicates that the
device is down or that the connection is down

FC HBA (or enclosure)

m XX

iSCSI Host

2

Virtual Host

[
[

FC Target (or enclosure)

Virtual Enclosure

wll

Fibre Channel 1SL and Edge
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Icon or Graphic Description
Fibre Channel Port Channel

IPISL and Edge

IP Port Channel

FC Loop (Storage)

IP Cloud (Hosts)

\,

Any device, cloud, or loop with abox around it
means that there are hidden links attached

]

There are three tabs on the bottom of the Map pane:
- Map—Displaysagraphical view of the network fabric with switches, hosts, and storage subsystems.
» Log—Displays messages that describe system operations, such as fabric discovery.
- Events—Displays information about the SNMP traps received by the management station.

When viewing large fabrics in the Map pane, it is helpful to keep the following tipsin mind to make the
display cleaner.

= Turn off end device labels

» Collapse loops

» Collapse expanded multiple links (collapsed multiple links are shown as very thick single lines)
- Dim or hide portions of your fabric by VSAN

When you right-click an icon, you see a pop-up menu with options that vary depending on the type of
icon selected. The various options available for different objects include the following:

» Open an instance of Device Manager for the selected switch.
» Open aCLI session for the selected switch.

- Copy the display name of the selected object.

- Execute a ping or tracer oute command for the device.

- Show or hide end devices.

- Create or delete an enclosure.

» Setthe VSAN ID for an edge port (link).

» Set the trunking mode for an ISL.

- Create or add to a PortChannel for selected ISLs.
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Note

The Map pane has its own toolbar with options for saving, printing, and changing the appearance of the
map. When you right-click on the map, a pop-up menu appears that provides options (duplicated on the
toolbar) for changing the appearance of the map.

When aVSAN, zone, or zone member is selected in the VSAN tree, the map highlighting changes to
identify the selected objects. To remove this highlighting, click the Clear Highlight button on the Map
pane toolbar or choose Clear Highlight from the pop-up menu.

Locating Other Switches

Step 1

Step 2

Step 3

Step 4

Step 5

Note

The Locate Switches option uses SNM Pv2 and discovers devices responding to SNMP requests with the
read-only community string public. To enable your Cisco MDS 9000 Family switches to respond to
SNMPv2 requests, see Chapter 5, “Managing Administrator Access.”

To locate switches that are not included in the currently discovered fabric, follow these steps:

Choose File > L ocate Switches from the Fabric Manager main window.
You see the Locate Switches dial og box.

Enter a range of specific addresses belonging to a specific subnet which limit the research for the
switches. To look for a Cisco MDS 9000 switch belonging to subnet 192.168.199.0, use the following
string:

192.168.100.[1-254]

Multiple ranges can be specified, separated by commas. For example, to look for all the devicesin the
two subnets 192.168.199.0 and 192.169.100.0, use the following string:

192.168.100.[1-254], 192.169.100.[ 1-254]
Enter the appropriate read community string in the Read Community field.
The default value for this string is “public.”

Click Display Cisco MDS 9000 Only to display only the Cisco MDS 9000 Family switchesin your
network fabric.

Click Sear ch to discover switches and devices in your network fabric. You see the results of the
discovery in the Locate Switches window.

N
Note  The number in the lower left corner of the screen increments as the device locator attempts to

discover the devicesinyour network fabric. When the discovery processis compl ete, the number
indicates the number of rows displayed.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Modifying Device Grouping

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Step 8
Step 9

Note

Because of not all the devices are capable of responding to FC-GS3 requests, different ports of asingle
server or storage subsystem may be displayed as individual end devices on the Fabric Manager map. To
group end devicesin a single enclosure in order to have them represented by a single icon on the map,
follow these steps:

Select Storage from the Fabric Manager’s menu tree in the Physical tab.

The end devices are displayed in the Information pane.

Clink on the Name field for one of the devices you want to be in the enclosure.
Enter a name to identify the new enclosure’s icon on the Fabric Manager Map pane.
Enter the | P address of the device in the | P Address field (optional).

Click once on the Namefield for that device.

Press Ctrl-C to copy that name.

Clink on the Name field for another of the devices you want to be in the enclosure.

Click twiceif thereisno namein the Namefield; click threetimesif thereisaname already in the Name
field.

Press Ctrl-V to paste the name into the Name field for that device.

Repeat steps 7 and 8 for each device you want to add to the enclosure.

To remove devices from an enclosure, click three times on the name of the device and press Delete. To
remove an enclosure, repeat this step for each device in the enclosure. To change an existing enclosure,
delete the enclosure and create a new one.

Managing Discovered Switches

Step 1
Step 2
Step 3

Step 4
Step 5

Note

To manage the discovered switches, follow these steps:

Choose File > Open Switch Fabric from the Fabric Manager menu bar.

Enter the | P address of a switch in the Device Name field on the Open dial og box.
Enter your user name and password in the User Name and Auth Password fields.

If the SNMPv3 Privacy feature isimplemented, enter the encryption password as well.
Check the SNMPv3 check box to select SNMP version 3.

Click Open.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Analyzing Switch Device Health

Step 1

Step 2

Step 3

Step 4
Step 5

Note

The Switch Health option lets you determine the status of the components of a specific switch. To use
the Switch Health option, follow these steps:

Click Switch Health from the Fabric Manager Tools menu.

The Switch Health Analysis window is displayed.

Click Start to identify any problems that may currently be affecting the selected switch.
The Switch Health Analysis window displays any problems affecting the selected switches.
Fix these problems.

Click Clear to remove the contents of the Switch Health Analysis window.

Click Close to close the window.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Analyzing End-to-End Connectivity

Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

Step 7

You can use the End to End Connectivity option to determine connectivity and routes among devices
with the switch fabric. The connectivity tool checks to see that every pair of end devices can talk to each
other, using a Ping test and by determining if they are in the same VSAN or in the same active zone. This
option uses versions of the ping and tracer oute commands modified for Fibre Channel networks.

To use this option, follow these steps:

Choose Tools > End to End Connectivity from the Fabric Manager menu bar.
The End to End Connectivity window is displayed.
Select the VSAN in which you want to verify connectivity from the VSAN dropdown list.

Identify any latency issues in the network fabric by clicking the option Report average latencies
greater than and entering the number of microseconds.

Click Ensurethat members can communicate to perform a Fibre Channel ping between the selected
end points.

Identify the number of packets, the size of each packet, and the timeout in milliseconds.

Analyze the redundant paths between endpoints by clicking Ensure that redundant paths exist
between members.

Click Analyze.

The End to End Connectivity Analysiswindow displays the selected end points with the switch to which
each is attached, and the source and target ports used to connect it.

The output shows all the requests which have failed. The possible descriptions are:

« Ignoring empty zone—No requests are issued for this zone.
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Step 8
Step 9

N

Note

» Ignoring zone with single member—No requests are issued for this zone.

» Source/Target are unknown—No nameserver entries exist for the ports or we have not discovered
the port during discovery.

- Both devices are on the same switch.

» No paths exist between the two devices.

» VSAN does not have an active zone set and the default zone is denied.

- Averagetime ... micro secs—The latency value was more than the threshold supplied.
Click Clear to remove the contents of the window.

Click Close to close the window.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Analyzing Switch Fabric Configuration

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6
Step 7
Step 8
Step 9

The Fabric Configuration option |ets you analyze the configuration of aswitch by comparing the current
configuration to a specific switch or to apolicy file. You can save a switch configuration to afile and
then compare all switches against the configuration in the file.

To use the Fabric Configuration option to analyze the configuration of a switch, follow these steps:

Click Fabric Configuration from the Fabric Manager Tools menu.
The Fabric Configuration window is displayed.
Choose if you want to compare the selected switch to another switch or to a Policy File.

- If you are making a switch comparison, click Switch and then click the drop-down arrow to see a
list of switches.

- If you are making a policy comparison, click Policy File. Then the button to the right of this option
to browse your file system and select a policy file (*.XML).

Click Rulesto set the rules to apply when running the Fabric Configuration Analysis tool.

The Rules window is displayed.

Change the default rules as required and click OK.

Click Compare.

The system analyzes the configuration and displays issues that arise as a result of the comparison.
Click to place a checkmark in the Resolve column for the issues you want to resolve.

Resolve them by selecting the Resolve | ssues option.

Click Clear to remove the contents of the window.

Click Close to close the window.
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~

Note

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Creating a Policy Profile

Step 1
Step 2
Step 3

Note

You use a policy file to define the rules to be applied when running the Fabric Configuration Analysis
tool. When you create a policy file, the system saves the rules selected for the selected switch.

To create a policy file, follow these steps:

Choose Tools > Fabric Configuration from the Fabric Manager menu bar.
Click Policy File and enter aname for the policy in the field provided.

Click Create Policy and confirm the operation when prompted.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Analyzing the Results of Merging Zones

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Note

You can use the Zone Merge option on the Fabric Manager Tools menu to determine if two connected
switches have compatible zone configurations.

To use the Zone Merge option, follow these steps:

Choose Zone M erge from the Fabric Manager Tools menu.

The Zone Merge Analysis window is displayed.

Select a switch from each pull-down list.

Identify the VSAN for which you want to perform the zone merge analysis.
Click Analyze.

The Zone Merge Analysis window displays any inconsistencies between the zone configuration of the
two selected switches.

Click Clear to remove the contents of the window.

Click Close to close the window.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Issuing the Show Tech Support Command

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Note

You can issue ashow tech support command from Fabric Manager for one or more switchesin afabric.
Theresults of each command are written to atext file, onefile per switch, in adirectory you specify. You
can then view these files using Fabric M anager.

You can also save the Fabric Manager map as a JPG file. The file is saved with the name of the seed
switch (for example, 172.22.94.250.jpg).

You can zip up all the files (the show tech support output and the map fileimage) and send the resulting
zipped file to technical support.

To use the Fabric Manager show tech support command, perform the following steps.

Select Show Tech Support from the Tools menu.
The Show Tech Support dialog box is displayed.

Select the switches for which you want to view Show Tech Support information, by checking the
checkboxes next to their IP addresses.

Select the directory where you want the text files (containing the Show Tech Support information) to be
written.

Enter your username and password in the appropriate fields.

Notethat in order for Fabric Manager to successfully issue the show tech support command on a switch,
that switch must have this username and password. Fabric Manager will be unable to log into a switch
that does not have this username and password, and an error will be returned for that switch.

Set the timeout value.
The default is 30 seconds.
Check the SSH checkbox if you want to use SSH to connect to the switch.

If you do not check the SSH checkbox, Telnet is used. Note that SSH is slower than Telnet, soif you are
using SSH you may want to increase the timeout value described in Step5.

Click the OK button to start issuing the show tech support command to the switches you specified, or
click the Close button to close the Show Tech Support dialog box without issuing the show tech support
command.

In the Status column next to each switch, a highlighted statusis displayed. A yellow highlight indicates
that the Show Tech Support command is currently running on that switch. A red highlight indicates an
error. A green highlight indicates that the Show Tech Support command has compl eted successfully. On
successful completion, a button becomes available in the View column for each switch.

To view the Show Tech Support output, click the button next to the name of the switch. The Show Tech
Support information is displayed in your default text editor.

If you would like to view the Show Tech Support files without using Fabric Manager, you can open them
with any text editor. Each file is named with the switch’s IP address and hasa .TXT extension (for
example, 111.22.33.444.txt).
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Using Traceroute and Other Troubleshooting Tools

You can use the following options on the Tools menu to verify connectivity to a selected object or to
open other management tools:

- Traceroute—\Verify connectivity between two end devices that are currently selected on the Map
pane.

- Device Manager— L aunch the Device Manager for the switch selected on the Map pane.
- Command Line Interface—Open a Telnet or SSH session for the switch selected on the Map pane.

To use the Traceroute option to verify connectivity, follow these steps:

Stepl  Select two or more endpoints on the Fabric Manager map.

Step2  Click Traceroute from the Tools menu, or right-click one of the endpoints and click Trace Route from
the pop-up menu.

The Traceroute window is displayed.
Step3  Change the timeout value if the default (10 seconds) is too short or too long.
Step4  Click Start.

The results of the Traceroute operation appear in the Results box.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Setting Fabric Manager Preferences

To set your preferences for the behavior of the Fabric Manager, choose File > Preferences from the
Fabric Manager menu bar. The Preferences dialog box is displayed.

This dialog box has the following four tabs, which let you set your preferences for different components
of the application:

« Generd
e SNMP

- Discovery

. Map

Viewing Reports in Fabric Manager

The Fabric Manager provides a series of reports, showing variousinformation in tabular form. When you
select one of these options, you see the available information in tabular form in the Information pane of
the Fabric Manager main window. Table 2-3 describes the reports provided by each option.
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Table 2-3  Fabric Manager Reports

Report Description

ISL Statistics Click on Connectivity > I SLs > Statisticsin the
Physical tab of the Fabric Manager
Logical/Physical paneto display information
about the Inter-Switch Links in the currently
discovered fabric. You can use the controls at the
top of the table to change the Poll Interval and
Scal e parameters:

ISLs Choose Connectivity > | SL sin the Physical tab
of the Fabric Manager Logical/Physical pane to
display information about the Inter-Switch links
in the currently discovered fabric.

Switches Choose Switches in the Physical tab of the Fabric
Manager Logical/Physical pane to display
information about the switches in the currently
discovered fabric.

Hosts Choose Connectivity > Hosts in the Physical tab
of the Fabric Manager Logical/Physical pane to
display information about the hosts in the
currently discovered fabric.

Storage Choose Connectivity > Storage in the Physical
tab of the Fabric Manager Logical/Physical pane
to display information about the linksto hosts and
storage in the currently discovered fabric.

LUNs Choose Connectivity > Storage > LUNs in the
Physical tab of the Fabric Manager
Logical/Physical pane to display information
about the LUNsin the currently discovered fabric.
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Using Device Manager

Device Manager provides a physical representation of your switch chassis, with the modules, ports,
power supplies, and fan assemblies (Figure 2-2). The menu bar at the top of the Device Manager window
provides access to options, organized into menus that correspond to the menu tree in Fabric M anager.

The legend at the bottom right of the Device Manager indicates port status, as follows:
e Green—The port is up.
» Brown—The port is administratively down.
e Red—The port is down or has failed.
e Gray—The port is unreachable.

Launching Device Manager from Fabric Manager

Device Manager gives a graphic representation of a Cisco MDS 9000 Family switch, including the
installed switching modules, the supervisor modules, the power supplies, and the status of each port
within each module.

To launch the Device Manager from your desktop, double-click the Device Manager icon and follow the
instructions described in the “Launching Views’ section on page 1-9.

To launch Device Manager from Fabric Manager, right-click the switch you want to manage on the
Fabric Manager map and click Device M anager from the pop-up menu that appears. The Device
Manager main window is shown in Figure 2-2.

Device Manager can also be started by double-clicking on a switch in the Fabric M anager topology view.
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Figure 2-2

Using Summary View

Device Manager, Device Tab

'ﬁ Deyice Manager 1.2{088) - | 72,22,50.90 [ad

Menu bar—]- Dwvike Thyskal Interface BT JF Bvents  Secimiy e

Toolbar— 3 8@ 28

switching
modules

Supervisor
modules

q

NZEROF4E 2

=lal x|

rﬂf}j_l..?._—:ﬁ o

?‘. R T |

E_'

By BoownBlrem

Linfenc kol

Q2510

Click the Summary tab on the Device Manager main window to see asummary of XEPorts, FxPorts, and
NxPorts on a single switch, aswell as FC and IP neighbor devices. All logical interfaces are shown in a
dropdown list at the top of the Summary view.

The Summary View displays attributes for asingle switch, such as port speed, link utilization, and other
traffic statistics. It has the same menu bar and toolbar buttons as the Device View.

To monitor traffic for selected objects, click the M onitor icon. To display detailed statistics for selected
objects, click the Detailed Statisticsicon.

The Summary View provides the same menus and options that are available from the Device View.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Device Manager help system.
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Comparing Device Manager to Fabric Manager

The menu bar at the top of the Device Manager contains the same menus as the Fabric Manager menu
tree.

For information about the options provided by these menus, see the “Logical/Physical Pane” section on
page 2-4. The Device menu, which is unique to the Device View and Summary View, provides the
following options:

» Open—Open the Device Manager for a different switch.
» Open Last—Open the Device Manager for the most recently managed switch.

- Preferences—Set management preferences for controlling the behavior and appearance of the
Device Manager.

- Refresh—Update the current display.

- Message Log—Display messages regarding the current operation of the Device Manager
application.

» Command Line Interface—Open a Telnet/SSH session with the current switch.
- Exit—Close the Device Manager application.

The tables in the Fabric Manager correspond to the dialog boxes that appear in Device Manager.
However, the Fabric Manager tables show values for multiple switches and so the first column identifies
the specific switch. The Device Manager dialog box shows values for a single switch, while the Fabric
Manager shows the same values for one or more switches.

The toolbar on the Device Manager dialog box provides the same options as the toolbar on the
Information pane in Fabric Manager, as summarized here:

» Create—Insert a new row into atable (if applicable).

- Delete Row—Delete the selected row from atable (if applicable).
- Copy...Ctrl+C — Copy data from one row to another.

- Paste...Ctrl +V—Paste the data from one row to another.

- Apply Changes—Apply configuration changes. (Note: After making changes you must save the
configuration. Otherwise, the changes will be lost when the device is restarted.)

- Refresh Values—Refresh table values.
» Reset Changes...Ctrl-Z—Undo the most recent change.

e Print table...— Print the contents of the Information pane.

& o

You can copy values from one cell in atable to the rest of the column. Copy the value to the clipboard,
hold down the shift key while pressing the down arrow key (or click on the bottom cell in the column).
Then paste the value to all the selected cells and click Apply.

When you click the Create button, you see a dialog box that |ets you enter the values required for the
specific table. Asyou can see the fields and options are the same from both views, but the appearance
of the window may vary slightly. For instance, the dialog box from Fabric Manager may have an option
for selecting aspecific switch, while the dialog box from Device Manager may have additional port-level
detail.
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Managing Ports
£

Tip You can select multiple portsin Device Manager and apply optionsto all the selected ports at one time.

Either select the ports by clicking the mouse and dragging it around them, or hold down the Control key
and click on each port.

To enable or disable a port, right-click the port and click Enable or Disable from the pop-up menu. To
enable or disable multiple ports, drag the mouseto sel ect the ports and then right-click the selected ports.
Then click Enable or Disable from the pop-up menu.

To manage trunking on one or more ports, right-click the ports and click Configure. On the dialog box
that appears, inthe Trunk column, right-click the current value and click nonTrunk, trunk, or autofrom
the pull-down list.

To create PortChannels using Device Manager, click PortChannels from the Interface menu. For
detailed instructions, see the “Managing PortChannel Interfaces” section on page 7-4. You can also use
Fabric Manager to conveniently create a PortChannel.

Note Tocreaea PortChannel, all the ports on both ends of the link must have the same port speed, trunking
type, and administrative state.

Setting Device Manager Preferences

To set your preferences for the behavior of the Device Manager application, choose Preferences from
the Device menu.

S

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Device Manager help system.
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CHAPTER 3

Managing Zones and Zone Sets

The Fabric Manager allows you to configure and monitor zones and zone sets (groups of zones) on the
Cisco MDS 9000 Family switch. Zoning allows you to set up access control between hosts and storage
devices. You can use zones to control access between devices or user groups, and to increase network
security and prevent data loss or corruption.

Note  Zones and zone sets can only be created and configured in the Fabric Manager.

To verify the compatibility of the zone configuration on two connected switches, see “Analyzing the
Results of Merging Zones” section on page 2-12. For information about zones and zone sets, and
configuring them using the command-lineinterface (CLI), refer to the Cisco 9000 Family Configuration
Guide.

Procedures you perform to manages zones and zonesets include:
» Creating Zones and Zone Sets, page 3-2
» Setting Default Zone Policy, page 3-2
« Adding Zonesto a Zone Set, page 3-3
» Cloning Zones and Zone Sets, page 3-4
« Adding Zone Members, page 3-4
« Activating or Enforcing Zone Sets, page 3-5
» Searching the Zone Database, page 3-5
« Displaying Port Membership Information, page 3-6
» Deleting Zones, Zone Sets, and Members, page 3-6
« Changing the Default Zone Policy, page 3-7
» Viewing Zone Statistics, page 3-7
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Creating Zones and Zone Sets

Step 1

Step 2

Step 3

Note

Zones are configured within VSANSs, but you can configure zones without configuring any VSANSs by
configuring them within the default VSAN. The Logical tab displays the VSANSs configured in the
currently discovered fabric. Note that zone information must always be identical for all the switchesin
the network fabric.

To create zones, zone sets, or aliases, perform the following steps.

From the Fabric Manager, choose Zone > Edit Full Database on Switch from the Fabric Manager Edit
menu bar, or right-click a VSAN folder in the Logical tab and choose Edit Full Database on Switch
from the pop-up menu.

The Select VSAN dialog is displayed.

Select a VSAN from the dialog box. Click OK to display information for that VSAN, or click Cancel
to close the Select VSAN dial og box.

If you click OK, you see the Edit VSANxxx Local Database dialog box for the VSAN you selected.
Right click the Zone, Zoneset, or Alias for that VSAN to add a Zone, Zoneset, or Alias.

If you have added a Zone, you can specify that the zone be a read-only zone by checking the Set Zone
as Read Only checkbox.

If you have added a ZoneSet, you can activate it by clicking the Activate button. This configuration is
distributed to the other switches in the network fabric.

When you confirm the activate operation, the current running configuration is saved to the startup
configuration. This permanently saves any changes made to the running configuration (not just zoning
changes).

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Setting Default Zone Policy

Each VSAN contains a default zone, which by default, contains all connected devices assigned to the
VSAN. Storage or host devices in a default zone do not belong to any other zone and, by default, are
denied access to any other devices.

You can change the default zone policy for any VSAN by choosing VSANxxx > Default Zone from the
Fabric Manager menu tree and clicking the Policies tab. However, we recommend that you establish
connectivity among devices by assigning them to a nondefault zone.

The active zone set isshown initalic type. After you have made changes to the active zone set and before
you activate the changes, the zone set is shown in boldfaceitalic type. Thetooltip for each zone indicates
the activation time or modification time.
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Creating Additional Zones and Zonesets

To create additional zones and zone sets, follow these steps:

Stepl  With the Edit Full Database on Switch dialog open, right-click the Zones folder and choose I nsert
from the pop-up menu.

Step2  Enter the zone name in the dialog box that appears and click OK to add the zone.
The zone is automatically added to the zone database.

Step3  To create a zoneset, right-click the ZoneSets folder in the Edit Full Database on Switch dialog box,
and choose I nsert.

Step4  Enter the zoneset name in the dialog box that appears and click OK to add the zoneset.

The zoneset is automatically added to the zone database.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Adding Zones to a Zone Set

To add a zone to a zone set from the Edit Full Database on Switch window, drag and drop the zone to
the folder for the zone set. Alternatively, follow these steps:

Stepl  Click the ZoneSetsfolder and then right-click the folder for the zone set to which you want to add azone
and choose I nsert from the pop-up menu.

You see the Zone Server Select Zone dial og box.
Step2  Select the zone that you want to add to the zone set and click Add.

The zone is added to the zone set in the zone database.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Cloning Zones and Zone Sets

Another method of adding zones and zone sets is to clone existing zones and zone sets. To clone a zone
or zone set from the Edit Full Database on Switch window, follow these steps:

Stepl  Click the Zonesor ZoneSetsfolder, right-click the folder for the zone or zone set that you want to clone,
and choose Clone from the pop-up menu.

Step2  Enter the name of the cloned zone or zone set.
By default, the dialog displays the selected zone as ClonedZonel.
Step3  Click OK to add the cloned zone to the zone database.

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Adding Zone Members

Once you have created a zone, you can add members to the zone. You can add members using the
following port identification types:

- pWWN—The world wide name of the port configured on the end device (in hex format).
- Fabric port WWN—The world wide name of the fabric port on the switch (in hex format).
» FC alias—The alias name in alphabetic characters (for example, Payroll).

e LUN—The logical unit number of adisk in adisk device.

For more information about port identification types, refer to the Cisco 9000 Family Configuration
Guide.

To add members to a zone, follow these steps:

Stepl  Click the Zones folder, then right-click the folder for the zone to which you want to add members, and
choose Insert from the pop-up menu.

The Add Members to Zone dialog is displayed.

Step2  Click the checkbox to the left of the NxPort WWN field.

Step3  Select one of the portsin the VSAN and click Add to add it to the zone.
You see member in the Zone Server database in the lower frame.

Step4  Repeat these steps to add other members to the zone.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Activating or Enforcing Zone Sets

Step 1
Step 2

Once zones and zone sets have been created and populated with members, you must activate or enforce
the zone set. Note that only one zone set can be activated at any time. If zoning is activated, any member
that is not assigned to an active zone belongs to the default zone. If zoning is not activated, all members
belong to the default zone.

To activate a zone set, follow these steps:

Click the zone set in the Edit Full Database on Switch dialog box.
Click Activate.

You see the zone set in the Active Zone Set folder.

If one zone set is active and you activate another zone set, the currently active zone set is automatically
deactivated.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Searching the Zone Database

Step 1

Step 2
Step 3
Step 4
Step 5

Note

To search the zone or active zone set databases, follow these steps:

Click the Find button on the Edit Full Database on Switch dialog box toolbar.
You see the Find in Zone Database window.

Enter the name of the member to be searched for.

Click the From: Selection or Start radio button.

Check either the Ignore Case or Exact M atch check box.

Click Next to launch the search.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Displaying Port Membership Information

Step 1
Step 2

Note

Note

To display port membership information for members assigned to zones, perform the following steps.

From the Fabric Manager L ogical/Physical pane (Logical tab), click amember within a zone.
Click the Storage tab on the Information pane.

You see the Port Membership information displayed in the Information pane.

The default zone members are explicitly listed only when the default zone policy is configured as
permit. When the default zone policy is configured as deny, the members of this zone are not shown.
For more information, see the “Changing the Default Zone Policy” section on page 3-7.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Deleting Zones, Zone Sets, and Members

Step 1
Step 2

Step 3
Step 4

Note

To delete zones, zone sets, or members, perform the following steps.

From the Fabric Manager, click the zone or zoneset in the Logical tree of the Logical/Physical pane.
Select Zone from the Edit menu, and choose Edit Full Database on Switch.

The Edit Full Database on Switch dialog is displayed.

Select the Zone, Zone Set, or Member you want to delete.

Right-click the object and choose Delete from the pop-up menu.

The selected object is deleted from the zone database.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Changing the Default Zone Policy

Step 1

Step 2

Note

Each member in the fabric can belong to any zone. If a member does not belong to any zone, it is part
of the default zone. If no zone has been activated in the fabric, all members belong to the default zone.
Even though a member can belong to multiple zones, a member in the default zone cannot be part of any
other zone.

Traffic can be permitted and denied to members in the default zone. This information is not distributed
to all switches. Permission and denial must be set for each switch in the fabric.

To permit or deny traffic to membersin the default zone from the Zone Server, follow these steps:

Choose VSANxxx > Default Zone from the Fabric Manager menu tree, and click the Policies tab.
The Zone information is displayed in the Information pane.

Click the DefaultZoneBehavior field and choose either per mit or deny from the pull-down menu.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Zone Statistics

Note

To monitor zone statistics from the Zone Server, choose VSANxxx > Domain M anager from the Fabric
Manager menu tree. The Zone information is displayed in the Information pane. Click on the Statistics
tab to see the statistics information for the switches in the zone.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Managing VSANS

VSANSs (virtual SANSs) allow you to separate devices that are physically connected to the same fabric,
and thus provide higher security and greater scalability in the network fabric. When you create VSANS,
you are creating multiple logical SANs over a common physical infrastructure. After creating VSANS,
you must establish I P static routes between the network segments if you are using the IP over Fibre
Channel (IPFC) protocol to manage your Cisco MDS 9000 Family switches.

The Fabric Manager allows you to configure VSANs on multiple Cisco 9000 switches. The Device
Manager allows you to configure VSANSs on a single Cisco 9000 switch.

Note  For information about VSANs and configuring them using the command-line interface (CL1), refer to
the Cisco 9000 Family Configuration Guide.

You can manage Cisco MDS 9000 Family switches through Ethernet connections to the management
interface (mgmt 0) of each switch or by using the IPFC protocol. To use | PFC, you connect to a switch
using the Ethernet management interface and establish routes from that switch to the other switches over
the Fibre Channel network. When you segment the Fibre Channel network using VSANS, you must
establish static routes between the network segments.
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Figure 4-1 shows a physical Fibre Channel network with two VSANs. VSAN 2 is connected by dashed
linesand VSAN 7 is connected by solid lines.

Figure 4-1 Configuring VSANs
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VSAN 2 includes the H1 and H2 hosts, the AS2 and AS3 application servers, and the SA1 and SA4
storage arrays. VSAN 7 connects H3, AS1, SA2, and SA3. The four switches in this network are
interconnected by trunk links that carry both VSAN 2 and VSAN 7 traffic.

VSAN listhe default VSAN for Cisco MDS 9000 Family switches. All ports are assigned by default to
VSAN 1. VSAN 4094 is called the isolated VSAN. When a VSAN is deleted, any portsin that VSAN
are moved to VSAN 4094.

Note  Werecommend that you delete or move all the portsin a VSAN before deleting the VSAN.

V SANSs are enabled through trunking, which enables interconnect ports to transmit and receive frames
in more than one VSAN over asingle physical link, using the Extended Inter-Switch Link (EISL)
protocol. Thetrunking protocol is enabled by default, and if disabled on aswitch, no ports on that switch
or directly connected to the switch will support the use of VSANSs.

By default, the trunk mode is enabled on all Fibre Channel interfaces, but can be disabled on a
port-by-port basis. When connected to athird-party switch, the trunk mode configuration has no
effect—the ISL is always in atrunking disabled state.
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Each Fibre Channel interface has an associated trunk-allowed VSAN list. Thislist determines the

V SANsthat are supported on each interface. By default, the entire range of VSANs from 1 through 4093
are allowed on any interface. You can restrict an interface to the use of a specific set of VSANS, which
prevents traffic from any other VSAN being transmitted on the interface.

Procedures for managing VSANs include:

« Adding and Configuring VSANSs, page 4-3

Adding and Configuring VSANSs

Step 1

Step 2

Step 3

Note

To add and configure VSANSs, perform the following steps.

From the Fabric Manager, choose FC > VSAN from the menu tree, OR
From Device Manager, choose the VSAN option from the FC menu or click the VSAN icon on the
toolbar.

The Fabric Manager’s Information pane displays VSAN attributes for multiple switches. The VSAN
dialog box in the Device Manager displays VSAN general attributes for a single switch.

From Fabric Manager, click Create Row on the Information pane toolbar, OR
From Device Manager, click Create on the VSAN diaog box.

You see the Create dialog box.
Complete the fields on this dialog box and click OK to add the VSAN.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Controlling In-Band Management Connectivity

The Fabric Manager allows you to configure and monitor | P traffic on multiple Cisco MDS 9000 Family
switches. The Device Manager allows you to configure and monitor IP traffic on a single Cisco 9000
switch.

Cisco MDS 9000 Family switches support both out-of-band and in-band management schemes. An
Ethernet connection provides out-of-band management using Telnet, SSH or SNMP access. In-band |P
management is also available using IP over Fibre Channel (IPFC). IPFC encapsulates | P packets into
Fibre Channel frames so that management information can cross the Fibre Channel network without
requiring adedicated Ethernet connection to each switch. |P addresses are resolved to the Fibre Channel
address through the Address Resolution Protocol (ARP).

Procedures for managing and viewing connectivity information include:
« Configuring IP Routing for Management Traffic, page 4-4
« Managing IPFC Connectivity with Multiple VSANSs, page 4-5
« Viewing IP Address Information, page 4-5
« Enabling or Disabling IP Forwarding, page 4-5
« Viewing TCP Information and Statistics, page 4-6
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« Viewing UDP Information and Statistics, page 4-6
« Viewing IP Statistics, page 4-6

« Viewing ICMP Statistics, page 4-6

« Monitoring SNMP Traffic, page 4-7

Configuring IP Routing for Management Traffic

When using in-band network management over Fibre Channel links, you must ensure that a path exists
from the seed switch, connected to the Cisco Fabric Manager over its Ethernet interface (mgmt0), and
the other switches in the network fabric. See Figure 4-2.

Figure 4-2  IP Routing Between VSANs
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To do this, make sure that the seed switch has a path to each VSAN. Each of the other switches can then
be configured to use the seed switch as their default gateway. For example, in Figure 4-2, switch 1 is
connected to VSAN 2 and VSAN 3, while switch 2 and switch 3 are configured to use switch 1 as their
default gateway.

You can also configure static routes on a point-to-point basisfrom one switch to another. In thisexample,
you would configure a static route on both switch 2 and switch 3 to switch 1.

Configuring an IP Route

Step 1

Step 2

Step 3
Step 4

To configure an | P route or identify the default gateway, perform the following steps.

From the Device Manager, choose Routes from the | P menu.

You see the | P Routes window.

To create a new | P route or identify the default gateway on a switch, click the Create button.
You see the Create | P Routes window.

Complete the fields on this window and click OK to add an IP route.

To configure astatic route, enter the destination network ID and subnet mask in the Dest and M ask fields.
To configure a default gateway, enter the | P address of the seed switch in the Gateway field.
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Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing IPFC Connectivity with Multiple VSANs

To configure IPFC from the Device Manager, choose VSAN from the FC menu and click the Gener al
tab.

N
Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing IP Address Information

To view | P addresses of the switches in the current fabric from the Fabric Manager, choose Switches
from the menu tree.

The Information pane displays | P address information for multiple switches.

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Enabling or Disabling IP Forwarding

To view or change the IP forwarding configuration of the switches in the current fabric, perform the
following steps.

Stepl  Choose | P > Forwarding from the Fabric Manager menu tree.

Step2  To enable IP forwarding for a specific switch, click the RoutingEnabled check box.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Cisco MDS 9000 Family Fabric Manager User Guide
[ 78-15800-02, Cisco MDS SAN-OS Release 1.2(2a) .m



Chapter4  Managing VSANs |

Il Controlling In-Band Management Connectivity

Send documentation comments to mdsfeedback-doc@cisco.com.

Viewing TCP Information and Statistics

Note

To view TCP information from the Device Manager, choose M gmt TCP/UDP from the IP menu.

To monitor TCP statistics from the Fabric Manager, choose | P > M gmt Statistics from the menu tree
and click the TCP tab. To monitor TCP statistics from the Device Manager, choose Statistics from the
IP menu and view the TCP tab.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing UDP Information and Statistics

Note

To view User Datagram Protocol (UDP) information, from the Device Manager, choose M gmt
TCP/UDP from the IP menu and click the UDP tab.

To monitor UDP traffic from the Fabric Manager, choose | P > M gmt Statistics from the menu tree and
click the UDP tab. From Device Manager, choose Statistics from the IP menu and click the UDP tab.

The Fabric Manager Information pane displays TCP traffic information for multiple switches. The
Device Manager dialog box displays information for a single switch.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing IP Statistics

Note

To monitor |P statistics from the Fabric Manager, choose | P >M gmt Statistics from the menu tree and
click the | P tab. From Device Manager, select Statistics from the IP menu and click the | P tab.

The Fabric Manager Information pane displays | P statistics for multiple switches. The Device Manager
dialog box displays information for a single switch.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing ICMP Statistics

To monitor statistics for ICMP packets received, select | P > Mgmt Statistics from the menu tree and
click the ICMP In tab. To monitor statistics for ICMP packets transmitted from the Fabric Manager,
select I|P > Mgmt Statistics from the menu tree and click the ICMP Out tab.

Tomonitor ICMP statisticsfrom Device Manager, select Statisticsfrom the P menu and click the | CM P
tab.

The Fabric Manager Information pane displays information for multiple switches. The Device Manager
dialog box displays information for a single switch.
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In the Device Manager, a prefix (In or Out) identifies whether the packets are received or transmitted. In
the Fabric Manager, separate tabs on the Information pane are provided for incoming and outbound
ICMP traffic and this prefix is omitted.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Monitoring SNMP Traffic

To monitor SNM P traffic statistics from the Fabric Manager, select | P >M gmt Statistics from the menu
tree and click on the SNM P tab. To monitor SNM P traffic from Device Manager, select Statistics from
the |P menu and click the SNM P tab.

The Fabric Manager Information pane displays information for multiple switches. The Device Manager
dialog box displays information for a single switch.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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CHAPTER 5

Managing Administrator Access

The Cisco Fabric Manager lets you control management access to Cisco MDS 9000 Family switches,
whether you are using the command-line interface (CL1) or SNMP. The Cisco Fabric Manager uses
SNMP to communicate remotely with switches.

SNMP v3 provides a security model for controlling management access to managed devicesin the form
of aset of users and roles. Users are assigned to specific roles, and specific administrative privileges are
assigned to each role. User names are authenticated through passwords, which are stored and transmitted
in encrypted form. In addition, SNM Pv3 includes the Privacy option, which encrypts all management
traffic exchanged between switches.

SNMPv1andv2 provide avery limited authentication scheme in the form of read and write community
strings. Community strings are like user names, without passwords, and are stored and sent over the
SNMP network in clear text (unencrypted) form. For this reason, SNMPv3 should be used wherever
network security is a concern.

Procedures for managing SNMP users and roles, which allow you to control remote administrative
access to Cisco MDS 9000 Family switches, include:

« Viewing SNMP Users, Roles, and Communities, page 5-2
» Adding a User or Community String, page 5-2

« Configuring SNMP Communities, page 5-3

» Configuring User Roles, page 5-4

» Configuring Common Roles, page 5-4

You can also set up aRADIUS server to provide authentication servicesto CLI users. To remotely access
switches using the CL1, you use Telnet or SSH. For information about managing remote CL | access or
configuring alocal database for authenticating CL1 users, refer to the Cisco 9000 Family Configuration
Guide.

Procedures for setting up a RADIUS server include:
« Configuring RADIUS Authentication, page 5-6
» Configuring RADIUS Servers, page 5-6
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Viewing SNMP Users, Roles, and Communities

Note

To view information about SNMP users, roles, and communities from Fabric Manager, choose Security
> SNM P from the menu tree and click the User stab. The list of SNMP users, roles, and communitiesis
displayed in the Information pane.

To view thisinformation from the Device Manager, choose SNM P from the Security menu. The SNMP
dialog box is displayed.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Adding a User or Community String

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

Note

To add a user or community string, follows these steps:

Click Create on the Device Manager dialog box, or click the Create Row button on the Fabric Manager
tool bar.

The Create Community string dialog box is displayed.

The dialog box from Fabric Manager also provides check boxes to specify one or more switches.
Enter the user name in the New User field.

Select the role from the drop-down list.

Enter the password for the user twice in the New Password and Confirm Password fields.

Click the Privacy check box and complete the password fields to enable encryption of management
traffic,

Enter the Authentication password in the Clone Password field to use the same password. Enter a new
password twice in the New Password and Confirm Password fields.

Click Createto create the new entry or click Close to create the entry and close the dialog box.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Configuring SNMP Communities

Step 1

Step 2
Step 3
Step 4

Note

If you are running SNM Pv3, you must define users (or security names), assign them to roles (or groups),
and assign system access based on those roles. If you are running SNMPv1 or SNMPv2c, you must
define communities, which are equivalent to SNMPv3 users or security names. SNMPv3 allows you to
define user access to the object level. SNMPv1 and SNMPv2c do not allow you to define system access
at the object level.

Table 5-1 shows the mapping of users (SNM Pv3) and communities (SNMPv1 and SNMPv2c).

Table 5-1 SNMP Mappings

SNMPv3 SNMPv1, SNMPv2c
user or security name community
role role

To configure users and communities from the Device Manager, choose SNM P from the Security menu.
and click the Communities tab. The SNMP dialog box with the Communities tab selected is displayed.

To configure users and communities from the Fabric Manager, choose Security > SNM P from the menu
tree and click the Communities tab. The SNMP Communities information is displayed in the Fabric
Manager Information pane.

To add a community string, follow these steps:

Click Create on the Device Manager dialog box or click the Create Row button on the Fabric Manager
tool bar.

The Create Community string dialog box is displayed.

The dialog box from Fabric Manager also provides a check box to specify one or more switches.
Enter the community string in the Community field.

Select the user role from the pull-down selection list.

Click Create.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Configuring User Roles

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Note

User roles let you define a set of administrative permissions for arole and then assign thisrole to
different users.

To configure users roles, choose SNM P from the Device Manager Security menu, and click the Roles
tab.

To create a new role, follow these steps:

Click Create.

The system displays the Create Roles dialog box.
Enter an identifier for the role in the Role field.
Select one of the following security levels:
authNoPrv—A uthentication without encryption
AuthPriv—Authentication with encryption

For Read access, click the All radio button to enable full read access or click List and click each check
box in the list to enable read access to specific information.

For Write access, click the All radio button to enable full read access or click List and click each check
box in the list to enable read access to specific information.

Click Apply to create the new role or click OK to create the role and close the window.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Common Roles

Common Roles allow you to use a set of rulesto set the scope of VSAN security. To configure Common
Roles from the Device Manager, select Common Roles from the Security menu. You can then access the
Rules dialog box to configure the set of rules. To configure Common Roles from Fabric Manager, select
Security > SNM P and click the Roles tab in the Information pane. Fabric Manager uses a default rules
set for roles; therefore, no Rules dialog box is displayed.

The list below shows the Common Roles tasks you can perform with Device Manager or Fabric Manager.
« Creating Common Roles, page 5-4
« Editing Common Role Rules (DM Only), page 5-5
» Deleting Common Roles, page 5-6

Creating Common Roles

To create a common role, perform the following steps.

Cisco MDS 9000 Family Fabric Manager User Guide
m. 78-15800-02, Cisco MDS SAN-0S Release 1.2(2a) |



| Chapter5 Managing Administrator Access

Configuring Common Roles 1l

Send documentation comments to mdsfeedback-doc@cisco.com.

Step 1

Step 2

Step 3

Step 4
Step 5
Step 6

Step 7
Step 8
Step 9

Step 10

Note

From the Device Manager, choose Common Roles from the Security menu. The Common Roles dialog
box is displayed.

From Fabric Manager, select Security > SNM P from the menu tree, and click the Roles tab in the
information pane.

Click the Create button.

The Create Common Roles dialog box is displayed.

From Fabric Manager, select the switches for which you want to configure the Common Role. If you are
using Device Manager, skip to Step 4.

Enter the name of the Common Role in the Name field.
Enter the description of the Common Role in the Description field.

From Fabric Manager, check (or uncheck) the Has Config and Exec Permission checkbox. If you are
using Device Manager, skip to Step 7.

If you check the checkbox, your role will have read, write, and create permission. If you do not check
the checkbox, your role will have read-only permission.

Click Enable to enable the VSAN scope.
Enter the scope in the Scope field.

From Device Manager, click the Rules button to view the rules for therole, and select the rules you want
to enable. Then click Close to close the Rules dialog. If you are using Fabric Manager, skip to Step 10.

The Rules dialog may take a few minutes to display.

Click Createto create the common role, or click Close to close the Common Role dialog without
creating the common role.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Editing Common Role Rules (DM Only)

Step 1

Step 2
Step 3

Step 4
Step 5

To edit the rules for a common role, perform the following steps.

From the Device Manager, choose Common Roles from the Security menu.
The Common Roles dialog box is displayed.

Click once on the common role for which you want to edit the rules.

Click the Rules button to view the rules for the role.

The Rules dialog may take a few minutes to display.

Edit the rules you want to enable or disable for the common role.

Click Apply to apply the new rules and close the Rules dialog, or click Close to close the Rules dial og
without applying the rules.
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Step6  Click Apply to createthe common role, or click Closeto closethe Common Role dialog without creating
the common role.

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Deleting Common Roles

To delete acommon role, perform the following steps.

Stepl  From the Device Manager, choose Common Roles from the Security menu. The Common Roles dialog
box is displayed.

From Fabric Manager, select Security > SNM P from the menu tree, and click the Roles tab in the
information pane.

Step2  Click once to select the common role you want to delete.

Step3  Click the Delete button to del ete the common role.

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring RADIUS Authentication

To configure RADIUS authentication from the Fabric Manager, choose Security > Radius from the
menu tree.

To configure RADIUS authentication from the Device Manager, choose Radius (CLI) from the Security
menu.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring RADIUS Servers

To configure RADIUS servers, perform the following steps:

Stepl  Fromthe Device Manager, choose Radius from the Security menu and click the Server stab. The Radius
dialog box with the Servers tab selected is displayed.
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To configure RADIUS servers from the Fabric Manager, choose Security> Radius from the menu tree
and click the Server s tab. The Radius information is displayed in the Information pane.

Step2  Toadd aRadiusserver, click Create on the Device Manager dial og box, or click the Create Row button
on the Fabric Manager toolbar.

The Create Radius Server dialog box is displayed. In Fabric Manager, you can specify the switches to
which the configuration applies

Step3  Complete the fields, and click OK.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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CHAPTER 6

Managing Software and Configuration Files

N
Note  For more information about managing software image and configuration files using the command-line

interface (CL1), refer to the Cisco 9000 Family Configuration Guide or the Cisco 9000 Family Command
Reference.

Each switchin the Cisco MDS 9000 Family is shipped with aCisco Multilayer intelligent SAN operating
system called SAN-OS, and two images:

» The kickstart image—L oads the kernel and basic drivers
e The system image—L oads the system image

To upgrade to a different software version, you need to download the new image software to your local
switch. To start running the new image files, use the CL1 to change the relevant configuration variables
to point to the new images and restart the switch.

All Cisco MDS 9000 Family switches contain internal bootflash memory that resides in the supervisor
module. Cisco MDS 9500 Series directors contain an additional external CompactFlash called slotO.

Upgrading a software image does not disrupt use of the startup configuration file, which you can still
use after the upgrade. When you restart the switch, the startup configuration is converted so that it is
usable by the new image.

You can manage software in two ways:
» Using the Software Upgrade Wizard, page 6-2
» Configuring Software Images Using Device Manager, page 6-3
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Using the Software Upgrade Wizard

Step 1

Step 2

Step 3

Step 4

Step 5

Note

Step 6

Note

To use the software upgrade wizard, perform the following steps:

Open the software upgrade wizard by clicking onitsicon in the toolbar.

The Software Upgrade Wizard is displayed.

Select the switches from the list shown, for which you want to manage images.
You must select at least one switch in order to proceed. When finished, click Next.
For each switch model, specify the new images to use.

Click on the edit (...) button to enter image URIs and other information. You must specify at least one
image for each switch in order to proceed. The total space required on the bootflash to copy the image
is shown in the Required Flash Space column.

To use images that are already downloaded (the file is already on the bootflash), check the " Skip Image
Download" checkbox. When you check this checkbox, you are prompted to choose an image from the
bootflash for each switch being upgraded.

Check the active (and standby, if applicable) bootflash on each switch to seeif there is enough space for
the new images.

Thetable on this screen shows the active (and standby, if applicable) bootflash space on each switch, and
shows the status (whether there is enough space for the new images). If any switch has insufficient
space, you cannot proceed. Free space by clicking the edit button (...), or deselect the switch by going
back to the first screen and unchecking the checkbox.

For each switch, click the select (...) button to select images from the bootflash to use for the upgrade.

You must select at least one image for each switch in order to proceed.

Thereisno limit on the number of switches you can upgrade. However, the upgrade is a serial process,
that is, only asingle switch is upgraded at a time.

Start the upgrade.

Here you can choose to save the Running Configuration to the Startup Configuration on all selected
switches, back up the Startup Configuration to alocal directory (saved as <SWITCH>_cfg.txt) and
upgrade the switch software on all selected switches.

Before the upgrade process is started, a version check is done. This check provides information about
the impact of the upgrade for each module on the switch. It also shows any HA-related incompatibilities
that might result. A final dialog box is displayed at this stage, prompting you to confirm that this check
should be performed.

On hosts where the TFTP server can not be started, awarning is displayed. we show awarning, The
TFTP server may not start because an existing TFTP server is running or because access to the TFTP
port 69 has been denied for security reasons (the default setting on linux). In these cases, you cannot
transfer files from the local host to the switch.
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~

Note  Before exiting the session, be sure the upgrade process is complete. The wizard will display a status as
it goes along. Check the lower left-hand corner of the wizard for the status message " Upgrade Finished."
First, the wizard displays the message "Success 1.2(2)" followed a few seconds later by "InProgress
Polling." Then the wizard displays a second message "Success 1.2(2)" before displaying the final
"Upgrade Finished."

Configuring Software Images Using Device Manager

Procedures for managing software configuration files from Device Manager include:
« Downloading Software Images
» Copying Configuration Files

» Saving Configurations

Downloading Software Images

To download software images, perform the following steps.

Stepl  From the Device Manager, choose Software | mage from the Admin menu.
The Download Software Image dialog box is displayed.

Step2  Specify the Server Address from which you want to download the file.

Step3  Specify the Source Name and Destination name for the file.

Step4  Click Apply to begin downloading the image. Click Cancel to close the Download Software Image
dialog without downloading.

S

Note  You can also use the Fabric Manager’s Software Upgrade wizard by selecting Software Upgrade from
the Fabric Manager’s Edit menu.

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Copying Configuration Files

To copy configurations, perform the following steps.

Stepl  From the Device Manager, choose Copy Configuration from the Admin menu.
The Copy Configuration dialog box is displayed.

Step2  Specify the Server Address from which you want to copy the file.

Step3  Specify the File Name of the file you want to copy.

Step4  Specify the protocol you want to use.

Step5  If necessary, enter the UserName and Password for the switch from which you want to copy thefile.
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Step 6

Click Apply to begin copying the image. Click Cancel to close the Copy Configuration dialog without
downloading.

You can also use the Fabric Manager’s Software Upgrade wizard by selecting Software Upgrade from
the Fabric Manager’s Edit menu.

You can access the field descriptions for the windows or dialog boxes in this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Saving Configurations

Step 1

Step 2

Note

To save configurations from the Device Manager, perform the following steps.

Choose Save Configuration from the Admin menu.
You are prompted whether you wish to copy the running configuration to the startup configuration.

Click Yesto save the configuration.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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CHAPTER ;

Managing Interfaces

Fabric Manager allows you to configure and monitor interfaces on multiple Cisco 9000 switches. The
Device Manager allows you to configure and monitor interfaces on a single Cisco 9000 switch.

For information about interfaces and configuring them using the command-line interface (CLI), refer to
the Cisco 9000 Family Configuration Guide.

Procedures for managing interfaces fall under three general categories:
« Managing General Port Attributes, page 7-1
« Managing PortChannel Interfaces, page 7-4
« Monitoring Port Statistics, page 7-6
» Managing Port Security, page 7-9

Managing General Port Attributes

To manage general port attributes, such as Alias, PortVsan, and Admin Mode from the Fabric Manager,
select the Physical tab at the bottom of the screen and choose | P or FC from the menu tree.

To manage these attributes from the Device Manager, select a port, and then choose that type of port
from the Interface menu. You can select FxPorts, xEPorts, Enabled Ports, All Ports, or the Mgmt Port.

The following are the different port types supported by the Cisco MDS 9000 Family.
e XE ports:

— An E_Port (expansion port) connects two switches and can carry frames between switches for
configuration and management of the fabric for a single VSAN.

— A TE_Port (trunking expansion port) allows a link between two Cisco 9000 switches to carry
traffic for multiple VSANSs.

e Fx ports:

— An F_Port (fabric port) connects to an N_Port (end node port) on a host node through a
point-to-point link.

— An Fl_Port (fabric loop port) connects to an NL_Port (end node loop port) on a public loop
through a point-to-point link or an arbitrated loop.

- A TL (translative loop) port may be connected to one or more private loop devices (NL ports). TL
ports are unique to Cisco MDS 9000 Family switches and have similar properties to FL ports. The
default is Auto, so the switch will autonegotiate the port speed.

For further information about port types, refer to the Cisco 9000 Family Configuration Guide.

Cisco MDS 9000 Family Fabric Manager User Guide
[ 78-15800-02, Cisco MDS SAN-OS Release 1.2(2a) .m



Chapter 7 Managing Interfaces |

I Managing General Port Attributes

Send documentation comments to mdsfeedback-doc@cisco.com.

Procedures for enabling, disabling, configuring, and viewing port attributes and statistics include:
« Enabling or Disabling Ports, page 7-2
- Managing Interface Attributes for Ports, page 7-2
« Viewing FLOGI Attributes, page 7-2
« Viewing Port ELP Attributes, page 7-3
« Viewing Trunking Information, page 7-3
« Managing Physical Attributes for a Port, page 7-4
« Viewing Port Capability Attributes, page 7-4

Enabling or Disabling Ports

To enable a port, right-click on a disabled port in Device Manager and choose Enable from the pop-up
menu.

To disable a port, right-click on a enabled port in Device Manager and choose Disable from the pop-up
menu.

To enable or disable multiple ports, Ctrl-click each port or drag the mouse around a group of ports. Then
right-click any of the selected ports and click either Enable or Disable from the pop-up menu.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing Interface Attributes for Ports

To manage port interface attributes from the Fabric M anager, choose Physical | nterfaces from the menu
tree and then choose one of the following port types to be configured:

» Port Channels
- XEPorts

e FxPorts

» Other Ports

To manage port interface attributes from the Device Manager, select a port on a module, and then choose
aport type from the Interface menu.

The Fabric Manager Information pane displays interface attributes for multiple switches. The dialog box
from Device Manager displays interface attributes for a single switch.

Viewing FLOGI Attributes

To view fabric login (FLOGI) attributes, such as the Fibre Channel 1D (FCID), port name, and class of
service for FxPorts from the Fabric Manager, choose FC > Physical | nterfaces on the menu tree, and
click the FLOGI tab.

To view FLOGI attributes from the Device Manager, choose FxPorts or All Ports from the Interface
menu and click the FLOGI tab.
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The Information pane in Fabric Manager displays attributes for multiple switches. The dialog box from
Device Manager displays attributes for a single switch.

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Port ELP Attributes

To monitor exchange link parameter (EL P) attributes, such as port and node world wide names and class
of service from the Fabric Manager, choose FC > Physical | nterfaces from the menu tree and click the
ELP tab.

To monitor these attributes from the Device Manager, choose xEPorts or All Ports from the Interface
menu and click the EL P tab.

The Information pane in Fabric Manager displays attributes for multiple switches. The dialog box from
Device Manager displays attributes for a single switch.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Trunking Information

To monitor trunking for portsfrom the Fabric Manager, choose FC > Physical I nter facesfrom the menu
tree, and then click the Trunk Status tab.

To view trunking for ports from the Device Manager, choose XEPortsfrom the I nterface menu and then
click the Trunk Status tab.

The Information pane in Fabric Manager displays attributes for multiple switches. The dialog box from
Device Manager displays attributes for a single switch.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Managing Physical Attributes for a Port

To configure beacon mode and monitor physical attributes for ports from the Fabric Manager, choose
Physical Interfaces from the menu tree and click the Physical tab.

To configure beacon mode and monitor physical attributes for ports from the Device Manager, choose
the type of port from the Interface menu and click the Physical tab.

The Information pane in Fabric Manager displays attributes for multiple switches. The dialog box from
Device Manager displays attributes for a single switch.

To enable or disable beacon mode, check the BeaconM ode check box. When beacon mode is enabled,
an interface LED flashes to identify the interface.

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Port Capability Attributes

To monitor port capability attributes, such as buffer-to-buffer credit, hold time, and class of service from
the Fabric Manager, choose Physical | nterface from the menu tree and click the Capability tab.

To monitor these attributes from the Device Manager, choose the type of port from the Interface menu
and click the Capability tab.

The Information pane in Fabric Manager displays attributes for multiple switches. The dialog box from
Device Manager displays attributes for a single switch.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing PortChannel Interfaces

PortChanneling, also called port bundling, is the aggregation of multiple physical portsinto onelogical
port to provide higher bandwidth, load balancing, and link redundancy. The Fabric Manager allows you
to configure and monitor PortChannel interfaces on multiple Cisco 9000 switches. The Device Manager
allows you to configure and monitor PortChannel interfaces on a single Cisco 9000 switch.

Procedures for configuring PortChannel interfaces using the Fabric Manager and the Device Manager
include:

» Managing PortChannel General Attributes, page 7-5
« Managing PortChannel Interface Attributes, page 7-5
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Managing PortChannel General Attributes

Note

To manage PortChannels from the Fabric Manager, choose Switches > PortChannels from the menu
tree. The Information pane in Fabric Manager displays attributes for multiple switches.

To manage PortChannels from the Device View, choose PortChannels from the Interface menu. The
dialog box from Device Manager displays attributes for a single switch.

To add ports to a PortChannel, click Create. You see the Create PortChannel dialog box.

To add members to the PortChannel, enter the | P address of the switch into the MemberList field.
Identify the other options you want to use and click OK.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing PortChannel Interface Attributes

Note

To manage PortChannel interface attributes, such as the port mode and trunking from the Fabric
Manager, choose the Switches > PortChannels from the menu tree.

To manage PortChannel interface attributes from the Device Manager, choose PortChannels from the
Interface menu and click the I nterfaces tab.

The Information pane in Fabric Manager displays attributes for multiple switches. The dialog box from
Device Manager displays attributes for a single switch.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Monitoring Port Statistics

You can use Device Manager to monitor different types of port statistics. These options are available on
the Interface menu from Device Manager’'s Device View or Summary View.

Procedures for monitoring port statistics include:

Monitoring and Charting Traffic Statistics, page 7-6
Monitoring Port Traffic (Bytes), page 7-6
Monitoring Port Traffic (Frames), page 7-7
Monitoring Port Discards, page 7-7

Monitoring Port Class 2 Errors, page 7-7
Monitoring Port Link Errors, page 7-7

Monitoring Port Sequence Errors, page 7-7
Monitoring Port Frame Errors, page 7-8

Monitoring and Charting Traffic Statistics

To monitor port traffic, discards, and errors for ports from the Device Manager, right-click on one or
more ports and choose M onitor Selected from the Interface menu or right-click on one or more ports
and choose Monitor from the pop-up menu. The the Monitor Traffic Statistics dialog box is displayed.

You can change the display by changing the following attributes from the Monitor Selected dialog box:

Interval—Specifies the polling interval for the display in seconds, minutes, hours.
AbsoluteValue—The actual counter value for the interface.

Cumulative—The difference between the original absolute value and the last val ue retrieved for the
interface.

Average/sec —The average last value since the category was first displayed.
Minimum/sec—The smallest last value.
Maximum/sec—The largest last value.

LastValue/sec—The difference between the current and previous counter values, normalized to
per/second.

To display aline, area, or bar chart graph, select atraffic statistic and click one of the chart icons on the
left side of the dialog box.

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Monitoring Port Traffic (Bytes)

To monitor port traffic bytes from the Device M anager, choose the Port Traffic (Bytes) tab from the Port
Monitor dialog box.
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Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Monitoring Port Traffic (Frames)

To monitor port traffic frames from the Device Manager, choose the Port Traffic (Frames) tab on the
Monitor Selected dialog box.

N
Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Monitoring Port Discards

To monitor port discards from the Device Manager, click the Discards tab on the Monitor Selected
dialog box.

N,
Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Monitoring Port Class 2 Errors

To monitor port class 2 errors from the Device Manager, click the Class 2 Error s tab on the Monitor
Selected dialog box.

N
Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Monitoring Port Link Errors

To monitor port link errors from the Device Manager, click the Link Errorstab onthe Monitor Selected
dialog box.

~

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Monitoring Port Sequence Errors

To monitor port sequence errors from Device Manager, click the Seq Errorstab on the Monitor Selected
dialog box.
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Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Monitoring Port Frame Errors

To monitor port frame errors from Device Manager, click the Frame Errorstab on the Monitor Selected
dialog box.

S

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Using the PortChannel Wizard

To create a PortChannel from Fabric Manager, click on the PortChannel wizard icon in the Fabric
Manager toolbar.

To add alink to an existing PortChannel, right-click an I SL on the Fabric Manager map and select Add
to PortChannel from the pop-up menu. The PortChannel wizard is displayed.

Note Tocreaea PortChannel, all the ports on both ends of the link must have the same port speed, trunking
type, and administrative state.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Stepl  Select switch pair to be linked by an FC PortChannel. Then select Configure New to configure a new
PortChannel, or Edit Existing to edit existing PortChannel information.

Step2  To configure a new PortChannel between (switch) and (switch), select one or more ISLs from the table.
or

To edit an existing PortChannel, select a PortChannel from the table below to configure between
switches (switch) and (switch).

Step3  Tofinish creating the PortChannel, be sure the attributes are correct, then click Finish. The PortChannel
may take several seconds to appear in the map.
or

To complete editing the PortChannel, add or remove | SLs from (switch channel) and (switch channel).
Link changes may take several secondsto appear in the map. After they appear, you must manually purge
any deleted PortChannels.
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Managing Port Security

To configure Port Security from the Fabric Manager, you select Port Security from one of the VSANs
shown in the Logical tab of the menu tree. Port Security is VSAN-based, and consists of the following
steps:

« ldentify the WWN of the ports that need to be secured

» Bind the fWWN to an authorized nWWN or pWWN

- Activate the port binding database for the required VSAN
- Enable auto-learning

Thelist below shows the Port Security tasks you can perform with Fabric Manager. Port Security is not
available from Device Manager.

e Turning AutoLearning On or Off, page 7-9

« Activating a Binding, page 7-9

« Copying an Active Configuration to the Running Configuration, page 7-10
« Configuring a Binding, page 7-11

- Deleting a Binding

» Displaying Activated Bindings, page 7-12

» Displaying Port Security Statistics, page 7-12

« Displaying Port Security Violations, page 7-12

Turning AutoLearning On or Off

To turn AutoLearning on or off, perform the following steps.

Stepl  From the Fabric Manager, choose Port Security from one of the VSANs on the menu tree.
The information pane of the Fabric Manager displays Port Security information for that VSAN.
Step2  Click the Action tab.
The switches for that VSAN are displayed.
Step3  Click in the AutoL earn column next to the switch for which you want to enable AutoL earning.
A drop-down menu is displayed, with the selections on and off.
Step4  Select on to turn on AutolL earning; select off to turn off AutoLearning for that switch.
S
Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
Activating a Binding

To activate a Port Security binding, perform the following steps.

Cisco MDS 9000 Family Fabric Manager User Guide
[ 78-15800-02, Cisco MDS SAN-OS Release 1.2(2a) .m



Chapter 7 Managing Interfaces |

I Managing Port Security

Send documentation comments to mdsfeedback-doc@cisco.com.

Step 1

Step 2

Step 3

Step 4

Note

From the Fabric Manager, choose Port Security from one of the VSANs on the menu tree.
The information pane of the Fabric Manager displays Port Security information for that VSAN.
Click the Action tab.

The switches for that VSAN are displayed.

Click in the Action column under Activation, next to the switch for which you want to activate a
binding.

A drop-down menu is displayed, with the following selections:

activate - valid port bindings are activated

activate (TurnL ear ningOff) - valid port bindings are activated and autolearn turned off
forceActivate - activation is forced

forceActivate(TurnL ear ningOff) - activation is forced and autolearn is turned off
deactivate - deactivates all currently active port bindings

NoSelection - no action is taken

Select the option you want to specify a binding action for that switch.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Copying an Active Configuration to the Running Configuration

Step 1

Step 2

Step 3

Step 4

Note

To turn AutoLearning on or off, perform the following steps.

From the Fabric Manager, choose Port Security from one of the VSANs on the menu tree.
The information pane of the Fabric Manager displays Port Security information for that VSAN.
Click the Action tab.

The switches for that VSAN are displayed.

Click in the CopyActive ToConfig checkbox next to the switch for which you want to copy the
configuration.

The active configuration is copied to the running configuration when the binding is activated.

Uncheck the checkbox if you do not want the configuration copied when the binding is activated.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Configuring a Binding

To configure a binding on a switch, perform the following steps.

Stepl  From the Fabric Manager, choose Port Security from one of the VSANs on the menu tree.
The information pane of the Fabric Manager displays Port Security information for that VSAN.
Step2  Click the Config tab.
The Port Security configured bindings for that VSAN are displayed.
Step3  Click the Create Row icon.
The Create Binding dialog box is displayed.
Step4  Select the switch from the dropdown list for which you want to create the binding.
Step5  Select the WWN DEVICE device type for that switch.
Step6  Enter the PORT ID of the switch to bind to.
Step7  Enter the port type.
Step8  Enter the Interface (e.g. fc1/1)
Step9  Click Create to creating the binding, or click Close to close the Create Binding dialog without creating
a binding.
A
Note  You can access the field descriptionsfor the windows or dialog boxes in this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
Deleting a Binding
To delete a binding on a switch, perform the following steps.
Stepl  From the Fabric Manager, choose Port Security from one of the VSANs on the menu tree.
The information pane of the Fabric Manager displays Port Security information for that VSAN.
Step2  Click the Config tab.
The Port Security configured bindings for that VSAN are displayed.
Step3  Click the row you want to del ete.
Step4  Click the Delete Row icon.
The confirmation dialog is displayed. Click Yesto delete the row, click No to close the confirmation
dialog without deleting.
A
Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference

section of the Fabric Manager or Device Manager help systems.
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Displaying Activated Bindings

To display Port Security Active Bindings, perform the following steps.

Stepl  From the Fabric Manager, choose Port Security from one of the VSANs on the menu tree.
The information pane of the Fabric Manager displays Port Security information for that VSAN.
Step2  Click the Active tab.
The Port Security active bindings for that VSAN are displayed.

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Displaying Port Security Statistics

To display Port Security Statistics, perform the following steps.

Stepl  From the Fabric Manager, choose Port Security from one of the VSANs on the menu tree.
The information pane of the Fabric Manager displays Port Security information for that VSAN.
Step2  Click the Statistics tab.
The Port Security statistics for that VSAN are displayed.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Displaying Port Security Violations

Port violations are invalid login attempts (for example, login requests from unauthorized Fibre Channel
devices). You can display alist of these attempts on aper-V SAN basis, using Fabric Manager. To display
Port Security Violations, perform the following steps.

Stepl  From the Fabric Manager, choose Port Security from one of the VSANs on the menu tree.
The information pane of the Fabric Manager displays Port Security information for that VSAN.
Step2  Click the Violations tab.
The Port Security violations for that VSAN are displayed.
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~

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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CHAPTER 8

Managing Events and Alarms

By configuring how events are reported, you can monitor those events more effectively and take
corrective action, if necessary. Cisco Fabric Manager provides the following features for reporting and
responding to network events.

SNMP events

These are preconfigured notifications, including SNMPv2 traps and SNMPv3 informs. Procedures for
managing SNM P events include:

RMON alarms

Viewing the Events L og, page 8-3
Configuring Event Destinations, page 8-3
Configuring Event Security, page 8-4
Configuring Event Filters, page 8-4

These are configurable notifications that you can set based on thresholds for various network events.
Procedures for managing and viewing RMON alarms include:

Call Home

Enabling RMON Alarms by Port, page 8-4

Enabling RMON Alarms for VSANS, page 8-5

Enabling RMON Alarms for Physical Components, page 8-5
Configuring RMON Controls, page 8-6

Managing RMON Alarms, page 8-6

Managing RMON Event Severity Levels, page 8-7

Viewing the RMON Log, page 8-7

Thisis afeature that lets you configure automatically generated e-mail messages or other responses to
specific events. You can use Call Home for direct paging of a network support engineer, E-mail
notification to a Network Operations Center, and utilization of Cisco AutoNotify servicesfor direct case
generation with the Technical Assistance Center. Call Home provides the following features:

Fixed set of predefined alerts and trigger events on the switch.
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Syslog

Note

- Automatic execution and attachment of relevant command output.
« Multiple message format options:
— Short Text — Suitable for pagers or printed reports.
— Plain Text — Full formatted message information suitable for human reading.

— XML — Matching readable format using Extensible Markup Language (XML) and Document
Type Definitions (DTDs) named Messaging Markup Language (MML). The MML DTD is
published on the Cisco Connection Online (CCO) website at http://www.cisco.com/. The XML
format enables communication with the Cisco Systems TAC group.

» Multiple concurrent message destinations. Up to 50 e-mail destination addresses are allowed for
each format type.

- Message categories include system, environment, switching module hardware, services module
hardware, supervisor module, hardware, inventory, and test.

Procedures for configuring Call Home include:
« Call Home Configuration Overview, page 8-7
« Configuring Call Home Attributes, page 8-9
« Configuring Call Home Destination Attributes, page 8-9
« Configuring Call Home E-Mail Addresses, page 8-10
« Configuring Call Home Alerts, page 8-10
« Configuring Call Home Profiles, page 8-10

Thisis a standard message log that records various network and system events. Procedures for
configuring the Syslog include:

« Configuring Syslog Attributes, page 8-11
» Configuring Syslog Servers, page 8-11
« Configuring Syslog Priorities, page 8-12

The Fabric Manager allows you to manage events on multiple Cisco MDS 9000 Family switches. The
Device Manager allows you to manage events on a single Cisco MDS 9000 Family switch.

For information about events and configuring them using the command-line interface (CLI), refer to the
Cisco 9000 Family Configuration Guide.

Cisco MDS 9000 Family Fabric Manager User Guide
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Viewing the Events Log

A

To view the events|og from the Device Manager, choose SNM P L og from the Events menu. The Events
Log dialog box displays alog of events for a single switch

To manage the SNM P log, choose SNM P L og from the Events menu and click the Controlstab. The
Controls tab provides summary statistics about the SNMP log and allows you to change the default
settings for the log.

Caution

~

Note

Changing these values from different Fabric Manager workstations at the same time may cause
unpredictable results.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Event Destinations

Note

Cisco MDS 9000 Family switches, like other SNM P-enabl ed devices, send events (traps and informs) to
configurable destinations, called trap receivers in SNM Pv2.

To configure event destinations from the Fabric Manager, choose Events > Notifications/Tr aps on the
menu tree and click the Destinations tab. To configure event destinations from the Device M anager,
choose Destinations from the Events menu.

The Information pane from the Fabric Manager displays event destination information for multiple
switches. The dialog box for the Device Manager displays event destinations for a single switch.

To create an event destination, click Create on the Device Manager dialog box or click the Create Row
button on the Fabric Manager toolbar.

The Create Event Destinations dialog box isdisplayed. The dialog box from the Fabric Manager letsyou
select a switch.

Complete thefieldsand click Apply to create the event destination or click OK to create the destination
and close the window.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Configuring Event Security
A\

Caution  Thisis an advanced function that should only be used by administrators having experience with
SNMPv3.

To configure event security from the Fabric Manager, choose Events > Notifications/Tr aps on the menu
tree, and click the Security tab.

To configure event security from the Device Manager, choose Destinations from the Events menu and
click the Security tab.

The Information pane from the Fabric Manager displays event security information for multiple
switches. The dialog box from Device Manager displays event security for a single switch.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Event Filters

To configure event filters from the Fabric Manager, choose Events > Filterson the menu tree, and click
the FC or Other tab.

To configure event filters from the Device Manager, choose Filters from the Events menu.

The Event Filters dialog box displays event filters for a single switch. The Information pane in Fabric
Manager displaystwo different views, which list the same event filters for multiple switches, in different
order.

To configure event filters, check the check box next to the appropriate filter name.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Enabling RMON Alarms by Port

To enable alarm notifications by port from the Device Manager, choose Threshold Manager from the
Events menu and click the Ports tab.

To configure an RMON alarm for one or more ports, follow these steps:

Stepl  Click the Selected radio button.
Step2  Click the button to the right of the Selected field to display all ports.
Step3  Select the ports you want to monitor.
Step4  Click OK to accept the selection.
Alternatively, click the appropriate radio button to select ports by type - All ports, XE ports, or Fx ports

Step1l  Click the check box for each variable that you want to monitor.
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Step 2
Step 3
Step 4

Step 5
Step 6

Note

Enter the threshold value in the Value column.
Enter the sampling period in seconds.

Select one of the following severity levelsto assign to the alarm - Fatal, Warning, Critical, Error,
Information

Click Create.

Confirm the operation to define an alarm and a log event when the system prompts you to define a
severity event.

If you do not confirm the operation, the system only defines alog event.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Enabling RMON Alarms for VSANSs

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Note

To manage RMON alarm service attributes for selected VSANs from the Device Manager, choose
Threshold Manager from the Events menu and click the Services tab. The Threshold Manager dialog
box with the Services tab selected is displayed.

To enable an RMON alarm for one or more VSANS, follow these steps:

Enter one or more V SANs to monitor in the VSAN Id(s) field.
Click the check box for each variable that you want to monitor.
Enter the threshold value in the Value column.

Enter the sampling period in seconds.

Select a severity level to assign to the alarm:

Click Create.

Confirm the operation to define an alarm and a log event when the system prompts you to define a
severity event.

If you do not confirm the operation, the system only defines alog event.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Enabling RMON Alarms for Physical Components

To configure RMON alarm physical attributes from the Device Manager, choose Threshold M anager
from the Events menu and click the Physical tab. The Create RM ON Alarms dialog box with the
Physical tab selected is displayed.
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Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Note

To configure an RMON alarm for a physical component, follow these steps:

Click the check box for each variable that you want to monitor.
Enter the threshold value in the Value column.
Enter the sampling period in seconds.
Select one of the following severity levelsto assign to the alarm:
- Fatal
- Warning
- Critical
» Error
- Information
Click Create.

Confirm the operation to define an alarm and a log event when the system prompts you to define a
severity event.

If you do not confirm the operation, the system only defines alog event.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring RMON Controls

Note

To changethe default controlsfor RMON aarms, choose T hreshold M anager from the Device M anager
menu. You see the Threshold Manager window.

Click M ore on the Threshold Manager window. You see the second Threshold Manager dialog box.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing RMON Alarms

Step 1

Step 2

Step 3

To view the alarms that have already been enabled, do the following:

Choose Threshold Manager from the Events menu and click the M ore button on the Threshold
Manager dialog box.

Click the Alarms tab.
You see the RMON Alarms dialog box.

To create a customized threshold entry, click the Create button.
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You see the Create RMON Alarms dialog box.

S

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing RMON Event Severity Levels

To define customized RMON event severity levels, do the following:

Stepl  Select Threshold Manager from the Events menu and click M ore on the Threshold Manager dialog
box.

Step2  Click the Eventstab on the RMON Thresholds dialog box.
You see the RMON Events dialog box.

Step3  To create a new threshold entry, click the Create button.
You see the Create Threshold Entry dialog box.

Step4  Configure the RMON event threshold attributes.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing the RMON Log

To view the RMON log from the Device Manager, do the following:

Stepl  Select Threshold Manager from the Events menu and click M ore on the Threshold Manager dialog
box.

Step2  Click the L og tab on the RMON Thresholds dialog box.
You see the RMON Log dialog box.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Call Home Configuration Overview

When configuring Call Home, keep the following pointsin mind:
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Step 1

Step 2

Step 3

Step 4

N

Note

» You must configure at least one E-mail server and at least one destination profile. The destination
profile(s) used depends on whether the notification is sent to a pager, e-mail, or automated service
such as Cisco AutoNotify.

» You must configure the contact name (SNMP server contact), phone, and street address information
before enabling Call Home.

e The Cisco MDS 9000 switch must have IP connectivity to an E-mail server.
- To use Cisco AutoNotify you must obtain an active service contract for the device.

To configure Call Home, use the different tabs on the Call Home dialog box, as summarized below:

Assign contact information and enable the Call Home feature using the General tab (see the
“Configuring Call Home Attributes” section on page 8-9). The Call Home feature is not enabled by
default, and you must enter an e-mail address that identifies the source of Call Home notifications.

Configure the destination e-mail addresses for Call Home notifications using the Destinations tab (see
the “Configuring Call Home Destination Attributes” section on page 8-9). You can identify one more
more e-mail addresses that will receive Call Home notifications.

Identify your SMTP server using the E-mail Setup tab (see the “ Configuring Call Home E-Mail
Addresses” section on page 8-10). You need to identify a message server to which your switch has
access. This message server will forward the Call Home notifications to the destinations.

Test Call Home by sending atest message using the Alerts tab (see the “ Configuring Call Home Alerts’
section on page 8-10). You should test the Call Home feature to make sure it works.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Configuring Call Home Attributes

Note

To assign contact information and enable the Call Home feature from the Fabric M anager, choose Events
> Call Home on the menu tree and click the General tab. The Information pane from the Fabric
Manager displays Call Home information for multiple switches.

To assign contact information and enable the Call Home feature from the Device Manager, choose Call
Home from the Events menu and click the General tab. The Call Home Events dialog box with the
General tab selected from the Device Manager displays Call Home attributes for a single switch.

You can access the field descriptions for the windows or dialog boxes in this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Call Home Destination Attributes

Step 1

Step 2
Step 3
Step 4
Step 5

Note

To configure the destination e-mail addresses for Call Home notifications from the Fabric Manager,
choose Events > Call Home on the menu tree and click the Destination tab. The Information pane from
the Fabric Manager displays Call Home information for multiple switches.

To configure the destination e-mail addresses from the Device Manager, choose Call Home from the
Events menu and click the Destination tab. The dialog box from the Device Manager displays Call
Home attributes for a single switch.

To create a new Call Home destination, follow these steps:

Click Create on the Device Manager dialog box, or click the Create Row button on the Fabric Manager
toolbar.

From the Device Manager, you see the Create Call Home Destination dialog box.

From the Fabric Manager, you can select one or more switches to which the configuration applies.
Select the profile name from the pull-down list.

Enter a number identifier for the destination.

Enter the e-mail address for the destination.

Click Create.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Configuring Call Home E-Mail Addresses

Note

To identify your SMTP server from the Fabric Manager, choose Events > Call Home on the menu tree
and click the Email Setup tab. The Information pane from the Fabric Manager displays Call Home
information for multiple switches.

To identify your SMTP server from the Device Manager, choose Call Home from the Events menu and
click the Email Setup tab. The Call Home dialog box from the Device Manager displays Call Home
attributes for a single switch.

Configure the e-mail setup attributes for the Call Home features.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Call Home Alerts

Note

To test Call Home from the Fabric Manager, choose Events > Call Home the menu tree and click the
Alertstab. The Information pane from the Fabric Manager displays Call Home information for multiple
switches.

To test Call Home from the Device Manager, choose Call Home from the Events menu and click the
Alerts tab. The dialog box with the Alerts tab selected from the Device Manager displays Call Home
attributes for a single switch.

Configure the alert attributes for the Call Home feature.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Call Home Profiles

Note

To configure Call Home attributes from the Fabric Manager, choose Events > Call Home on the menu
tree and click the Profiles tab. The Information pane from the Fabric Manager displays Call Home
information for multiple switches.

To configure Call Home attributes from the Device Manager, choose Call Home from the Events menu
and click the Profilestab. The dialog box with the Alertstab selected from the Device Manager displays
Call Home attributes for a single switch.

Configure the profile attributes for the Call Home feature.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Configuring Syslog Attributes

Step 1

Step 2

Note

To configure syslog attributes, do the following:

From the Fabric Manager, choose Events > Syslog on the menu tree and click the General tab. The
Information pane from the Fabric Manager displays syslog information for multiple switches.

From the Device Manager, choose Syslog from the Events menu and click the General tab. The Syslog
dialog box with the General tab selected from the Device Manager displays syslog information for a
single switch.

Configure the general attributes for the syslog.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Syslog Servers

Step 1

Step 2
Step 3

Step 4

Note

To configure syslog servers, do the following:

From the Fabric Manager, choose Events > Syslog on the menu tree and click the Servers tab. The
Information pane from the Fabric Manager displays syslog information for multiple switches.

From the Device Manager, choose Syslog from the Events menu and click the Servers tab. The Syslog
dialog box with the Servers tab selected from the Device Manager displays syslog information for a
single switch.

Configure the server attributes for the syslog.

To add a syslog server, click Create.

You see the Create Syslog Server dialog box.
Complete the fields on this dialog box and click OK.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Configuring Syslog Priorities

To configure syslog priorities, do the following:

Stepl  From the Fabric Manager, choose Events > Syslog on the menu tree and click the Priorities tab. The
Information pane from the Fabric Manager displays syslog information for multiple switches.

From the Device Manager, choose Syslog from the Events menu and click the Priorities tab. To
configure syslog attributes The Syslog dial og box with the Serverstab selected from the Device M anager
displays syslog information for a single switch.

Step2  Configure the priorities for the syslog.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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CHAPTER 9

Managing the System and Components

The Fabric Manager allows you to configure and monitor modules on multiple Cisco MDS 9000
switches. The Device Manager allows you to configure and monitor modules on asingle Cisco MDS
9000 switch.

N

Note  For information about configuring the chassis and its components using the command-line interface
(CLI), refer to the Cisco 9000 Family Configuration Guide.

Procedures for managing the system and components include:
« Viewing System Attributes, page 9-1
« Viewing Running Processes, page 9-2
» Viewing Flash File Information, page 9-2
« Managing Inventory Information, page 9-2
« Managing Card Attributes, page 9-3
« Managing Temperature Sensor |nformation, page 9-3
« Managing Power Supplies, page 9-4
« Managing NTP, page 9-4

Viewing System Attributes

To manage system attributes, perform the following steps.

Stepl  From the Fabric Manager, choose Switches on the menu tree, OR
From the Device Manager, choose System from the Admin menu.

The Fabric Manager Information pane displays system attributes for multiple switches. The dialog box
from the Device Manager displays system attributes for a single switch.

Step2  Configure the system attributes for the chassis.
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Note

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Running Processes

Step 1

Note

To view information about the processes currently running on a switch, perform the following step.

From the Device Manager, choose Running Processes from the Admin menu.

You see the Running Processes dialog box.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Flash File Information

Step 1

Note

To view information about the files currently stored in flash memory on the switch, perform the
following step.

From the Device Manager, choose Flash Files from the Admin menu.

You see the Flash Files dialog box.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing Inventory Information

Step 1

Step 2

To manage inventory attributes, perform the following steps.

From the Fabric Manager, choose Switches> M odules on the menu tree and click the I nventory tab, OR
From the Device Manager, choose | nventory from the Physical menu.

The Fabric Manager Information pane displays system attributes for multiple switches. The dialog box
from the Device Manager displays system attributes for a single switch.

Configure the inventory attributes for the module.
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Note

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing Card Attributes

Step 1

Step 2

N

Note

To manage card status attributes, perform the following steps.

From the Fabric Manager, choose Switches > M odules on the menu tree and click the Car d Status tab,
OR
From the Device Manager, choose M odules from the Physical menu.

The Information pane from the Fabric Manager displays card attributes for multiple switches. Thedialog
box from the Device Manager view displays attributes for a single switch.

Configure the status attributes for the module.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing Temperature Sensor Information

Step 1

Step 2

Note

To monitor sensor temperature attributes, perform the following steps.

From the Fabric Manager, choose Switches > M odules on the menu tree and click the Temper ature
Sensorstab, OR
From the Device Manager, choose Temperature Sensor s from the Physical menu.

The Information pane from the Fabric Manager displays sensor temperature attributes for multiple
switches. The Sensors dialog box from the Device Manager displays sensor temperature attributes for a
single switch.

Configure the sensor attributes.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Managing Power Supplies

Step 1

Step 2

Note

To manage power supply power attributes, perform the following steps.

From the Fabric Manager, choose Switches > M odules on the menu tree and click the Power Supplies
tab, OR
From the Device Manager, choose Power Supplies from the Physical menu.

The Information pane from the Fabric Manager displays power supply power attributes for multiple
switches. The dialog box from the Device Manager displays power supply power attributes for a single
switch.

Configure the power attributes for the power supply.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing NTP

You can create or view NTP peers and servers from the Fabric Manager or Device Manager. You do not
need to specifically enable NTP on a peer or server. If there is an entry, then "enabled" isimplied.

The list below shows the NTP tasks you can perform.
» Display General NTP Statistics for a Switch, page 9-4
» Create an NTP Server or Peer, page 9-5
« Edit an NTP Server or Peer Configuration, page 9-5
« Delete an NTP Server or Peer, page 9-6

Display General NTP Statistics for a Switch

Step 1

Step 2

Note

To display general NTP statistics for a switch, perform the following steps.

From the Fabric Manager, select Switches > NTP from the Physical pane of the menu tree, OR
From Device Manager, choose NTP from the Admin menu.

The NTP dialog box is displayed.
Click the General tab.
The general NTP statistics for that switch are displayed.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Create an NTP Server or Peer

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Note

To create an NTP server or peer, perform the following steps.

From the Fabric Manager, select Switches > NTP from the Physical pane of the menu tree, OR
From Device Manager, choose NTP from the Admin menu.

The NTP dialog box is displayed.

Click the Peer tab.

A list of NTP peers and servers for that switch is displayed.

Click the Create button.

The Create NTP Peer dialog box is displayed.

Enter the peer address in the Peer Address field.

Select the mode (peer or server).

Click the PrefPeer checkbox if you want this peer to be a Preferred Peer.

Click the Create button to create the peer or server; click the Close button to close the Create NTP Peer
dialog box without creating the peer or server.

The newly created peer or server is listed under the Peer tab.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Edit an NTP Server or Peer Configuration

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

To create an NTP server or peer, perform the following steps.

From the Fabric Manager, select Switches > NTP from the Physical pane of the menu tree, OR
From Device Manager, choose NTP from the Admin menu.

The NTP dialog box is displayed.
Click the Peer tab.
A list of NTP peers and servers for that switch is displayed.

To change the peer address, double click on the IP address in the Peer Address column, and change the
numbers. Alternatively, you can triple click on the IP address and type in a new address.

To change the mode from peer to server, click on the mode in the Mode column next to the address of
the switch for which you want to change the mode.

A dropdown list is displayed with the options peer or server. Select the mode you want for your switch.

To change the Preferred Peer status to Preferred Peer, check the PrefPeer checkbox next to the address
of the switch for which you want to change the status. To remove this status, uncheck the box.

Click the Apply button to apply your changes to the switch, or click the Close button to close the NTP
Peer dialog box without saving your changes.
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Note

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Delete an NTP Server or Peer

Step 1

Step 2
Step 3

Step 4
Step 5

Note

To delete an NTP server or peer, perform the following steps.

From the Fabric Manager, select Switches > NTP from the Physical pane of the menu tree, OR
From Device Manager, choose NTP from the Admin menu.

The NTP dialog box is displayed.

Click the Peer tab.

A list of NTP peers and servers for that switch is displayed.

To delete a server or peer, click on the |P address in the Peer Address column.
The Delete button is enabled.

Click the Delete button to del ete the peer or server, or click the Close button to closethe NTP Peer dialog
box without deleting the peer.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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CHAPTER 10

Managing Fibre Channel Routing and FSPF

Fabric Shortest Path First (FSPF) is the standard path selection process used by Fibre Channel fabrics.
FSPF automatically cal culates the best path between any two switchesin the fabric. All routes across the
fabric are established when switches are powered up. These routes do not change unlessthereisafailure
or unless anew ISL (or EISL) is created that offers a path equal to or better than an existing path.

The Fabric Manager allows you to configure and monitor these routing services on multiple Cisco 9000
switches. The Device Manager allows you to configure and monitor Fibre Channel routing and FSPF on
asingle Cisco 9000 switch. For information about Fibre Channel routing and how to configure routing
and FSPF using the command line interface (CLI), refer to the Cisco 9000 Family Configuration Guide.

Procedures for configuring Fibre Channel Routing include:

« Configuring Fibre Channel Routes, page 10-1

« Configuring Fibre Channel Route Flows, page 10-2
Procedures for configuring FSPF include:

« Managing FSPF General Attributes, page 10-2

» Configuring FSPF Interfaces, page 10-3

» Viewing FSPF Statistics, page 10-3

» Viewing FSPF Interface Statistics, page 10-3

« Viewing Link State Records, page 10-3

« Viewing FSPF Links, page 10-4

Configuring Fibre Channel Routes

Step 1

Step 2
Step 3

Step 4

Step 5

To configure Fibre Channel routes, do the following:

From the Device Manager, choose Routes from the FC menu. The dialog box displaysroutesfor asingle
switch.

Configure the attributes for the route.
To add aroute from Device Manager, click Create on the dialog box.
You see the Create Route dialog box.

Click the button to theright of the Interface field and select the interface on which to configure the Fibre
Channel route.

Complete the other fields on this window and click OK to add a route.
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Note

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Fibre Channel Route Flows

Step 1

Step 2
Step 3

Step 4

Note

To view Fibre Channel flows, do the following:

From the Fabric Manager, choose FC > Route Flow Statistics on the menu tree. The Information pane
from Fabric Manager displays flows for multiple switches.

From the Device View, choose Routes from the FC menu and click the Flow Statisticstab. The dialog
box from the Device Manager displays flows for a single switch.
Configure the flow attributes for the route.

To add a route flow from Fabric Manager, click Create Row on the tool bar.

To add a route flow from Device Manager, click Create on the dialog box.
The Create Route flow dialog is displayed.

Complete the fields on this window and click Create to add a route flow.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing FSPF General Attributes

Step 1

Step 2

Note

To manage FSPF general attributes, do the following:

From the Fabric Manager, choose FC > FSPF on the menu tree and click the General tab.

From the Device Manager, choose FSPF from the FC menu and click the General tab.

The Information pane from the Fabric Manager displays information for multiple switches. The dialog
box from the Device Manager displays FSPF information for a single switch.

Configure the FSPF general attributes.

You can access the field descriptions for the windows or dialog boxes in this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Configuring FSPF Interfaces

To configure FSPF interfaces, do the following:

Stepl  From the Fabric Manager, choose FC > FSPF on the menu tree and click the I nter faces tab.

To configure FSPF interfaces from the Device Manager, choose FSPF from the FC menu and click the
I nterfaces tab.

Step2  Configure the attributes for the FSPF interfaces.

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing FSPF Statistics

To monitor FSPF statistics from the Fabric Manager, choose FC > FSPF on the menu tree and click the
Statistics tab.

To monitor FSPF statistics from the Device Manager, choose FSPF from the FC menu and click the
Statistics tab.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing FSPF Interface Statistics

To monitor FSPF interface statistics from the Fabric Manager, choose FC > FSPF on the menu tree and
click the I nterface Stats tab.

To monitor FSPF interface stati stics from the Device Manager, choose FSPF from the FC menu and click
the Interface Stats tab.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Link State Records

To monitor FSPF L SRs from the Device Manager, choose FSPF from the FC menu and click the L SDB
L SRs tab.

S

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Viewing FSPF Links
To view FSPF links from the Device Manager, choose FSPF from the FC menu and click the L SDB
Links tab.
A

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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CHAPTER ﬂ

Managing IP Storage Services

Cisco MDS 9000 Family switches can route FCIP and i SCSI | P storage servicesindependently, allowing
servers to connect to a storage network using Fibre Channel or |P. Using open-standard | P-based
technology, the Cisco MDS 9000 Family | P storage services enable you to consolidate remote SAN
islands using FCIP, and to extend SAN connectivity to |P-enabled servers using iSCSI protocols.

Fabric Manager allows you to configure and monitor FCIP and i SCSI storage services on multiple Cisco
9000 switches. Device Manager allows you to configure and monitor these services on a single Cisco
9000 switch.

For information about configuring FCIP and iSCSI storage services using the command-line interface
(CLI), refer to the Cisco 9000 Family Configuration Guide.

To learn more about managing | P storage services, refer to the following topics:
» |P Storage Services Module, page 11-5
« Managing Gigabit Ethernet Interfaces, page 11-6
« Managing FCIP, page 11-6
 Managing iSCSI Services, page 11-6

IP Storage Services Module

The IP Storage Services (IPS) module must be installed in your Cisco MDS 9000 Family switch before
you can manage FCIP and iSCSI services on that switch. It integrates seamlessly into the Cisco MDS
9000 Family, and supports the full range of services available on the switching modules, including

V SANSs, security, and traffic management. Traffic can be forwarded between any | P storage port and any
other port on a Cisco MDS 9000 Family switch.

The IPs module can be used in any Cisco MDS 9500 or 9200 series switch, and has eight SFP Gigabit
Ethernet (Gig-E) ports, and it is hot-swappable. Each port can run FCIP and iSCSI protocols
simultaneously.

» FCIP— FCIPtransports Fibre Channel frames transparently over an | P network between two Cisco
MDS 9000 Family switches or other FCIP standards-compliant devices.

e iSCSI — The IPS module provides IP hosts access to Fibre Channel storage devices. The IP
host-initiated SCSI commands are encapsulated in IP and sent to a Cisco MDS 9000 port. At this
point, the commands are routed from the | P network into a Fibre Channel network and forwarded to
the intended target.
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Managing Gigabit Ethernet Interfaces

The Gigabit Ethernet ports on the | PS modul e can only be used to perform | P storage services like i SCSI
and FCIP. This port does not bridge ethernet frames or route | P packets. A new port mode option, | PS
mode, is defined for Gigabit Ethernet ports. |P storage portsare implicitly set to IPS mode (so they only
perform IP storage functionality). You can use an |PS module to perform either iSCSI or FCIP storage
services.

The Gigabit Ethernet interface must be configured with an | P address before it can perform | P storage
services functions. When one Cisco MDS 9000 Family switch connects to another Cisco MDS 9000
Family switch via the IPS modules, the following apply:

- Thetwo switches are connected through avirtual I SL running on the FCIP tunnel. The endpoints of
the virtual 1SL are two virtual E ports.

- Thevirtua E ports become virtual TE portsif trunking is enabled, and the connecting link isa
virtual EISL.

Refer to the Cisco 9000 Family Configuration Guide if there are problems.
Procedures for configuring Gigabit Ethernet interfaces include:

« Configuring Gigabit Ethernet Interfaces, page 11-7

Managing FCIP

Fibre Channel over TCP/IP (FCIP) is a service that allows islands of Fibre Channel SANsto be
interconnected over | P networks to form a unified SAN — a single Fibre Channel fabric. These
connections are referred to as “ FCIP tunnels.”

This section describes two ways to create FCIP tunnels. You can use the Device Manager, or you can use
the FCIP Wizard to create tunnels using the Fabric Manager. See the “ Creating FCIP Tunnels with the
FCIP Wizard” section on page 11-10 for this information.

Procedures for creating and managing FCIP include:
« Assigning FCIP Profiles, page 11-8
« Creating Tunnels, page 11-8
« Verifying Interfaces, page 11-9
« Verifying Extended Link Protocols, page 11-9
e Checking Trunk Status, page 11-10
» Checking for Interface Errors, page 11-10

Managing ISCSI Services

Cisco MDS 9000 Family iSCSI storage services provide IP hosts with access to Fibre Channel storage
devices asif each storage device were directly attached to the hosts. The switch transparently presents
each IP host to the storage device as if each host were an Fibre Channel host. iSCSI services create
virtual iISCSI targets and maps them to physical Fibre Channel targets available in the Fibre Channel
SAN. It presentstheiSCSI targetsto | P hosts asif the physical targets were directly attached to the hosts.

Cisco MDS 9000 Family Fabric Manager User Guide
m. 78-15800-02, Cisco MDS SAN-0S Release 1.2(2a) |



| Chapter11  Managing IP Storage Services

Managing iSCSI Services

Send documentation comments to mdsfeedback-doc@cisco.com.

In conjunction with presenting i SCSI targets to hosts, iSCSI Service presents each | P host as an Fibre
Channel host, i.e. Host Bus Adaptor (HBA) to the storage device. The storage device is aware of each
IP host and responds to each | P host as if it were an Fibre Channel host connected to the storage device.

For more information on iSCSI services, see the Cisco 9000 Family Configuration Guide.
Procedures for managing iSCSI include:

» Specifying Targets, page 11-11

» Specifying LUN Mappings, page 11-12

» Viewing iSCSI Statistics, page 11-12

» Viewing iSCSI Sessions, page 11-13

« Viewing Session Statistics, page 11-13

« Creating an iSCSI Initiator, page 11-13

Configuring Gigabit Ethernet Interfaces

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

Note

Each port or interface on the IPS modul e is displayed in the Ethernet Port dialog.

To configure Ethernet port interfaces, do the following:

Be sure you are connected to a switch that contains an |PS module.
Open Device Manager.
Select any Ethernet port by clicking on it once.

Select Gigabit Ethernet Ports from the Interfaces menu. All Gigabit Ethernet ports for the switch are
displayed in atable.

To configure the alias, state, or IP address for aparticular port, double-click on the appropriate table cell.
Enter the alias, | P address, or state for the port.
Click Apply.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Creating FCIP Tunnels with Device Manager

To create and manage FCIP tunnels with Device Manager, first verify that the IPS module isinserted in
the required Cisco MDS 9000 Family switches, and that the switches' Gigabit Ethernet interfaces are
connected and the connectivity verified using the ping command. The stepsin creating FCIP tunnels are:

» Assigning FCIP Profiles, page 11-8
« Creating Tunnels, page 11-8
» Verifying Interfaces, page 11-9
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Assigning FCIP Profiles

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

Step 8
Step 9

Note

You can use Device Manager to configure FCIP tunnels between switches. First, you must create FCIP
profiles, and then bind the interfaces to the profile. To bind an FCIP profile to an interface, use the IP
address of the interface in the FCIP profile’'s | P address configuration. Profile numbers range from 1 to
255. The interface associated with a profile can be either of the following:

- EtherChannel
- Ethernet subinterface slot and port (or slot, port, and VLAN ID)
To create and bind profiles on a Gigabit Ethernet interface, follow these steps.

Be sure you are connected to a switch that contains an |PS module.
Open Device Manager.
Select FCIP from the IP menu.

Click the Profiles tab if it is not already selected. The FCIP Profiles dialog is displayed. Any profiles
already bound, are listed in the table along with their | P addresses.

To add a new profile, click Create. The Create FCIP Profiles dialog is displayed.
Enter the profile ID in the ID field.

Select an | P address of theinterface to which you want to bind the profile from the |P Address dropdown
list.
Enter all the optional information, if desired.

When finished, click Create to add this profile to the table. Click Close to exit the Create FCIP profiles
dialog without adding the profile.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Creating Tunnels

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

Each Gigabit Ethernet interface can have 3 active FCIP tunnelsonit at one time. To create these tunnels,
do the following:

Be sure you are connected to a switch that contains an |PS module.

Open Device Manager.

Select FCIP from the IP menu.

Click the Tunnelstab if it is not already selected. The FCIP Tunnels dialog is displayed.
Thistable lists the remote |P address of the interface together with optional attributes.
Click the Create button. The Create FCIP Tunnels dialog is displayed.

Enter the entity ID in the ID field.

Enter aremote | P address as the endpoint to which you want to link.
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Step 8
Step 9

S

Note

Enter all the optional information, if desired.

When finished, click Create to add this tunnel to the table. Click Close to exit the Create FCIP Tunnels
dialog without adding the tunnel.

You can access the field descriptions for the windows or dialog boxes in this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Verifying Interfaces

Step 1
Step 2
Step 3
Step 4

Note

To verify the interfaces, do the following:

Be sure you are connected to a switch that contains an |PS module.

Open Device Manager.

Select FCIP from the IP menu.

Click the Interfaces tab if it is not already selected. The FCIP Interfaces dialog is displayed.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Verifying Extended Link Protocols

Step 1
Step 2
Step 3
Step 4

Note

To verify the extended link protocol, do the following:

Be sure you are connected to a switch that contains an |PS module.

Open Device Manager.

Select FCIP from the IP menu.

Click the ELP tab if it is not already selected. The FCIP ELP dialog is displayed.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Checking Trunk Status

To check the trunk status, do the following:

Stepl  Besure you are connected to a switch that contains an |PS module.

Step2  Open Device Manager.

Step3  Select FCIP from the IP menu.

Step4  Click the Trunk Statustab if it is not already selected. The FCIP Trunk Status dialog is displayed.

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Checking for Interface Errors

To check for interface errors, do the following:

Stepl  Besure you are connected to a switch that contains an |PS module.
Step2  Open Device Manager.
Step3  Select FCIP from the IP menu.

Step4  Click the Interface Errorstabif it isnot already selected. The FCIP Interface Errors dialog is displayed,
listing FCIP-specific end-point/interface errors.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Creating FCIP Tunnels with the FCIP Wizard

To create and manage FCIP tunnels with Fabric Manager, you use the FCIP Wizard. First verify that the
IPS moduleisinserted in the required Cisco MDS 9000 Family switches, and that the switches' Gigabit
Ethernet interfaces are connected and the connectivity verified. The stepsin creating FCIP tunnels using
the FCIP Wizard are:

- select the endpoints
» choose the interfaces’ |P addresses
- specify link attributes

To open the wizard, access it from the toolbar. To create FCIP tunnels using the FCIP Wizard, follow
these steps:
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Step 1

Step 2

Type in the |P addresses of two MDS 9000 switches (or select them from the dropdown lists below) to
be connected via FCIP. Each switch must have an Ethernet port connected to an IP network.

Fill in the fields below and click Finish to create the FCIP ISL. The newly created link may take several
seconds to appear in the map.

Authenticating iSCSI Targets

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

Note

To authenticate iSCSI targets, first specify the initiators. To specify initiators, perform the following
steps:

Be sure you are connected to a switch that contains an |PS module.
Open Device Manager.

Select iSCSI from the IP menu. The iSCSI dialog is displayed.
Select the Initiators tab if it is not already selected.

Thistable lists iSCSI initiators, VSAN membership, and, if applicable, persistent node and port WWN
addresses. Use the Create dialog is used to assign the VSAN and addresses.

Click the Create button. The Create iSCSI Initiators dialog is displayed.
Enter the initiator name in the Name field.

Enter the VSAN membership number in the VSAN Membership field.
Enter all the node and port information.

When finished, click Create to add this initiator to the table. Click Close to exit the Create iSCSI
initiators dialog without adding the initiator. Like physical N ports, iSCSI Initiators will appear in the
Fabric Login Table.

You can access the field descriptions for the windows or dialog boxes in this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Specifying Targets

Step 1
Step 2
Step 3
Step 4

To specify targets, perform the following steps:

Be sure you are connected to a switch that contains an |PS module.
Open Device Manager.

Select iSCSI from the IP menu. The iSCSI dialog is displayed.
Select the Targetstab if it is not already selected.

Thistablelists both statically assigned as well as dynamically discovered Fiber Channel targets. Usethe
import button to automatically discover and populate this table with existing targets. Use the Create
button to assign port address or control iSCSI access to certain targets.
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Step 5
Step 6
Step 7

Step 8

S

Note

Click the Create button. The Create iSCS| Targets dialog is displayed.
Enter the target name in the Name field.

Enter the Port WWN, node access information, and advertised interfaces information in the appropriate
fields.

When finished, click Create to add this target to the table. Click Close to exit the Create iSCS| Targets
dialog without adding the target.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Specifying LUN Mappings

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7
Step 8

Note

To specify LUN mappings, perform the following steps:

Be sure you are connected to a switch that contains an |PS module.
Open Device Manager.

Select iSCSI from the IP menu. The iSCSI dialog is displayed.
Select the LUN Mappings tab if it is not already selected.

Click the Create button. The Create iSCSI LUN Mappings dialog is displayed. Use this dialog to map
Fiber Channel LUNsto iSCSI LUNSs:

Enter the iSCSI LUN name in the Name field.
Enter the iISCSI LUN, Port WWN, and FC LUN information in the appropriate fields.

When finished, click Create to add this LUN to the table. Click Close to exit the Create iISCSI LUN
Mappings dialog without adding the LUN.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing iSCSI Statistics

Step 1
Step 2
Step 3
Step 4

To view iSCSI statistics, perform the following steps:

Be sure you are connected to a switch that contains an |PS module.
Open Device Manager.

Select iSCSI from the IP menu. The iSCSI dialog is displayed.
Select the Statistics tab if it is not already selected.
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Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing iSCSI Sessions

To view iSCSI sessions, perform the following steps:

Stepl  Besure you are connected to a switch that contains an |PS module.
Step2  Open Device Manager.

Step3  Select iSCSI from the IP menu. The iSCSI dialog is displayed.
Step4  Select the Sessionstab if it is not already selected.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Session Statistics

To view session statistics, perform the following steps:

Stepl  Besure you are connected to a switch that contains an |PS module.
Step2  Open Device Manager.

Step3  Select iSCSI from the IP menu. The iSCSI dialog is displayed.
Step4  Select the Session Statistics tab if it is not already selected.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Creating an iSCSI Initiator

To create an iSCSI Initiator using Device Manager, follow these steps:

Stepl  Select iSCSI from the IP menu.
Step2  Click the Initiators tab.
Step3  Click the Create button.
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The Create Initiators dialog is displayed.

Step4  Enter the |P address, or the IQN name created from the i SCSI driver running on the initiator. The IQN
name must be at least 16 characters.

Step5  Assign names for the node WWN and port WWN fields.

There are three options. The Auto option assigns the WWN from a pool of about 440,000 WWNs per
switch and is returned to pool when you log out. The Per sistent option also assigns the WWN from a
pool. However, when you log out of the switch, the WWIN is not returned to the pool but is saved for
the initiator. The third option is to statically assign the WWN by manually entering WWN that the
initiator will use.

Step6  Select Create when all fields are complete, to create the initiator

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Creating an iSCSI Virtual Target

To create an iSCSI Initiator using Device Manager, follow these steps:

Stepl  Select iSCSI from the IP menu.

Step2  Click the Targets tab.

Step3  Click the Create button.
The Create Targets dialog is displayed.

Step4  Enter the logical name to giveto this virtual target.

Step5  Click the drop-down button to the right of the pWWN field.

Step6  Select the pWWN of the FC target that will be advertised as an iSCSI virtual target.
The drop-down list shows all pWWNs that are logged into the name server.

Step7  Select theiSCSI initiators that will access this virtual target.

Select All if you want all the initiators to access the target. Select None, and then enter in the numbers
by hand (separated by commas) if you want only certain initiators to access the target.

Step8  Select Create when all fields are complete, to create the virtual target.

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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CHAPTER 12

Configuring IP Filters

You can use Fabric Manager to configure | P filters and profiles. The general procedure isto create an IP
profile, add afilter to the profile, and then associated that profile to one or more interfaces. Filters can
only be created if their associated filter profiles already exist in the ProfileTable.

Deleting any profile in the Profile Table will also delete all the associated filtersin the FilterTable and
cause the state of the associated 'active' filter profile in the ProfileTable to be changed to 'notReady'.

The list below shows the IP Filter tasks you can perform with Fabric Manager. | P Filter is not available
from Device Manager.

e Using the IP Filter Wizard, page 12-17

« Creating IP Profiles, page 12-17

« Adding IP Filters to Profiles, page 12-18

» Associating IP Profiles to Interfaces, page 12-19
« Deleting IP Profiles, page 12-19

« Deleting IP Filters, page 12-20

Using the IP Filter Wizard

Step 1

Step 2

To use the IP filter wizard, access it from the toolbar. Then follow these steps:

Enter afilter name, then enter the host | P addresses and application pairs to be filtered on the switches.
If a host and application pair don't match, access to the switch is denied. You can use wildcards (*) in
the |P addresses. The match order is significant.

Enter the management interface, and then select the switches to which you want to apply thisfilter. The
filter applies only to inbound traffic. You can have only one active filter on an interface.

Creating IP Profiles

Step 1

Step 2

To create an | P profile, perform the following steps.

From the Fabric Manager, choose Security > | P Filter from the menu tree.
The information pane of the Fabric Manager displays I P Filter information.
Click the Profiles tab.
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Step 3

Step 4

Step 5

Step 6

Step 7

Note

A list of profilesis displayed.
Click the Create Row icon.
The Create Profile dialog box is displayed.

Select the switches you want to include in the profile, by checking the checkboxes next to the switch's
address.

Enter a profile name in the Name field.

Click the Create button to create the profile, or click the Close button to close the Create Profile dialog
box without creating a profile.

The newly created profile is displayed in the list of profiles.

To create additional profiles, repeat Step 6. Otherwise, click the Close button to close the Create Profile
dialog box.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Adding IP Filters to Profiles

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

Step 9

To add an IP filter to a profile, perform the following steps.

From the Fabric Manager, choose Security > | P Filter from the menu tree.
The information pane of the Fabric Manager displays | P Filter information.
Click the Profiles tab.

A list of switches and associated profiles is displayed.

Click on the IP address of the switch to which you want to add afilter.

The Rules button becomes available.

Click the Rules button.

The | P Filter Edit dialog box is displayed.

Click the Create Row button.

The Create | P Filter dialog box is displayed.

Complete the fields in the Create | P Filter dialog box.

Click the Create button to create the filter, or click the Close button to close the Create | P Filter dialog
box without creating a filter.

The newly created filter is displayed in the list of filters.

Repeat Step 7 to create additional filters, or click the Close button to close the Create | P Filter dialog
box.

Click the Apply Changes button to add the newly created filters to the profile.
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Note

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Associating IP Profiles to Interfaces

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6
Step 7

Step 8

Step 9

Note

To associate the profile to an interface, perform the following steps.

From the Fabric Manager, choose Security > | P Filter from the menu tree.
The information pane of the Fabric Manager displays I P Filter information.
Click the Interfaces tab.

A list of interfaces and associated profiles is displayed.

Click the Create Row icon.

The Create Interface dialog box is displayed.

Select the switches you want to include in the profile, by checking the checkboxes next to the switch's
address.

Enter an interface name in the Name field.
Select the profile direction (either inbound or outbound).

Enter the profile name in the Profile Name field. (Note, this profile name must already have been created
using the Create Profiles dialog. If not, no filters will be enabled until you to go to the Create Profiles
dialog and create the profile.

Click the Create button to associate the profile, or click the Close button to close the Create Interfaces
dialog box without associating a profile.

The newly associated profileis displayed in the list of profiles.

Repeat Step 8 to create additional associations, or click the Close button to close the Create I nterfaces
dialog box.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Deleting IP Profiles

Step 1

Step 2

To delete an IP profile, perform the following steps.

From the Fabric Manager, choose Security > | P Filter from the menu tree.
The information pane of the Fabric Manager displays I P Filter information.
Click the Profiles tab.
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Step 3

Step 4

Note

A list of switches, profile names, and profile typesis displayed.

Select the row you want to delete. If you want to delete multiple rows, hold down the Shift key while
selecting rows.

Click the Delete Row icon.
The profiles are del eted.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Deleting IP Filters

Step 1

Step 2

Step 3

Step 4

Note

To delete an IP filter, perform the following steps.

From the Fabric Manager, choose Security > | P Filter from the menu tree.
The information pane of the Fabric Manager displays | P Filter information.
Click the Interfaces tab.

A list of switches, filters, and profile namesis displayed.

Select the row you want to delete. If you want to delete multiple rows, hold down the Shift key while
selecting rows.

Click the Delete Row icon.
Thefilters are deleted from the profile.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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CHAPTER 13

Managing SPAN

You can configure SPAN sessions using Device Manager. Each SPAN session represents an association
of one destination with a set of source(s). The sources can be FC ports or the supervisor’s FCO port, and
the destination can be either an FC port or an FCIP tunnel. You can configure up to 16 SPAN sessions
in a switch.

The list below shows the SPAN tasks you can perform with Device Manager. SPAN is not configurable
from Fabric Manager.

» Creating SPAN Sessions, page 13-21
« Editing SPAN Sources, page 13-22
» Deleting SPAN Sessions, page 13-22

Creating SPAN Sessions

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Step 10

To create a SPAN session, perform the following steps.

From the Device Manager, choose SPAN from the I nter face menu.

The SPAN dialog box is displayed.

Select the Sessions tab.

Click the Create button.

The Create SPAN Session dialog is displayed.

Select the session ID (from 1-16) using the up or down arrows, and click the Create button.

Repeat Step 4 for each session you want to create.

Click the Close button to close the Create SPAN Session dial og.

Specify the destination interface by clicking oncein the Dest | nterfacefield for the appropriate session.
Specify the filter VSAN list by clicking once in the Filter VSAN List field for the appropriate session.

Choose active or inactive admin status by clicking the Admin dropdown menu and selecting the
appropriate status.

Click the Apply button to save your changes, or click the Close button to close the SPAN Sessionsdialog
without saving your changes.
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Note

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Editing SPAN Sources

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Step 7
Step 8

Step 9

Note

To edit a SPAN source, perform the following steps.

From the Device Manager, choose SPAN from the I nter face menu.

The SPAN dialog box is displayed.

Select the Sour ces tab.

Click once on the VSAN List field, and enter the VSAN list name.

Click on the Edit FC Source button.

The Edit FC Interface Source dialog box is displayed.

Click the Create button.

The Create FC Interface Source dialog is displayed.

Click the ... button to display the list of available FC ports. Select a port and click OK.
Click the direction (receive or transmit) you want.

Click the Create button to create the FC interface source, or click the Close button to close the Create
FC Interface Source dialog without creating the interface source.

Click the Close button. The new FC interface sourceislisted in the FC Interface Source dialog box list.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Deleting SPAN Sessions

Step 1

Step 2
Step 3
Step 4

To delete a SPAN session, perform the following steps.

From the Device Manager, choose SPAN from the I nter face menu.
The SPAN dialog box is displayed.

Select the Sessions tab.

Click once to select the SPAN session you want to delete.

Click the Delete button.

The SPAN session is deleted.
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Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Note

CHAPTER 1 I

Managing Advanced Features

Cisco MDS 9000 Family switches support advanced features, such as world wide names, domains, and
name server. The Fabric Manager allows you to configure these features on multiple Cisco MDS 9000
switches. The Device Manager allows you to configure these features on a single Cisco MDS 9000
switch.

For information about configuring these advanced features using the command-line interface (CL1),
refer to the Cisco 9000 Family Configuration Guide.

Procedures for managing advanced features include:
» Managing World Wide Names, page 14-1
« Managing Domain Parameters, page 14-2
« Configuring the Name Server, page 14-5
« Viewing RSCN Information, page 14-8
« Configuring Timers, page 14-8
« Configuring Virtual Routing Redundancy Protocol (VRRP), page 14-9

Managing World Wide Names

Step 1

Step 2
Step 3

Each port on a Cisco MDS 9000 Family switch is uniquely identified by its world wide names (WWNs),
which include the switch MAC address and an identifier for each port. The principal switch selection
and the allocation of domain IDs use the WWN to identify a specific port.

To add WWNSs, perform the following steps.

From the Fabric Manager, choose FC > WWN Manager on the menu tree, OR
From the Device Manager, choose WWN M anager from the FC menu.

The information pane of the Fabric Manager displays WWN information for multiple switches. The
dialog box from the Device Manager displays WWN information for a single switch.

Configure the BaseM acAddress and MacAddressRange attributes for the WWN(s).

In the Fabric Manager information pane, the information is updated. In the Device Manager dial og, click
Apply to accept the changes; click Close to close the WWWN Manager dialog without saving changes.
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Note

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing Domain Parameters

Procedures for managing domain parameters include:
« Managing Running Attributes for Domains, page 14-2
« Viewing Domain Information, page 14-3
« Configuring Domain Attributes, page 14-2
« Viewing Domain Information, page 14-3
« Viewing Domain Manager Statistics, page 14-3
» Configuring Domain Interfaces, page 14-3
« Configuring Persistent FCIDs, page 14-4
« Viewing Domain Areas, page 14-4
« Viewing Domain Area Ports, page 14-5

Managing Running Attributes for Domains

Note

To view running domain attributes from the Fabric Manager, choose FC > Domain Manager on the
menu tree and click the Running tab. The Information pane from the Fabric Manager displays domain
attributes for multiple switches.

To view running domain attributes from the Device Manager, choose Domain M anager from the FC
menu and click the Running tab. The Domain Manager dialog box, with the Running tab selected,
displays domain attributes for a single switch.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Domain Attributes

From this dialog box you can specify a fabric name for fabric logins on the VSAN and set the priority
for the switch used in the principal switch selection process.

Configure the principal attributes for the domain.

To manage domain attributes from the Fabric M anager, choose FC > Domain M anager on the menu tree
and click the Configuration tab. The Information pane from the Fabric Manager lets you manage
domain attributes for multiple switches.
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To manage domain attributes from the Device Manager, choose Domain M anager from the FC menu
and click the Configuration tab. The Device Manager dial og box displays domain attributes for asingle
switch.

Configure the attributes for the domain.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Domain Information

To view domain information from the Device Manager, choose Domain M anager from the FC menu
and click the Domains tab. The dialog box displays domain information for a single switch

S

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Domain Manager Statistics

To monitor domain manager statistics from the Fabric Manager, choose FC > Domain M anager on the
menu tree and click the Statistics tab. The Information pane from the Fabric Manager displays domain
statistics for multiple switches.

To monitor domain manager statistics from the Device Manager, choose Domain M anager from the FC
menu and click the Statistics tab. The Domain Manager dialog box, with the Statistics tab selected,
displays domain statistics for a single switch.

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Domain Interfaces

To configure domain interfaces from the Fabric Manager, choose FC > Domain M anager on the menu
tree and click the Interfaces tab. The Information pane from the Fabric Manager displays domain
interfaces for multiple switches.

To configure domain interfaces from the Device M anager, choose Domain M anager from the FC menu
and click the I nter faces tab. The Domain Manager dial og box, with the Interfaces tab selected, displays
domain interfaces for a single switch.

Configure the attributes for domain interfaces.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Viewing Domain Areas

To monitor domain areas from the Device Manager, choose Domain M anager from the FC menu and
click the Areastab. The Domain Manager dial og box, with the Areas tab sel ected, displaysdomain areas
for a single switch.

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Persistent FCIDs

To configure persistent FCIDs from the Fabric Manager, choose FC > Domain Manager on the menu
tree and click the Per sistent FCIDs tab. The Information pane from the Fabric Manager displays
persistent FCIDs for multiple switches.

To configure persistent FCIDs from the Device Manager, choose Domain Manager from the FC menu
and click the Persistent FCIDs tab. The Domain Manager dialog box, with the Persistent FCIDs tab
selected, displays persistent FCIDs for a single switch.

Configure the attributes for persistent FCIDs.
Before you can create persistent FCIDs, you must:
» Configure astatic domain ID in that VSAN

- Ascertain that the static configured domain and the runtime domain are the same. You can verify this
using the show fcdomain command. For information about using the command line interface (CL1),
refer to the Cisco 9000 Family Configuration Guide.

Note  If you connect to the switch from an Al1X or HP-UX host, be sure to create the persistent FC ID in the
V SAN that connects these hosts.

N

Note  Persistent FC IDs with loop-attache devices (FL ports) need to remain connected to the same port in
which they were configured.

To create a new persistent FCID, do the following:

Step1  Click the Create button.
The Create Domain Manager Persistent FCIDs dialog is displayed.
Step2  Enter the VSAN ID.
Step3  Enter the WWN.
Step4  Enter the FCID.
Step5  Select the Mask.

Thisis the number of FC IDs which are assigned either statically or dynamically for this WWN on this
VSAN. Possible values are Single, meaning just one FCI ID is assigned, or Area, meaning all of the FC
IDs in the area that is specified are assigned.

Step6  Select the Assignment.
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Step 7

Step 1

Step 2

Note

Thisisthe type of persistency of this FC ID (static or dynamic).

Click Createto createthe persistent FCID; click Closeto return to the Domain Manager without creating
the FCID.

To delete a persistent FCID, do the following.

Select the persistent FCID you want to delete.
The Delete button is enabled.
Click the Delete button to delete the FCID.

You can access the field descriptions for the windows or dialog boxes in this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Domain Area Ports

Note

To monitor area ports for domains from the Device Manager, choose Domain M anager from the FC
menu and click the Area Ports tab. The Domain Manager dialog box, with the Area Ports tab, displays
area ports for domains for a single switch.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring the Name Server

Configuring the Name Server includes the following tasks.
« Viewing General Attributes for the Name Server, page 14-5
« Viewing Advanced Attributes for the Name Server, page 14-6
» Proxy Ports for the Name Server, page 14-6

« Viewing Name Server Statistics, page 14-6

Viewing General Attributes for the Name Server

Note

To view general name server attributes from the Device Manager, choose Name Server from the FC
menu. The Name Server dialog box, with the General tab selected, displays name server attributes for a
single switch.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Viewing Advanced Attributes for the Name Server

To monitor advanced name server attributes from the Device Manager, choose Name Server from the
FC menu and click the Advanced tab. The Name Server dialog box, with the Advanced tab selected,
displays advanced name server attributes for a single switch.

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Proxy Ports for the Name Server

To configure proxy ports for the name server from Fabric Manager, choose FC > Name Server on the
menu tree and click the Proxiestab. The Information pane from the Fabric M anager displays name server
proxy ports for multiple switches.

To configure proxy ports for the name server from the Device Manager, choose Name Server from the
FC menu and click the Proxy tab. The Name Server dialog box, with the Proxy tab selected, displays
name server proxies for a single switch.

Configure proxy attributes for the name server.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Name Server Statistics

To monitor name server statistics from the Fabric Manager, choose FC > Name Server on the menu tree
and click the Statistics tab. The Information pane from the Fabric Manager displays name server
statistics for multiple switches.

To monitor name server statistics from the Device Manager, choose Name Server from the FC menu and
click the Statistics tab. The Name Server dialog box, with the Statistics tab selected, displays hame
server statistics for a single switch.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Viewing LUN Information

This section describes how to manage LUN information and includes the following topics:
« Configuring LUN Discovery, page 14-7
» Viewing Logical Unit Information, page 14-7
« Viewing LUNs Information, page 14-7

Configuring LUN Discovery

To view logical unit number (LUN) information from the Device Manager, choose L UN from the FC
menu.

~

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing Logical Unit Information

To view logical unit number (LUN) information from the Device Manager, choose L UN from the FC
menu and click the L ogical Units tab.

N

Note  You can access the field descri ptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing LUNs Information

To view LUNs information from the Device Manager, choose L UN from the FC menu and click the
LUNs tah.

~

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Viewing RSCN Information

This section describes how to view RSCN information and includes the following topics:
« Viewing RSCN Nx Registrations, page 14-8
« Viewing RSCN Statistics, page 14-8

Viewing RSCN Nx Registrations

Note

To view Nx registrations for RSCN from the Fabric Manager, choose FC > RSCN on the menu tree, and
click the Registrations tab. The Information pane from the Fabric M anager displaysNx registrationsfor
RSCN for multiple switches.

To monitor Nx registrations for RSCN from the Device Manager, choose RSCN from the FC menu. The
RSCN dialog box, with the Nx Registrations tab selected, displays Nx registrations for RSCN for a
single switch.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing RSCN Statistics

Note

To monitor registered state change notification (RSCN) statistics from the Fabric Manager, choose FC
> RSCN on the menu tree and click the Statistics tab. The Information pane from the Fabric Manager
displays RSCN statistics for multiple switches.

To monitor RSCN from the Device Manager, choose RSCN from the FC menu and click the Statistics
tab. The RSCN dialog box, with the Statistics tab selected, displays RSCN statistics for a single switch.

You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Configuring Timers

Note

To configure timers from the Fabric Manager, choose FC > Timers & Policies on the menu tree. The
Information pane from the Fabric Manager displays timers for multiple switches.

To configure timers from the Device Manager, choose Timer s/Policies from the FC menu. The dialog
box from the Device Manager displays timers for a single switch.

Configure the timer attributes.

You can access the field descriptions for the windows or dialog boxes in this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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Configuring Virtual Routing Redundancy Protocol (VRRP)

Cisco MDS 9000 Family switches support the Virtual Router Redundancy Protocol (VRRP), as
described in RFC 2338. VRRP provides redundant paths to a gateway switch. For further information
about VRRP, refer to the Cisco MDS 9000 Family Configuration Guide.

This section describes how to use Device Manager to configure VRRP and includes the following
information:

« Configuring VRRP Operations Attributes, page 14-9
« Managing IP Addresses for VRRP, page 14-9
« Viewing VRRP Statistics, page 14-9

Configuring VRRP Operations Attributes

To configure VRRP operations attributes from Device Manager, choose VRRP option from the | P menu.
The VRRP dialog box with the Operations tab selected is displayed.

Configure Operations attributes for the virtual router.
To create a new VRRP entry, click the Create button. You see the Create VRRP Entry window.
Complete the fields on this window to create anew VRRP entry, and click OK or Apply.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Managing IP Addresses for VRRP

To manage | P addresses for virtual routers from Device Manager, click the | P Addresses tab on the
VRRP dialog box.

The VRRP dialog box with the IP Addresses tab selected is displayed.
To create a new VRRP entry, click the Create button. You see the Create VRRP |P Addresses window.
Complete the fields on this window to create anew VRRP IP Address, and click OK or Apply.

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.

Viewing VRRP Statistics

To monitor VRRP statistics, click the Statisticstab on the VRRP dialog box. The VRRP dialog box with
the Statistics tab selected is displayed.

~

Note  You can access the field descriptions for the windows or dialog boxesin this procedure in the Reference
section of the Fabric Manager or Device Manager help systems.
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