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Frequency Hopping Spread Spectrum:
An Effective Way to Improve Wireless
Communication Performance

Naser Hossein Motlagh
Department of Information Technology, Vaasa University of Applied Sciences
Finland

1. Introduction

To improve the performance of short-range wireless communications, channel quality must
be improved by avoiding interference and multi-path fading. Frequency hopping spread
spectrum (FHSS) is a transmission technique where the carrier hops from frequency to
frequency. For frequency hopping a mechanism must be designed so that the data can be
transmitted in a clear channel and avoid congested channels. Adaptive frequency hopping is
a system which is used to improve immunity toward frequency interference by avoiding
using congested frequency channels in hopping sequence. Mathematical modelling is used
to simulate and analyze the performance improvement by using frequency hopping spread
spectrum with popular modulation schemes, and also the hopping channel situations are
investigated.

In this chapter the focus is to improve wireless communication performance by adaptive
frequency hopping which is implemented by selecting sets of communication channels and
adaptively hopping sender’s and receiver’s frequency channels and determining the channel
numbers with less interference. Also the work investigates whether the selected channels are
congested or clear then a list of good channels can be generated and in practice to use
detected frequency channels as hopping sequence to improve the performance of
communication and finally the quality of service.

The Fourier transform mathematical modules are used to convert signals from time domain
to frequency domain and vice versa. The mathematical modules are applied to represent the
frequency and simulate them in MATLAB and as result the simulated spectrums are
analysed. Then a simple two-state Gilbert-Elliot Channel Model (Gilbert, 1960; Elliott, 1963)
in which a two-state Markov chain with states named “Good” and “Bad” is used to check if
the channels are congested or clear in case of interference. Finally, a solution to improve the
performance of wireless communications by choosing and using “Good” channels as the
next frequency hopping sequence channel is proposed.

2. Review of related theories

2.1 Spread spectrum
Spread spectrum is a digital modulation technology and a technique based on principals of
spreading a signal among many frequencies to prevent interference and signal detection. As
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the name shows it is a technique to spread the transmitted spectrum over a wide range of
frequencies. It started to be employed by military applications because of its Low
Probability of Intercept (LPI) or demodulation, interference and anti-jamming (A]) from
enemy side. The idea of Spreading spectrum is to spread a signal over a large frequency
band to use greater bandwidth than the Data bandwidth while the power remains the same.
And as far as the spread signal looks like the noise signal in the same frequency band it will
be difficult to recognize the signal which this feature of spreading provides security to the
transmission.

Compared to a narrowband signal, spread spectrum spreads the signal power over a
wideband and the overall SNR is improved because only a small part of spread spectrum
signal will be affected by interference. In a communication system in sender and receiver
sides” one spreading generator has located which based on the spreading technique they
synchronize the received modulated spectrum.

2.2 Shannon capacity and theoretical justification for spread spectrum

Claude Shannon published the fundamental limits on communication over noisy channels
in 1948 in the classic paper “A Mathematical Theory of Communication”. Shannon showed
that error-free communication is possible on a noisy channel provided that the data rate is
less than the channel capacity. Shannon capacity (data rate) equation is the basis for spread
spectrum systems, which typically operate at a very low SNR, but use a very large
bandwidth in order to provide an acceptable data rate per user. Applying spread spectrum
principles to the multiple access environments is a development occurring over the last
decade (Bates & Gregory, 2001).

The Shannon equation states that the channel capacity “C” (error free bps) is directly
proportional to the bandwidth “B” and is proportional to the log of SNR. Shannon capacity
applies only to the additive white Gaussian noise (AWGN) channel. The channel capacity is
a theoretical limit only; it describes the best that can possibly be done with any code and
modulation method.

The basis for understanding the operation of spread spectrum technology begins with
Shannon/Hartley channel capacity theorem:

C=Bxlog,(1+S/N) (1)

In this equation, C is the channel capacity in bits per second (bps), which is the maximum
data rate for a theoretical bit error rate (BER). B is the required bandwidth in Hz and S/N is
the signal to noise ratio. Assume that C which represents the amount of information allowed
by communication channel, also represent the desired performance. S/N ratio expresses the
environmental conditions such as obstacles, presence of jammers, interferences, etc.

There is another explanation of this equation is applicable for difficult environments, for
example when a low SNR caused by noise and interference. This approach says that one can
maintain or even increase communication performance by allowing more bandwidth (high
B), even when signal power is below the noise. In Shannon formula by changing the log
base from 2 to e (the Napierian number) and noting that In =log, Therefore:

C/B=(1/In2)xIn(1+S/N)=1.443xIn(1+S / N) )

Applying the Maclaurin series development for
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In(1+x)=x-x"/2+x> /3=x* [ 4+ ..+ (-1)""x" /k+... 3)
C/B=1443x(S/N—-(S/N)*/2+(S/N) /3—(S/N)* /4+... (4)

S/N is usually low for spread spectrum applications, considering that the signal power
density can even be below the noise level. Assuming a noise level such thatS /N <<1,
Shannon’s expression becomes simply:

C/B=1443xS/N ®)

And very roughly:
C/B=S/N or N/S=B/C 6)

To send error free information for a given noise to signal ratio in the channel, therefore, one
need only perform the fundamental spread spectrum signal spreading operation: increase
the transmitted bandwidth.

2.3 Frequency hopping spread spectrum

Frequency hopping spread spectrum is a transmission technology used in wireless networks
and a technique to generate spread spectrum by hopping the carrier frequency. FHSS uses
narrow band signal which is less than 1 MHz, In this method data signal is modulated with
a narrowband carrier signal that "hops" in random and hopping happens in pseudo-random
"predictable" sequence in a regular time from frequency to frequency which is synchronized
at both ends. Using FHSS technology improves privacy, it is a powerful solution to avoid
interference and multi path fading (distortion), it decreases narrowband interference,
increases signal capacity, improve the signal to noise ratio, efficiency of bandwidth is high
and difficult to intercept also this transmission can share a frequency band with many types
of conventional transmissions with minimal interference. For frequency hopping a
mechanism must be defined to transmit data in a clear channel and to avoid the congested
channels. Frequency hopping is the periodic change of transmission frequency and hopping
happens over a frequency bandwidth which consists of numbers of channels. Channel
which is used as a hopped channel is instantaneous bandwidth while the hopping spectrum
is called total hopping bandwidth. Frequency hopping categorized into slow hopping and
fast hopping which by slow hopping more than one data symbol is transmitted in same
channel and by fast hopping frequency changes several times during one symbol. Hopping
sequence means which next channel to hop; there are two types of hopping sequence:
random hopping sequence and deterministic hopping sequence.

The focus of this work is on slow and deterministic frequency hopping sequence. In a
frequency hopping network, there can be different number of receivers which one sender is
designed as Base that is responsible to transmit the synchronization data to the receivers.

2.4 Adaptive frequency hopping

Adaptive frequency hopping (AFH) is a system in which devices constantly change their
operating frequency to avoid interference from other devices and maintain security. AFH
classifies channels as ‘Good” or ‘Bad’ and adaptively selects from the pool of Good channels.
‘Bad channels” means the channels with interference. The Idea of using AFH is to hop only
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over Good and clear channels it means to choose the frequency channels that they have less
interferences. For using AFH there must be a mechanism to choose ‘Good” and ‘Bad’
channels. Using AFH has some advantages which they are:

- Active avoidance to narrowband interference and frequency fading

- Avoids crowded frequencies in hopping sequence

- Performance of BER is high

- Reduces transmission power

- Working with adaptive channel will further enhance system performance

RSSI (Received Signal Strength Indication) tells each channel quality to generate a list for
‘bad channels’. As for using AFH there must be a mechanism to choose ‘Good” and ‘Bad’
channels, this mechanism can be done by functionalizing one of the duplex channel as the
feedback channel. The feedback information contains the channel numbers which are in use.
In a duplex communication system as shown in Figure 1 there is a transmitter A and a
receiver B to define as uplink and downlink from the sender to receiver and for the selection
of frequency channel as the next hop to use the feedback from uplink. Also a system must be
proposed to generate a hopping sequence number as the channel number which uplink
“receiver” sends this number by the feedback to downlink “sender”. Transmitter A baste on
predefined frequency or control channel sends the data to receiver B, the RSSI value of
downlink which is equivalent as SIR is measured at the end B. The receiver B analysis the
data and sends a number to sender A over the uplink and if the measured data is below the
criterion then LQA determines that channel needs to be switched. Sender A uses this
number as a variable in a predefined algorithm which calculates the sequence of frequencies
that must be used and sends a synchronization signal over downlink by the first frequency
based on the calculated sequence to acknowledge the receiver side B that it has correctly
calculated the sequence number. Finally communication starts between sender and receiver
and both end receiver and sender change their frequencies based on the calculated order.

- -w_ﬁ\.! !i#.-’

L _Z
Device A Device B
Downlink Transmitter & Sends the Data to Reciever B (R351 value 15 measured)

Uplink (Feedback) Reciever B Analysis the Data and Sends a Number to & over the Uplink

and If the Data is below criterion LAQ will switch the Channel

Downlink » Transtnitter A uses the Number and Bends a Synchromzation Signal
. haste on the caleulated sequence
Downlink . Comtoumication Starts
Uplink

Fig. 1. Shows the communication scheme
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To illustrate the system and principles of a proposed AFH scheme more, assume that there
is a duplex transceiver system as shown in Figure 2. The system is an ordinary Frequency
hopping system which uses a number of narrowband channels (Zander & Malmgren, 1995).
As in Figure 2 HS is called Hope Sequence Generator, it generates pseudo-random symbols
out of alphabet of size Na. The generated sequence Na is fed to the Mapping function that
Maps incoming symbols onto a symbol alphabet of size N. And then these symbols are fed
to the Frequency Hopper-Dehopper. The effect of these operations is that the system will
use only Na out of N available frequency at any time. The selection of which frequency to be
used is made by LQA on the receiver side and since a duplex system is used the selected
frequency is fed back to the transmitter side in the shape of a frequency map on the return
channel.

HF-Channel

7 T

MAP = MAP [«+— LQA

HﬂT "ﬂT

HS HS

Fig. 2. Duplex transceiver system

To simplify the understanding of the AFH proposed system, assume a block-oriented
transmission scheme is under use as shown in Figure 3.

L L¢

Fwd

Rev

Fig. 3. Block-oriented transmission scheme

According to Figure 3, the transmitter transmits a frame of L chips which each contains one
channel symbol. After the transmission of the block, the receiver performs its LQA and
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replies by transmitting the new frequency map Lf as a feedback block to be used in the
subsequent (Forward) block transmission. It is important to mention that the proposed
scheme the entire frequency map is transmitted at every updating instant and since the
feedback channel is not perfectly reliable this procedure assures a high reliability. To
generate a hopping sequence number as the channel number that uplink “receiver” sends
this number by the feedback to downlink “sender” can be shown in a linear equation
(Zander & Malmgren, 1995) and assuming binary transmission the size of the feedback
block is:

¢ =N,log, N+C,,; +R,
N =TotalAvailableChannels
N, = ActiveChannels

C; =ChipsOnFeedback

Coy = FeedbackOverhead
R = ChipRate
7 = propogationTime + LOADelay

LOH is feedback overhead which includes error detection symbols.

2.5 Channel and interference

Compared to the other kinds of wireless communications, high frequency (HF)
communication is selectively fading because of the multipath propagation and abundance of
interference from the others. Interference always exists in any wireless system. In the
improved system bit error rate is highly important for the improvement of the
communication systems. Every frequency channel due to interferences and fading shows
different signal to noise ratio. In some of the frequency channels there are stronger SNR and
these channels are more suitable for the transmission. Adaptive Frequency Hopping is a
powerful solution and a technique that deals with different kind of interferences, noise
sources and fading. For the simplicity of the work the focus will be only on the interference
as the main disturbance in achieving a desired and suitable transmission quality and neglect
all the other disturbance resources such as other noises and fading.

3. Markov chain

A Markov Chain process is a random process with the Markov property which means that
given the present state the coming future states are independent from the past. Also the
future states will be reached by probabilistic process and in every step the system may
change its state from current state to another or remain in the same state, these changes in
the states are called transitions and the probabilities are called transition probabilities.
Markov chain is formally presented as:

Pr(X

=x|X,=x,,.,X,=x)=Pr(X,,, =x| X, =x,) )

n+1 n+1

A discrete time Markov Chains is a stochastic dynamical system in which the probability of
arriving in a particular state at a particular time moment depends only on the state at the
previous moment. That is:
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1. States are discrete:i=0,1, 2,...

2. Timeisdiscrete:t=1,2,...

3. Probabilities Pij of transition from state i to state j in one time step are constant, i.e., they
do not depend on time and do not depend on how the system got in state i "Markov

property".

3.1 Gilbert-Elliot channel model

Bit error Models generate a sequence of noise bits (where 0’'s represent good bits and 1’s
represent bit errors) which to produce output bits modulo 2 to the input bits must be added.
Models are grouped into two classes (Lemmon, 2002):

1. Memoryless Models

2. Models with Memories

In Memoryless Models the noise bits are produced by a sequence of independent trials that
each trial has the same probability P(0) of producing a correct bit and probability
P(1)=1-P(0) of producing a bit error.

The actual measurement from the communication channels indicate that these channels are
with memories, for example the probability of 100’s bit is errorous is dependent on the 99’s
bit. For modelling of these kinds of probabilistic situations a commonly technique is used
that is called Markov Chain, This technique helps to make the bit error probability depend
on the states. The use of Markov Chain technique in bit error models was introduced by
Gilbert-Elliot for the first time. Gilbert model based on Markov Chain has two states G
(Good) and B (Bad or for Burst). In state G, transmission is error-free and in sate B the link
has probability h of transmitting a bit correctly. Figure 4 shows a transition diagram and bit
error probabilities for Markov Chain. The situation of small p is where transition jumps
from B to G and the capital P is where the probability of jumping from G to B. Also the
states B and G tend to persist and the model simulates bursts of errors.

Ft
(& & )s
B
1.0 n
0 » 0 0 * 0
0.0 1-h
1 > 1 1 » 1
1.0 h

Fig. 4. Transition diagram and bit error probabilities model
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The model has shown above is the transition diagram and bit error probability for Gilbert-
Elliot Model and simply has three independent parameters (p, P and h) and also describes
the error performance of wireless links.

The parameters p, P and h are not directly observable and must therefore be determined
from statistic measurements of the error process and also important to note that Runs of G
alternates with runs of B. The run length has geometric distributions, with mean 1/P for the
G-runs and 1/p for the B-runs.

3.2 Geometric distribution

A Bernoulli process is a discrete time stochastic process consisting of sequence of
independent random variables which take the values over two symbols, the general
example for Bernoulli is coin tossing that’s why it’s said a Bernoulli process is coin flipping
several times and also a variable in such a sequence called Bernoulli variable. Bernoulli
distribution has two possible outcomes labeled by n =0 and n =1, in which n =1 is ‘Success’
with probability p and n = 0 is ‘Failure” occurs with probability q =1 - p, where1 <p <1.
The performance of a fixed number of trials with fixed probability of success on each trial is
known as a Bernoulli trial. The distribution of heads and tails in coin tossing is an example
of Bernoulli distribution with p = q = 1/2.

Geometric distribution is number of Failures before the first success on sequence of
independent Bernoulli trials. The geometric distribution is a district distribution for

n =0,1,2 ... having probability density function:

Pr(X=x)=(1-p)'p ®)

Also the mean value of x will be calculated as:

E[x]= ZxPr(X =x) )
x=1
Which is equal to 1/p, also the Runs length of Good and Bad states can be expressed by
geometric distribution in which for the Good runs, mean value of 1/P and for the Bad runs, the
mean value of 1/p is used. Also the time fraction in both of Good and Bad states based on
persistence in each state can be calculated for example the fraction of time spent in B state is:

P
P+p

P(B)= (10)
The sequence of states cannot be reconstructed from the sequence of bits in the error
process, because both of 0’s and 1’s (The Good bits and bit errors) are produced in the B
state and since bit errors happen only in state B with probability of 1-h then the probability
of error is:

P
P+p

P(1)=P(1,B)=P(B)P(1|B)=(1-h) (11)
However the bits of the error process (Runs of 0’s and 1’s) and the distribution of run
lengths of 0’s (error Gaps) and 1’s (error Bursts) are observable to determine model
parameters.
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3.3 Parameter estimation

The determination of the three parameters p, P, and h from measurements of the error
process requires that parameters be expressed as functions of three other parameters that
are directly observable and for Markov Chain parameter estimation the functions which
have been proved formerly (Lemmon, 2002), that those are:

1
Mg “Tog0h) (12)
Upe = h(l_Q)"'(l_Q) (13)
(1=-m(1-QI1-g(1-h)]
o, = 10T 4
1-q(1=h)
o2, = L=M@rp=QJU+Y \r oy e (15)

T [1-q(1-n)(J-L)1-])

In the equations y,; is the mean error bust length and . is the mean error gap length,
o}, is the variance of the error burst distribution and o7, is the variance of error gap
distribution. ] and L are defined as:

2] =Q+hg++[(Q+hq)* +4h(p-Q) (16)

2L = Q+hq—+/(Q+hq)* +4h(p-Q) 17)

4. Matlab modelling

4.1 Gilbert-Elliot modelling

Gilbert-Elliot channel model is used for modelling a telecommunication channel. For
obtaining the parameters of this model, first a sequence of data bit is given to the transmitter
and then from the receiver side the transmitted data is received as output data. With the
input sequence and output sequence, bit error sequence can be calculated easily. By having
this bit error sequence and the method of parameter estimation in Lemmon (2002) the model
parameters can be calculated.

For this reason channel simulation is done with Simulink. To obtain the bit sequence of
input and output, two variables with names “in” and “out” are used. With XORing the
input and output bit sequences the bit error sequence is calculated. By setting bit error
sequence at argument of function marcov, Markov parameters can be achieved from the
output of function marcov. In function marcov by using the function coef, the sequence of
error burst and error gap can be calculated. After calculation of statistical parameters of
these two sequences, Markov parameters can be then calculated by function fsolve which
solves nonlinear equations.
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4.2 Defining Markov chain parameters
To obtain Markov parameters in Matlab, a function of marcov is created as follow.
error_seq= xor(in,out);
z=marcov(error_seq);
z=fsolve(@solv,[.1 .1 .1],[],meb,meg,veg);
In this function the error sequence is first inputted to the function of coef then the output of
sequence is obtained as 0's and 1’s.
For example assume there is a sequence of:
error_seq=[010001110110101111000]
Then at the output of function coef will obtain:
error_burst_seq=[13214]
error_gap_seq=[131113]
Now from the output error_burst_seq and error_gap_seq which is the sequence of error
runs it can be seen that the length of the run of the errors has come in order of their
happenings. Next step is to calculate the mean value and the variance of the sequence.

4.3 Channel performance evaluation

100 communication channels are evaluated and channel performances are categorized based
on Gilbert-Elliot channel model. Gilbert-Elliot model is used for modelling a real
communication channel and evaluating the performance of the channels, in which first a bit
sequence is sent through a channel and then its bit error sequence is computed. Using bit
error sequence helps to find out the parameters of the model. Markov parameters can be
used to find following two functions: Fraction of time spent in state B (Bad) from equation
(10) and probability of the error from equation (11).

100 T T T T

80|
wor m
wJ

|

S0

ant 3

Percent of time in state B

30} V ]

10} | | U

1
0 20 40 60 30 100
Channel number

Fig. 5. Percent of time that each channel spends in state B
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To evaluate the channel performance based on Gilbert-Elliot Markov chain model the
information about bit error sequence is collected to simulate the channel model with Matlab.
Additive white Gaussian noise (AWGN) channels with 100 random input powers are used
in simulation.

First the percent of time is computed which each channel spends in state B or in the other
word the probability of being in state B that multiplied by 100. Figure 5 shows the result of
each channel being in Bad state.

The achieved result from Figure 2 helps to categorize the Channels based on three different
groups as “Bad Channels”, “Good Channels” and “Very Good Channels” by identifying
two threshold values and categorizing those decides to transmit data over “Very Good” and
“Good” channels then by such transmission the performance of the communication system
can be improved. Then the error probability in Bad state for each channel is computed.
Figure 6 shows these probabilities for 100 different channels.

4.4 Testing

Gilbert-Elliot channel model is used to simulate the error process and correctly reproduce all
of its statistical properties. To validate the model, the error process generated by the model
must be compared to the measured error process. For testing, the program bit error
sequence is generated using Markov chain model. Two programs are made as follow:
marcov_gen is a bit error sequence generator for Markov parameters and marcov_test tests
the bit error sequence and the output is displayed in workspace.

006 T T T T

0051 q

004 F

0031

Frobability of Error

002rF

001F

1
0 20 40 60 80 100

Channel number

Fig. 6. Error probability being in Bad state for each channel

The objective of the parameter estimation is to choose values of the model parameters that
generate error burst and error gap distributions that reassembles the corresponding
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measured distributions as close as possible. Therefore for testing the mean and variance of
error burst and error gap of regenerated error sequence are calculated and compared by
statistical parameters of channel bit error sequence, where the result is shown in Table 1.

error burst mean error gap mean error gap variance
SNR = 3dB 1.0568 18.1134 319.4516 A
Input power =1 1.0492 18.4713 319.3184 B
SNR = 3dB 1.1456 7.7868 48.9981 A
Input power =2 | 109 8.0421 550026 | B
SNR = 3dB 1.2201 5.6570 25.5754 A
Input power =3 12271 55166 24.5044 B

A: Statistical parameters channel error sequence.
B: Statistical parameters of regenerated error sequence.

Table 1. Statistical parameters of channel error and regenerated error sequence

For testing, first Markov model parameters of a channel error sequence are computed, then
a sequence of the model is generated and statistical parameters are computed. The statistical
parameters must be as equal as channel error sequence. It is important to mention that first
state of the Markov model in function marcov_gen chooses the probability 0.5, so sometimes
two different answers can be seen and that the nearest one to the error sequence statistic is
the correct one.

5. Evaluation of frequency hopping

To design the frequency hopping (FH) model, MATLAB Simulink has been used. The
spreader at transmitter section is an M-FSK modulation but the input of the modulator is
hopping index. This section consists of a PN Sequence Generator, an Assemble Packets
block and a Goto block as shown in Figure 7.

FH Sequence _".1'
)
Generator ™ E 4]
ot
FM Sequence fszembla e
Generatar P ackeats
of 100 bits

Fig. 7. Model of frequency hopping in Simulink
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The design of frequency hopping spreader is shown in Figure 8. The spreader part consists
of M-FSK modulator base (with M equal to 64), a From block (Hop index that is created in
previous step), a To Frame block and a Multiplication block. The block parameter of FSK
modulator is 64 in M-FSK number and it means that there are 64 hopping sections. These
sub-bands are selected by the hop indexes.

The design of frequency hopping despreader, is the same as spreader section but the output
of M-FSK modulator block is complex conjugated as shown Figure 9.

This frequency hopping model is used for evaluation of three different modulations: QAM,
QPSK, GFSK, and compares the performance with the situation without frequency hopping.
Performance evaluation is based on BER values under two situations (with and without FH)
versus normalized signal-to-noise ratio (SNR) measured by E,/Nj values of the channel, as
shown in Figure 10, 11, 12.

Frequency hopping spreed spectrom

Gd possible camiers
-39MHz to 39MH=

Fig. 8. Design of frequency hopping spreader

Despreeding

1

Fig. 9. Design of frequency hopping despreader

From Figure 10 it can be seen that applying FH with QAM modulation does not lead to a
sensible improvement in performance or significant reduction of BER. From Figure 11 it can
be seen that applying FH with QPSK modulation gives a good result and reduces
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significantly BER compared to without FH at same level of SNR. From Figure 12 it can be
seen that applying FH with GFSK modulation reduces dramatically BER compared to
without FH at same level of SNR and lead to a much higher performance.

In overall, based on the evaluation results it can be concluded that applying the designed
FH schemes with certain modulations can improve their communication performances,
especially at weak SNR levels as most cases of short range wireless communications have.

6. Conclusion

As a result of the work it can be concluded that adaptive frequency hopping is a powerful
technique to deal with interference and Gilbert-Elliot channel model is a good technique to
analyze the situations of channels by categorizing the channel conditions based on their
performance as Good or Bad, and then apply adaptive frequency hopping which hops
frequencies adaptively by analyzing the state of the channel in case of environmental
problems such as interferences and noises to improve the communication performance.
Frequency hopping spread spectrum is modelled with MATLAB and three different
modulations ie. QAM, QPSK and GFSK are studied to investigate which of these
modulations are good to apply with FHSS model. The simulation results show that applying
FHSS with QAM modulation dose not lead to a remarkable reduction of BER, but with
QPSK modulation gives a good result and reduces BER at lower SNR, while in GFSK
modulation shows a significant reduction of BER and lead to a high performance.

Ferfomance comparison of QAN modulation with and without FH
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Fig. 10. QAM modulation
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Ferfomance comparison of QP Sk modulation with and without FH
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Spread Spectrum Techniques
]

o0 Frequency Hopped Spread Spectrum (FHSS)

Data carrier frequency is periodically modified (hopped)
across a specific range of frequencies (spreading).

The shifting pattern is determined by the chosen
code sequence (FSK — Frequency Shift Key).

Instantaneous Time Hops

FREQUENCY




Spread Spectrum

Frequency Hopping (FHSS)

( The radio carrier hops around the band.)

Direct Sequence (DSSS)

(The radio carrier signal is “spread out” on a specific channel )

12/30/2023 3



DSSS VS FHss

DSSS multiplies the data bits by a very fast pseudo-random bit
pattern (PN sequence) that "spreads” the data into a large coded
stream that takes the full bandwidth of the channel. DSSS is the
basis for CDMA cellphones and 802.11 Wi-Fi wireless transmission.

Frequency Hopping Spread Spectrum (FHSS)

FHSS continuously changes the center frequency of a conventional
carrier several times per second according to a pseudo-random set of
channels, while chirp spread spectrum changes the carrier
frequency. Because a fixed frequency is not used, illegal monitoring
of spread spectrum signals is extremely difficult



Frequency Hopplng (F%HSS)

What must the FHSS transmitting and receiving units
know to communicate?

The hopping sequence.

12/30/2023 5



m The data signal is modulated with a
narrowband carrier signal that "hops" in a
random but predictable sequence from
frequency to frequency as a function of
time over a wide band of frequencies.

m The signal energy Is spread In time domain
rather than chopping each bit into small
pieces In the frequency domain.

m This technique reduces interference
because a signal from a narrowband system
will only affect the spread spectrum signal

123013 3hNth are trancmittina at tha camae




Frequency Hopping spread spectrum

It Is the repeated switching of frequencies
during radio transmission, often to minimize
the effectiveness of "electronic warfare" - that
IS, the unauthorized interception or jamming
of telecommunications.

It also Is known as frequency- hopping code
division multiple access (FH-CDMA).




FHSS (Frequency Hopping

[ [ [
T >
| b I | I
‘ ‘ ‘ [ ‘ user data
0 ' 1 . 0 . 1 . 1 t
. ! ! ! !
) I Tq I I I
3 l______i_____i_ """ T T slow
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FHSS (Frequency Hopping
Spread Spectrum)

transmitter narrowband Spread transmit __
ignal i
user data >1igha signal
*» modulator * modulator
| —
frequency . NOPpPINg
receiver synthesizer sequence
received data

signal —’demodulator — demodulator —

hopping frequency
sequence synthesizer
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Frequency-Hopped (FH) Spread
Spectrum

Information
Sequence
—» Encoder > FSK Mixer —»| Channel |—>| Mixer > FSK —»| Decoder |
Modulator | ‘ Modulator
‘[ Frequency Ti
PN Synthesizer | [Ime
Sequence Frequency ynthe: Sync
Generator Synthesizer
PN
Seqguence
Generator

 FH/SS is usually used with Binary FSK or M-ary FSK
« The carrier frequency is determined by the output sequence from a PN generator

« Slow hopping system has a hopping rate that is lower than the information rate
(Symbol rate)

Several information symbols are transmitted by the same carrier frequency
« Fast hopping system has a hopping rate that is higher than the information rate
— One information symbol is transmitted by different carrier frequencies.

12/30/2023
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Slow Freguency Hopping Example

B FH carrier
Frequency |
W,
|
L i
ol _—
RA'
,4\LP__J___I —
—= 1/R; l'% Time —=
'<—].le11
1/Ry, — =
Inputbinarydata o 1 1 1 1 1 1 O O 01 O O 1 1 1 1 O 1 O
PN sequence | 001 | 10 | 011 | 001 | 001 |

(a)

e

Time —=

(b)

12/30/2023

Number of bits per MFSK
symbol=2>M=4

R, =R,/2
R. = max(R;, Ry) = R

Length of PN segment per
hop =3

Total number of frequency
hops =23=8
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Fast Frequency Hopping Example

- == B B Number of bits per MFSK
T T o o symbol=2>M=4
R, = R,/2
& B - —

R. = max(R;, Ry) = R,
Length of PN segment per

E_I__I____l_____l_ﬁ___ | L hOp =3
Time ——
wesk Total number of frequency
Inputbinarydata[_o___il 11 11 0001001111010 hOpS:23:8
PN sequence 001110011001001001110011001001001110011001001001110011001001

(a)

12/30/2023



FHSS (only 1 and 2 Mbps)

» Band 2400-2483.5 MHz

*+ GFSK (Gaussian Frequency Shift Keying)

» Sub-channels of 1 MHz

* Only 79 channels of the 83 are used

» Slow hopping ( 2.5 hops per second)

» 3 main sets each with 26 different hopping

12/30/2023
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FHSS (Cont.)

Time

SN
\ N

— L |
1 MHz ! | Frequency
Hopping distance >= 6 sub-channels
Sub-channel (The distance in frequency between two consecutive hops)
12/30/2023 Source: Tamer Khattab and George Wong. 14
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FHSS (Cont.)

» Sequences within same set collide at max.

on 5 channels

* Min. hopping distance of 6 channels.
* No CDMA within same BSS
» Coexisting BSS in the same coverage area

12/30/2023

use different sequences from the same
hopping set.
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* Transmitting on one frequency for a
certain time, then randomly jumping
to another, and transmitting again.

 FH-CDMA devices use less power
and are generally cheaper, but the
performance of DS-CDMA systems Is
usually better and more reliable.

* The biggest advantage of frequency
hopping lies in the coexistence of
several access points in the same
area, something not possible with
direct sequence.

12/30/2023 16



FH Modulation

SIGMNAL POWER

CARRIER HOFPS
EVERY 400ms

iy

24GH= FREQUENCY 2.5GH=z

rraeqgquancy Hlopoing

SIMPLE MODULATION (FSK)

NARROWBAND, DISCONTINUOUS
TRANSMISSION

MORE NETWORK OVERHEAD

HIGHER POWER DENSITY CAN
GENERATE INTERFERENCE



* Frequency hopping has two benefits.
Electrical noise—random electromagnetic
signals which are not part of any
communications signal—will only affect a
small part of the signal. Also, the effects of
any other forms of radio communications
operating in narrow bands of the spectrum
will be minimized. Any such interference
that occurs will result in only a slightly
reduced quality of voice transmission, or a
small loss of data. Since data networks
acknowledge successful receipt of data,
any missing pieces will trigger a request to
trafasmit the lost data.



Frequency Hopping
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Disadvantage:

—a high processing-gain is hard.

There Is need for a frequency-
synthesizer able perform fast-
hopping over the carrier-
frequencies.
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Random Paths to Frequency

Hopping

Actress Hedy Lamarr famously co-patented a widely used secure-communication
technology, but popular accounts ignore her many predecessors.

Tony Rothman

n an age when we ought to know
better, the public perception of the
evolution of science and technol-
ogy retains the flavor of old just-so
stories. In these tales, great discoveries
or inventions are typically made by a
single person. The hero, often an outsid-
er working in splendid isolation, experi-
ences a cinematic eureka moment when
everything becomes blindingly clear.
History is forever altered, and on we go
until the next pivotal genius appears.

The truth is generally the opposite:
Those who work in science and tech-
nology see that ideas are not unique;
every conceivable approach to an out-
standing problem is attempted by the
community; contributions flow from
every quarter; progress takes place in-
crementally; and multiple researchers
inevitably hit on the same idea, produc-
ing discoveries that are simultaneous
or nearly so. Assignment of credit is
rarely clear-cut or generously inclusive.
The old adage that “every discovery is
named for the last person who discov-
ered it” strikes closer to the mark than
we might like to admit. Who receives
acclaim depends, too, on whose story
serves political interests, fits a conve-
nient cultural narrative, or simply reg-
isters as sufficiently sensational.

An archetypical case is the invention
of radio. To American—and Italian—
schoolchildren, Guglielmo Marconi
was the responsible party. In England,
Oliver Lodge is accorded precedence;
in Russia, Alexander Stepanovich Pop-
ov; in India, Jagidish Chandra Bose.

Tony Rothman is a cosmologist in the department
of applied physics at New York University Tandon
School of Engineering. He is a coadjutator of Les
Amis de George Antheil. He once wrote a play
about Hedy Lamarr and George Antheil, but he at-
tempts to distinguish fantasy from reality. Email:
tonyrothman@gmail .com
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In New Zealand, credit mostly goes to
Ernest Rutherford. None of these an-
swers is wrong, exactly, but neither is
any one of them exclusively right. All
of these inventors created comparable
devices within about a year of 1894.
Recently, attempts to address histori-
cal slights have lapsed instead into an-
other kind of just-so story. Over the past
two decades it has become standard,
even fashionable, to credit the inven-
tion of Wi-Fi, Bluetooth, and even cell
phones to 1940s movie star Hedy La-
marr. The story is appealing and exotic:
Lamarr, an intelligent woman and ama-
teur inventor, was shoehorned into a
Hollywood culture that valued her as
a screen siren and nothing more. Since
a Google doodle was devoted to the ac-
tress in 2015 and Bombshell, a documen-
tary about her, was released in 2017, the
popular history has become chiseled in
marble—well, let us say, arrayed in bits.
It is true that Lamarr and her unlikely
partner, the radical modernist composer
George Antheil, hold a patent for an
important radio-transmission method
that finds its way into several modern
communications technologies, includ-
ing Bluetooth. But it is equally true that
their patent was hardly the first in this
area. It is further true that the earliest
operational systems employing this
technique were created after World War
Il independently of their patent, and the
essential idea can be traced back nearly
to the birth of radio itself. If Lamarr and
Antheil’s attorneys had performed a
more diligent patent search, different
doodles might well have graced Google.

The Actress and the Composer

The tale of Hedy and George might have
been written by Arthur Conan Doyle,
or even Graham Greene. Briefly: At an
early age Hedy Lamarr, born Hedwig
Kiesler in Austria, married Fritz Mand],

a Nazi sympathizer and Austria’s lead-
ing munitions manufacturer, on the eve
of World War II. Lamarr escaped this
unhappy union (as she tells it, disguised
as a maid whom she had drugged) and
soon after ended up in Hollywood.
Through a mutual interest in the ob-
scure field of applied endocrinology, she
met George Antheil. Revealing that she
possessed a flair for inventing weap-
ons, Hedy shared with him an idea for
a secure torpedo guidance system that
employed a novel technique known as
frequency hopping.

Frequency hopping is the simplest
version of a radio transmission tech-
nique today known as spread-spectrum
technique, which refers to any method
that widens the frequency band of a
signal. Normally, radio stations broad-
cast on a single carrier frequency, which
makes eavesdropping deliberately
easy: You tune your radio to the correct
frequency and receive the program-
ming. By contrast, frequency hopping
prevents the interception and decipher-
ment of a transmission by shifting the
carrier frequency in a predetermined,
usually pseudorandom fashion—in
other words, in a way that appears ran-
dom but is produced by a deterministic
algorithm. A receiver hopping around
in synchrony with the transmitter can
pick up the message, but an eavesdrop-
per tuned to a single frequency will
hear only a blip as that bit of message
flashes by. Frequency hopping is large-
ly jam-proof as well. If the frequencies
are spaced widely enough, any jam-

Actress Hedy Lamarr (bottom) and composer
George Antheil (top left) patented a form of
frequency hopping for secure communica-
tion. Popular articles have spread awareness
of their efforts but have tended to overlook
many other important contributors, from
cryptographer Gilbert Vernam (top) to Blue-
tooth inventor Jaap Haartsen (middle right).
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and allow the transmission of overlapping channels. The receiver (right) reverses the random-
ly generated frequency shifts, using synchronization signals exchanged with the transmitter,
and retrieves the original signal. (Information provided by Glenn Babecki.)

ming signal will interfere with only a
small part of the message.

Trained as an actress, Hedy lacked
the technical expertise to put her idea
into practice. George was likewise no
engineer, but two decades earlier he
had written a concert piece, the notori-
ous Ballet Mécanique, which included
parts for synchronized player pianos.
That background instantly triggered a
thought: He would place a player-piano
roll punched with 88 rows of randomly
placed perforations in the transmitter
to control the hopping among 88 radio
frequencies; he would place an identical
roll in the receiver; and then he would
synchronize the two. Why 88? That’s
the number of keys on a piano.

An invention notebook in George’s
handwriting reveals that he was influ-
enced by Philco’s 1939 Mystery Con-
trol, the first commercially available
radio remote controller. With the help
of Samuel Mackowen, a California In-
stitute of Technology engineer, George
ironed out the bugs in their invention,
and he and Hedy applied for a pat-
ent in June 1941. Considering the fa-
miliarity with patent conventions and
technical radio concepts on display,
it seems likely that Mackowen wrote
the patent itself. On August 11, 1942,
Lamarr and Antheil received U.S. Pat-
ent 2,292,387 (issued to Lamarr under
her married name, Hedy Markey) for a
“secret communication system.”

Despite the novelty of their approach,
the pneumatic player-piano mechanism
made their system unwieldy—and cer-
tainly unworkable in battle. Antheil
made strenuous lobbying efforts to get
the invention adopted by the Navy, but
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it was shelved. According to George, the
Navy brass thought he wanted to put a
player piano in a torpedo. Nevertheless,
one frequently encounters claims (for
instance, in Richard Rhodes’s 2011 book
Hedy’s Folly) that because of its military
potential, the Lamarr-Antheil patent
was classified by the Navy. Although
it adds to the story’s drama, that detail
does not appear to be true.

The authors of the Spread Spectrum
Communications Handbook state that
the patent was processed routinely
with no imposition of secrecy. A tiny
New York Times notice dated October
1, 1941, did report that the National
Inventors Council “classed Miss La-
marr’s invention in the ‘red-hot” cat-
egory,” but two days later Lamarr and
Antheil’s patent attorneys, Lyon and
Lyon, wrote a letter (provided to me
by Antheil scholar Mauro Piccinini) to
their clients making a contrary claim:

We noticed considerable publicity
to the papers recently resulting
from statements of Col. Lent of
the National Inventors Council.
This publicity is rather puzzling
in view of the fact that the Patent
Office has not issued a Secrecy
Order. It is also difficult to un-
derstand why the Secrecy Order
has not been issued in view of the
fact that the Examiner has found
nothing antedating the invention.

George himself apparently didn’t
believe the invention was classified:
He gives the patent number in his 1945
autobiography Bad Boy of Music and
is under the impression that anybody
can get a copy of the thing by mailing

I /)

10 cents to the Patent Office. In addi-
tion, in their letter Lyon and Lyon also
expressed surprise that “the Patent Of-
fice did not discover more pertinent
patents than those cited.” That sur-
prise turned out to be well-founded.

Claims and counterclaims have been
made as to whether Lamarr originat-
ed the frequency-hopping scheme or
learned of it in meetings at Fritz Mandl's
firm, the Hirtenberger Patronenfabrik.
In Bad Boy, George affirms that she got
her education at those meetings, and
although he is not exactly the world’s
most reliable memoirist, he could
hardly have received the information
from anyone but Hedy. Robert Price, an
engineer at Massachusetts Institute of
Technology’s Lincoln Laboratory and
a pioneer of spread-spectrum technol-
ogy, interviewed Lamarr. He told me
that he came away convinced that she
had heard the idea in her husband’s
boardroom, and with tongue somewhat
planted in cheek, Price called her “the
Mata Hari of World War I1.” Still, one
must be mindful of historical gender
roles—of how Lamarr might have pre-
sented herself as well as how her state-
ments might have been received.

The notion that Lamarr’s patent
might have begun with an idea she
heard from her former husband’s col-
leagues is dismissed in the documen-
tary Bombshell, where the filmmakers
claim that German engineers at the
time were unaware of the technol-
ogy. However, Hans-Joachim Braun,
whose 1997 article in American Heritage
of Invention and Technology spurred the
original interest in Lamarr’s role as an
inventor, informed me that documen-
tary evidence in the Bundesarchiv-
Militdrarchiv in Freiburg shows that
German engineers before World War
II were aware of frequency hopping,
although they lacked the means to put
it into practice.
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Great Minds Think Alike

At any rate, Hedy and George were
hardly alone. In September 1940—a
year before Lamarr and Antheil filed
their patent application—Ellison Pur-
ington, who had done graduate work
in physics at Harvard University and
had worked on torpedo guidance sys-
tems at the Hammond Laboratory dur-
ing World War I, filed an application for
a “System for Reducing Interference.”
In this patent (U.S. Patent 2,294,129),
granted in 1942, Purington proposes
“wobbling” the carrier frequency to re-
duce the ability of other transmitters to
interfere with the signal. There seems
to be no substantial difference between
Purington’s frequency wobbling and
Lamarr’s frequency hopping, except
that frequency-hopping systems hop
over a much wider bandwidth than Pu-
rington envisioned.

Purington’s eureka wasn't the only
one. In January 1943, five months af-
ter Lamarr and Antheil received their
patent, U.S. Army Signal Corps of-
ficer Henry Hutchinson applied for a
“speech privacy apparatus” relating to
a “means of maintaining secrecy in com-
munication, particularly in telephone
circuits.” Like the Lamarr-Antheil pat-
ent, Hutchinson’s employed frequency
hopping; instead of player-piano rolls,
his scheme utilized cryptographic ma-
chines to produce a pseudorandom hop-
ping sequence on demand. In this case,
the application was held under a secrecy
order until 1950, when Hutchinson was
awarded U.S. Patent 2,495,727.

In an unusually noble act for the time,
Hutchinson listed a dozen previous pat-
ents for secret communication systems
dating back to the 1920s. Virtually all of
them had emerged from Western Elec-
tric, the American Telephone and Tele-
graph Company (AT&T), or Bell Labs—
the third having been formed in 1925 as
a result of the consolidation of the first
two. A number of the authors, includ-
ing well-known pioneers of communi-
cations Harry Nyquist and Ralph Hart-
ley, later participated in the top-secret
Project X during World War II. Declas-
sified patents from Project X also reveal
a few additional pieces of prior art from
the 1920s and 1930s. Glenn Babecki, an
electrical engineer, and I have examined
these early patents.

Every one of them proposes ensur-
ing the secrecy of a message by hopping
unpredictably among a group of low-
frequency audio channels. In the major-
ity of patents, the scrambled message
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More than a century separates Nikola Tesla’s frequency-based “method of signaling” from to-
day’s widely used spread-spectrum data transmissions. The researchers and inventions listed
here are just highlights of a story that defies simple narratives. Even well-formed concepts of-
ten follow convoluted paths to implementation: Roger Easton’s key patent for GPS (“Naviga-
tion system using satellites and passive ranging techniques”) was granted a full 45 years ago.

is then transmitted by telephone line
or radio along a single high-frequency
carrier wave, making the system secure
but not jam proof. Because the carrier
wave is held at a constant frequency, we
would probably not refer to this group
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of patents as frequency-hopping patents
in the modern sense. On the other hand,
Hutchinson’s list reveals that in 1940
Purington had already received a pat-
ent (U.S. Patent 2,204,050) for a secrecy
scheme that incorporates the frequency-
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wobbling concept and so could be called
frequency hopping. An even earlier
Purlington patent (U.S. Patent 1,992,441,
from 1935, overlooked by Hutchinson)
also utilizes frequency wobbling.
Despite his honorable intentions,
Hutchinson missed the proposal of
Dutch inventor Willem Broertjes, who
on October 11, 1929, submitted a patent
application in Germany for a “Method
of Maintaining Secrecy in the Transmis-
sion of Wireless Telegraph Messages.” A
month later Broertjes filed an application
in America, and in 1932 he was awarded
U.S. Patent 1,869,659. In it, he writes that

The known methods of main-
taining secrecy operate, in most
cases, with codes or cryptograms
and with a periodically modified
transmission frequency, which is
received by means of a receiving
apparatus, the tuning of which is
modified in synchronism.

According to Broertjes, then, the idea
of changing transmission frequencies
is already commonplace, but he argues
that this approach does not prevent
the interception and decipherment of
the message, because a broadband re-
ceiver could pick up all the frequen-
cies. As Lamarr and Antheil did later,
Broertjes then proposes a system in
which a number of “working frequen-
cies,” known to the sender and receiver
alone, can be varied in a “random or
variable manner,” or even left out. “In a
method of this kind,” he writes,

secrecy is ensured by reason of
the fact that an unauthorized re-
ceiver which at first, is tuned in
to only a single frequency length,

0 1 0

picks up only disconnected por-
tions of the message.

The Broertjes patent can be faulted
in that the operation of the receiving
mechanism is left largely as an exer-
cise for the reader. The transmitter in-
cludes a “code wheel” that selects a
new frequency each time a telegraph
key is depressed. One can only assume
that the receiver contains a duplicate
wheel, but Broertjes prefers manual
operation, so it remains unclear how
he intends synchronization to be ef-
fected. Despite its flaws, Broertjes’s
invention proves that the frequency-
hopping concept was available in Ger-
many well before the war.

But the fundamental law of inven-
tion and discovery is the “infinite
chain of priority,” which ensures that
someone else always did it first. In this
case, the chain included Emory-Leon
Chaffee, a Harvard University physi-
cist who had worked with Purington
at Hammond Laboratory. In an appli-
cation filed in 1922 but granted only in
1927 (U.S. Patent 1,642,663), Chaffee
describes a “System of Radiocommu-
nication” that proposes wobbling the
carrier frequency in an “erratic man-
ner” in order to provide secrecy.

Nor do the antecedents end here.
Chaffee was beaten to the punch by an-
other AT&T team, consisting of Otto B.
Blackwell, De Loss K. Martin, and Gil-
bert S. Vernam, whose proposal not only
predates all those on Hutchinson'’s list,
but also anticipates many features of the
Broertjes and the Lamarr-Antheil inven-
tions as well. On December 18, 1920, the
team filed an application for a “Secrecy
Communication System,” which was
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finally granted U.S. Patent 1,598,673 on
September 7, 1926. The authors write:

Heretofore in certain types of sig-
naling systems, in which a high
frequency wave is utilized as the
agency of transmitting the signals,
the signals have been transmitted
by electromagnetic waves of a defi-
nite high frequency or wave length
and any station tuned to said wave
length might be capable of receiv-
ing said signals. In the present in-
vention secrecy is obtained by the
transmission of signals on a plural-
ity of waves of different frequen-
cies, successive portions of a mes-
sage being transmitted on waves
of different frequencies whereby a
station tuned to one of said waves
receives only a partial and there-
fore unintelligible disclosure of the
communication.

The authors go on to say that the fre-
quency shifting is “not accomplished in
a cyclic order but rather in a random and
variable manner.” Anticipating Antheil’s
player-piano rolls, the team members
employ perforated telegraph tape with
randomly punched holes to control the
frequency hopping. From a technical
standpoint, their electronic implementa-
tion is superior to the Lamarr-Antheil
version in all respects, and is superior to
the other Bell Labs patents as well.

Infinite Regression

At first glance, the patent of Blackwell,
Martin, and Vernam appears to nail
down the origin of frequency hopping,
but the devil lies in the details. Like
most of the later Bell Labs inventors,
the authors evidently intended to trans-
mit the message across a telephone line
after randomly scrambling the audio
frequencies to unspecified “higher”
carrier frequencies. That approach
implies a narrow transmission band.
They do state that radio transmission
would work equally well, but they do
not make clear whether that addition-
al carrier would also hop frequencies.
Their patent therefore seems to repre-

Direct-sequencing is another form of fre-
quency hopping, used in modern cordless
phones, Wi-Fi, and the Global Positioning
System (GPS). For transmission (top), it merg-
es a sent-data input (A) with a high data-rate
bitstream (B) to produce a new signal (C) that
is highly resistant to both jamming and inter-
ference. At the receiving end, the bitstream
is removed, or demodulated, to recover the
original data input (bottom).
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sent audio frequency hopping, but not
radio frequency hopping. Interestingly,
none of the later patents cite this one or
Chaffee’s; whether this was the result
of a simple oversight or some weightier
consideration remains a mystery.

The relative sophistication of the
Blackwell, Martin, and Vernam patent

prise that within a year he participated
in the invention of a secure transmis-
sion system. Later, in one of the most
secret projects of World War II, the U.S.
military developed Project X, the first
uncrackable communications system.
It is unclear whether any aspects of the
Blackwell, Martin, and Vernam patent

The fundamental law of invention
is the infinite chain of priority:
Someone else always did it first.

compared with its successors demon-
strates that technology does not always
progress smoothly. It also illuminates the
difference between a patent produced
by amateurs and one produced by pro-
fessionals. In 1919, Vernam had patented
what has become known as the Vernam
Cipher, in which a plaintext message is
mixed with a random stream of char-
acters to provide a coded message. It
was the electronic implementation of
the “one-time pad” (a message key used
once and destroyed), which renowned
information theorist Claude Shannon of
Bell Labs later proved to be unbreakable.

Vernam'’s 1919 patent (U.S. Patent
1,310,719) is widely considered to be
one of the most important in the history
of cryptography, so it comes as no sur-

First Frequency Hopper?

A block diagram illustrates the pri-
mary components of the “Secrecy
Communication System”—a direct
predecessor to frequency hopping—
patented by Otto Blackwell, De Loss
Martin, and Gilbert Vernam. Audio
channels (the original message) are
shifted in a pseudorandom sequence
to higher frequencies by a switching
matrix according to a pattern encod-
ed in a perforated telegraph tape and
sent via a tape transmitter. The higher
frequencies are combined with car-
rier frequencies in the modulators; the
modulated signals are separated by
band-pass filters, then transmitted.
The receiver is basically a mirror im-
age of the transmitter: It demodulates
the incoming signals, down-converting
them to their original frequencies ac-
cording to the switching pattern in the
telegraph tape, to recover the message.

www.americanscientist.org

influenced the project, but Vernam’s
ideas on cryptography certainly did.

In the Blackwell, Martin, and Ver-
nam patent we see the concept of fre-
quency hopping partly realized, but
the endless chain of priority ensures
that, yes, the germ of the idea had ap-
peared earlier still. Jonathan Zenneck
was an early German radio pioneer
who was held during World War I as
an enemy alien in the United States,
which he happened to be visiting at
the war’s outbreak. His Wireless Tele-
graphy, the standard textbook on the
subject for many years, appeared in
Germany in 1909 and in English trans-
lation in 1915. In a chapter on receiv-
ers, Zenneck discusses varying the
wavelength of messages:

The interception of messages by
stations other than those called,
can be prevented to some extent
by telegraphing so rapidly that
such relays as are customarily used
will not respond and only specially
trained operators will be able to
read the messages in the telephone.
Furthermore, the apparatus can be
so arranged that the wave-length
is easily and rapidly changed and
then vary the wave-length in ac-
cordance with a prearranged pro-
gram, perhaps automatically. This
method makes it very difficult for
an uncalled listener to tune his re-
ceiver to the rapid variations, but
it is of no avail against untuned,
highly sensitive receivers.

Zenneck does not mention that for
full secrecy the wavelengths should
be shifted in an unpredictable manner,
but otherwise the proposal is for fre-
quency hopping in the modern sense.
He adds in a footnote that “This meth-
od was adapted by the Telefunken Co.
at one time,” showing that the core
principle was applied as early as the
opening of the 20th century.

Yet even Zenneck’s book is not the
technology’s urtext. Given that Nikola
Tesla’s obsessive fans have credited him
with inventing the radio, the laser, the
electron microscope, and the atomic
bomb, it would be almost surprising if
he hadn’t invented frequency hopping,
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Aug. 2, 1932.

Filed Nov. 14, 1929

W. BROERTJES
METHOD OF MAINTAINING SECRECY IN THE TRANSMISSION
OF WIRELESS TELEGRAPHIC MESSAGES

1,869,659 Sept. 7, 1926.

1,598,673

O. B. BLACKWELL ET AL
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Dutch inventor Willem Broertjes described a form of frequency hopping for secure communica-
tion in a patent (left) filed in 1929, a dozen years before Hedy Lamarr and George Antheil filed. In
1920 American Telephone and Telegraph researchers Otto Blackwell, De Loss Martin, and Gilbert
Vernam patented a system (right) that anticipated pivotal aspects of later frequency-hopping
schemes, including changing frequencies by punching random holes in a telegraph tape.

too. Here, Tesla might even have a legiti-
mate claim. In U.S. Patent 723,188 (ap-
plied for in 1901, granted in 1903), he
considers a “Method of Signaling” that
consists of two or more transmitters op-
erating on different frequencies. The re-
ceiver is designed to respond only when
both signals are received.

Tesla’s language is obscure, but his
essential idea is the familiar one that
by varying the frequencies in a pre-
determined pattern, only the desired
receiver will be able to detect the trans-
mitted message. Here the chain of pri-
ority at last fades out, for if one goes
much earlier, the concept of radio itself
had yet to be born.

The Randomness of History

No history of invention will ever be
complete. In a seminal 1982 article on the
history of spread-spectrum communica-
tions, electrical engineer Robert Scholtz
of the University of Southern California
cites several hundred contributions to
the technology’s development. Never-
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theless he overlooked some, including
the Lamarr-Antheil patent and the other
early patents discussed here. The 1994
Spread Spectrum Communications Hand-
book, by Marvin Simon, Jim Omura,
Robert Scholtz, and Barry Levitt, awards
Lamarr and Antheil their due promi-
nence but still misses others. At the other
extreme, Bombshell fails to mention any
of Lamarr and Antheil’s predecessors.

Any approach to the history of sci-
ence and technology that aggrandizes
lone inventors is largely static: Beyond
the snapshots of inspirational eureka
moments, nothing much happens. Bor-
rowing a metaphor from biology, we
might call this view “extreme punctu-
ated equilibrium.” Between disruptive
interventions of genius, scientific prog-
ress grinds to a halt.

Yet surely in science and technology
the protagonists should be the ideas
themselves. The essential lessons—
and excitement—from the history of
science derive from observing the evo-
lution of an idea, from its nebulous
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birth to the time at which it condenses
into recognizable form. Ideas, in a real
sense, have a life of their own. In sci-
ence, if you don’t think of something,
someone else will, and in nearly the
same words, as the frequency-hopping
patents amply demonstrate.

If ideas are born of necessity, then
the mother of secret communications
has been war. Most of the research into
spread-spectrum transmission took
place in anticipation of war, or during
war itself. By some estimates, during
World War II as many as 90 percent
of German electronics engineers were
involved in the country’s (ultimately
unsuccessful) antijamming campaign.
Under such circumstances, the inven-
tion of frequency hopping was not just
probable, it was inevitable.

Tracing the development of a tech-
nology such as frequency hopping in
an evolutionary fashion is not easy.
History begins to vanish the moment
a blackboard is erased. In this case,
not only were numerous patents over-
looked, but much of the work was clas-
sified, leaving gaps in the historical
record and resulting in repeated, near-
duplicate inventions. At about the time
Lamarr and Antheil were finalizing
their ideas, the U.S. Army Signal Corps

© 2019 Sigma Xi, The Scientific Research Honor Society. Repro-
duction with permission only. Contact perms@amsci.org.
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commissioned Bell Labs engineers to
begin work on Project X, also known
by its code name, SIGSALY. Based on
the labs’ earlier vocoder (voice encoder)
system, SIGSALY went online in 1943,
ultimately carrying encrypted voice
communications between U.S. Presi-
dent Franklin D. Roosevelt and British
Prime Minister Winston Churchill.
SIGSALY became the first complete-
ly uncrackable secret communications
system. It digitized the voices of the
interlocutors and then scrambled their

hopping systems put into practice af-
ter World War 1II all derived from the
Lamarr-Antheil patent. Reality is neither
so simple nor so linear. The handful of
available patents that provide the basis
for BLADES's operation make no men-
tion of the Lamarr-Antheil patent. The
ideas prevailed, not the individuals.

Shadows of Invention

Although the spread-spectrum ap-
proach is now ubiquitous in com-
mercial communications, tracking its

If ideas are born of necessity,
then the mother of secret
communication has been war.

amplitudes according to one-time
pads, which in this case were vinyl
recordings that sampled the randomly
fluctuating brightness of mercury-
vapor lamps. These vinyls—cousins
of Antheil’s player-piano rolls—were
shipped to Washington and London,
where turntables tuned to the Nation-
al Bureau of Standards timing signal
started up at the same instant. After a
single use, the vinyls were destroyed.

Because SIGSALY scrambled voice
amplitudes rather than frequencies, it
was not de jure frequency hopping. Then
again, because transmission of the radio
signals involved frequency modulation,
the random amplitudes got scrambled
to random frequencies, making it a de
facto frequency-hopping scheme. To this
day SIGSALY is little known to the pub-
lic, surely because many of its innova-
tions remained classified until 1976.

During the postwar era, another ma-
jor effort at developing a secure, jam-
proof system was put forth by Sylvania
with its Buffalo Laboratories Application
of Digitally Exact Spectra, or BLADES,
which began in 1955 as system for com-
municating with Polaris submarines. It
was tested by 1957 and in 1963 it was
installed on the flagship U.S.S. Mount
McKinley, where it successfully thwart-
ed intentional jamming efforts. Evident-
ly it was the earliest frequency-hopping
system put into action. The details of
BLADES are still murky, because it was
(and perhaps remains) classified.

The secrecy surrounding BLADES
and other military research has bol-
stered the story that early frequency-

www.americanscientist.org

provenance is no easy task. Bluetooth
technology does employ frequency hop-
ping, but its inventor, Jaap Haartsen,
tells me that he was unaware of the
Lamarr-Antheil patent when he was
working on the system at Ericsson in the
1990s. Frequency hopping was mere-
ly the standard that the U.S. Federal
Communications Commission (FCC)
required on the frequency band he in-
tended to use for an interference-proof
local communication system.

Many recent articles cite Lamarr-
Antheil’s invention as having been vital
to the development of modern Wi-Fi,
but Haartsen also points out that Wi-Fi
abandoned frequency hopping early on,
because it provided insufficient band-
width. For a time, Wi-Fi used a spread-
spectrum technique known as direct
sequencing, but since a change in FCC
rules, it employs yet another type of
spread-spectrum technology, orthogonal
frequency division multiplexing. The Glob-
al Positioning System (GPS), another
alleged part of Lamarr’s legacy, has al-
ways used direct sequencing. Although
the early 2G cellular network did use a
form of frequency hopping, later net-
works have employed direct sequencing
and orthogonal frequency division mul-
tiplexing. Any link to player pianos and
torpedoes has yet to be demonstrated.

As with the history of radio, an unof-
ficial form of classification has left its
distorting stamp on the history of fre-
quency hopping: nationalism. All of the
patents discussed here are German or
American, but surely that cannot repre-
sent the full reality. During the lifetime

© 2019 Sigma Xi, The Scientific Research Honor Society. Repro-

of the Soviet Union, Western research-
ers had little idea of what was going on
there, but that hardly means that So-
viet scientists were idle. In 1935, a Rus-
sian communications engineer named
Dmitri Vasilievich Ageev published a
paper titled “Principles of the Theory
of Linear Selection,” which lays down
the mathematical basics of spread-
spectrum techniques. There may well
be other Soviet contributions that have
not yet come to light, but we do know
that as early as 1957, prototype mobile
phones, evidently based on Ageev’s
ideas, were operational in Moscow.

So long as large swaths of technologi-
cal research take place under secrecy,
redundancy and inefficiency will remain
facts of life. As a former National Secu-
rity Agency employee once remarked
to me, “The military usually develops
an idea 10 years before the civilian sec-
tor.” To the extent that the comment was
not an idle boast, it does suggest con-
siderable hidden and wasted intellec-
tual resources. Private corporations, too,
guard their secrets, fueling duplication
of effort, even as cutthroat competition
engenders horse-trading that allegedly
keeps consumer prices down.

As a rule, scientists engaged in fun-
damental research would rather do
something novel themselves than try to
duplicate someone else’s results, which
only adds to the noise. In that regard, the
overwhelming concentration of talent
at the old Bell Labs had its advantages.
It may be too much to hope that a new
system can be devised to streamline the
chaos. Failing that, one can at least take
solace from knowing that recognition for
one’s accomplishments depends largely
on the diligence of the patent search, and
that the march of ideas will continue re-
gardless of who gets the credit.
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An Introduction to Spread-Spectrum
Communications

Abstract

This application note is a tutorial overview of spread-spectrum principles. The discussion covers both direct-
sequence and fast-hopping methods. Theoretical equations are given to allow performance estimates.
Relation to CDMA and TDMA is provided. A schematic of a code sequence generator is shown. Spectral plots
illustrate direct-sequence spread-spectrum (DSSS) and frequency-hopping spread-spectrum (FHSS)
methods.

Introduction

As spread-spectrum techniques become increasingly popular, electrical engineers outside the field are eager
for understandable explanations of the technology. There are books and websites on the subject, but many
are hard to understand or describe some aspects while ignoring others (e.g., the DSSS technique with
extensive focus on PRN-code generation).

The following discussion covers the full spectrum (pun intended).

A Short History

Spread-spectrum communications technology was first described on paper by an actress and a musician! In
1941 Hollywood actress Hedy Lamarr and pianist George Antheil described a secure radio link to control
torpedoes. They received U.S. Patent #2.292.387. The technology was not taken seriously at that time by the
U.S. Army and was forgotten until the 1980s, when it became active. Since then the technology has become
increasingly popular for applications that involve radio links in hostile environments.

Typical applications for the resulting short-range data transceivers include satellite-positioning systems
(GPS), 3G mobile telecommunications, W-LAN (IEEE® 802.11a, IEEE 802.11b, IEEE 802.11g), and
Bluetooth®. Spread-spectrum techniques also aid in the endless race between communication needs and
radio-frequency availability—situations where the radio spectrum is limited and is, therefore, an expensive
resource.

Theoretical Justification for Spread Spectrum

Spread-spectrum is apparent in the Shannon and Hartley channel-capacity theorem:

C =B xlog, (1 + SIN)
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In this equation, C is the channel capacity in bits per second (bps), which is the maximum data rate for a
theoretical bit-error rate (BER). B is the required channel bandwidth in Hz, and S/N is the signal-to-noise
power ratio. To be more explicit, one assumes that C, which represents the amount of information allowed by
the communication channel, also represents the desired performance. Bandwidth (B) is the price to be paid,
because frequency is a limited resource. The S/N ratio expresses the environmental conditions or the
physical characteristics (i.e., obstacles, presence of jammers, interferences, etc.).

There is an elegant interpretation of this equation, applicable for difficult environments, for example, when a
low S/N ratio is caused by noise and interference. This approach says that one can maintain or even
increase communication performance (high C) by allowing or injecting more bandwidth (high B), even when
signal power is below the noise floor. (The equation does not forbid that condition!)

Modify Equation 1 by changing the log base from 2 to e (the Napierian number) and by noting that In = loge.
Therefore:

C/B = (1/In2) x In(1 + S/N) = 1.443 x In(1 + S/N)
Applying the MacLaurin series development for
In(1 +x) =x-Xx2/2 +x33 - x*4 + .+ (1) XKk + .
C/B =1.443 x (S/IN-1/2 x (SIN)? + 1/3 x (SIN)*- ...)

S/N is usually low for spread-spectrum applications. (As just mentioned, the signal power density can even
be below the noise level.) Assuming a noise level such that S/N << 1, Shannon's expression becomes
simply:

C/B=1.433 x SIN

Very roughly:
C/B = SIN
Or:

N/S = B/C

To send error-free information for a given noise-to-signal ratio in the channel, therefore, one need only
perform the fundamental spread-spectrum signal-spreading operation: increase the transmitted bandwidth.
That principle seems simple and evident. Nonetheless, implementation is complex, mainly because
spreading the baseband (by a factor that can be several orders of magnitude) forces the electronics to act
and react accordingly, which, in turn, makes the spreading and despreading operations necessary.

Definitions

Different spread-spectrum techniques are available, but all have one idea in common: the key (also called the
code or sequence) attached to the communication channel. The manner of inserting this code defines
precisely the spread-spectrum technique. The term "spread spectrum” refers to the expansion of signal
bandwidth, by several orders of magnitude in some cases, which occurs when a key is attached to the
communication channel.

The formal definition of spread spectrum is more precise: an RF communications system in which the
baseband signal bandwidth is intentionally spread over a larger bandwidth by injecting a higher frequency
signal (Figure 1). As a direct consequence, energy used in transmitting the signal is spread over a wider



bandwidth, and appears as noise. The ratio (in dB) between the spread baseband and the original signal is
called processing gain. Typical spread-spectrum processing gains run from 10dB to 60dB.

To apply a spread-spectrum technique, simply inject the corresponding spread-spectrum code somewhere in
the transmitting chain before the antenna (receiver). (That injection is called the spreading operation.) The
effect is to diffuse the information in a larger bandwidth. Conversely, you can remove the spread-spectrum
code (called a despreading operation) at a point in the receive chain before data retrieval. A despreading
operation reconstitutes the information into its original bandwidth. Obviously, the same code must be known
in advance at both ends of the transmission channel. (In some circumstances, the code should be known
only by those two parties.)
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Figure 1. Spread-spectrum communication system.

Bandwidth Effects of the Spreading Operation

Figure 2 illustrates the evaluation of signal bandwidths in a communication link.
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Figure 2. Spreading operation spreads the signal energy over a wider frequency bandwidth.

Spread-spectrum modulation is applied on top of a conventional modulation such as BPSK or direct
conversion. One can demonstrate that all other signals not receiving the spread-spectrum code will remain as
they are, that is, unspread.

Bandwidth Effects of the Despreading Operation

Similarly, despreading can be seen in Figure 3.
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Figure 3. The despreading operation recovers the original signal.

Here a spread-spectrum demodulation has been made on top of the normal demodulation operations. One
can also demonstrate that signals such as an interferer or jammer added during the transmission will be
spread during the despreading operation!

Waste of Bandwidth Due to Spreading Is Offset by Multiple Users

Spreading results directly in the use of a wider frequency band by a factor that corresponds exactly to the
"processing gain" mentioned earlier. Therefore spreading does not spare the limited frequency resource. That
overuse is well compensated, however, by the possibility that many users will share the enlarged frequency
band (Figure 4).
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Figure 4. The same frequency band can be shared by multiple users with spread-spectrum
techniques.

Spread Spectrum Is a Wideband Technology

In contrast to regular narrowband technology, the spread-spectrum process is a wideband technology. W-CDMA and UMTS,
for example, are wideband technologies that require a relatively large frequency bandwidth, compared to narrowband radio.

Benefits of Spread Spectrum
Resistance to Interference and Antijamming Effects

There are many benefits to spread-spectrum technology. Resistance to interference is the most important
advantage. Intentional or unintentional interference and jamming signals are rejected because they do not
contain the spread-spectrum key. Only the desired signal, which has the key, will be seen at the receiver
when the despreading operation is exercised. See Figure 5.
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Figure 5. A spread-spectrum communication system. Note that the interferer's energy is spread while
the data signal is despread in the receive chain



You can practically ignore the interference, narrowband or wideband, if it does not include the key used in the
despreading operation. That rejection also applies to other spread-spectrum signals that do not have the right
key. Thus different spread-spectrum communications can be active simultaneously in the same band, such
as CDMA. Note that spread spectrum is a wideband technology, but the reverse is not true: wideband
techniques need not involve spread-spectrum technology.

Resistance to Interception

Resistance to interception is the second advantage provided by spread-spectrum techniques. Because
nonauthorized listeners do not have the key used to spread the original signal, those listeners cannot decode
it. Without the right key, the spread-spectrum signal appears as noise or as an interferer. (Scanning methods
can break the code, however, if the key is short.) Even better, signal levels can be below the noise floor,
because the spreading operation reduces the spectral density. See Figure 6. (Total energy is the same, but it
is widely spread in frequency.) The message is thus made invisible, an effect that is particularly strong with
the direct-sequence spread-spectrum (DSSS) technique. (DSSS is discussed in greater detail below.) Other
receivers cannot "see" the transmission; they only register a slight increase in the overall noise level!

N | DATASPREAD
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NOISE FLOOR SPREAD NOISE FLOOR

Figure 6. Spread-spectrum signal is buried under the noise level. The receiver cannot "see” the
transmission without the right spread-spectrum keys.
Resistance to Fading (Multipath Effects)

Wireless channels often include multiple-path propagation in which the signal has more than one path from
the transmitter to the receiver (Figure 7). Such multipaths can be caused by atmospheric reflection or
refraction, and by reflection from the ground or from objects such as buildings.
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Figure 7. lllustration of how the signal can reach the receiver over multiple paths.

The reflected path (R) can interfere with the direct path (D) in a phenomenon called fading. Because the
despreading process synchronizes to signal D, signal R is rejected even though it contains the same key.
Methods are available to use the reflected-path signals by despreading them and adding the extracted results
to the main one.

Spread Spectrum Allows CDMA

Note that spread spectrum is not a modulation scheme, and should not be confused with other types of
modulation. One can, for example, use spread-spectrum techniques to transmit a signal modulated by FSK
or BPSK. Thanks to the coding basis, spread spectrum can also be used as another method for
implementing multiple access (i.e., the real or apparent coexistence of multiple and simultaneous
communication links on the same physical media). So far, three main methods are available.



FDMA—Frequency Division Multiple Access

FDMA allocates a specific carrier frequency to a communication channel. The number of different users is
limited to the number of "slices" in the frequency spectrum (Figure 8). Of the three methods for enabling
multiple access, FDMA is the least efficient in term of frequency-band usage. Methods of FDMA access
include radio broadcasting, TV, AMPS, and TETRAPOLE.
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Figure 8. Carrier-frequency allocations among different users in a FDMA system.

TDMA—Time Division Multiple Access

With TDMA the different users speak and listen to each other according to a defined allocation of time slots
(Figure 9). Different communication channels can then be established for a unique carrier frequency.
Examples of TDMA are GSM, DECT, TETRA, and IS-136.
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Figure 9. Time-slot allocations among different users in a TDMA system.

CDMA—Code Division Multiple Access

CDMA access to the air is determined by a key or code (Figure 10). In that sense, spread spectrum is a
CDMA access. The key must be defined and known in advance at the transmitter and receiver ends. Growing
examples are 1S-95 (DS), IS-98, Bluetooth, and WLAN.
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Figure 10. CDMA systems access the same frequency band with unique keys or codes.




One can, of course, combine the above access methods. GSM, for instance, combines TDMA and FDMA.
GSM defines the topological areas (cells) with different carrier frequencies, and sets time slots within each
cell.

Spread Spectrum and (De)coding "Keys"

At this point, it is worth restating that the main characteristic of spread spectrum is the presence of a code or
key, which must be known in advance by the transmitter and receiver(s). In modern communications the
codes are digital sequences that must be as long and as random as possible to appear as "noise-like" as
possible. But in any case, the codes must remain reproducible, or the receiver cannot extract the message
that has been sent. Thus, the sequence is "nearly random." Such a code is called a pseudo-random number
(PRN) or sequence. The method most frequently used to generate pseudo-random codes is based on a
feedback shift register.

One example of a PRN is shown in Figure 11. The shift register contains eight data flip-flops (FF). At the
rising edge of the clock, the contents of the shift register are shifted one bit to the left. The data clocked in by
FF1 depends on the contents fed back from FF8 and FF7. The PRN is read out from FF8. The contents of
the FFs are reset at the beginning of each sequence length.
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Figure 11. Block diagram of a sample PRN generator.

Many books are available on the generation of PRNs and their characteristics, but that development is
outside the scope of this basic tutorial. Simply note that the construction or selection of proper sequences, or
sets of sequences, is not trivial. To guarantee efficient spread-spectrum communications, the PRN
sequences must respect certain rules, such as length, autocorrelation, cross-correlation, orthogonality, and
bits balancing. The more popular PRN sequences have names: Barker, M-Sequence, Gold, Hadamard-
Walsh, etc. Keep in mind that a more complex sequence set provides a more robust spread-spectrum link.



But there is a cost to this: more complex electronics both in speed and behavior, mainly for the spread-
spectrum despreading operations. Purely digital spread-spectrum despreading chips can contain more than
several million equivalent 2-input NAND gates, switching at several tens of megahertz.

Different Modulation Spreading Techniques for Spread Spectrum

Different spread-spectrum techniques are distinguished according to the point in the system at which a PRN
is inserted in the communication channel. This is very basically illustrated in the RF front-end schematic in
Figure 12.
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Figure 12. Several spreading techniques are applied at different stages of the transmit chain.

If the PRN is inserted at the data level, this is the direct-sequence form of spread spectrum (DSSS). (In
practice, the pseudo-random sequence is mixed or multiplied with the information signal, giving an
impression that the original data flow was "hashed" by the PRN.) If the PRN acts at the carrier-frequency
level, this is the frequency-hopping form of spread spectrum (FHSS). Applied at the LO stage, FHSS PRN
codes force the carrier to change or "hop" according to the pseudo-random sequence. If the PRN acts as an
on/off gate to the transmitted signal, this is a time-hopping spread-spectrum technique (THSS). There is also
the "chirp" technique, which linearly sweeps the carrier frequency in time.

One can mix all the above techniques to form a hybrid spread-spectrum technique, such as DSSS + FHSS.
DSSS and FHSS are the two techniques most in use today.

Direct-Sequence Spread Spectrum (DSSS)

With the DSSS technique, the PRN is applied directly to data entering the carrier modulator. The modulator,
therefore, sees a much larger bit rate, which corresponds to the chip rate of the PRN sequence. Modulating
an RF carrier with such a code sequence produces a direct-sequence-modulated spread spectrum with ((sin
x)/x)? frequency spectrum, centered at the carrier frequency.

The main lobe of this spectrum (null to null) has a bandwidth twice the clock rate of the modulating code, and
the side lobes have null-to-null bandwidths equal to the code's clock rate. lllustrated in Figure 13 is the most
common type of direct-sequence-modulated spread-spectrum signal. Direct-sequence spectra vary
somewhat in spectral shape, depending on the actual carrier and data modulation used. Below is a binary
phase shift keyed (BPSK) signal, which is the most common modulation type used in direct-sequence
systems.
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Figure 13. Spectrum-analyzer photo of a DSSS signal. Note the original signal (nonspread) would
only occupy half of the central lobe.

Frequency-Hopping Spread Spectrum (FHSS)

The FHSS method does exactly what its name implies—it causes the carrier to hop from frequency to
frequency over a wide band according to a sequence defined by the PRN. The speed at which the hops are
executed depends on the data rate of the original information. One can, however, distinguish between fast
frequency hopping (FFHSS) and low frequency hopping (LFHSS). The latter method, the most common,
allows several consecutive data bits to modulate the same frequency. FFHSS is characterized by several
hops within each data bit.

The transmitted spectrum of a frequency-hopping signal is quite different from that of a direct-sequence
system. Instead of a ((sin x)/x)?>-shaped envelope, the frequency hopper's output is flat over the band of
frequencies used (see Figure 14). The bandwidth of a frequency-hopping signal is simply N times the number
of frequency slots available, where N is the bandwidth of each hop channel.



ANTENMA

MODULATOR CHAIN

PRMN GENERATOR

FREQUENCY o
SYNTHESIZER s
L

‘ T, T, T, T, Tal

- - v w

. . - .

¥ LA LA LA
L] - L] - - L L]
H H a "

Figure 14. Spectrum-analyzer photo of a FHSS signal.

Time-Hopping Spread Spectrum (THSS)
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Figure 15. THSS block diagram.

Figure 15 illustrates THSS, a method not well developed today. Here the on and off sequences applied to the
PA are dictated according to the PRN sequence.

Implementations and Conclusions

A complete spread-spectrum communication link requires various advanced and up-to-date technologies and
disciplines: an RF antenna, a powerful and efficient PA, a low-noise and highly linear LNA, compact
transceivers, high-resolution ADCs and DACs, rapid low-power digital signal processing (DSP), etc. Though
designers and manufacturers compete, they are also joining in their effort to implement spread-spectrum
systems.



The most difficult area is the receiver path, especially at the despreading level for DSSS, because the
receiver must be able to recognize the message and synchronize with it in real time. The operation of code
recognition is also called correlation. Because correlation is performed at the digital-format level, the tasks
are mainly complex arithmetic calculations including fast, highly parallel, binary additions and multiplications.

The most difficult aspect of today's receiver design is synchronization. More time, effort, research, and money
have gone toward developing and improving synchronization techniques than toward any other aspect of
spread-spectrum communications. Several methods can solve the synchronization problem, and many of
them require a large number of discrete components to implement. Perhaps the biggest breakthroughs have
occurred in DSP and in application-specific integrated circuits (ASICs). DSP provides high-speed
mathematical functions that analyze, synchronize, and decorrelate a spread-spectrum signal after slicing it in
many small parts. ASIC chips drive down costs with VLSI technology and by the creation of generic building
blocks suitable for any type of application.
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